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A digital signature is an electronic, encrypted, stamp 
of authentication […]. 
A signature confirms that the information originated 
from the signer and has not been altered.

- Microsoft

https://support.microsoft.com/en-us/office/digital-signatures-and-certificates-8186cd15-e7ac-4a16-8597-22bd163e8e96


OOXML Structure
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OOXML Structure
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OOXML Signature
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Specification Flaw #1/3:
Content Injection Attack
• OOXML Signatures = partial Signatures

• Add unsigned files to show new content
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Content Injection Attack

1. Attacker retrieves
signed document

2. Attacker manipulates
signed document
• Shows manipulated content

• Keeps signature valid
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Content Injection Attack
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Implementation Flaw #1/2:
Universal Signature Forgery
• Extract valid XML Signature from ODF, SAML, …

• Embed in OOXML
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Universal Signature Forgery
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Evaluation Results
“Every Signature is Broken”
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“Every Signature is Broken”
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Conclusion
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Conclusion & Lessons Learned

• Major Issues
• OOXML uses partial signatures

• Rendering flow involves signed and unsigned data

• Cryptographic verification is complex for documents

• Content vs Metadata
• Do not render people.xml, styles.xml, ...

• PoC Files
• github.com/RUB-NDS/OOXML_Signature_Security

• Details in the Paper
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Q&A?

https://github.com/RUB-NDS/OOXML_Signature_Security
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