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WebGL enables 3D graphics for web apps

WebGL was released in 2011

WebGL is increasingly popular
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How does WebGL work?



Traditionally, native apps are trusted
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WebGL contents are not trusted
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We want to analyze WebGL security through fuzzing

● WebGL exposes low level graphic code to attackers

● Fuzzing is a battle-tested technique to find vulnerabilities

Input Run Bug found!



Strawman solution: fuzzing WebGL with code coverage
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Challenges faced by coverage-guided fuzzing on WebGL

Challenge 1: Collect coverage across processes

Challenge 2: Collect coverage from close-sourced binaries

Challenge 3: Collect coverage across user/kernel mode
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Challenge 2: Collect coverage from close-sourced binaries
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Challenge 3: Collect coverage across user/kernel mode
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Observation: WebGL has excellent error feedbacks
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GLeeFuzz Workflow

Type 1 error messages

Type 2 error messages



Type 1 error message: indicating invalidity of argument 

canvas = document.createElement("canvas");
gl = canvas.getContext("webgl");
shader = gl.createShader(gl.VERTEX_SHADER);
buffer = gl.createBuffer();
// …...
gl.bufferData(gl.ALPHA, 100, gl.STATIC_DRAW);
program = gl.createProgram();

“invalid target”



Type 2 error message: indicating invalidity of internal state

canvas = document.createElement("canvas");
gl = canvas.getContext("webgl");
shader = gl.createShader(gl.VERTEX_SHADER);
buffer = gl.createBuffer();
// …...
// ……  
gl.useProgram(program);
gl.drawArrays(gl.POINTS, 100, gl.STATIC_DRAW);

“no valid shader program in use”



Build mutating rules based on error messages

Type-1 messages: find the arguments that cause the error

Type-2 messages: find the dependent APIs



Type-1 Message: Computing Target Arguments

Key idea

Error-emitting statement are tainted by certain internal variable, leading to the 
culprit API argument

Approach

Backward taint analysis on the internal variable of the error-emitting statement
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void bufferData(GLenum target, int64_t size, GLenum usage) 
{
 BufferDataImpl(target, size, nullptr, usage);
}

shader = gl.createShader(gl.VERTEX_SHADER);
buffer = gl.createBuffer();
// …...
gl.bufferData(gl.ALPHA, 100, gl.STATIC_DRAW);

void BufferDataImpl(GLenum target, int64_t size,
                    const void* data, GLenum usage) {
 ValidateBufferDataTarget("bufferData", target);
 // ...
}

WebGLBuffer* 
ValidateBufferDataTarget(const char* function_name,
                         GLenum target) {
 // …… 
 switch (target) {
   case GL_ARRAY_BUFFER:
     buffer = bound_array_buffer_.Get();
     break;
   default:
     SynthesizeGLError("invalid target");
 }
}

Example

https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.h;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=0;bpt=1;l=138
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2066?gsn=bufferData&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.cc%23OauJNsideMZ3ZxR-Yue56uGVA10QiuEotV7CcgUD68Q&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.h%23jvmKqo1RD26d-2mJDoS5YI8wUxOJ48ATj2tQlnfaJoU
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2066?gsn=GLenum&gs=kythe%3A%3Flang%3Dc%252B%252B%23talias%2528GLenum%2523n%252Cunsigned%2520int%2523builtin%2529
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2066?gsn=target&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.cc%23wgiBNYPy7e8QrYTBf9Hf2plzhqtrVuBcYOg8slxG_RI
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2067?gsn=int64_t&gs=kythe%3A%3Flang%3Dc%252B%252B%23talias%2528int64_t%2523n%252Clong%2520long%2523builtin%2529
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2067?gsn=size&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.cc%23zqYLpjAK3aFVvOXtN0i3SpKsuhpXsVLpk2ChJBdAhjE
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2068?gsn=GLenum&gs=kythe%3A%3Flang%3Dc%252B%252B%23talias%2528GLenum%2523n%252Cunsigned%2520int%2523builtin%2529
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2068?gsn=usage&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.cc%23Q8T2R1DL3YqiNkfn8HvP5P76PDlpnZBlZQq9LFRYwDM
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=0;bpt=1;l=2047
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=0;bpt=1;l=2066
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=0;bpt=1;l=2067
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=0;bpt=1;l=2068
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.h;drc=53d29c2466f83f189e181df6fa692a5659c0be83;l=138
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2047?gsn=BufferDataImpl&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.cc%23nL0ZscgtogZETixGE6VT9bYsgp7_mv2ima5fscS00CM&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.h%23prX09rdyZkIE8sNyi_C7AtltSZdtXbjI-1GL4bQghxk
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2047?gsn=GLenum&gs=kythe%3A%3Flang%3Dc%252B%252B%23talias%2528GLenum%2523n%252Cunsigned%2520int%2523builtin%2529
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2047?gsn=target&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.cc%23PMOmoVE6gQcv88d5lW-RfIlibe97tPpLgmALmcoHE7M
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2048?gsn=int64_t&gs=kythe%3A%3Flang%3Dc%252B%252B%23talias%2528int64_t%2523n%252Clong%2520long%2523builtin%2529
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2048?gsn=size&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.cc%23dQnTymE_5xu9ae-lSirUcR7EA5YJNyo-ldFkOqUSzV4
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2049?gsn=data&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.cc%23drQoNuloXQPIgYdhtzam8-xqaFp-73apQS7beok67Gg
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2050?gsn=GLenum&gs=kythe%3A%3Flang%3Dc%252B%252B%23talias%2528GLenum%2523n%252Cunsigned%2520int%2523builtin%2529
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=2050?gsn=usage&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.cc%23kkeHUJtzexRiQU38JXI6aeN6u2f816sjd9jK8bxg-XQ
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;l=8328
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;l=2047
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_buffer.h;drc=53d29c2466f83f189e181df6fa692a5659c0be83;l=33
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.h;drc=53d29c2466f83f189e181df6fa692a5659c0be83;l=138
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=8328?gsn=ValidateBufferDataTarget&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.cc%23NaZ7OboIGN_o7DzUX4elmG7n5wMoI8-OnvaIKoj_Xow&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.h%23v-am0qYLWd-statdGxjeJlfrrUJOay5dgAPonozrPqw
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=8329?gsn=function_name&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.cc%23xQToV9bcTeZQ04KpeDIwFz21UexJBkm1Iwr0cydMVds
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=8330?gsn=GLenum&gs=kythe%3A%3Flang%3Dc%252B%252B%23talias%2528GLenum%2523n%252Cunsigned%2520int%2523builtin%2529
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;bpv=1;bpt=1;l=8330?gsn=target&gs=kythe%3A%2F%2Fchromium.googlesource.com%2Fchromium%2Fsrc%3Flang%3Dc%252B%252B%3Fpath%3Dsrc%2Fthird_party%2Fblink%2Frenderer%2Fmodules%2Fwebgl%2Fwebgl_rendering_context_base.cc%23IpouHnmWmgnF5sNeiVrjgFxUPD93gNjyxlXSYP_oT64
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;l=8330
https://source.chromium.org/chromium/chromium/src/+/master:third_party/khronos/GLES2/gl2.h;drc=53d29c2466f83f189e181df6fa692a5659c0be83;l=123
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;l=8331
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.h;drc=53d29c2466f83f189e181df6fa692a5659c0be83;l=796
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/platform/heap/impl/member.h;drc=53d29c2466f83f189e181df6fa692a5659c0be83;l=190
https://source.chromium.org/chromium/chromium/src/+/master:third_party/blink/renderer/modules/webgl/webgl_rendering_context_base.cc;drc=53d29c2466f83f189e181df6fa692a5659c0be83;l=8700


Type-2 Message: Computing Dependent API Set

Key idea

Conditions of error-emitting statements are tainted by internal variables which are 
updated by other APIs (i.e., a dependent API set)



Additional benefit of error message guided fuzzing 

Containing useful information about which part of the input is invalid



Evaluation: GLeeFuzz outperforms random mutation 

#of unique WebGL API triggered



Evaluation: GLeeFuzz outperforms random mutation 

#of unique WebGL error messages triggered#of unique WebGL API triggered



So far, 7 new vulnerabilities in WebGL have been found
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Evaluation



● Fuzzing WebGL interface is challenging
● GLeeFuzz leverages error messages to fuzz WebGL

○ eliminates dependency on code coverage 
○ performs meaningful mutation
○ has found 7 new vulnerabilities
○ Source: https://github.com/HexHive/GLeeFuzz 

Thank you!
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Conclusion

https://github.com/HexHive/GLeeFuzz

