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Overview of AppListener
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Comparison with Prior Works
Works Side Channel w/o IP/Destination Encrypted Network In-app Activity Number of Features Multi-victim Attack

DECANTeR [1] Network Traffic ✘ ✘ ✘ 6 ✘

AppScanner [2] Network Traffic ✘ ✓ ✘ 54 ✘

NetScope [3] Network Traffic ✘ ✓ ✓ N/A ✘

MIMETIC [4] Network Traffic ✘ ✓ ✘ N/A ✘

Liu et al. [5] Network Traffic ✘ ✓ ✓ 30 ✘

ActiveTracker [6] Network Traffic ✓ ✓ ✓ N/A ✘

FlowPrint [7] Network Traffic ✘ ✓ ✓ 110 ✘

FOAP [8] Network Traffic ✓ ✓ ✓ 123 ✓

AppListener (Ours) RF Energy ✓ ✓ ✓ 31 ✓

[1] Riccardo Bortolameotti, Thijs van Ede, Marco Caselli, Maarten H Everts, Pieter Hartel, Rick Hofstede, Willem Jonker, and Andreas Peter. Decanter: Detection of anomalous outbound 
http traffic by passive application fingerprinting. In Proceedings of ACSAC, 2017.
[2] Vincent F Taylor, Riccardo Spolaor, Mauro Conti, and Ivan Martinovic. Appscanner: Automatic fingerprinting of smartphone apps from encrypted network traffic. In Proceedings of 
the IEEE EuroS&P, 2016.
[3] Brendan Saltaformaggio, Hongjun Choi, Kristen Johnson, Yonghwi Kwon, Qi Zhang, Xiangyu Zhang, Dongyan Xu, and John Qian. Eavesdropping on fine-grained user activities within 
smartphone apps over encrypted network traffic. In Proceedings of the USENIX Workshop on Offensive Technologies (WOOT), 2016.
[4] Giuseppe Aceto, Domenico Ciuonzo, Antonio Montieri, and Antonio Pescapè. Mimetic: Mobile encrypted traffic classification using multimodal deep learning. Computer Networks, 
165:106944, 2019.
[5] Junming Liu, Yanjie Fu, Jingci Ming, Yong Ren, Leilei Sun, and Hui Xiong. Effective and real-time in-app activity analysis in encrypted internet traffic streams. In Proceedings of the 
ACM KDD, 2017.
[6] Ding Li, Wenzhong Li, Xiaoliang Wang, Cam-Tu Nguyen, and Sanglu Lu. Activetracker: Uncovering the trajectory of app activities over encrypted internet traffic streams. In 
Proceedings of the IEEE SECON, 2019.
[7] Thijs van Ede, Riccardo Bortolameotti, Andrea Continella, Jingjing Ren, Daniel J Dubois, Martina Lindorfer, David Choffnes, Maarten van Steen, and Andreas Peter. Flowprint: Semi-
supervised mobile-app fingerprinting on encrypted network traffic. In Proceedings of NDSS, 2020.
[8] Jianfeng Li, Hao Zhou, Shuohan Wu, Xiapu Luo, Ting Wang, Xian Zhan, and Xiaobo Ma. Foap: Fine-grained open-world android app fingerprinting. In Proceedings of USENIX Security 
Symposium, 2022.
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RF energy harvester & Portable attacking device

RF energy harvester The “Burger Model”
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Number of Victims Detection

Decomposed singular values when the number of victims = 1, 2, and 3
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Number of Victims Detection

Density distribution of singular values 𝜹𝟏, 𝜹𝟐 and 𝜹𝟑 (# of victims = 1, 2, and 3)
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Signal Separation

FastICA - Blind Source Separation
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Pre-processing

• Low-pass filter: Savitzky-Golay (S-G) filter to remove high-frequency noise

• Data normalization: reduce impact of distance

• Silence removal: deduct the DC offset

• Feature extraction: time-domain and frequency domain.
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Evaluation – Experiment Setup

5 categories, 40 mobile apps, 5 in-app activities
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Evaluation – Experiment Setup

5 categories, 40 mobile apps, 5 in-app activities 4 common scenarios
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Overall Effectiveness
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Generalization, Improvement, and Through-Wall Attacks

Cross environment, cross mobile devices, and cross Wi-Fi routers
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Generalization, Improvement, and Through-Wall Attacks

Cross environment, cross mobile devices, and cross Wi-Fi routers

Improving attack distance with two RF-DC converters Harvested voltage & Accuracy vs. Blocking items
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Attack IoT Devices

Result of attacking IoT devices

Integrating AppListener into different commodity IoT devices
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Countermeasures

• Traffic obfuscation: transmitting redundant packets to interfere harvested voltages.

• Dynamic power adaptation: bursting transmission in low-power mode while transmitting small 
packets in high-power mode. 
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Speaker: Tao Ni

City University of Hong Kong

Personal  website: tony520.github.io


