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Key questions to address privacy concerns

Ø What types of data are being collected by 
IoT devices?

Ø How is the data collected, and to which 
party is it shared?
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Prior research & limitations

Ø Collecting real user data and 
leads to big privacy concern L

Ø Small device set, lab-environment L
Ø Data encryption, not scale-well L

Monitoring network traffic
  [IMC19, CCS19, PETS19]

Crowd source 
[SEC19,Ubicomp2020]
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Our goal: Large-scale, fine-grained understanding of IoT device 
data exposure in the wild.
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Observation 1  - Two typical data management modes in IoT 
ecosystem

IoT Cloud

(b) Cloud-based data management (Google Home, Amazon Echo, etc.)

IoT Cloud

(a) Device-to-mobile data management (using NFC, Bluetooth, BLE, etc.)
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Observation 2 – Semantics-rich IoT companion apps 

Ø IoT Code Block
Ø A cluster of texts (in a method)  

which includes meaningful labels 
describing IoT device data.  

Ø IoT Data Point
Ø Individual IoT data if the text label 

indicates information related to IoT 
Devices.
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IoTProfiler
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A taxonomy of privacy-sensitive IoT data

Ø Challenge: Diversity of privacy-sensitive IoT data. 

Ø Construct an IoT taxonomy by analyzing known IoT 
reports, papers, documents and industry standards, 
etc.

Ø 550 data items, with 8 sub-categories
Ø Released at 

https://sites.google.com/view/iotprofiler.
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IoT data point identification
Ø Challenge: IoT data handled in companion apps are often kept together with the 

app local data

Ø Solution: A two-stage classifier
Ø Only considers clustered IoT data labels

IoT Data Point(s)

Text similarity

IoT Taxonomy

IoT Code Block 
Identification (IDI)

IoT Code Block
Non-IoT Code Block

battery_level

walk_distance

sleep_length
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Variable binding and data exposure detection

Ø Link data labels to program 

variables

JsonObject.put(“walk_distance”, a)
a = JsonObject.get(“walk_distance”)

E.g., are these data flows disclosed within the 
application’s privacy policy, or data 
transmitted securely?

ØAlias data labels

 
intent.putExtra(“voltage_val”, dev.battery_level)

Please check our paper for further technical details.

privacy policyIn-app data flow
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Datasets

Ø IoT companion apps collected in the wild.
Ø 6,208 IoT apps as of Aug. 2020
Ø https://www.cs.ucf.edu/~xwang/datasets/IoTProfiler-Apps/
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IoT data exposure in the wild

Ø 50,667 IoT code blocks and 174,943 IoT data points from 5,795/6,208(93.3%) 

apps.
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IoT data exposure in the wild

Ø 1,973 apps (31.8%) from at least 1,559 unique device vendors are found to collect 
sensitive IoT data without proper disclosure. 

Ø Each app exposes 5.6 IoT data items on average.
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IoT data exposure in the wild

Cross-region IoT data flows
IoT data exposure for users of 

different regions

For more findings, please check out our paper.
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Example

Ø Health monitoring device

Own server: 
https://d37se***.37bit.net:8**3

healthlink.cn
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Case study

Ø Cigarette holder – use expected data
Ø Harmful substances (e.g., nicotine)
Ø Number of cigarettes smoked

Ø Data without the user’s awareness 
Ø Smoking habits: smoking times (puff), 
    locations

Ø Health conditions: breathing capacity

smoking times (puff) breathing capacity




