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MULTI-FACTOR KEY DERIVATION

MULTI-FACTOR
DERIVED KEY

The MFKDF outputs a key as
a function of all input factors

&

FACTORO1 FACTOR 02 FACTOR 03 FACTOR 04
eg. a Password eg.a TOTP Code eg. a U2F Token eg. Biometric Data
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One-Way Function (OWF)
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Entropy & Brute Force

Intentionally inefficient!
/

PBKDF ~

/

»
DK = PBKDF2(PRF, Password, Salt, Rounds, dkLen)

MFKDF

DK = MFAKDF(PREF, [f1,f2,...fn], Rounds, dkLen)
= PBKDF2(PRF, f1-f2-f3, Salt, Rounds, dkLen)

4
/
/

Difficulty is on top of all
authentication factors!

MFKDF
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Password Management Service

Two problems with this architecture:

o Add MFA!
e Databases are leaky SERVER
o Add !

Can we incorporate MFA into the
key derivation function itself?
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Password Management Service
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What happens if the password is lost?

DATABASE
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THRESHOLD MULTI-FACTOR KEY DERIVATION

2-0F-3 1 The MFKDF outputs a key as a
DERIVED KEY function of any 2 input factors
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Key Stacking

2-0F-3
DERIVED KEY

The MFKDF outputs a key as a
function of any 2 input factors
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mfkdf.com « pbkdf2.com

< Docs Tutorials ~ Testin Coverage Demos ~ Videos Get Started
S 9 9

Secure Fast Transparent Flexible
based on argon2id < 20ms overhead fully open-source modular design

Knowledge Soft Tokens Go beyond passwo rds

| |
J i L Most users have notoriously insecure passwords, with up to 81% of them re-using passwords across multiple
@ o ‘ @ accounts. MFKDF improves upon password-based key derivation by using all of a user's authentication factors
(not just their password) to derive a key. MFKDF supports deriving key material from a variety of common

factors, including HOTP, TOTP, and hardware tokens like YubiKey.

USB Key Out-of-Band

0eoo0

0000

Increased key entropy 14 bits
14 bits

All factors must be simultaneously correctly guessed to derive a key using MFKDF, meaning that they can't be = 16s
individually brute-force attacked. MFKDF keys are thus exponentially harder to crack while remaining just as fast
to derive on the fly as password-derived keys for users with the correct credentials.

14 bits




Centralized & Decentralized Demos

Recover your account

Email address Recovery method

‘ Recovery Code Security Questions

Email confirmation code Recovery code

‘ 2ZD0TY @ ‘ 75ad3eb1-b69a-4cOb-b9ea-0dSeebca0658 \/I

Enter the 6-letter code we just sent to your email inbox
TOTP code

©  Remembered x

https://demo.mfkdf.com

MFKDF
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8 LockWallet | [

Address Balance

0xd00b175680a801ct

+ Addaddress | C Checkbalances @ Update rates

lect Tokens

https://wallet.mfkdf.com
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PBKDF2 is also used in...

g MFKDF
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MFKDF Summary

USABILITY & FACTOR EXPONENTIAL CLIENT-SIDE POLICY
COMPATIBILITY SECURITY RECOVERY ENFORCEMENT

Knowledge Soft Tokens i
. 14 bits
| | 14 bits M > @_
I@ QI I‘ @I b
USB Key Out-of-Band 14bits e_
| |
@ @ 9 Q 20 bits
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HIGHLY PERFORMANT NEW & EXISTING APPLICATIONS

Computation Time (ms)




Thanks!

2 https://mfkdf.com
‘ https://arxiv.org/abs/2208.05586

() nttps://github.com/multifactor/mfkdf

26



