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Identity in motion

Cutting, J. E., & Kozlowski, L. T. (1977). Recognizing 
friends by their walk: Gait perception without 
familiarity cues. Bulletin of the Psychonomic Society, 
9(5), 353–356. https://doi.org/10.3758/BF03337021

38% accuracy, p < .005
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Motion in VR
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VR identification studies
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* Enough to identify ≈4,000 users
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VR identification studies
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BeatLeader dataset

USERS

55,541

COUNTRIES

40+

VR DEVICES

20+

REPLAYS

2,669,886

SESSIONS

713,013

DATA

3.96 TB
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Motion features

LightGBM

{posx,posy,posz,roti,rotj,rotk,rotl}
×

{min,max,mean,med,stdev}
×

{head,left_hand,right_hand}
=

[105 dimensions]
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100 Seconds
94.3% Accuracy10 Seconds

73.2% Accuracy

2 Seconds
48.45% Accuracy

20 Seconds
82.9% Accuracy

Results



Enough to identify
≈ 4,000 users

13 ·  https://rdi.berkeley.edu/metaverse

Model explanations
STATIC FEATURES

22.9% of entropy gain

MOTION FEATURES

73.9% of entropy gain

CONTEXT FEATURES

3.2% of entropy gain
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Other biometrics

(NIST, 2006)

(NIST, 2012) (NIST, 2020)
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Implications for VR privacy

≈
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Thank you!

50,000+ User Identification Study
https://rdi.berkeley.edu/vr-identification/

https://arxiv.org/abs/2302.08927
https://github.com/MetaGuard/Identification

Other RDI Metaverse Research
https://rdi.berkeley.edu/metaverse/

https://rdi.berkeley.edu/vr-identification/
https://arxiv.org/abs/2302.08927
https://github.com/MetaGuard/Identification
https://rdi.berkeley.edu/metaverse/

