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Contact Tracing

“Contact tracing can break the 
chains of transmission through the 
rapid identification, isolation and 
clinical care of cases, and providing 
supported quarantine of contacts, 
meaning that virus transmission can 
be stopped.  
WHO
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Exposure Notification Systems

The aim of an exposure 
notification system (ENS) is 
to notify users who may have 
been exposed to a disease by 
being in contact with an 
infected person. 
•
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RQ1: How to formalize key security properties of ENS? 

RQ2: What attacks are possible? 

RQ3: What is the maximum impact of the attacks?

Research Questions
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Analyzed ENS

ROBust and privacy-presERving proximity Tracing | ROBERT 
PRIVATICS team, Inria and Fraunhofer AISEC 

+60 million downloads

Corona Warn-App | CWA 
SAP and Deutsche Telekom 

 +48 million downloads 

+208 million downloads (19 countries in EFGS)

Decentralized Privacy-Preserving Proximity Tracing | DP3T 
Troncoso et al. 

Influenced the Google/Apple Exposure Notification System 

Tamarin Prover

Formally using
modeled

analyzed
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ROBERT vs. DP3T
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ROBERT | Uploading

Positive
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DP3T | Daily Key Generation

Daily Key

Phone

Stores keys of last 14 days
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DP3T | Exchange
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DP3T | Uploading

Positive

Back end

Decentralized Setting
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Security Properties
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Soundness
≤ 14 days

Contagious Period

TimeT

Sp
ac

e

Formalized as trace property
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Upload Authorization

DP3T, CWA

ROBERT

Time

Positive

ROBERT

DP3T, CWA

Formalized as trace property
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Attacks



20

Attacker Model

Multi-localityInject 
Read 
Edit

Compromise
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• A priori: Attacker can do everything! 

• How does the attacker actually behave?

Attack Patterns

Attack Trace

Soundness

Attacker does P1

or does P2

or does …
or does Pn

or
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Attack Patterns

Attack Patterns: 27

Soundness: 18

Upload Authorization: 9

ROBERT: 11

DP3T: 10

CWA: 6
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Maximum Impact
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Causing Fake Risk Notifications 

Attack Vector ROBERT DP3T CWA

Back end
All-out All phones All phones in proximity to some 

other phone

Targeted Any phone All contacts of targeted phones

Health 
authority

Active Any phone All contacts of targeted phone

Passive All contacts of 
arbitrary phone

Phone-and-test-specific 
authentication codes

Infected 
phones

Modified phone Contacts of the 
whole group Contacts of 

phone

Max. contacts 
among group 

members+ Passive antenna All phones in 
reach

+ Active antenna Contacts of the 
whole group All phones in reach

Attacker: Group of individuals trying to disrupt the system
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• Formal model of ROBERT, DP3T, and the CWA 

− Complex temporal and spatial interactions between agents 

− Fine-grained attack patterns allowing quantitative reasoning 

− 27 attack patterns in total 

− Pushing the practical limit of existing tooling 

• Systematic categorization of existing and new attacks 

− Understanding of consequences and requirements 

• Possibility of low-risk attack by knowledgeable attacker

Conclusion



GitHub

Thank you! 
Questions?

kevin.morio@cispa.de


