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User Tag Sharing

* An Example

Mobile Ride-hailing Service
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User Tag Sharing

* What is Bound Tag, Free Tag and User Tag?
User Tags

ﬁ Y o Id:6374d4bboafc e Income: $100,000/yea
v ﬁ e Birthday: 1994-01-01 g8 ® PhoneNumber: xxx
® [ocation: 40.69, -74.31& ® Contacts: Userl, User2
b 4
“ e Height/Weight: 173/100g& e Preference: Food, Game
® A
. o . Mal Date: 2023-08-11
X g Digital User Profile Do 202305
[ X X ]

Consumer
Behavior

bound 1ag

user tags selected as the basis for clustering users

Frec lag

user tags apart from bound tags during user tag sharing




User Tag Spoofing

* Craft Bound Tag to lllegally Access Free Tag
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User Tag Spoofing

Mobile Service: “Today” [¢

POST /APIMobile/artworks/query HTTP/1.1

Log in or register

{

ﬁ GET PREMIUM
FEATURES

“local_date”:”2022-11-17",

of what we do? Please rate t
Q rATE US

}

HTTP/2 200 OK

Archive
Get lucky

{
Donators list “ent|t|eS”[

Send us feedback {

Share with friends

photo_related_info,
author_info,
museums_info

Settings

About
2

Only Five Artists are available
for unsubscribed users

There are over 750 artists in our database.
Want to see all of them?

[ UNLOCK ALL FEATURES

b

(

.

[ don’t need
to pay !!!

J
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Research Status

* Related Works Focusing on:
* Privacy Issues Against Personal Data Collection

* Case Studies Regarding User Tag Spoofing
* Contact Discovery Service (e.g., All the Numbers are US — NDSS’21)
* Location Based Service (e.g., Geo-locating Drivers — NDSS’19)

(D

No 1dea about the whole picture of user tag spoofing




Approach

* Challenge

* How to Locate Bound tags?
* Bound tags have diverse semantics, which are specific to concrete mobile services

* How to craft valid bound tags?

e valid format
e valid value

That is not an

® Email: Egyhjl13df4 4 - email address |

Such a user

® Email: a@gmail.com * does not exist |



Approach

* key Insight

* Bound tags -- differentiate a individual user or a group of users from others

Craft Valid Bound Tag

Tag values of existing users in the tested service’s app are supposed to be valid




Approach

e UTSFuzzer - Architecture

* Phase #1: Identify User Tag Sharing Services
* Phase #2: Explore the Value Space of Bound Tag
* Phase #3: Determine the Existence of Vulnerability
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Approach

* Phase #1: Identify User Tag Sharing Services

* Preprocessing
* Code Pattern of User Tag Sharing

® Free Tags

= = T e

® Free Tags

ward taint W Forward taint analysis

\ -
i

* Bound Tag Identification
» Sensitive Semantic
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Approach

* Phase #2: Explore the Value Space of Bound Tag
-

4 & N N
. . Current App m o b Other Apps
* In-app Mutation APK

® Email: Jet@gmail.com

® Email: John@gmail.com ® Email: Jack@gmail.com
N\ @g JAN @ )

e Cross-app Mutation ||»

In-app Mutation Cross-app Mutation

® Email: alicd@gmail.com A

® Email: alicf@gmail.com
® Email: alice@gmail.com
® Email: blice@gmail.com

o S :
/ \ \_ Email: zlice@gmail.com L/

General Mutation
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Approach

* Phase #3: Determine the Existence of Vulnerability
* F() : Mobile service with user tag sharing
* Apound 1ag - Bound tag of a user
* U, - Free tags of Other users
* §: A set of mutated bound tag values

Utags ~ F(Abound_tag) UtagS: F (Abound_tag’)a Abound_tag’es

* Vulnerability exists when:

3Abouna’_tag’es ’ Utags # NULL & Utags 75 Ut

ags
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Evaluation

* Research Questions
* RQI: Is UTSFuzzer effective in terms of security detection?

* RQ2: How many real-world services are impacted by user tag spoofing?

* RQ3: What attack efforts may be introduced by user tag spoofing?

e Dataset

* 25,158 popular apps in 30 categories
* Crawled From Google Play in April 2022
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RQ1: Efficacy

* Determine the Existence of Vulnerability
* Time Cost: 2246 hours
* 3,257 candidate apps having user tag sharing services
* 100 apps with 115 mobile services were detected to be vulnerable
* Precision: 95.00% / Recall: 98.96%

_____

Candidate Apps VS

Non-candidate Apps 450 ) _ 331 119
Vulnerable Apps VS 100 95 5 - -
Secure ones 100 ) ) 99 1

(Randomly Sampled & Manually Verified)
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RQ2: Vulnerability Detection

Bound Tag Package #Installs  Service Description Tag Generation Strategy ~ Samples of Leaked Free Tags
job, income, children,
cHH giwE 10M+ Get users’ homepage In-app education, ethnicity, smoking,
alcohol, height
room_id \ ok Rk plokk 500K+ Get owners of chat rooms General age. gendgr, country,
language, income
. . distance, birthday,
ook Bk ~kokok -
language_id \ cH pREE ¢ IM+ Get users via language In-app date of creation, is_online
. . biography, artworks, museums,
HOE ok Jkokk -
id author_id \c m*FE IM+ Get authors of artworks In-app date of death & birth
circle_id ok gl plokok 10M+ Get users in a circle General deeplmk, email address, parent_id,
device model, phone number
moment_id L""".t"‘**.d""“‘ 500K+ Get commentators General bmh_day » country, city,
email address, phone number
email address o phoK ek 500K+  Get users’ homepage In-app country, region, blnl?day,
gender, date of creation
country Lo Rk yokok 100K+ Get live streaming users General name, country_id, rate, video_id
phone number c e ik 10M+ Get users of contacts Cross-app TE farst - n.aal st name.
date of last activity & registration
date JE.CH @tk gk 500K+  Get current popular users General age, country, login_date,
e ’ pop height, weight, distance
car, birthday, zodiac, region,
ocation ¥ Rk gk IM+ Get nearby users Cross-app height, latitude & longitude,

date of last activity & creation

 Affected Bound Tags: 11
unique types

* Leaked Tags involve info of:

Demographics
Device
Contact
Education
Health
Employment

* Accumulated Installs: 413
million+

* Existence of User Ta
Spoofing in 10S platform
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RQ3: Attack Efforts & Case Study

* Generally, user tag spoofing leads to the leakage of various user tags

* But, more than that, ...
* Business Secret Exposure

* Preservation Mechanisms Breach
 Economic Loss

* User Activities Monitoring
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RQ3: Attack Efforts & Case Study

* App: T (anonymized)

* Bound Tag: uid
* Leaked Free Tag: GroupCode

Real Madrid Fan's Clubs
Member

“) Mulberry Deacons
7/ Member
. The friends
Member
@ Team Vito Silver Lopez
Member

’ M

GET /361/grouplist _user.php?
xxx&uid="=****** & xxx

HTTP/1.1 200 OK

{
“Member’:|
{

“GroupCode™:; “Hx#kEx>
“Name”: “The friends”,

"LastActivityOn™: “1669252927”,

"LeaderInfo:{...},
4

Real Madrid Fan's Clubs
Group' Code: rmadfc &

R LT

‘ Raju Nigadi2
May 10, 2019 2:04 PM
testing mail

©

‘ Raju Nigadi2
May 10, 2019 2:00 PM

testing mail

O

 Comment

O Comment

Real Madrid Fan's Clubs
Group Code: rmadfc &

NS .G A

FEB
Test
26 Tuesday, 9:20 AM

MAY
Test
1 0 Friday, 9:20 AM

Real Madrid Fan's Clubs
Group Code: rmadfc &

V Hir Combat Command

Y e

=

Real Madrid Fan's Clubs
Group Code: rmadfc &

+ Invite Others

Raju Nigadi2

Manager & addressed

Leader

@ Abc Xyz

eb Ajay Vyas




* Systematic analysis of user tag spoofing attack in user tag sharing services

* UTSFuzzer: A novel fuzzing based security-vetting tool for automated
1dentification of user tag spoofing risks.

* Revealing the landscape and severity of user tag spoofing attack in the
wild & Responsibly notifying app developers to help them fix issues.
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Shuai L1
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