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Research Questions

* How has DNS security and privacy
evolved over time?

* What is the current state today?

* What security and privacy practices can
be observed from the root?
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Security and Privacy Techniques Considered
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Data Set
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Source Port Randomization - Results

* No port variation. Same port
used across all queries.

* Small source port pool. Only
a handful of ports used.
Detected probabilistically by
counting duplicate ports in
sample.

* Sequential port allocation.
Source ports have a range of
100.
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Source Port Randomization - Results

& (b) Queries

* |In 2008, half of resolvers

lacked source port

randomization — accounting
for 75% of queries.
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Source Port Randomization - Results
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Source Port Randomization - Results

* In 2008, half of resolvers
lacked source port

8
randomization — accounting
for 75% of queries. -
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* Only after 3 years (2011) did
the fraction of vulnerable
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*ln 2021, 4% of resolvers
lacked source port

Percentage




Transaction ID Randomization — Results

* Smaller rates of
vulnerable resolvers.

°In 2021, 2% of resolvers
lacked TXID

randomization, with
0.44% of queries.
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Transaction ID Randomization — Results

* Smaller rates of (a) IP Addresses (b) Queries
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DNSSEC Validation — Results
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DNSSEC Validation — Results

* Measure of resolvers with | —— ASes
at least one DS or DNSKEY — IPaddresses
Queries
query. |
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DNSSEC Validation — Results

* Measure of resolvers with
at least one DS or DNSKEY
qguery.

* First significant presence of
validating resolvers in 2013.

°In 2021, 17% of resolvers,
making 70% of queries,
exhibited validating
behavior.
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0x20 Encoding — Results

 Measure of resolvers with
50% chance of being
upper-case.

*In 2021, 0.4% of resolvers,
making 2% of queries,
exhibited 0x20 behavior.
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DNS Cookie Usage — Results
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QNAME Minimization — Results
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QNAME Minimization — Results
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Holistic Analysis - 2021

TXID | SPR | DNSSEC | 0x20 | Cookies | QMIN IP Addresses ASes Queries
# % # % # %

2,189,133 | 59.0% || 40,173 | 79.8% 1,268 | 19.9%

503,799 | 13.6% || 26,486 | 52.6% | 15,449 | 55.8%

315,015 8.5% || 13,168 | 26.2% 857 1.9%

189,895 5.1% 7,956 | 158% || 2,242 | 3.1%

157,278 4.2% 9,782 | 19.4% || 7,895 | 8.9%

133,099 3.6% 12,398 | 24.6% || 5,296 | 5.1%

114,592 3.1% 6,931 | 13.8% || 2,527 | 2.1%

47,069 1.3% 3,202 | 6.4% 383 0.1%
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Holistic Analysis - 2021
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Holistic Analysis - 2021
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Holistic Analysis - 2021

TXID | SPR | DNSSEC | 0x20 | Cookies | QMIN IP Addresses ASes Queries
# /) # % # \ %
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Conclusion

* Basic DNS resolver security mechanisms are not ubiquitously
deployed

*In 2021, DNSSEC-validating resolvers are relatively few but produced
the majority of traffic to A-root.

 Security fixes take time
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