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Motivation
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• Offline-verifiable authentication 
documents 

• Consist of digitally signed QR code 

• Reliance on correct verification 

− Check authenticity by scanning 

− Match personal data on certificate to 
presenter, i.e., with ID or passport 

• Focused on Digital COVID Certificates 
in EU for our study

Visual Digital Certificates
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Visual Digital Certificates

• Certificate verification often incorrect or insufficient in the real world 

• Enables malicious actors to use counterfeit or others’ certificates 

Present Scan Match identity Decide
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Methodology

Semi-structured Interviews 
• Three scenarios with verification task 
• Questions about technical understanding

 RQ1 How do professional users verify Digital COVID Certificates? 

 RQ2 What understanding do professional users have of the underlying 
verification process of Digital COVID Certificates?
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How do users verify Digital Certificates?

Scanning ID Check

Behavioral building blocks

Assessment of Certificate HolderVisual Verification
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Types of verification behavior

How do users verify Digital Certificates?
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Users' understanding of the verification process?

Being a young woman, it happened to me once that a couple of guys came 
in and they all obviously used screenshots, so I told them: "Guys, that's just 
not possible". But they started acting up and I was working alone and so 
unfortunately I couldn't do anything but accept it.

“

”

Threat Models Technical Understanding User Education

interview 1, waitress



Verifiers Misuse 
Auxiliary Data

Challenges

Verifiers Have 
Incomplete Threat 
Awareness

Structural Issues 
Lead to Inconsistent 
Verification

 Remove visual cues 
and auxiliary data
→  Consistent and 

coherent education 
about threats

→  Mandatory guidelines 
that cover verifier 
education 

 Employers must provide 
a verification device 

→

→
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