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DTLS is “TLS over UDP”
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Application Data
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DTLS Must Solve Different Problems  
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The DTLS ecosystem is unexplored!
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           TLS Attacks

            Related Work

            RFCs

           Test Catalog

           Lab Evaluation
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We Added 17 DTLS-Specific Tests

● Scanner for black box evaluation of 

TLS servers

● Searches for supported features and 

vulnerabilities
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Cookie Exchange: 8 Tests

Issues the server an anti-DoS cookie?

Retransmissions: 2 Tests

Processes the server retransmissions?

Fragmentation: 4 Tests

Supports the server fragmentation? 

Other: 3 Tests

Processes the server reordered messages?

    Implemented in TLS-Scanner1

1https://github.com/tls-attacker/TLS-Scanner

https://github.com/tls-attacker/TLS-Scanner
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DoS & Amplification Attacks are a Threat
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5x DoS Vulnerabilities

2x Crashes

1x Plaintext Injection

● CVE-2023- 21835
● CVE-2022-2576
● CVE-2022-34293

3x Amplification 
Vulnerabilities
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Analysis of the DTLS Server Ecosystem 
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Where is DTLS deployed on the Internet?

On which ports is DTLS mostly deployed?

    Host discovery with ZMap1

1https://github.com/zmap/zmap

https://github.com/tls-attacker/TLS-Scanner
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More Than 600,000 DTLS Servers Across Eight Ports
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78.42% of 
hosts evaluated

   1.  Scan of 217 IPv4 addresses for each port

   2.  Scan of 220 IPv4 addresses for each port 
        where we discovered at least one host

   3.  Scan of the whole IPv4 range for the 
        top eight ports
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We Identified Five DTLS Services
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Preferred Key Exchange Methods: ECDHE & RSA
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28 Bleichenbacher 
vulnerabilities

0 Invalid Curve 
vulnerabilities

0 Logjam & Freak 
vulnerabilities
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Forbidden and Weak Encryption Algorithms Supported
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472 Padding Oracle 
vulnerabilities

87,263 potentially 
vulnerable to Sweet32

Forbidden in DTLS

No confidentiality
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DTLS-Specific Properties in Practice
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● 13.5% of servers on port 443 contain amplification vulnerabilities

○ Amplification factor up to 33

● On five ports, almost all servers do not implement a retransmission timer

○ Only send retransmissions themselves when they receive retransmissions

● On three ports, almost all servers do not support fragmentation & reordering

○ Influences their stability and interoperability
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Conclusions
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https://github.com/tls-attacker/TLS-Scanner@nerinola1 nurullah.erinola@rub.de

    Unsupported DTLS-specific features

    Tested (D)TLS properties & DTLS-specific features

➔ Published the first comprehensive dataset

➔ Influences the stability and interoperability

    DTLS-specific features open new vulnerabilities

➔ DoS & Amplification attacks are a threat

https://github.com/tls-attacker/TLS-Scanner
https://twitter.com/nerinola1

