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Privacy Policy

Privacy policies are lengthy and complicated...

Opinion | THE PRIVACY PROJECT

We Read 150 Privacy
Policies. They Were an
Incomprehensible Disaster.

By Kevin Litman-Navarro

In the background here are several privacy policies from major
tech and media platforms. Like most privacy policies, they’re
verbose and full of legal jargon — and opaquely establish
companies’ justifications for collecting and selling your data.
The data market has become the engine of the internet, and
these privacy policies we agree to but don't fully understand

help fuel it. Source: NYTimes
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No one reads them...

Create your account

El Email me KAYAK's favorite deals

By signing up you accept our terms of use and privacy policy.

faCEbOOk ay have uploaded your contact information to

By clicking Sign Up, you agree to our Terms, Privacy Policy and Cookies
Policy. You may receive SMS Notifications from us and can opt out any time.
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Related Work

NLP Analysis - Automated

v 7 v

We your personal information Google.

PRON A NOUN AD| PROPN

With our vendors. We may share information with vendors we hire to carry out specific work for us. This includes
ACTOR *DATA ACTOR

payment processors like PayPal that process transactions on our behalf, cloud providers like Amazon that host
ACTOR ACTOR *DATA ACTOR ACTOR

our data and our services, and analytics providers like Appsflyer or Google that provide us with statistical
*DATA ACTOR ACTOR ACTOR *DATA

analxsis of our services. We may also share limited information with advertising platforms, like Facebook, to help
*DATA ACTOR ACTOR
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Location

Social Media Data
Basic Service Feature:

User Online Activities

Additional Service Feature

- User Profile

Analytics Research
Other Data

Polisis (USENIX 18)

(we, collect, personal information)
(google, collect, personal information)
(we, collect, ip address)

(we, collect, location)

(we, collect, this information)

PolicyLint, PoliCheck (USENIX 19/20)

ProperData UCI



https://pribot.org/polisis/
https://www.usenix.org/conference/usenixsecurity19/presentation/andow
https://www.usenix.org/conference/usenixsecurity20/presentation/andow

Related Work

Manandhar et al. (USENIX 22) reported that NLP
analyzers incorrectly reason about more than
half of the privacy policies they analyzed.

ProperData UCI


https://pribot.org/polisis/
https://www.usenix.org/conference/usenixsecurity19/presentation/andow
https://www.usenix.org/conference/usenixsecurity20/presentation/andow

Outline

A1 PoLiGraPH Framework
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Privacy Policy Example

The CCPA gives consumers the right to know:

The categories of personal information being collected (data types)
The categories of third parties with whom personal info. is shared (entities)
The business / commercial purpose for collecting personal info. (purposes)

We collect the following categories of personal information:
e Device information... such as IP address...
e Location. We use this information to provide features...

We use your personal information... to:
®  Provide the Services...
e Authenticate your account...

We disclose the personal information... as follows:
e \With our travel partners...
e  With social networking services...

ProperData
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Limitation of Prior Work

Limitation #1: Missing context.

We collect the following categories of personal information:
e  Device information... such as IP address...

e Location. We use this information to provide features...

We use your personal information... to:
®  Provide the Services...
e  Authenticate your account...

We disclose the personal information... as follows:
e  With our travel partners...
e  With social networking services...

Labels (Polisis)

<location> <generic personal info> <device info>

<basic services> <security> <third-party use>

What data, shared with whom, for what purposes?

Disconnected Tuples (PolicyLint, PurPliance)
(we, collect, personal information)

(we, collect, ip address)

(we, collect, location)

(we, collect, this information) [provide features)

(travel partners, collect, personal information) ... /

What specific data type do travel partners collect?
What information is used to provide features?
What do "personal / this info." mean?

ProperData UCI



PoL1IGRAPH Framework

Key Idea: Analyze each privacy policy as a whole. Extract and encode information disclosed in one
privacy policy (data types / entities / purposes) into a knowledge graph - POLIGRAPH.

We collect the following categories of personal information:

S ey p T @mmme s -+ SUBSUME
e  Device information... such as IP address... — > COLLECT
e Location. We use this information to provide features... [provide services] Data type
[auth account] Entity
Purpose

We use your personal information... to:
®  Provide the Services...
e  Authenticate your account...

personal
information

device
P address
information

[ social networking ]

We disclose the personal information... as follows:
e  With our travel partners...
e  With social networking services...

travel
partners

services

ProperData UCI



PoL1IGRAPH Framework

PoLIGRAPH
e Data types, entities as nodes.

————— - SUBSUME

— > COLLECT
Data type
Entity
Purpose

personal

information

travel social networking
| partners services

ProperData UCI



PoL1IGRAPH Framework

PoLIGRAPH
e Data types, entities as nodes.

e Two kinds of relations as edges:

o  SUBSUME (generic term -> specific term) SUBSUME
—— > COLLECT

Data type
Entity
Purpose

personal
information

” m
e
vice
ation

e
= de
inform
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PoL1IGRAPH Framework

PoLIGRAPH
e Data types, entities as nodes.

e Two kinds of relations as edges:
o  SUBSUME (generic term -> specific term)
o  COLLECT (entity -> data type)

————— -+ SUBSUME

— > COLLECT
Data type
Entity
Purpose

personal
information

travel
partners

social networking
services

ProperData UCI



PoL1IGRAPH Framework

PoLIGRAPH
e Data types, entities as nodes.

e Two kinds of relations as edges:
o  SUBSUME (generic term -> specific term)

o COLLECT (entity -> data type) T GottEer

e Purposes (of collection) as edge attributes. [provide services] Data type
[auth account] Entity

Purpose

personal
information

travel
partners

social networking
services

ProperData UCI



PoL1IGRAPH Framework

PoLIGRAPH
e Data types, entities as nodes.

e Two kinds of relations as edges:
o  SUBSUME (generic term -> specific term)

o COLLECT (entity -> data type) T CobiEer
e Purposes (of collection) as edge attributes. [provide services] Data type
[auth account] Entity
Purpose

Inferences on a PoLIGRAPH

Definition 2.2. Subsumption Relation. In a POLIGRAPH G, personal device
we say that a term #; (hypernym) subsumes another term t, information P address
(hyponym), denoted as subsume(t1,1), iff there exists a path information

from £ to 1, in G where every edge is a SUBSUME edge.”

Definition 2.3. Collection Relation. In a POLIGRAPH G,
we say an entity n € N collects a data type d € D, denoted
as collect(n,d), iff there exists an entity n’ € N and a data
type d’ € D where subsume(n',n) A subsume(d’,d)> and edge

/ COLLECT,

n'———d’ exists.

travel

partners services

[ social networking ]

Definition 2.4. Set of Purposes. Following Definition 2.3, if
a purpose p € Purposes(n’ ———5d'), we say n collects d for
the purpose p. We denote the set of all instances of such p in

G as a set purposes(n,d).

ProperData UCI



PoL1IGRAPH Framework

PoLIGRAPH
e Data types, entities as nodes.

e Two kinds of relations as edges:
o  SUBSUME (generic term -> specific term)

o COLLECT (entity -> data type) T CobiEer
e Purposes (of collection) as edge attributes. [provide services] Data type
[auth account] Entity
Purpose

Inferences on a PoLIGRAPH

Definition 2.2. Subsumption Relation. In a POLIGRAPH G,

personal

we say that a term #; (hypernym) subsumes another term t, information
(hyponym), denoted as subsume(t1,1), iff there exists a path

from £ to 1, in G where every edge is a SUBSUME edge.”

Definition 2.3. Collection Relation. In a POLIGRAPH G,
we say an entity n € N collects a data type d € D, denoted
as collect(n,d), iff there exists an entity n’ € N and a data
type d’' € D where subsume(n’,n) A subsume(d’,d)’ and edge

COLLECT, .
n'———d’ exists.

Definition 2.4. Set of Purposes. Following Definition 2.3, if | collect(we, IP address)
apurpose p € Purposes(n'~d'), we say n collects d for ) = i
the purpose p. We denote the set of all instances of such p in purposes( ) {prOVIde featu res, auth account}

G as a set purposes(n,d).

travel

partners services

[ social networking ]

ProperData UCI



PoL1IGRAPH Framework

PoLIGRAPH
e Data types, entities as nodes.

e Two kinds of relations as edges:
o  SUBSUME (generic term -> specific term)

o COLLECT (entity -> data type) T CobiEer
e Purposes (of collection) as edge attributes. [provide services] Data type
[auth account] Entity
Purpose

Inferences on a PoLIGRAPH

Definition 2.2. Subsumption Relation. In a POLIGRAPH G, personal - device
we say that a term ¢ (hypernym) subsumes another term t, information = . . -P[ IP address ]
(hyponym), denoted as subsume(t1,1), iff there exists a path information

from £ to 1, in G where every edge is a SUBSUME edge.”

Definition 2.3. Collection Relation. In a POLIGRAPH G,
we say an entity n € N collects a data type d € D, denoted
as collect(n,d), iff there exists an entity n’ € N and a data
type d’' € D where subsume(n’,n) A subsume(d’,d)’ and edge

/ COLLECT,

n'———d’ exists.

travel

partners services

[ social networking ]

Definition 2.4. Set of Purposes. Following Definition 2.3, if |
a purpose p € Purposes(n’ ———5d'), we say n collects d for
the purpose p. We denote the set of all instances of such p in

G as a set purposes(n,d).

> collect(social networking services, IP address)

ProperData UCI



Limitation of Prior Work

Limitation #2: Ontologies are used to relate generic and specific terms. But these ontologies
are not universal, resulting in ambiguous or wrong interpretations.

(we, collect, personal information)

[accountinfo J=3] contact o personal information
email address . . .
: . -> device information -> IP address
v —)l identifier user id .
A wL J—) android id -> location
device [ device id "> eeeeee ;
identifier pOlICy 1
1—) serial number
>| user info biometric info _— 3] vr pupillary distance - -
ethiical G device info =) ‘fV’C;ast:”SOf H T personal information
environment vr play area -> contact information -> phone number
info
1 = vr movement non-personal information
usage info geolocation > device information -> IP address _
usage time | pollcy 2

Data ontology, from OVRSeen (USENIX 22)

Cui et al., PoL1GraPH: Automated Privacy Policy Analysis using Knowledge Graphs Pr'oper'Data UCI


https://www.usenix.org/conference/usenixsecurity22/presentation/trimananda

Revisit Ontologies

e SUBSUME edges naturally induce ontologies — Local ontologies

(@)

(@)

_.--» location

personal | .-~ devi
information T GEvice ---»  IP address
information

But privacy policies are often not clear enough: what if just “device information”?
Some definitions can be misleading: “non-personal information”.

e External knowledge or ground truth - Global ontologies

(@)

Like the ones in prior work, but based on authoritative sources.

Cui et al., PoL1GraPH: Automated Privacy Policy Analysis using Knowledge Graphs Pr‘oper‘Data UCI
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Global Ontologies

The CCPA-based data ontology The entity ontology based on public datasets

ssn
government identifier passport number
driver's license number

email address - -
postal address advertiser — % Tapjoy
identifier personal identifier contact information person name
phone number analyﬁc prOVider > Adjust
ip address . -
androdd social media Facebook
router ssid A P
software identifier gsfid content prowder ) interest
aggregate ! advertising id .
p::wu«éznnt;f:“ei 1’ ST auth provider — | ...
information mac address s . . . .
= email service provider ——————>»  MailChimp

sim serial number

-
I non-personal
serial number

| information
______________ gender
race / ethnicity
date of birth
age
| personal information g—)l personal characteristic voiceprint
e Other designs can be used with PoLIGRAPH as well.
coarse geolocation

precise geolocation

device information - )
—;@z application installed
browsing / search history

ProperData UCI



Outline

A PoLiGrAPH-ER Implementation
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PoLiGRAPH-ER Implementation

The NLP-based system to generate PoLIGRAPH.

HTML Preprocessing Annotators Graph Building
Document Tree [ Collection Annot. ] | [ Term Normalization ]
[HEADING] .. . i ificati
Trext] o [ Subsumption Annot. ] [ Purpose Classification ]
[LISTITEN] & | PurposeAnnot. |
[LISTITEM]
___________________________ e IT
NLP Pipeline List Annot. P T
[ ] + PoliGraph !
[ spaCy NLP Pipeline ] orace Graon | |
rase Gra | |
[ NER Models ] @ P . [ Google | [we |
{} Linguistic Labels UBSUME SUBSUM i i
[We] collect [dewce |nf0] like [cookies], [ad IDs]. ! :
nsubj Y dobj X prep W pobj X COREF_——~ i :
[We] collest [device info] like [cookies]... ) [This info] is siared with [Google] [to show ads]. — :

PRON VERB

URPOSE !

NOUN (DATA) PREP NOUN (DATA)

UCI

ProperData



PoLiGRAPH-ER Implementation

HTML Preprocessing e Handles basic HTML structure.
?H"Ei‘;TNi’]tTree e Transformer-based NLP models (from spaCy).
el | ' . oy
el . e Custom NER model to identify data types and entities.

NLP Pipeline
[ spaCy NLP Pipeline ]
[ NER Models ]

{} Linguistic Labels

nsubj dobj_ _prep * pobj !
[We] collect [device info] like [cookies]...

PRON VERB NOUN (DATA) PREP NOUN (DATA)

ProperData UCI



PoLiGRAPH-ER Implementation

e Annotators: Discover

relations between phrases.

e By matching syntactic
patterns (dependency
matching).

Annotators

Collection Annot.

Subsumption Annot.

Purpose Annot.

Coreference Annot.
List Annot.

Phrase Graph

UBSUME SUBSUM

[We] collect [devme |nf0] like [cookies], [ad IDs].
__COREE

|
el
|
|

— A A A A

| [Thisinfo] i s shared with [Google] [to show ads]. —

URPOSE

ProperData

UCI



PoLiGRAPH-ER Implementation

e Annotators: Discover

relations between phrases.

e By matching syntactic
patterns (dependency
matching).

Root Verbs Syntatic Patt
(Examples: ENTITY <%, DATA ) yRiatic Satlenls
share, trade, exchange ENTITY:nsubj
(We share your device IDs with Google.) DAT&eoN o -
y Ly with,ENTITY:pobj
collect, gather, obtain, get, receive, solicit, acquire ENTITY:nsubj
(Google may collect your device IDs.) DATA:dobj
provide, supply ENTHYEHS"'.Jj
. . , ENTITY:dobj
(We provide Google with your device IDs.) with,DATA pobj
Annotators ——
provide, supply, release, disclose, transfer, transmit, ~ ENTITY:nsubj
Ii q iI sell, give, pass, divulge DATA:dobj
Collection Annot. (We may transmit device IDs to Google.) to,ENTITY:pobj
i use, keep, access, analyze, process, store, save, log, . :
l Subsumption Annot. J utilize, record, retain, preserve, need Bﬁ{?}gsubj
(Google may use your device IDs.) -000]
Purpose Annot.
have, get ENTITY:nsubj
[ Coreference Annot ] (Google has access to your device IDs.) access,to,DATA:pobj
hake ENTITY:nsubj
List Annot. ] . use:dobj
[ st ot ( Google makes use of device IDs.) of DATA:pobj

Phrase Graph

SUBSUME

SUBSUM

enable, allow, permit, authorize, ask, require, permit
(This enables Google to collect your device IDs.)
(You authorize Google to collect your device IDs.)

(compounded with
above patterns)

[We] collect [dewce info] like [cookies], [ad IDs].
__COREE
[This info] i |s shared with [Google] [to show ads]. =

URPOSE

UCI

ProperData



PoLiGRAPH-ER Implementation

e Annotators: Discover

relations between phrases.

e By matching syntactic
patterns (dependency
matching).

Annotators
| Collection Annot. ]
. | Subsumption Annot. I-
Purpose Annot.
[ Coreference Annot. ]
[ List Annot. ]

Phrase Graph

UBSUME SUBSUM

[We] collect [dewce |nf0] like [cookies], [ad IDs].

COREF

| [Thisinfo] i s shared with [Google] [to show ads]. —

URPOSE

ProperData

Phrases Sentences

X suchas 1,Y;...

such X as ¥1,Y5...

X, for example, Y1,Y;...
X,eg. /ie Y1,0s...

X, which includes Y1,Y5...
X including / like Y1,Y5...
X, especially / particularly, Y1,Y>...

X, including but not limited to, ¥1,Y>...
Y1,Ys... (collectively X)

X includes Y1,Y...
X includes but is not limited to ¥1,Y>...

X= hypemym phrase Y1,Y>... = hyponym phrases.

UCI



PoLiGRAPH-ER Implementation

Normalize and merge phrases into POLIGRAPH nodes

Graph Building
. ; | [ Term Normalization ]
* Term normalization [ Purpose Classification ]
o e.g.contact details / contact data / ... -> contact information
e Purpose classification R {} ____________
o Text classification: . PoliGraph
O

Labels: services, security, legal, advertising, analytics [ Google | [ we |

ProperData UCI




PoLiGRAPH Example

————— » SUBSUME
— COLLECT

statistical user datum]

aggregated / deidentified
/ pseudonymized info.

_»7"__| user number of
] session

»
[ Pixel Tale Games ]

i ‘*[ geolocation
;>[ device info.

A typical PoL1GRAPH can contain up
to hundreds of nodes and edges.

I‘\\*[ device model
\*[ OS version

unspecified data

internet activity

unspecified
third party

{advertising}

{advers
ert/sing, ang),
ytiCS}

[ advertiser ]M% advertising id

A POLIGRAPH for the privacy policy of Pixel Tale Games

cookie / pixel tag

]
]
p ]
'/l'\ ‘[ screen resolution ]
]
]
)
)
]
]

Cui et al., PoL1GraPH: Automated Privacy Policy Analysis using Knowledge Graphs Pr'oper'Data UCI



Outline

A Evaluation

Cui et al., PoL1GrAPH: Automated Privacy Policy Analysis using Knowledge Graphs
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Dataset

PoliCheck dataset: 6,084 unique privacy policies used by 13,626 Android apps.

Foursquare City Guide Daily Mail Online A NECN: New England News a WEATHER NOW
= ESPN Tubi - Movies & TV Shows KAYAK: Flights, Hotels & Cars @l BL for Chauffeurs
N\
HTML privacy policies
P yp POLIGRAPH-ER PoL1GRAPHS
(Mar 2023)
J

Cui et al., PoL1GraPH: Automated Privacy Policy Analysis using Knowledge Graphs Pr‘oper‘Data UCI 29



PoLiGRrAPH Edges

COLLECT edges: 90.4% precision

ER PN EERP NN 1,359 1,071 1,179 1,007
(555) (424) (447) (466)
(unspecified SWPENPNRLN 713 63 454 169 221
third party) (365) (34) (237) (67) (49)
; 564 176 418 18 224 119 43
advertiser- 537) (s5) (156) (9) (78) (86) (10)
service 127008508 84 15 12 23 11
2 provider (87) (126) (36)  (9) (7) (4) (2)
& analytic_ 200 72 90 4 24 31 8
provider™ (37) (16) (36) (1) (20) (12) (1)
183 57 38 10 14 19 10
Google- (g5) (28 (298 2 (2 (6 )
business_ 114 125 22 2 2 7 5
partner  (40) (59) (14) (1) (0) (2) (2)
social_ 93 69 12 4 14 1 1
media  (19) (25  (6) (1) (1) (0) (0)
! ! ' ! ! I '
D B o) 5 2 &
2 ¥ G PR
eQ%Q&O'z‘;“\ogo\;@Q@‘\’& 5\ &3\*\(@0&\%
&S Q& VFE N7 O IR
O < S S o A
%Qq, . \‘{\0 <Q & @ \‘{\o S N
<&

Data Type

915
(271)

52
(18)

(0)

-3000

-2500

-2000

-1500

No. of Palicies

-1000

-500

SUBSUME edges: 87.7% precision

personal
information 781 767 428 422 319 288 EEEIENY]
contact
iifetratiGR EPEN 217 205 233 9 il
personal
identifier pIawIYy 158 164 35 29 65 3
gidentifier— 1O7aNNIEN 65 61 BIWE 10 | 681 1
g device
o
2 identifier” 4 140 2 W
geolocation- 1 2 15 3 pEs 2 g
non-personal _
information 2 5 3 106 95 24
cookie /
pixel tag~ > iy 11 2
L] 1 1 1 1 1 1
P £ 6 oS O 2
%@@ {@6‘ 6&60 & 68\@\0&0 ) Q@%&\oc
’-b\\ & \?} N Q e & NS
L &S S 8 o

Most false positives are caused by NLP errors (e.g. recognizing irrelevant phrases).

Cui et al., PoL1GrAPH: Automated Privacy Policy Analysis using Knowledge Graphs
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Comparison w/ Prior Work

e Method: PoL1GRAPH collect(n, d) relations v.s. PolicyLint tuples (n, collect, d)

# tuples precision recall

Ground truth 878

PolicyLint 291 91.8% 30.4%

PoLIGRAPH-ER 640 96.9% 70.6%

e More relations (30%—70%) are covered.

Cui et al., PoL1GraPH: Automated Privacy Policy Analysis using Knowledge Graphs Pr‘oper‘Data UCI



Outline

A Applications
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Application #1: Policies Summarization

|% e Reveal common patterns across policies in the dataset.

driver's license number

ol drss o  Using global ontologies to categorize data types / entities.
ostal address
omoane

phone number

P =S T government id. 197
: android id
| router ssid contact info. 2681
software identifier gsfid $
i advertising id Qo software id. 33461
H cookie / pixel tag

Tmac address 2,688 collect cookies
sim serial number
serial number protected class.
gender
race / ethnicity biometric info.
date of birth
e geolocation

fingerprint . P
: internet activity
coarse geolocation
precise geolocation ' . ’ 4
application installed 0 1000 2000 3000
browsing / search history No. of Policies

hardware id.

Category of Data

1968

1181

Cui et al., PoL1GraPH: Automated Privacy Policy Analysis using Knowledge Graphs Pr‘oper‘Data UCI



Application #1: Policies Summarization

Frequently shared with
advertisers / analytic providers

advertiser - 21  192fBEA\74 113 8 274 163 [ %O
" analytic 500
8 provider - 7 100 22 39 4 78 65
E= 400 9
w social media- 10 86 171 3 39 3 50 43 o]
Y— [e]
2 - 3002
g pcr%r\‘/fggﬁ | 30 38 0 13 0 14 5 5
g - 2008
Sauthprovider- 0 9 6 0 4 3 1 0
-100
email service
provider - 22 8 1 4 il 7/ 4 0
1 | I 1 1 1 | ]
& QD O o .
& o & & & \ & (‘,‘0\\{&
P S\ O R N O
& F ¢ &L &
¥ & < SRR O S
S & RS &8
Category of Data Types

ProperData UCI



Application #1: Policies Summarization

Alarming, often due to the use of blanket terms,
e.g., sharing "personal information".

advertiser 4 21 192 74 §113 8 274 163

analytic
-§ provider | 7 10094226 22 | 39 4
E= 400 &
w social media- 10 86 171 3 39 3 b
- — O
% - 300
P content
s il 30 33 0 13 0 B
§ provider ~ 2008
Sauthprovider- 0 9 6 0 4 3 1 0

- 100
email service
provider ~ 22 8 1 4 1L 7 4 0
1 I 1 1 1 1 I 1
RS O O o o & -
Q/&\ &8 ,o\e\ ?}e\ I S
‘(\((\ {\(b 0‘6§ &Sﬁ (}eb R é}\\ & 0\0 Q}’b
() O ) o e . O
QOA C AN Q@x &° M) .\('\6’}

Category of Data Types

Cui et al., PoL1GraPH: Automated Privacy Policy Analysis using Knowledge Graphs Pr'oper'Data UCI



Application #2: Correct Definitions of Terms

e Identify possible misleading definitions
o e.g., "We collect non-personal information, such as geolocation..."
o By comparing the local ontology against the global ontology.

Hypernym

Hyponym (# Policies)

non-personal info.

ip address (126), geolocation (123), device identifier (108),
gender (76), application installed (72), age (70), identifier
(46), internet activity (44), device information (38), coarse
geolocation (35) ...

aggregate/deidentified/
pseudonymized info.

ip address (122), device identifier (89), geolocation (78),
browsing / search history (16) ...

internet activity

ip address (151), device identifier (107), geolocation (40),
advertising id (13), cookie / pixel tag (10) ...

geolocation

ip address (76), postal address (15), router ssid (10) ...

ProperData UCI



Application #2: Correct Definitions of Terms

e "Non-standard" terms
o Data types that are frequently used, but not in our global data ontology.

Missing definitions in
many privacy policies.

Term (# Policies)

Possible definitions found in policies

technical info. (311)

From 126 policies: advertising id, age, android id, browsing
/ search history, cookie / pixel tag, device identifier, email
address, geolocation, imei, ip address, mac address ...

profile info. (178)

From 17 policies:

age, contact information, date of birth, email

address, gender, geolocation, person name, phone number ...

demographic info.
(315)

From 112 policies: age, browsing / search history, date of birth,
email address, gender, geolocation, ip address, postal address,
precise geolocation, race / ethnicity, router ssid ...

log data (81)

From 52 policies:

advertising id, android id, cookie / pixel tag,

coarse geolocation, cookie / pixel tag, email address, geoloca-
tion, imei, ip address, mac address, person name ...

ProperData

Broad and varied definitions
across different policies.

UCI



Revisiting Known Applications

Contradiction Analysis Data Flow-to-Policy Consistency
e Studied by PolicyLint (USENIX 19) e Studied by PoliCheck (USENIX 20)
B Clear Disclosure Vague Disclosure Inconsistent
PoliCheck 1 PoLIGRAPH
# pairs of edges phone number (85) AIAYD
id* 183 (11.7%) email address (79) AISI SIS IS SIS IA Y,
Non-conflicting parameters 731  (46.7%) _ s
Different purposes 114  (7.3%) geolocation (544) . :
Different data subjects 121 (7.7%) Prior work underestimated # of apps that clearly
Different actions 624 (39.8%) g TeGEIdres -
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Summary

Evaluation — Significantly higher recall than prior work.
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Applications

A Policies summarization: Revealing common patterns across many privacy policies.

A Term definitions: Assessing the correctness of definitions w.r.t. global ontologies.

A Revisiting known applications.

PoL1GRAPH Framework — Encoding a privacy policy as a knowledge graph.

PoLiGRAPH-ER Implementation — The NLP system to generate PoLIGRAPHS.

Open Source: https://github.com/UCI-Networking-Group/PoliGraph RIS
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