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Part I: Problem statement



Enclaved execution: Reducing attack surface

3Intel® SGX: Hardware-level isolation and attestation
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Game changer: Untrusted OS Ҧ ƴŜǿ Ŏƭŀǎǎ ƻŦ ǇƻǿŜǊŦǳƭ side channels!

Enclaved execution: Privileged side channels
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Challenge: Side-channel sampling rate
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SGX-Step: Executing enclaves one instruction at a time
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SGX-Step: Executing enclaves one instruction at a time



8

SGX-Step: Executing enclaves one instruction at a time
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SGX-Step: Enabling a line of high-resolution attacks

1. Interrupt latency

2. Interrupt counting

[CCS'18, USENIX'21]

[CCS'19, CHES'20-21, 
USENIX'20]

4. Amplification
[ATC'17, CCS'19/21, CHES'17-19, 
S&P'20-нмΣ ¦{9bL·ϥмтκмуκннϐ

3. Zero-step replaying

[USENIX'18, CCS'19, ISCA'19, 
S&P'21]
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SGX-Step demo: Building a memcmp password oracle
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Root-causing SGX-Step: Aiming the timer interrupt
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