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Part |: Problem statement



Enclaved execution: Reducing attack surface
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Enclaved execution: Privileged side channels
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Challenge: Sidehannel sampling rate
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SGXStep: Executing enclaves one instruction at a time
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SGXStep: Executing enclaves one instruction at a time

SGX-Step

() https://github.com/jovanbulck/sgx-step
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SGXStep: Executing enclaves one instruction at a time
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SGXStep: Enabling a line of higlesolution attacks
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4. Amplification
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2. Interrupt counting
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SGXStep demo: Building amemcmpassword oracle

jo@breuer:~/sgx-step-demo$ sudo ./app I



Rootcausing SG&tep: Aiming the timer interrupt
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