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Growing E-Sports Industry

[1] Patar knight, https://en.wikipedia.org/wiki/Esports#/media/File:LOL2016WorldsFinalsArena.jpg
[2] Acumen Research and Consulting 2



Cheating in Online Games
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Cheating Irritates Gamers

4https://www.forbes.com/sites/paultassi/2020/04/21/anger-over-destiny-2-pc-cheaters-has-reached-a-tipping-
point/?sh=7ba5bf797779

Gamers are leaving because of cheating 



Cheating Damages Game Company 

5https://www.ign.com/articles/pubg-mobile-cheat-makers-pay-10-million-damages



Our Focus: Aimbot 
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Our Focus: Aimbot 

https://www.indiatimes.com/technology/news/cs-go-player-forsaken-caught-cheating-while-representing-india-in-global-
tournament-in-china-355222.html 7

Aimbots can threaten the Esports industry



Existing Solutions?
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Server-Side Detection

[1] Robocalypse Now: Using Deep Learning to Combat Cheating in 'Counter-Strike: Global Offensive’
[2] Yu, Su-Yang, et al. "A statistical aimbot detection method for online FPS games." The 2012 International Joint Conference 
on Neural Networks (IJCNN). IEEE, 2012.
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Valve [1] use 3,456 cores
to detect aimbot

Han et.al [2] try detect aimbot
with abstract information

C1. Scalability problem C2. Low accuracy



Client-Side Detection
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Commercial Client-Side Anti-Cheat[1]

Monitor Processes

! !

C3. Vulnerable to 
tampering attacks

[1] Easy Anti-cheat, https://easy.ac/ , Battleye, https://www.battleye.com/



Detecting Aimbots is Challenging
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C1. Scalability problem C2. Low accuracy

C3. Vulnerable to 
tampering attacks



New System: BotScreen
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S1. Scalable system S2. High accuracy

S3. Resilient against
tampering attacks



Extra Challenge
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• No available datasets
• Hard to obtain new quality datasets



Collecting Real Game Data
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Game Engine Log game data
extracted from memory

Collected
Game Data

First publicly available real-world high-quality game data

Hired 14 gamers



BotScreen Overview
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Server

① Deep Learning
Model

Game
Network

② Share Input

③ Detection

④ Send Report

Clients



Attacker Cannot Tamper Detection Model

1  Safely Distribute Detection Model
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Server
Detector

TEE

Secure Channel



2  Sharing Inputs
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Data Manager

Game
Network

TEE

Other Clients

Game Engine



3A Extract Features
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TEE

DetectorData Manager
Preprocess

- Player health
- Player Aim
- Player Movement
- …

Aiming Angle



Detecting with Aiming Angle
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Honest Player Aimbot Player

? ?



3B Detection Model
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Recurrent Neural Network (RNN)
Trained with Unsupervised Learning 

Aiming Angle Anomaly Detection

Predict Next Aim Movement



4  Send Trusted Report
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Server
Detector

TEE

Secure Channel

Attackers Cannot Tamper Detection Result

tamper



Evaluation

• Can BotScreen accurately detect aimbots?
(Is it more accurate than other methods?)

• How does BotScreen affect game performance?
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Implementation
• Counter-Strike: Global Offensive as a target game

• Stacked GRU for RNN model

• Intel SGX for TEE
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Dataset 
• Recruited 14 players
• Played CS:GO

• Total 28 games
• Deathmatch mode on various setups

• Recorded benign, aimbot player data
• Used Osiris[1] for aimbot

[1] Osiris, https://github.com/danielkrupinski/Osiris 24



Previous Detection Methods

• Threshold based Statistic Methods
− th_VarA : Check variation of aiming exceeds
− th_AccA : Check acceleration of aiming exceeds
− th_Kill : Check overall kill count exceeds
− ks_AccA[1] : Check acceleration of aiming is dissimilar from others

• Open-source Methods
− 3 CS:GO open-source detection tool from GitHub
− COW Anti-Cheat, Little Anti-Cheat, SMAC

25[1] YU, S.-Y., HAMMERLA, N., YAN, J., AND ANDRAS, P. A statistical aimbot detection method for online FPS games. In 
Proceedings of the International Joint Conference on Neural Networks (2012), pp. 1–8.



Detection Accuracy

26

BotScreen Outperforms All the state-of-the-art Methods  

th_VarA th_AccA th_kill ks_AccA os_CAC os_LAC os_SMAC BotScreen

73.23% 73.23%

88.58%

48.03%

69.69%
74.80% 72.44%

97.64%



Performance Overhead
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BotScreen Incurs Negligible Overhead

Setup

CPU GPU RAM

High Intel i7-10700K RTX 3080 32GB

Mid Intel i7-7700K RTX 1050 16GB

Low Intel i7-7700K
(1 Core, max 2.4GHz)

CPU
integrated 4GB

Baseline BotScreen

3.912

Frame Time (ms)

4.725
3.609 4.591

26.138 37.891
27.313 52.951

4.696 7.078
5.410 7.354



More in the Paper

• Ethical Assessment
• Details about game data preprocessing
• Parameter selection for RNN model
• Accuracy Comparison in different bases
• Applicability to other games
• …
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Open Science
• https://github.com/SoftSec-KAIST/BotScreen
• Datasets are also available
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https://github.com/SoftSec-KAIST/BotScreen


Question?
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