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Hashes in security protocols

Cryptographic Hash functions are a basic building block for modern
Security protocols

● Communication protocols
○ e.g., TLS, SSH, …

● Messengers
○ e.g., Signal, Telegram, … 

● Cryptocurrencies
○ e.g., Bitcoin, Ethereum, …

In security analysis hashes are often assumed to be “perfect”
● meets all desired cryptographic properties
● both in the computational and symbolic setting

Random Oracle Model (ROM)
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CC BY-SA: https://valerieaurora.org/hash.html
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And in the real world?

Length Extension (e.g., SHA-1, SHA-2)
● Not a traditional property for cryptographic hashes
● From H(x) an adversary can produce H(x||y) without knowing x
● Example: Breaking authentication in Flickr

Transcript Collisions [BL16]
● MITM session hijacking
● Downgrading attacks
● …

Even if there is a protocol security proof, maybe it is still vulnerable

Can we find these flaws automatically in the protocol design?
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Automatic analysis & Hashes

Existing Symbolic Model of Cryptography
● Automated security protocol analysis tools
● Assumes “perfect” hash functions (ROM)

Our Work: Find better Models
● Model all known hash weaknesses
● Goal: discover vulnerabilities in protocols 

automatically

A Technical Detail: Non-Classical Modelling
       Underspecified functions approach [JCCS19]  

○ Tool explores all possible functions that meet the 
requirements

○ Trace restrictions limit the possible functions (e.g., 
forbid collisions) 
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Symbolic hash models

We classify our attack models into 4 dimensions
● Collisions
● Length Extensions
● Output Control
● Leakage of input

We need to extend the tools

One attack model consists of the combination of all dimensions
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Problems without associativity

Proverif: Approximation
introduced recursive computation functions to 
define functions through general axiomatizations
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Automatically construct all combinations
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https://github.com/charlie-j/symbolic-hash-models


Attacks automatically found

Protocol Main attack requirements New? Broken Property Time(s)

Sigma chsnPrfx,colExt ✗ Secrecy, Agreement 28

chsnPrfx,colExt ✗~ Secrecy, Agreement manual

chsnPrfx ✓ Secrecy, Agreement 55

SSH idtclPrfx,colExt ✗ Agreement 28

sndPreImg,colExt ✓ Agreement 41

IKEv2 idtclPrfx,colExt ✗ Authentication 20

∃,colExt ✓ Agreement 9

Flickr hashExt ✗ Authentication 9
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Hash Gone Bad:
Automated discovery of protocol attacks that exploit hash function weaknesses

First automated methodology to find a large class of attacks 

● Built new symbolic models for hash functions
● We extended both ProVerif and Tamarin
● Applied to several case studies, automatically finding attacks

Thanks for the Distinguished Paper Award!

Alexander Dax: alexander.dax@cispa.de 

Artifact: https://github.com/charlie-j/symbolic-hash-models

Paper: https://www.usenix.org/conference/usenixsecurity23/presentation/cheval

 

mailto:alexander.dax@cispa.de
https://github.com/charlie-j/symbolic-hash-models
https://www.usenix.org/conference/usenixsecurity23/presentation/cheval


References

[BL16] Bhargavan, K., & Leurent, G. (2016, February). Transcript collision attacks: Breaking authentication in TLS, IKE, and 
SSH. In Network and Distributed System Security Symposium--NDSS 2016.

[JCCS19] Jackson, D., Cremers, C., Cohn-Gordon, K., & Sasse, R. (2019, November). Seems legit: Automated analysis of 
subtle attacks on protocols that use signatures. In Proceedings of the 2019 ACM SIGSAC Conference on Computer 
and Communications Security (pp. 2165-2180).

54


