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A Bit of Background Knowledge...

Unpacking/Packing can use 93-99% OF THE CPU

Most malware is packed ~80% AND RISING

HPCs are non-deterministic in ADDRESSED IN ONLY 10% OF HPC
nature RESEARCH
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Hardware Performance Counter
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void multiply _matrices()

{
c for(inti=0;1<10; i++) {
for (intj=0;] <10; j++) {
flast 1PN =0.0; [ irferupt Skid Impact | Loop certric HPGs Profi
for fint k =0: k< 10- WY  |Expected Value | Observed Value |Expected Value | Observed Value
— Y ’ Lired| | 764
temp =matrix_ali][k] * matrix_b[K][] 2000

sum = sum + temp; }

matrix_rfi][j] = sum; }}}




Multi-layer Unpacking Junk Code
Written-then-Executed

Anti-debugging Anti-VIM
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"Hot Loops"

loop:
dec esi1
mov eax, ebx
mov ecX, esl
shr eax, cl
and eax, Oxl

loop:

rol byte pir [ebxtecx], Ox5
add byte ptr |[ebxtecx]|, cl

xor byte ptr [ebxtecx]|, Ox67
inc byte ptr [ebxtecx]
dec ecx

test esi, esl :
- jnle loop

jne loop

(a) Compression Packer (b) Encryption Packer

hot loop examples in an unpacking routine



Sample

UPX

Enigma

Yoda's Protector
Obsidium
softwarePassport
Pelock

Telock

Pespin

Armadillo
ACProtect

# of Max Iterations

3,359,627
432,110
920,837
698,330

3.145.470

3,451,282
945,821
418,183

3,361,391
918,139

# of iterations per packer

Inst (%)

Q0%
095%
07 %
90)%
01%
O7%
09%

"Hot Loops"



How o Detect A Loop

oA 004 call o rand

Target<Source

(a) A Backward Branch (b} LER Stack

an example of loop detection using LBR



How To Detect Unpacking Layers

Hardware
Features

EFLAGS
EIP

EAX
EBX

Data Linear
Address

Layer N
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then-
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Executed” | 0x00401021: jrlﬂp 0x00401256 _ =~
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capture unpacking layers via PEBS
and LBR



‘@, STEP #1
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STEP # 3
Train & Test 5 ML Classifiers




29 off the shelf packers

Evaluation

CAPE, Olly, Arancino

1007 success rate in study

Large scale evalution on 74,938 wild
malware

96.57%2 success rate on wild malware

Smaller samples do not reveal hotloops
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Have Questions? Connect with
US..

BINLIN CHENG binlincheng@163.com

JIANG MING jming@tulane.edu




Thank youl!



