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Censorship Measurements and Evasion

• Manual Efforts: hypothesis testing, fuzz-testing (e.g., INTANG[IMC2017], 
Liberate [IMC2017]) 

• Automatic: Artificial Intelligence AI (e.g., Geneva[CCS2019])

• Practical Risk: censor-side detection

Client Censor

o Automation

Probing

Feedback
o Censor-side detection
o IP blockingo Practical challenge: How to protect 

the probing phase from detection?
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Censor-Side Detection: Flow-Level, ML-Based

Data 
Collect network 
traces of censor-
probing tools 
(e.g., Geneva).

Features
Extract packets’ 
relevant 
features (e.g., 
TCP Flags, TTL, 
etc.)

Train ML classifiers
• Random Forest(RF)
• Decision Trees(DT)
• Support vector Machines 

(SVM)
• Logistic Regression (LR)
• ….

Observations
Binary 
classification: 
malicious vs. 
normal flow
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Flow-level detection using Machine Learning (ML)



Censor-Side Detection: IP-Level (TRW)
One Flow detection is not enough to make a confident decision about a client
=> Hypothesis testing with Threshold Random Walk (TRW) [IEEE SSP 2004]

Yn = predict(xn) Update Y=(Y1,…, Yn) 
and Λ(Y)

Λ(Y)<η0

Λ(Y)>η1

Wait for 
flow xn+1

History-aware Reset of Λ(Y)

Block IP

Flow xn

No

No

Yes

Yes
• Λ(Y): Likelihood Ratio Benign/Malicious
• η0: Threshold for blocking decision
• η1: Threshold to reset Λ(Y) and wait for future 

observations
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Geneva: Genetic Evasion (Background)
• Genetic algorithm that repeatedly probes the censor to produce censorship 

evasion strategies

Building Blocks Composition Mutation Fitness

Possible packet 
Manipulations

Duplicate
Tamper
Fragment
Drop

out : tcp.flags=A

Duplicate

Tamper
tcp.flags=R

Tamper
ip.ttl = 2

=> Geneva has found 31 working strategies 
in China, 6 in India and 13 Kazakhstan.
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=> Geneva was blocked with 99% confidence 
after only 2 observations.



Geneva Detection Results

Geneva Features 
• TCP Flags: Invalid (e.g. SRPECN)
• Flow size
• Max packet size (in a flow)
• # Non-zero SYN packets
• # Overlapping TCP segments
• # corrupt dataoffs, checksum

Geneva Features Analysis 
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DeResistor: Detection Resistance

• Intuition: Guided pauses on the censor-probing phase

Probing start Probing end

η0 η1

TRWML flow-level 
detection

0

Λ(Y)

0 0

Λ(Y)

0 10 0
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IP blocked



DeResistor: Detection Resistance

• Intuition: Guided pauses on the censor-probing phase

Probing start Probing end

η0 η1

TRWML flow-level 
detection

0 1 0 1 0 1 0 1 0 1 0

Λ(Y)

J=1 J=1 J=1
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DeResistor: Detection Resistance

Client Censor

o Automation
o Pause the censor 

probing if detection 
occurs 

Probing

Censorship 
Feedback o Censor-side detection

o Client’s IP-blocking

ML Detector

o Local ML model to 
provide feedback about 
flow-level detection

Sent packets

Detection 
feedback

• When the probing is paused, DeResistor relies on the seamless normal traffic naturally produced by the client 
while surfing the Internet (e.g., using a browser) to realize the jump J

DeResistor
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DeResistor

DeResistor: Detection Resistance

Client 
(Geneva) Censor

o Automation
o Pause the censor 

probing if detection 
occurs 

o Punishing Detection

Probing

Censorship 
Feedback o Censor-side detection

o Client’s IP-blocking

o Local ML model to 
provide feedback about 
flow-level detection

Sent packets

Detection 
feedback

• We adjust the fitness function to punish detection: maximize,  a . Geneva(s) – b . Ρdetection(s)
• The genetic algorithm produces more detection-resilient strategies as it reaches higher generations

Case of Geneva:

ML Detector
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DeResistor Real-World Evaluation

• Is DeResistor able to protect Geneva from censor-side detection?
• In such Setting, can Geneva still reach successful strategies against China (GFW), India and 

Kazakhastan?

Country Flow-level Detection IP-level detection

China (GFW) 96.27% → 45.0% Detected after 2 flows → Undetected

India 99.50% → 34.93% Detected after 2 flows → Undetected

Kazakhstan 99.50% → 49.22% Detected after 2 flows → Undetected

Jump size: J=1

Qingdao, Shanghai, Beijing
China (GFW)

Bangalore
India

Oral
Kazakhstan
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DeResistor Evaluation

• Adjusting the fitness function led to toning down Geneva detectable features

Country Success Rate

China (GFW) 98.61 %

India 100%

Kazakhstan 100%

Evasion success Rate 
over 30 runs

• Geneva is still able to reach the same success rates reported before
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Censor-Side Countermeasures: 
Detecting DeResistor traces

DeResistor

Client 
(Geneva)

o Automation
o Pause the censor 

probing if detection 
occurs 

o Punishing Detection

Probing

Censorship 
Feedback

o Local ML model to 
provide feedback about 
flow-level detection

Sent packets

Detection 
feedback

GFW

TRW for IP-level 
decision

Censor

Censor-side IP detection
𝒇𝒇DeResistor

𝒇𝒇Censor

o Automation
o Pause the censor 

probing after every 
flow

o Punishing Detection
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Censor-Side Countermeasures: 
Filter out DeResistor’s normal flows

• A TRW that tries to filter out 
possible normal traffic of Geneva 
users. 

• Estimating the jump size value Ĵ

• Randomly changing J, between 1 
and Jmax after every Geneva 
attempt: J = random(1,Jmax)

• Estimating the value Ĵmax, then Ĵ = 
random (1, Ĵmax).

Jmax < Ĵmax Jmax > Ĵmax Jmax = Ĵmax

0/3 0/3 0/3

Number of IP-level detections

DeResistor Censor
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Censor-Side Countermeasures: 
Deploying a sequence-level ML detector instead of TRW.

DeResistor

Client 
(Geneva)

Probing

Censorship 
Feedback

o Local ML model to 
provide feedback about 
flow-level detection

Sent packets

Detection 
feedback

ML Detector

GFW

LSTM

Censor

Censor-side IP detection
𝒇𝒇DeResistor

𝒇𝒇Censor

o Automation
o Pause the censor 

probing after every 
flow

o Punishing Detection
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Censor-Side Countermeasures: 
Deploying a sequence-level ML detector (LSTM) instead of TRW.

J < L
(J=1)

J=L
(J=10)

J>L
(J=15)

J>L
(J=25)

J>>L

99.63% 71.24% 37.89% 19.93% Accuracy → 0%

LSTM IP detection accuracy. L=10

→ The accuracy degrades as we increase the jump size J to make much higher than L 

LSTM TRW

• Very high L
• The decision is always made after at least L 

observations even if DeResistor is not deployed

• Does not need a fixed sequence length L

• Makes a decision a soon as 99% confidence is 
achieved (e.g., detecting Geneva after 2 flows)
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Conclusions 

 Serious research efforts to study the censor-side detection risk of censorship 
measurement and evasion tools is required

DeResistor presents the first steps toward protecting censorship evasion 
tools from censor-side detection

Available artifacts: stable, functional and reproducible
Link: https://github.com/um-dsp/DeResistor/
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