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1 SQLi

SELECT * FROM tab WHERE val = 'user_input'



1 SQLi

SELECT * FROM tab WHERE val = ' ' AND SLEEP(1) -- '



1 SQLi

$query = $wpdb -> prepare ( " SELECT $id_column FROM $table WHERE meta_key = %s" , $meta_key );



1 SQLi

$query = $wpdb -> prepare ( " SELECT $id_column FROM $table WHERE meta_key = %s" , $meta_key );

Rendered benign



1 SQLi

$query = $wpdb -> prepare ( " SELECT $id_column FROM $table WHERE meta_key = %s" , $meta_key );

Rendered benign

Unsanitised



Figure 1: Principal Component Analysis of SQLi payloads.

2 Motivation

Defences are diverse…

…so payloads need to be diverse too



2 Motivation



2 Motivation

Small number of payloads
No mutation 
Do not attempt to bypass sanitsation



2 Motivation
Focus on functionality
Rule based generation
Minimal anti-sanitisation



3 The SQIRL Method
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3 The SQIRL Method
The Environment
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The Environment



3 The SQIRL Method
The three games of SQLi

Context Escape
Escape the intended
context of the input in
the SQL statement,
allowing a payload to
execute. Behavior Changing

Change the behaviour
of the SQL statement
to cause unintended
functionality using a
SLEEP statement.

Sanitisation Escape

Triggered when a
payload is sanitised this
aims to replace the
affected statement with
a semantic equivalent.



3 The SQIRL Method
Payload Control Module – Action Implementation

Context Escape

Behavior Changing

Sanitisation Escape
Add or remove basic
tokens such as ',
# , 1=1, SELECT from
the payload.

Add or remove behaviour
changing tokens e.g. AND
SLEEP(0), WHERE, OR
SLEEP(0) from the
payload.

Alter existing payload
tokens, e.g. keyword
capitalisation (SeLect),
or and commenting out
white space.



3 The SQIRL Method
Payload Control Module – Transition Function
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Training - SQLiMicroBenchmark
3 The SQIRL Method



4 Evaluation
SQLiMicroBenchmark

Red – bad performance Green – good performance

More vulnerabilities Fewer requests No false positives



4 Evaluation
Production Grade Web Applications

More Vulnerabilities 
25% of the 
requests of 

random

6 new CVEs Competitive time 



4 Evaluation
Distributed Learning Capability & Ablation Study



4 Evaluation
Payload Analysis

Observed payload features. F denotes use of feedback in a web page,
E exceptions.



Conclusion

SQIRL uses more 
features, to 

generate diverse 
payloads

6 new CVEs

More 
vulnerabilities 

found in our SMB 
and Production 

grade web 
applications 

Developed SQIRL



Thank you!

https://github.com/ICL-ml4csec/SQIRL | m.foley20@imperial.ac.uk

https://github.com/ICL-ml4csec/SQIRL


Payload Analysis



Payload Analysis - SQIRL


