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Fact-checking is key to
debunking false claims
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Verdict: 
Wrong!



Manual fact-checking
is hard to scale L

3 https://storyset.com/business 

https://storyset.com/business


A need for automation

4 https://www.poynter.org/   ,    https://fullfact.org/  

https://www.poynter.org/
https://fullfact.org/
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We proactively and systematically 
study potential attacks before 

large-scale deployment 



Automated fact-verification
pipeline
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Claim: Weekly Idol is hosted 
by Yoo Jae Suk.

Retrieval 

Verification 

Verdict: Contradict.
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Verdict: Support.

The show is hosted by Yoo Jae 
Suk and Kim Jong Un.

Retrieval 

Verification 
Manipulated 

Evidence

Automated fact-verification
may be vulnerable to manipulation

Claim: Weekly Idol is hosted 
by Yoo Jae Suk.

Evidence Planting
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Verdict: 
Not Enough Info.

The show has a comedian and a 
rapper as hosts.

Retrieval 

Verification Manipulated 
Evidence

Automated fact-verification
may be vulnerable to manipulation

Claim: Weekly Idol is hosted 
by Yoo Jae Suk.

Evidence Camouflaging
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Automated attacks might mirror 
previous manual manipulations
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Automated attacks might mirror 
previous manual manipulations

https://www.theatlantic.com/business/archive/2015/08/wikipedia-editors-for-pay/393926/

The page originally suggested that the 
procedure’s effectiveness was “controversial,” 
and an unidentified Wikipedia user had 
proposed changing the text to “well 
documented and studied”
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AI models may now enable 
automatic manipulation at scale 
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Systematic taxonomization of 
attacks 
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Systematic taxonomization 
of attacks 

This is even 
before ChatGPT



After ChatGPT
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An easier job for attackers

https://storyset.com/business 

https://storyset.com/business


Retrieval
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AC (After 
ChatGPT)

BC (Before 
ChatGPT)



BC
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Sentence editing



BC
17

AC

Supporting re-writing



BC
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AC

Vague re-writing



BC
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AC

Finding keywords

Boucher et al. "Bad 
characters: Imperceptible 
NLP attacks." S&P, 2022.

Imperceptible perturbations



BC
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AC

Perturbed sentence

Inserting perturbations

Boucher et al. "Bad 
characters: Imperceptible 
NLP attacks." S&P, 2022.

Imperceptible perturbations
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Attacks degrade the performance 
with few edited/added sentences



Claim: Weekly Idol is hosted by Yoo Jae Suk.

Original evidence: The show is hosted by comedian Jeong Hyeong don and rapper 
Defconn.

Manipulated evidence: The show is hosted by Yoo Jae Suk and Kim Jong Un.

Manipulated prediction: Supported
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Planting attacks (counter evidence) 
succeed even when original evidence exists
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Verdict: Support.

The show is hosted by Yoo Jae 
Suk and Kim Jong Un.

Retrieval 

Verification 
Manipulated 

Evidence

Attacks may negatively affect 
humans in the loop

Claim: Weekly Idol is hosted 
by Yoo Jae Suk.

“Maybe this
 is true”
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How to robustify fact-checking?

Multiple credible 
sources 

Detect manipulation: 
circular verification
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How to robustify fact-checking?

Multiple credible 
sources 

Detect manipulation: 
circular verification
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LLMs now already create cyclic misinformation 

https://twitter.com/WillOremus/status/1643692259332743171
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LLM-augmented search engines now 
need to incorporate robust fact-checking 

principles as well
More on this:



Thank you for listening! 

Mario FritzSahar Abdelnabi
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Find out more: 

Happy to discuss!

sahar.abdelnabi@cispa.de  
@AbdelnabiSaharhttps://github.com/S-

Abdelnabi/Fact-Saboteurs 

mailto:sahar.abdelnabi@cispa.de
https://github.com/S-Abdelnabi/Fact-Saboteurs
https://github.com/S-Abdelnabi/Fact-Saboteurs

