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BackgroundUltra Wide Band (UWB) ranging in a nutshell
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arge bandwidth => high time/distance accuracy

Distance = timeof-flight x speedof-light
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IEEE802.159digh-Repetition Pulse (HRP) UWB is now in your
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Motivation: idealsecure ranging and previous solutions
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Motivation: idealsecure ranging and previous solutions
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What about HRP UWB? Is it secure?
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BackgroundiEEE802.15z HRP UWB logical layer (simplified)
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BackgroundiEEE802.15z HRP UWB logical layer (simplified)

)
| | STS Scrambedlime Sequence
Key, IVCnt
A E.g., 4096 pulses
\ A Cryptographycallgecure sequence
STS A AES in counter mode
% y Unpredictable N
=> An attacker cannot anticipate

4  transmission to shorten the distance
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BackgroundiEEE802.15z HRP UWB physical layer (simplified)
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BackgroundiEEE802.15z HRP UWB physical layer (simplified)
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BackgroundiEEE802.15z HRP UWB physical layer (simplified)
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BackgroundiEEE802.15z HRP UWB physical layer (simplified)
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BackgroundiEEE802.15z HRP UWB physical layer (simplified)
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BackgroundiEEE802.15z HRP UWB physical layer (simplified)
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BackgroundiEEE802.15z HRP UWB physical layer (simplified)
UWB Pulse
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Ghost Peakreactivelyinject a fake early path (simplified)

Threat model
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Ghost Peakreactivelyinject a fake early path (simplified)

Threat model
lo—o» A In range of one victim
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Ghost Peakreactivelyinject a fake early path (simplified)

Threat model
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Ghost Peakreactivelyinject a fake early path (simplified)

Threat model
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Ghost Peakreactivelyinject a fake early path (simplified)

Threat model

" A In range of one victim
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Ghost Peakinject a fake early path (simplified model)
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Ghost Peakinject a fake early path (simplified model)
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Ghost Peakinject a fake early path (simplified model)
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Earlier arrival time => distance reduction
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Ghost Peaksummary of main results

Main Victim: Apple Ul &
Secondary victimApple, NXP, Qorvo

Attacker: Qorvo DWM3000EVB
Environment:reakworld corridor

Max reduction:up to 12m reductions
Success rateup to 4%

Check the paper for details
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Ghost Peakexample of reduction

R Distance over time
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Ghost Peakexamples of reductions
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Root problems

1. Challenging problem
GP (random ST®3.FP(right STS, low power)

_ _ FirstPeak
Worsened by intepulse interference of HRP £p
GhostPeak (FP)
(GP)

CIRQ). NP Th2
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Root problems

1. Challenging problem
GP (random ST®3.FP(right STS, low power) FirstPeak
Worsened by intepulse interference of HRP

GhostPeak (FP)
2. Mix search and validation of EP (GP)

Y Security(' 1) vs. Performancelfi?) \
Y Obscuramplem. not defined in the standard*
CIRQ) | oAl Th?

3. Lack of provable security
Y Correlation peak to STS similarity? i
Y STS length to security level / success rate?-vkcga?

Y Effect of obscurémplem. mitigations?

*Possible designs and security/performance tradeoffs: T
12 Singhet, Al.dSecurity analysis of IEEE 802.15.42/HRP UWEDSMA A I K RA &0 I y OSWisedn2 dNB Y Sy aé s 1/ o ETHZUrICh
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Mitigations & Future Work
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Mitigations & Future Work

¢cdzy Ay3 a42YS aYy20aé KSNB I yR uKSNB b
A/ KSOl LINBIFYotS YR {¢{ O2yarausSyoex
AcSaild &a2YS O2yFAIdzNI GA2yas X

Root problems not really solved
L 001FrO1AYy3 Aad GKFNRSNES o0& K2g YdzO

New IEEE standard (work in progress)

Tries to solve the problem at its root

A Decouple functionality/performance from security validation

A Provable security level in number of bits, open security design

A Best of HRP (perf.) and LRP (security)
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