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# Home

1kg. A PVP
AlLaurizen [+8|0 ‘lmili! E'
@ Ships from: Worldwide

Also available:

Sgr. A PVP

10gr. A PVP

20gr. APVP

50gr. A PVP

100gr. A PVP

200gr. A PVP

( 1 additional variant available )

XANAX Pfizer X/2 2mg x250
dicki [+10

) Ships from: United States

10 XTC PILLS CHOOSE SELF MIX
HEARTS/MINIONS/FLUGELS(84%MDMA)
HIGH QUALITY MONEY BACK GUARANTE
amsterdamshop [+158|-3

@ Ships from: Netherlands

Also available:

5 XTC PILLS CHOOSE SELF MIX HEARTS/MINIONS/FLUGELS(84%MDMA)
HIGH QUALITY MONEY BACK GUARANTEE

Forums

Popularity - This Month

USD 3,700.00
B 4.9988

USD 130.00 £ 0.1756
USD 180.00 13 0.2432
USD 250.00 £ 0.3378
USD 450.00  0.6080
USD 600.00  0.8106
USD 900.00  1.2159

USD 320.00
B 0.4323

USD 30.00
B 0.0405

USD 20.00 2 0.0270

© Support

Login

=
™ Buy Now

™ Buy Now



Darknet Marketplaces (DNMs)
measurements influence law
enforcement

FOR IMMEDIATE RELEASE ‘Thursday, July 20, 2017

AlphaBay, the Largest Online 'Dark Market,' Shut Down

‘Dark Net’ Site Was Major Source of Fentanyl and Heroin, Linked to Overdose Deaths, and Used By
Hundreds of Thousands of People to Buy and Sell Illegal Goods and Services Anonymously over the
Internet

DNM measurements
influence policy-making

H.R.7300 - Dark Web Interdiction Act of 2022

117th Congress (2021-2022) | Get alerts

~N A AW

Case 1:17-at-00557 Document 1 Filed 07/19/17 Page 8 of 27

FACTUAL OVERVIEW
4. As detailed below, from December 2014, up to and including July 2017, the AlphaBay
hidden website served as a marketplace for illegal goods—selling malware, controlled substances,
chemicals, guns, stolen financial information and counterfeit documents to its users located all over the
world. AlphaBay was the largest dark web market and its annual sales were estimated to be in the
hundreds of millions of dollars, many times more than Silk Road, a predecessor dark web marketplace

that primarily sold controlled substances and was shut down by the government in 2013.

S.3782 - Dark Web Interdiction Act of 2022

117th Congress (2021-2022) | Get alerts

Congressional Research Service
a Informing the legislative debate since 1914

The Dark Web: An Overview
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Home ' Drugs

I Silver x10 packs

USD 25.00

(1) 1 0.0338

Shipping options

Worldwide Express Shipping [8 days] [+ USD 15.00] ;I

(2) venor

A0 COPULBO-CYAMMHNX Class Physical
32XBOPIOBANL ) )
Ta paxy neresie Ships Worldwide
From

hansamkt2rrénfg3.onion Ships To Worldwide

United States, Canada, Australia, France, Germany, New
Zealand, United Kingdom

(3)

© Details ® Feedback

N

Listing Details

Price is per one carton (
Strength: T———————

See my profile page for other details and do not order before reading our terms and conditions!

Be free to PM me with any questions ;) Especially if you are searching brand, thatisntin my listings.

| DO NOT SEND cigarettes to USA, Germany, Australia, Canada, New Zealand and temporarily to France and UK.
If you order more than 1 carton - make different orders for each carton.
Not correct orders will be immediately refunded and you may lose funds on different exchange rates/commission etc..

| respect your part of deal and not asking for FE, respect my part of deal - don't forget to finalize orders after receiving.
Thank you!

< Forums © Support

Quantity:

1

Login Register

? Question

|~ Report



Marketplaces
encourage users to
leave reviews

Reviews and listing
price are used to
estimate a lower
bound of revenue

HANSA

# Home < Forums © Support Login Register

Hom Drug

Listing Feedback

Buyer Date Time Comment

Q e August 16, 2016 19:25 Excellent as always

© cs August 16, 2016 14:56 Super fast delivery. Thanks as always

©Q 2 August 16, 2016 03:04 Excellent again. Next day as promised

© zo August 15, 2016 23:07

€ nd August 15, 2016 13:17 Fast delivery and nice product. Great vendor.

Q f**c August 15, 2016 12:56 Had a slight mixup but these guys customer service is beyond epic! Never had such comms!
Loyal customer!

© c August 15, 2016 12:55 Had a slight mixup but these guys customer service is beyond epic! Never had such comms!
Loyal customer!

Q N*0 August 15, 2016 10:56 2DD, excellent as always. Highly recommend, thanks :)

@ t**n August 15, 2016 09:03 Excellent, 2DD! Have not tried but smells good. Stealth 3/5. Definitely will use again.

Q P**g August 14, 2016 20:26 NDD - very good quality

©Q n August 14, 2016 01:15 ok

Q i**h August 11, 2016 13:37 ordered Thurs arrived Tues... bang on weight

€ ru August 11, 2016 09:45

Not correct orders will be immediately refunded and you may lose funds on different exchange rates/commission efc..

| respect your part of deal and not asking for FE, respect my part of deal - don't forget to finalize orders after receiving.

Thank you!




There’s substantial literature
on online anonymous marketplaces,
but little validation

We show the magnitude of losses
and biases by comparing ground truth
versus scraped data

We test the effectiveness of
various scraping designs and
coverage estimation techniques
through simulations

Background

Quantifying
losses

Designing

improvements




Previous work lacks methodological consistency and validation
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Previous work lacks methodological consistency and validation
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: 1.Scraping 2. Processing

Collection loss




Previous work lacks methodological consistency and validation
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We leveraged scraped and back-end data sources...

Seized database

THIS HIDDEN SITE HAS BEEN SEIZED

and controlled since June 20

Welcome to HANSA Market

8oc0B0cBBBEE

Scrape dates: 8-10-2015, 11-10-2015, 16-10-2016,
23-10-2015, 25-10-2015, 2-11-2015, 1-12-2015, 13-12-2015,
7-1-2016, 17-1-2016, 30-4-2016, 8-6-2016, 7-7-2017, 14-7-2017

Seize date: 20-07-2017



We leveraged scraped and back-end data sources... and calculated coverage

54%

11



Listings are biased in price, reviews and category (among others)

SCRAPED LISTINGS

$

More reviews
A+++
More digital
goods listings

Higher priced

$$$

Less reviews

A+++

More weed
listings
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Only a quarter of revenue is captured due to collection and inference losses

Total market

$50.1 million

$50 million
S45 million
S40 million
$35 million
$30 million
$25 million
$20 million
S15 million
S10 million

S5 million

0
Total revenue
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Only a quarter of revenue is captured due to collection and inference losses

Total market

$50.1 million
S50 million
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Only a quarter of revenue is captured due to collection and inference losses
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Only a quarter of revenue is captured due to collection and inference losses

$50 million
$45 million
$40 million
$35 million
$30 million
$25 million
$20 million
$15 million
$10 million

S5 million

0

S 13.2 million

Reviews: scraped

S 14.2 million

Reviews: back-end

S 22.7 million

Orders: full price, quantity & shipping

$50.1 million

Inference

Collection

Observed
revenue

Total revenue

Total market
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To understand how to improve our collection,
we simulated artificial marketplaces and scrapers

#of  hesspassmraana
events

Events i New Listing

Probability Space at n



To understand how to improve our collection,
we simulated artificial marketplaces and scrapers
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Results
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DNM measurement requires stealthy scraping;
good coverage and stealth require frequent scraping

1.001 : 1.00 4
Request cap (reg/min)
2 £ 20
0.754 .75
o E 6 60 o 0.75
(@) (@]
© ©
e e
O 0.50- O 0.50
(@] (@]
g 3
= P
0.25 4 0.25 A
0.00 - I 0.00 4
1 2
Number of scrapes
1 request per 30 seconds 1 request per 3 seconds
1 request per 10 seconds 1 request per 1 second
Stealthy Overt

*Over a 1-day period

Spacing

Even

10 20 30
Number of scrapes

10 stealthy scrapes yielded
53% avg. coverage

19



Guiding the scraper to more popular listings gained an avg. 9% of coverage

Time

T+1

T+2

Silver Cigarettes

3 reviews

Golden Cigarettes

3 reviews

Silver Cigarettes

3 reviews

mm vy

Kypmen o secan e

Golden Cigarettes

7 reviews

Green Cigarettes

4 reviews

Golden Cigarettes

9 reviews

Discovered 2 listings

Re-scraped 2 listings &
estimated popularity

Re-scraped our popular listing
and discovered a new one

Complete algorithm details in the paper!

20



(1)

(3)

(5)

*Details in the paper!

Inform measurement
studies

Use simulations
for analysis

Validation of
validation techniques™

Our study provides a new lens for past studies, and a framework for future studies

|
N

¢

(2) -
5.
5 Better understanding
of bias/losses
(4)
Better scraping
design
/ Alejandro Cuevas Fieke Miedema \
acuevasv@cs.cmu.edu f.e.g.miedema-1@tudelft.nl
Kyle Soska Nicolas Christin Rolf van Wegberg
soska2@illinois.edu nicolasc@cmu.edu r.s.vanwegberg@tudelft.nl

Code: https://github.com/aledcuevas/dnm-simulation

\ Data: https://arima.cylab.cmu.edu/markets/index.php
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