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Orca: Blocklisting in Sender-Anonymous Messaging

Nirvan Tyagi Julia Len

Cornell University Cornell University

Abstract. Sender-anonymous end-to-end encrypted messag-
ing allows sending messages to a recipient without revealing
the sender’s identity to the messaging platform. Signal re-
cently introduced a sender anonymity feature that includes an
abuse mitigation mechanism meant to allow the platform to
block malicious senders on behalf of a recipient.

We explore the tension between sender anonymity and
abuse mitigation. We start by showing limitations of Signal’s
deployed mechanism, observing that it results in relatively
weak anonymity properties and showing a new griefing attack
that allows a malicious sender to drain a victim’s battery.
We therefore design a new protocol, called Orca, that allows
recipients to register a privacy-preserving blocklist with the
platform. Without learning the sender’s identity, the platform
can check that the sender is not on the blocklist and that the
sender can be identified by the recipient. We construct Orca
using a new type of group signature scheme, for which we
give formal security notions. Our prototype implementation
showcases Orca’s practicality.

1 Introduction

End-to-end (E2E) encrypted messaging, now relied upon by
billions of people due to products like Signal, WhatsApp,
Facebook Messenger, and more, provides strong E2E con-
fidentiality and integrity guarantees [5,23]: the messaging
platform itself cannot read or modify user messages. The E2E
encryption protocols used [52] do not, however, attempt to
ensure anonymity, so the platform learns the sender and recip-
ient of every message sent over the network. While academic
systems [4, 6,24,25,42,45,47,57, 60, 61] have developed
protocols that hide the identity of senders and receivers from
platforms, they introduce expensive overheads.

A recent suggestion for pragmatic privacy improvements is
to aim solely for sender anonymity. Introduced by Signal in a
feature called “sealed sender” [48], sender anonymity ensures
that the sender’s identity is never revealed via messages to
the platform, e.g., the sender does not authenticate with an
account password or digital signature; messages reveal only
the intended recipient. While sealed sender does not hide
network-level identifiers such as IP addresses, one can do so
by composing it with Tor [27] or an anonymous broadcast [24,
41,47,53,61].

In this work, we explore a key tension in sender-anonymous
systems: mitigating abuse by malicious senders. Already E2E
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encryption makes some kinds of abuse mitigations, such as
content-based moderation, more challenging (c.f., [28, 30,
35, 58]). Sender anonymity complicates the setting further
because the lack of sender authentication means that the plat-
form cannot block unwanted messages on behalf of a recipient
in a conventional way.

To enable platform blocking, Signal’s sealed sender has
a user distribute an access key to their contacts that senders
must show to the platform when sending the user a sender-
anonymous message. If a sender cannot provide an access key,
the platform drops the message. A user that blocks a sender in
their client triggers a rotation of this key and a redistribution to
the (remaining) contacts. Future messages from the blocked
sender will be dropped by the platform.

We observe two deficiencies with this approach. First, ac-
cess keys must be distributed over non-sender-anonymous
channels, meaning the platform learns the identities of users
who can send sender-anonymous messages to a particular
recipient. This significantly lowers the anonymity guarantee—
in the limit of having only a single contact, there is no
anonymity at all.

Second, we show a simple “griefing” attack that works
despite the anti-abuse mechanism. By design, the sender is
hidden from the platform, and only the recipient can iden-
tify the sender of a sender-anonymous message. However, a
malicious sender can trivially craft malformed messages that
even the recipient will not be able to identify. The recipient’s
client rejects these messages, but not before processing them.
This is particularly problematic for mobile clients as it uses
up battery life; we experimentally verify that an attacker can
easily drain a target’s battery in a short period of time. To
make matters worse, neither victim nor platform can identify
the attacker, and so the victim will not know who to block.

We design a new abuse mitigation mechanism for privacy-
preserving blocklisting in sender-anonymous messaging. Our
protocol, called Orca, allows recipients to register a block-
list with the platform. The blocklist is privacy-preserving,
meaning it does not reveal the identities of the blocked users.
Senders construct messages that are anonymous to the plat-
form, but can be verified by the platform as being attributable
to a sender not present on the blocklist. If the sender is on the
blocklist or if the message is malformed, then the platform
rejects the message; if the message is delivered, the recipient
is guaranteed to be able to identify the sender.
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Importantly, Orca provides a new non-interactive initial-
ization functionality that allows a user to initiate sender-
anonymous messages without having previously commu-
nicated with the recipient. This significantly enhances the
anonymity guarantees, because it expands the anonymity set
to be as large as all registered users of the system.

In summary, our contributions are:

e We build a threat model for sender-anonymous messag-
ing and identify limitations in previous approaches, in-
cluding a new griefing attack against Signal’s sealed
sender that we evaluate.

e We construct a new group signature scheme [22] to make
up the core of Orca’s functionality. The new primitive is
tailored to the needs of our setting and supports multiple
openers, keyed verification, and local revocation; see Sec-
tion 4 for details. We provide new security definitions,
building upon ones from prior work [8, 14].

e We show an extension of Orca that integrates mecha-
nisms from anonymous credentials [20] to arrange that
the relatively expensive group signature scheme is only
used periodically when initiating a new conversation. Ini-
tialization will generate a batch of one-time-use sender
tokens [43,44], which can be spent to authenticate mes-
sages and replenished at very low cost.

e We implement and evaluate Orca, suggesting that it is
sufficiently performant to deploy at scale. In particular,
once initialized, the token-based extension incurs only
30B additional bandwidth cost per message and only one
extra group exponentiation of computation for clients;
the platform need only compute a group exponentiation
and check the token against a strikelist. The computa-
tional cost for the platform is paid during initialization
which incurs work on the order of the size of the recipi-
ent’s blocklist (~ 200ms for a blocklist of length 100).
We find that a medium-provisioned server can comfort-
ably support a deployment of a million users depending
on frequency of conversation initialization.

2 Setting: Sender Anonymity for E2EE

This work focuses on sender-anonymous E2E encrypted mes-
saging hosted by a centralized messaging platform. In this
section and throughout the body, we will often use Signal
as our running example. However, the techniques that we
introduce are relevant for any sender-anonymous messaging
system in which the platform learns the recipient identity.

2.1 Background: Signal and Sealed Sender

Non-sender-anonymous E2EE messaging. We first briefly
outline Signal’s non-sender-anonymous protocol. For simplic-
ity we restrict attention to one client per user. A user wishing
to send a message first registers an account with the platform
using a long-lived identity public key pk,, retaining the asso-
ciated secret key sk. The user then must contact the platform

to obtain the long-lived public key pk, of their intended re-
cipient. Once this phase is complete, a client can securely
send messages via Signal’s double ratchet protocol [52]. This
provides state-of-the-art message confidentiality guarantees
even in the event of key compromise [5,23].

Signal, like most other E2E encrypted messaging platforms,
requires users to authenticate their account when sending
and receiving messages. Importantly, this allows for abuse
prevention because the platform can block malicious senders,
and even block senders from talking to a specific recipient. On
the other hand, such account authentication, e.g., via public
key signature or unique account password, does not provide
cryptographic sender anonymity.

Sender anonymity with sealed sender. Sealed sender is Sig-
nal’s protocol [48] for cryptographic sender anonymity mo-
tivated by their desire to minimize the amount of trust their
users must place in the platform. We will now walk through a
high level summary of how sealed sender works.

Initialization and key exchange. As before, senders must first
register a public key pk, with the platform. The user is issued
a short-lived sender certificate from the platform, that we
denote by cert. The certificate contains a digital signature
by the platform in order to attest to the validity of the user’s
identity key. These certificates must be periodically updated,
requiring the user to rerun the registration protocol.

To receive sealed messages a recipient must generate their
long-lived identity key pair (pk,,sk,) as usual, but now ad-
ditionally generate a 96-bit access key that we denote by ak.
Both pk, and ak are registered with the platform. Looking
ahead, senders will need to show ak to the platform to send
a sealed message. This means that the recipient must dis-
tribute ak to whomever they want to grant the ability to send
sealed messages. By default, the access key is distributed to
all contacts of a user through Signal’s original non-sender-
anonymous channel. Additionally, users can opt into accept-
ing sealed messages from anyone, including non-contacts. In
this case, senders do not need a recipient’s access key to send
them sealed messages.

Sending a sealed message. The pseudocode for sending and
receiving a message via sealed sender is provided in Figure 1.
It is designed to work modularly as a layer on top of any non-
sender-anonymous E2E encryption protocol. At a high level,
the protocol creates two ciphertexts: (1) an identity ciphertext
encrypting the sender’s long-lived public key pk, to the recip-
ient, and (2) a content ciphertext encrypting the standard E2E
encryption ciphertext along with the sender certificate. The
identity ciphertext and content ciphertext cryptographically
hide the sender identity even if the underlying E2E encryption
ciphertext does not '

More specifically, the protocol encrypts the sender identity

ISignal’s use of the double ratchet algorithm produces ciphertexts that can
either include the sender identity in plaintext or include messaging metadata
such as counters used for in-order processing that would leak information
useful for linking senders.
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SealedSender.Send(m)
ctm < ratchet.Enc(m)
(pk,,ske) <5 KeyGen() (€chain, ke ) < HKDF (salty, pkskr)
salt; < (pk,,pk,) pk, < AE.Dec(ke, ctiq)

(€chain, ke) + HKDF(salt1, pki¥e) | saltz < (echain, Ctia)

ctiq +sAE.Enc(ke, pk,) k + HKDF(salta, pkskr)

salta < (echain, Ctid) cert||ctm < AE.Dec(k, ctss)

k <+ HKDF(saltg, pkks) b < Verify(pk, cert)

ctss < AE.Enc(k, cert||ctm) If b= 0 then return L

Return (pk,, ctiq, ctss), ak m < ratchet.Dec(ctm)

SealedSender.Rev(pk,, ctid, Ctss)

salty < (pk,, pk,)

Return m

Figure 1: Pseudocode for Signal’s sealed sender feature.

pk, via a variant of hashed ElGamal [2] to produce the iden-
tity ciphertext ct;q. In particular, it generates ephemeral key
pair (pk,,sk.) and makes use of a hash-based key derivation
function HKDF and authenticated encryption scheme AE. The
sender then encrypts the plaintext m using the original double
ratchet algorithm ratchet.Enc(m). It bundles the resulting
ciphertext ct,, and sender certificate cert and encrypts this
with a key derived from long-lived identity keys pk, and pk,
to produce the content ciphertext cts. The sender indicates
the intended recipient and sends the triple (pk,, ctid, ctss)
along with the recipient’s access key ak to the platform.

Upon receipt of the sender’s message, the platform checks
that the intended recipient’s registered access key matches ak.
If this check passes, then the platform forwards the triple
(pk,,ctiq, ctss) to the recipient. The recipient decrypts as
shown in Figure 1. Once it recovers cert and ct,,, it veri-
fies the sender as a valid account using the certificate and
the recovered identity key pk,. If the sender’s identity is au-
thenticated, then ct,, is decrypted using the double ratchet
algorithm.

2.2 Limitations of Sealed Sender

There are limitations to Signal’s sealed sender protocol for
sender anonymity, which we raise here in the form of three
different classes of attacks.

Traffic analysis of sender-anonymous messages. An inher-
ent leakage of the sender-anonymous messaging setting (as
opposed to the sender- and recipient-anonymous setting) is
that the recipient of each message is inherently leaked to the
platform. Martiny et al. [49] demonstrate a set of statistical
disclosure attacks that use this leakage to infer communicating
partners, for example, by searching for users with interleaving
messages suggesting a back-and-forth conversation pattern.
They provide a modification to Signal’s sealed sender that pro-
tects against traffic analysis of sender-anonymous messages,
which they call “sender-anonymous conversations”. This mit-
igation approach, as well as another separate approach which
instead relies on random message delays and/or noise mes-
sages [53], do not provide solutions for blocklisting. The
techniques we introduce for supporting blocklists compose
well with these traffic analysis mitigations. Given this prior

work, we do not explicitly address traffic analysis of sender-
anonymous messages beyond considering the anonymity set,
as we discuss next.

Traffic analysis of non-sender-anonymous messages. Re-
call that access keys are distributed through Signal’s origi-
nal non-sender-anonymous channel. While this setup is still
encrypted, the platform nevertheless observes with whom
the user exchanged non-sender-anonymous messages. Thus,
when a sender anonymously authenticates using ak, the set of
users that could correspond to the sender (i.e., the anonymity
set of the sender) is restricted and known to the platform.
This means, for example, if a recipient only has a single con-
tact with which they have communicated, there is no sender
anonymity at all. Furthermore, if a user rotates their access
key to revoke sending access, this resets their anonymity set
of senders, as their new access key must be redistributed.

Martiny et al. [49] assume in their threat model that these
access keys have already been exchanged between commu-
nicating parties. Their attack can therefore be improved by
tracking the sender anonymity set of a recipient learned by the
platform. Notably, our solution for blocklisting will prevent
such improvements.

Griefing attack by evading identification. Sealed sender re-
lies on the sender to self-identify to the recipient: the platform
can not check for malformed messages. Instead, the recipient
must decrypt and check validity of the sender identity key
and certificate, dropping messages that do not verify. This al-
lows for a straightforward griefing attack in which an attacker
can spam the recipient with untraceable messages, causing
the recipient’s device to suffer battery drain and to consume
bandwidth, a type of user-mounted DoS attack.

We demonstrate through a proof-of-concept implementa-
tion that this griefing attack is effective. Our attack simply
modifies pk, in (pk,, ctiq, ctss) to a random value pk,. To
the platform this is indistinguishable from a legitimate sealed
sender message, but the recipient’s decryption will fail when
trying to decrypt ct;q. The recipient cannot recover any infor-
mation about the sender. Running experiments on a Google
Pixel phone running Android 9, we find that sending just 1
message every 10 seconds causes the battery to drain at an in-
creased rate of 9x over baseline. We provide more extensive
measurements of this attack in Appendix A.

Ultimately, there are no satisfying mitigation options avail-
able to victims (see last section of Appendix A). If the victim
of the attack has opted in to accepting sealed sender messages
from non-contacts, the attack can be mounted by anyone. Oth-
erwise the attacker needs the recipient’s access key, meaning
the attacker must be one of the victim’s contacts (or has found
some other way to obtain the access key). While this limits
who can mount the attack in the default case, it is still prob-
lematic: The victim can rotate their access key ak and attempt
to redistribute a new ak’ to their communicating partners. If
the attacker is not able to get access to the new access key, the
attack will be stopped by the platform and no messages will
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Figure 2: Privacy-preserving, outsourced blocklisting for sender-
anonymous messaging. The platform is able to block messages from
users on Chloe’s blocklist without learning their identity. The top
view shows the functionality of outsourced blocklisting, while the
bottom view shows what is revealed to the platform. Not shown,
Chloe can also efficiently identify the sender of message m; as
Alice and update her blocklist BL¢ if needed.

reach the victim’s client. But since the attack leaves no infor-
mation about which of the victim’s communicating partners
is responsible, the victim can only make a guess as to whom
they should block.

Realistically to maintain usability of their mobile device, a
user may limit Signal to only a few highly trusted contacts,
or will push the user off Signal to a less private messenger.
We consider both of these outcomes to be highly damaging to
vulnerable users that would benefit from a metadata-private
messenger. Looking forward, we will want a mechanism that
provides the user more granular recourse against misbehaving
senders.

3 Outsourced Blocklisting

We now turn to building a new sender-anonymous messaging
protocol that avoids the current weaknesses of sealed sender.
Our approach is to enable what we call privacy-preserving
outsourced blocklisting (see Figure 2).

Goals. Such a system should enjoy the following features:

o Sender anonymity: Messages cryptographically hide the
sender identity from the platform.

e Sender attribution: Recipients can cryptographically ver-
ify the sender of any ciphertexts delivered by the plat-
form.

e Blocklisting: Recipients can register a blocklist with the
platform and update it efficiently. The platform can use
the blocklist to drop sender-anonymous messages from
senders that the recipient has added to the blocklist.

e Blocklist anonymity: The blocklist should not reveal the
identities of the senders blocked by the recipient.

Together these properties prevent the type of griefing attacks
that affect sealed sender: a client receiving problematic mes-
sages can identify the sender and instruct the platform to drop

them on the client’s behalf.
We would also like the system to support:

e Non-interactive initialization: Users can begin sending
sender-anonymous messages without previous interac-
tion with the intended recipient.

This property obviates the use of non-sender-anonymous chan-
nels to initiate sender-anonymous communication. In particu-
lar, the platform should not be able to attribute messages to
some smaller subset of users, as messages can have originated
from any registered user of the system.

Oreca is designed to accompany a sender-anonymous E2EE
messaging protocol to provide the functionality of outsourced
blocklisting while carrying over both the sender-anonymity
and message confidentiality properties of the underlying pro-
tocol. As such, we assume the underlying E2EE protocol is
sender-anonymous, and if it is not, can easily be made so
using encapsulation techniques similar to sealed sender (see
Figure 1). Our protocol will provide a registration process in
which users interact with the platform to generate the required
keys for the protocol; this will be done at the same time users
register for the underlying E2EE protocol. To send a message,
the sender first encrypts the message plaintext pt to the re-
cipient as specified by the E2EE protocol. Then, Orca will
concern itself with authenticating the delivery of the produced
E2EE ciphertext; the authenticity of the underlying message
plaintext needs to be provided by the E2EE protocol. We will
refer to the E2EE ciphertext as the “message” from Orca’s
perspective.

Threat model. We assume an active, persistent adversary
that controls the messaging platform and an arbitrary number
of users. We assume the clients of legitimate users are not
compromised and that they correctly abide by the protocol.

Our primary concern is the cryptographic anonymity of the
messaging protocol. The adversary, even with active devia-
tions from the protocol, should not be able to learn sender
identity information from the contents of protocol messages.

Even in the case that anonymity is achieved at the message
proctocol layer, identification information can leak through
the network layer, e.g., by associating IP addresses or by mak-
ing inferences based on timing. We consider preventing such
leakage to be orthogonal to the goal of providing a block-
listing solution for the message protocol layer: existing solu-
tions for mitigating network leakage will compose. Sender-
anonymous channels resilient to linking attacks that exploit IP
addresses can be constructed using services such as Tor [27];
linking attacks performed by stronger global network adver-
saries with the ability to observe and inject traffic along any
network link can be mitigated using prior academic solutions
for anonymous broadcasting [24,41,47,53,61]. Lastly, as
discussed in Section 2.2, given a sender-anonymous channel,
timing analysis of messages with designated recipients can
be mitigated using existing techniques [49, 53].

It is trivial for an active adversary that controls the platform
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to deny service to arbitrary users by not delivering messages.
In future work, it may be valuable to provide a mechanism
for honest users to provably expose such misbehavior, but in
this work we leave platform-mounted denial-of-service (DoS)
attacks out of scope. On the other hand, we do want to protect
against user-mounted DoS attacks, in which a malicious user
can interact with an honest platform to deny service to other
users, as in the griefing attack.

Overview. We will now provide an overview of Orca’s design
by stepping through a series of strawman constructions.

Sender-specific one-time use access tokens. Instead of hav-
ing all senders authenticate by reusing the same shared access
token, the recipient can deal unique access tokens to each
sender. Reusing a sender-specific token allows linking by the
platform, so these tokens will necessarily be one-time use
only. We outline a version of this approach that is taken by
the Pond messaging system [43,44].

On registration, recipients register a key k to a pseudoran-
dom function F', e.g. HMAC, with the platform. Recipients
distribute one-time use tokens of the form (x,y = F(k,x))
for random values z to senders. The platform verifies these
tokens using k and the recipient can identify senders since
they know to whom they dealt (x,y). A sender’s tokens are
refreshed in the normal exchange of messages. Now a recipi-
ent can block by reporting the unused tokens of a sender to
the platform; the platform tracks these tokens along with pre-
viously spent tokens for a recipient in a strikelist and rejects
incoming messages that authenticate with struck tokens. The
platform’s strikelist grows unbounded as more messages are
sent, but this cost can be managed by scheduled key rotations.

This blocklisting approach improves significantly over

sealed sender as it effectively removes the griefing attack
vector, however it does not address the concerns around leak-
age during initialization: the recipient still initially distributes
the access tokens over non-sender-anonymous channels to
senders, revealing to the platform a small set of possible
senders for future messages. A different approach is needed
to provide stronger sender anonymity with non-interactive
initialization.
Group signatures. A promising starting point for sender-
anonymous blocklisting with non-interactive initialization
is group signatures, a well-studied cryptographic primi-
tive [7,8, 11, 17,22]. Group signature schemes allow users
to sign messages anonymously on behalf of a group whose
membership is controlled by a group manager. Signatures
appear anonymous to everyone except to a special opening
authority who has the ability to deanonymize the signer and
revoke their signing ability.

Our next strawman solution has the platform maintain a sep-
arate group signature scheme for each registered user, where
the user is the opening authority and the platform is the group
manager. A sender registers with the platform under the de-
sired recipient’s group signature scheme. The sender sends

their message along with a signature on the message under
the recipient’s group to the platform. The platform then ver-
ifies the anonymized signature. For blocklisting, we use a
group signature scheme that supports verifier-local revoca-
tion [14]. This means that the recipient can revoke senders by
communicating only with the platform (i.e., verifier).

This strawman provides effective sender attribution and
blocklisting. It also allows senders to acquire group signature
credentials without previous interaction with the recipient.
However, messages to a recipient can be attributed by the plat-
form to the set of users that registered under the recipient’s
group signature scheme, so we do not achieve our stronger
anonymity goal. Furthermore, existing group signatures that
meet our requirements use expensive bilinear pairing oper-
ations, adding on to the efficiency concerns of managing a
separate scheme for each registered user.

We resolve these issues by proposing a new type of group
signature that introduces two novel features. The first is sup-
port for multiple opening authorities. This will dispense with
the per-recipient group signature schemes and the need to
register separately for each recipient that you wish to send to.
The second feature is keyed-verification, in which we observe
that the platform is also the only verifier. Removing public
verifiability improves efficiency of client-side operations.

This new group signature, presented in Section 4, makes up
the core of Orca. However even with our optimizations, e.g.,
keyed-verification, the group signature approach incurs signif-
icant computational cost, in particular for the platform, owing
to the use of verifier-local revocation: verifying a signature
incurs work linear in the size of the recipient’s blocklist.

Hybrid: Group signature with one-time tokens. This leads us
to our final construction which combines the use of group
signatures for non-interactive initialization with one-time use
tokens for efficient authentication of subsequent messages.
Here, the group signature is used to allow the sender to ac-
quire its first batch of tokens from the platform. The main
contribution of this approach is a new protocol for allowing
the platform to dispense tokens on behalf of the recipient.
This is challenging because the platform should not be able
to link newly minted tokens to a sender, but it must provide
a way for the recipient to learn to whom new tokens were
dealt (for future sender attribution). We construct this protocol
by adapting techniques from blinded issuance of anonymous
credentials [20]. After this (relatively) expensive initialization
procedure, users exchange new tokens in the normal flow of
conversation and the system enjoys all the efficiency benefits
of the token-based protocol. We describe Orca’s one-time
token extension in Section 5.

4 Orca’s Group Signature

Our main construction is based on a novel group signature
scheme. In this section, we will introduce our new group
signature abstraction, describe how to use it to construct an
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outsourced blocklisting protocol, and lastly provide an instan-
tiation of such a group signature,

4.1 Group Signature Syntax and Security

Group signatures [22] allow users to sign messages anony-
mously on behalf of a group. The basic setting is as follows.
The membership of a group is coordinated by a group man-
ager, with whom users register with in order to join the group.
Additionally, anonymous group signatures can be opened
(traced) to identify the signing user in the group by a desig-
nated opening authority.

We make use of three extensions to the basic group signa-
ture setting.

(1)  Verifier local revocation: A group signature supporting
revocation allows the opening authority to additionally
revoke the signing ability of group members. Verifier
local revocation means that to revoke a member, the
opening authority need only communicate a revocation
message to verifying parties (as opposed to both veri-
fying parties and group members); revocation does not
affect the way group members sign messages.

(2) Multiple opening authorities: An opening authority is
created through registration with the group manager.
Group members sign messages designated to one of
many opening authorities, and only the opening author-
ity that a signature is designated to is able to open the
signature to the signer’s identity. Revocation is han-
dled separately per opening authority, meaning a group
member may be able to sign messages designated for
some opening authorities, but be revoked from signing
messages to others.

(3) Keyed verification: Verification of group signatures can
only be completed by a secret key owned by the group
manager and shared to verifying parties. This is particu-
larly useful in cases where the group manager is the only
party verifying signatures and allows for more efficient
schemes than those that achieve public verifiability.

Verifier local revocation has been previously studied [14],
but the other two extensions are novel to the best of our knowl-
edge. The model and following security definitions for our
new setting are derived from [8, 14].

Syntax. A multi-opener, keyed-verification group signature
scheme GS is run between three types of participating parties:
(1) users U that join the group and sign messages, (2) opening
authorities OA that can trace signatures to signers, and (3) a
group manager GM to coordinate registration and perform
verification. It consists of the following algorithms:

e pp<«sGS.Setup(\): The setup algorithm defines the
public parameters pp. We will assume pp is available
to all algorithms, and all parties have assurance it was
created correctly.

e (gmpk,gmsk)<sGS.KgZi;(): The key generation al-

gorithm is run by the group manager to generate a public
key gmpk and secret key gmsk.

e GS.JoinUY <» GS.IssueUZl,;: Group registration is
an interactive protocol implemented by GS.JoinU and
GS.IssueU run between a user and the group manager,
respectively. If execution is successful, the user will re-
ceive a public, secret key pair (upk, usk) and the group
manager will receive upk, else both parties receive L. If
the protocol accepts, the group manager will store upk
in a global registration table and reject duplicate upk
registrations.

e GS.JoinOAY, <> GS.IssueOAZ,: Opening authority
registration is an interactive protocol run between a
prospective opening authority and the group manager.
If execution is successful, the opening authority will
receive a public, secret key pair (oapk,oask) and the
group manager will receive and store oapk in the regis-
tration table, else both parties receive L.

o 0 <sGS.Sign{ (usk,gmpk, oapk, m): The signing al-
gorithm is run by a group member to produce a group
signature o on a message m designated for opening au-
thority oapk.

e upk < GS.Open{), (oask,m,o): The opening algo-
rithm is run by an opening authority to learn the identity
of the signing user upk, and returns | upon failure.

e 7 <sGS.Revokel, (oask, upk): The revocation algo-
rithm is run by an opening authority to create a revo-
cation token 7 for a user upk. The opening authority
sends the revocation token to the group manager who
includes it in a revocation list RL used for verification.

o b« GS.Ver?,(gmsk,oapk, RL,m,c): The verifica-
tion algorithm is run by the group manager to determine
if an input signature o and m are valid under a designated
opening authority oapk and revocation list RL.

As mentioned, we assume some global registration table
that contains all user public keys upk and opening authority
public keys oapk that succeed registration. In practice, such
a table might be implemented with a public key infrastructure
(PKI) supporting key transparency audits [50] allowing it be
hosted by the untrusted platform. Additionally, for simplicity,
we may drop the executing party from the subscript and the
public parameters from the superscript if their use is clear
from context.

Correctness and security notions. We extend the standard
notions of correctness and security from [8, 14]. Here, we
describe correctness and then the three security properties:
anonymity, traceability, and non-frameability. The properties
are formalized via security games involving an adversary in
the full version [59].

The correctness property concerns signatures generated
by honest group members. An honestly generated signature
should pass verification under all honestly generated revoca-
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tion lists that do not include a revocation token for the signing
user created by the designated opening authority. An hon-
estly generated signature should also be opened to the correct
signing user by the designated opening authority.

The anonymity property captures that an adversary without
access to the designated opening authority’s key should not be
able to determine the signer of a signature among unrevoked
group members. The adversary has the power of an actively
malicious group manager and may adaptively compromise
group members and opening authorities. More specifically,
we target CCA-selfless-anonymity [11] meaning signatures
are not anonymous to the signer (selfless) and the adversary
has access to an opening oracle throughout the security game
(CCA). We consider rogue key attacks, allowing the adversary
to create public keys for corrupted parties, but require the ad-
versary to prove knowledge of secret keys. We model this, for
simplicity, by asking the adversary to produce the secret key
for generated public keys following the knowledge of secret
key model of [10], which can be instantiated with extractible
proofs of knowledge. We also provide an extension of our
anonymity game to capture anonymity of revocation tokens
(in addition to signatures) that is, to our knowledge, the first
definitional attempt at doing so.

Traceability ensures that every signature that passes veri-

fication can be opened by the designated opening authority
to a registered user. Traceability necessarily considers an ad-
versary that does not control the group manager since it is
trivial for the group manager to craft signatures for unregis-
tered public keys. However, traceability is accompanied by
non-frameability which ensures that it is not possible to forge
a signature that opens to an honest user; non-frameability con-
siders a stronger adversary that controls the group manager
as in anonymity.
Bilinear pairing groups. Our construction will make use of
bilinear pairing groups for which we will use the following
notation. (1) Groups G1, G2, G are cyclic groups of prime
order p. (2) Group element g; is a generator of G1, go is a
generator of Go. (3) Pairing function e : Gy X Go — Grisa
computable map with the following properties: Bilinearity:
V u € Gy,v € Gy, and a,b € Z, e(u®,v*) = e(u,v)?, and
Non-degeneracy: e(g1,g2) # 1. We assume an efficient setup
algorithm that on input security parameter ), generates a bilin-
ear group, (p,G1,Ga,Gr,91,g2,€) + G(\), where |p| = \.

4.2 Outsourced Blocklisting from Group Signatures

Given a keyed-verification, multi-opener group signature with
verifier-local revocation, we build our core protocol, detailed
in Figure 3. The platform plays the role of the group manager.
Users register with the platform as both a user of the group
and as an opening authority, receiving keys (usk;, oask;). For
user ¢ to send a message to user j, assume for now that user
i has user j’s public keys (upk,oapk;). We will describe
how user ¢ obtains these keys shortly.

User ¢ signs their message with usk; under the group sig-
nature scheme designating oapk; as the opening authority.
The platform verifies the anonymous group signature against
user j’s revocation list, and if it verifies, delivers the message
and signature to user j, who can then identify the sender,
upk;, by opening the signature. Users can blocklist a sender
upk; to the platform by generating a revocation token un-
der their opening authority key oask; and sending it to the
platform. Anonymity of the group signature and revocation
tokens ensure that the platform does not learn sender identity
information from messages or from the blocklist; and trace-
ability and non-frameability ensure recipients will be able to
properly attribute received messages to a sender.

To achieve our stronger sender anonymity goal, user ¢ must
be able to read the public key information of user j needed
to start a conversation without revealing their own identity to
the platform. Since public key information is not sensitive,
the platform can provide unrestricted access to PKI lookups
that do not require user authentication. Note that the platform
can observe the number of lookups to a recipient’s public key,
but learns no information on which users are making those
lookups. We discuss how the platform can restrict access to
resources and maintain anonymity in Section 8.

4.3 Construction of Group Signature

>

Our group signature follows closely the “certified signature’
recipe that many group signatures take [34]. In this recipe,
the group manager registers users by certifying their public
key Y = g¥; the user’s group key is made up of their secret
identity key y along with the group manager’s certificate ¢. To
sign a message under the group, the user encrypts their public
key to the opening authority creating an identity ciphertext
where Z is the opening authority’s encryption key.

Ctig < (g7, Y Z%et)

They then prove in zero knowledge that they have a certifi-
cate from the group manager on the same public key that is
enclosed in the ciphertext and that they know the secret key
associated to it. The signature is verified by verifying the zero
knowledge proof and can be opened by the opening authority
simply by decrypting the identity ciphertext.

This recipe naturally extends to support a scheme with mul-
tiple opening authorities. The identity ciphertext is encrypted
using the public key of the designated opening authority.

Qep <8 Zp

Supporting verifier-local revocation. An opening authority
registers with two keys: (1) an encryption key (z, 7 = ¢7),
and (2) a revocation key (w, W = ¢¥"), where oapk = (W, Z).
We have described how a user with identity key (y,Y = g7)
encrypts their public key Y to the opening authority. To re-
voke a user’s signing ability, the opening authority constructs
a user-specific revocation token as the Diffie-Hellman value
between the user’s public key and their own revocation key,
Tr = Y'™. Intuitively, these revocation tokens are anonymous
since a Diffie-Hellman value looks random to a verifier that
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Protocol 1: Orca Outsourced Blocklisting Protocol

Setup:

(1) Public parameters for the group signature scheme are generated,
pp <% GS.Setup(\).

(2) The platform initializes its state as the group manager of the group
signature scheme.
(a) (gmpk,gmsk) < GS.Kgth ()
(b) Ty < []: Table tracking user public keys.
(¢) Tr « []: Table tracking user revocation tokens.

Registration:

(1) User registers with platform to acquire group signature signing key with

which to send messages, GS.JoinU}} ¢+ GS.IssueUZ, ;. User stores
usk and platform stores upk.

(2) User registers as opening authority and generates keys with which to re-
ceive messages, GS.JoinOA), <+ GS.IssueOAY, . User stores oask
and platform stores oapk.

(3) Platform stores public keys in Ty [upk] — oapk.

(4) Platform initializes empty revocation token list for user, T [oapk] < [-].

Sending a message:

(1) [Optional] Sender anonymously requests recipient public key (oapk)
and/or rate-limited pre-keys from platform (described in Section 8).

(2) Sender signs message specifying the recipient as the opening author-
ity (with recipient’s oapk), o < GS.Signt? (usk, gmpk, oapk, m).
Sender sends message, signature, and recipient to platform, (m, o, oapk).

(3) Platform checks validity of signature against recipient’s revocation list,
b+ GS.VerpGpM (gmsk, oapk, Tr[oapk], m, o). If b= 1, then platform
delivers (m, o) to recipient.

Blocklisting a user:

(1) Recipient generates and sends anonymous revocation token to platform,
(a) upk < GS.Openf?, (oask, m,o)

(b) TR < GS.RevokegpA (oask, upk)

(2) Platform adds revocation token to recipient’s blocklist,
Trloapk] + Trloapk]U{TRr}.

(3) [Optional] Recipient stores identities of blocklisted senders and/or reports
sender identity to platform (described in Section 8).

Figure 3: Core protocol based on group signature.

does not know the secret keys y or w.

To allow a verifier in possession of a user’s revocation to-
ken to identify signatures from a user, we need something
more. In addition to the identity ciphertext, the user also
constructs a revocation ciphertext enclosing their revocation
token, T = WY. This “ciphertext” is constructed to be un-
decryptable, but includes a backdoor for testing whether a
plaintext pt is enclosed (following the approach of Boneh
and Shacham [14]).

CtR(*(MlaT,TRNlaT) My, Ny +3$Gy

The backdoor of ¢ty consists of the isomorphic G5 elements
My, Ns. The verifier can check whether 75 is enclosed in ct g
via the following test using the pairing function e:

e(Ts/#r, Ma) = e(Ty,Na)  (Th,Ts)  ctp

The verifier performs this test for each revocation token in an

o <S8 Zp

opening authority’s revocation list and outputs 1 if no revoca-
tion token matches and the signature’s proof verifies. The sig-
nature’s proof now additionally proves the well-formedness
of ctr with respect to user public key Y.

Improving efficiency with keyed-verification. A central
part of the group signature is that the user must prove they
have a certificate on their public key from the group manager.
Creating this proof, even for certificate signatures designed
for this purpose [11, 19], is relatively expensive, with known
constructions requiring multiple pairings to be evaluated. In
our setting, the platform plays the role of both the group
manager and the sole verifier; all messages pass through the
platform. This setting allows us to bring in techniques from
keyed-verification anonymous credentials [20]. Specifically,
during user registration, instead of receiving a signature from
the group manager, users receive a MAC ¢ on their public
key from an algebraic MAC scheme; our construction uses
MACggm from [20,29]. Proving knowledge of a valid MAC
is more efficient and, in particular, does not require pairing
evaluations. The resulting proof can only be verified using
the secret MAC key (held by the group manager), hence our
introduction of the keyed-verification setting for group signa-
tures (i.e., “group MACs”). This optimization limits the use
of pairings in our group signature only to the revocation token
tests made by the group manager during verification.

Summary. In total, our group signature is composed of three
components, (1) the identity ciphertext ct;q enclosing the
signer’s public key to the opening authority, (2) the revocation
ciphertext ctr enclosing the revocation token, and (3) a zero
knowledge proof 7 that (1) and (2) were constructed properly
with knowledge of a key pair (y,Y) and a MAC ¢t on Y. The
full details of the construction along with security proofs with
respect to the formal definitions of anonymity, traceability,
and non-frameability are presented in the full version [59].

As stated, every time a user sends a message, they create
a group signature and the platform verifies the group signa-
ture. Even with our optimizations, this involves the platform
running a verification algorithm that is linear in the size of
the recipient’s revocation list. We improve in the next section,
extending Orca with one-time use sender tokens to make the
need for a group signature a rare event.

5 Extending Orca with One-time Use Tokens

In this section, we describe how to reduce Orca’s reliance
on its core group signature protocol. Instead of creating and
verifying a group signature for every message sent, the group
signature will only be used periodically to mint new batches of
one-time use sender tokens from the platform. Messages can
be sent, with very little cost, by including a valid token for a
recipient. Furthermore, once communication with a recipient
has been established, a recipient can replenish a sender’s
tokens directly in a return message, avoiding the need to
mint more token batches from the platform. The protocol is
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detailed in Figure 4.

Blinded MACs as one-time use tokens. We want that a
sender can anonymously mint a batch of tokens for a recipient
from the platform. The platform should not be able to link
the tokens (when they are spent) to the time of minting. To
realize this, we again turn to algebraic MACs used by keyed-
verification anonymous credentials [20]; we use MACggm-
Each user generates a MAC secret key sk < (zo,x1) € Z2,
and sends it to the platform. A valid MAC on input v € Z,, is
of the form,

Io+r11/)

t(—(uo,ul = U UO(—$G1.

To blindly evaluate a MAC on input v, a user generates a
random ElGamal key pair (v, D = ¢]) and encrypts g} to D,

ct = (¢t = g7, cte = gy D") T$$Zy.

The user blinds a batch of inputs [v]; in this manner, creates
a group signature o over [ct]; designating the recipient as the
opening authority, and then sends (o, [ct];, D) to the platform.
The platform verifies the group signature under the recipient’s
revocation list, and if verification succeeds, proceeds with the
blind evaluation using the recipient’s MAC secret key. By the
homomorphic properties of ElGamal, the platform can maul
ct to form ct’ as an encryption of a valid MAC on v without
ever learning anything about v,

ct' = (ctgflibgf/, ctgl'bugoDT,) ug + gb

The full details of the blind MAC evaluation is given in the
full version [59]. The user decrypts ct’ to learn u; and stores
token 7 < (v,t = (ug,u1)) as the input, tag pair.

To send a message, the user sends the message to the plat-
form along with an unused token 7 for the recipient. The
platform checks that the token (v,t) < 7 is unused, i.e., v is
not in the strikelist of used tokens for a recipient, and that the
token is valid, i.e., the MAC t is valid for v under the recip-
ient’s MAC key. If those checks pass, the platform delivers
the message along with the token 7 to the recipient and adds
v to the recipient’s strikelist.

However, the recipient has no way identifying the sender
from the token 7. The generation of 7 was (necessarily)
blinded to prevent linking by the platform, but that also pre-
vents linking by the recipient.

/
b,r' <$Zy.

Allowing a recipient to link tokens to senders. Senders
must communicate to the recipient the unblinded inputs v for
which they are minting tokens. They do this by additionally
encrypting the input v to the recipient under the recipient’s
public key Z,
ct=(cty=gl,cta=g{Z")  F+sZ,),

and proving in zero knowledge that the input v enclosed in
the blinded ciphertext ct is the same as that enclosed in the
ciphertext ct to the recipient. The sender signs the batch of
recipient ciphertexts [5t]i under the group signature with the
recipient as the designated opening authority. As before, if
the signature o verifies under the recipient’s revocation list,

the platform proceeds with blind evaluation, but also sends
(o, [ct];) to the recipient.

The recipient opens o to the sender’s identity upk, then
decrypts and stores the token identifiers [g}];. Later when a
recipient receives a message and token (v,t) < 7 from the
platform, they can link the token to the sender by looking up
g7 . To block a sender, the recipient generates and sends the
revocation token for the sender’s upk to the platform so the
sender cannot mint new tokens, as well as sends the sender’s
remaining unused tokens [¢¥]; to add to the strikelist.

Replenishing tokens directly from the recipient. The mo-
tivation for one-time use tokens was to avoid the cost of the
more expensive group signature for every message. However,
in some sense, the gain from not running the group signature
for every message is offset by the upfront cost of generating
a proof to mint each token. While there are optimizations that
can be made when batching proofs in this manner [37], this
is still an unsatisfying result.

The real efficiency gain from one-time use tokens is when
senders can replenish their tokens directly from the recipient,
without going through the blind minting process with the
platform. Once two users have established sender-anonymous
communication, they can use their own secret MAC keys to
generate and exchange tokens directly at very little cost.

Summary. In this protocol, the core group signature is used
only to initiate conversations and mint the first batch of tokens.
Once conversation has been established, messages can be
exchanged and tokens can be replenished at almost no cost,
beyond storage. With regards to storage, users must maintain
lists of unused tokens in order to send messages and identify
senders of received messages. The platform also needs to
maintain an ever-growing strikelist for each user; in practice,
users will need to periodically rotate their keys to refresh the
platform strikelist, but can ensure that they have distributed
tokens for the new key prior to doing so.

Using tokens does leak some information about user com-
munication patterns in a nuanced way. An example might be
that if senders need to often mint tokens from the platform for
a particular user, the platform can infer that user is not active
in responding and replenishing sender tokens.

A second nuance is that in both our scheme and the to-
ken strawman [43, 44] presented in Section 3, the message
ciphertext of a sender is not bound to the token. The plat-
form can forward the sender’s token to the recipient, but swap
out the ciphertext, so the recipient will incorrectly attribute
it to the sender. In Section 6, we discuss why the impact of
such an attack is not large if the underlying E2EE protocol
provides message authentication. Nevertheless, we provide a
proposal for modifying our token showing protocol to bind
the sender’s message ciphertext using a BLS signature [13]
in the full version [59].

Despite these nuances, we feel Orca with one-time use
tokens represents an attractive design choice.
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Protocol 2: Orca with One-time Use Tokens

Setup:

(1) Public parameters for the group signature scheme, algebraic MAC scheme,
and public key encryption scheme are generated, pp <$ GS.Setup()\),
pPm <8 MAC.Setup(\), pppke <8 PKE.Setup()).

(2) The platform initializes its state as the group manager of the group signa-
ture scheme.

(a) (gmpk,gmsk) < GS.Kg%pM 0

(b) Ty < [-]: Table storing user public keys.

(¢) Tgr <« [-]: Table storing user revocation tokens.

(d) Tk < [-]: Table storing user token MAC key and encryption key.

(e) T < [-]: Table storing strikelist of previously-used tokens for user.

Registration:

(1) User generates keys for protocol and initializes recipient state:

(a) User registers with platform to acquire group signature signing key
with which to send messages, GS.JoinU{}’ «+ GS.IssueUd, ;. User
stores usk and platform stores upk.

(b) User registers as opening authority and generates keys with which to
block senders, GS.JoinOAZ), > GS.IssueOAZ, .

(c) User generates algebraic MAC key used for creating sender tokens,
(tsk, tpk) < MAC.KgPPM(), and sends both tsk and tpk to plat-
form.

(d) User generates keys for public key encryption scheme,
(ek, dk) <s PKE.Kg(), stores dk and sends ek to platform.

(e) User initializes two tables, T and T, 1, to identify (and blocklist)
senders and their associated sender tokens.

(2) Platform stores keys and initializes table entries for user:
Tylupk] + (oapk) ; Tx|oapk] < (tsk, tpk, ek)
Trloapk] < [] ; Tr|oapk] < []

Sending a message:

(1) Sender selects unused sender token for recipient and sends message, token,
and recipient, (m, 7, oapk), to platform.

(2) Platform checks if token (z,t) < 7 is valid under recipient’'s MAC key
(tsk, tpk, ek) < T [oapk] and if token was not already used (i.e., is not
on strikelist).
b1 < MAC.VerPPM (tsk, x,t)
ba < (z & Tr|oapk])

If b1 = 0 or bg = 0, platform aborts.
(3) Platform adds token to strikelist, T’ [oapk] <— T [oapk] U{z}.
(4) Platform forwards message and token value, (m,z), to recipient.

(5) Recipient removes token from list of valid tokens for sender,
T[Ty M a]] < Tu[To el \ {z}; Tw 'z] < L.

Acquiring sender tokens (from platform):

(1) [Optional] Sender anonymously requests public key information,
(oapk, tpk, ek), for desired recipient from platform.

(2) Sender authenticates to platform as a non-blocklisted sender for the recip-
ient using a group signature.

(a) Sender signs set of recipient ciphertexts [cAfs]2 (constructed in (3))
with recipient as opening authority, and sends (o, oapk) to platform,
o8 GS.Signfjp(usk7 gmpk, oapk, [ct];).

(b) Platform checks validity of signature against recipient’s revocation list,
b« GS.Verfh | (gmsk, oapk, Tr[oapk], [ct];,0). If b = 0, then
platform aborts.

(3) Sender engages in token generation protocol with platform.

(a) Sender samples m inputs, [z]7 <= MAC.In(X\)"™.

(b) Sender encrypts inputs to recipient, ct; <$ PKE.Enc(ek, z;).

(c) Sender and platform engage in MAC blind evaluation for each token,
MAC.BlindInpPPM (tpk, z;) <> MAC.BlindEvPPM (tsk), for recip-
ient keys (tsk, tpk, ek) < Ty [oapk]. Sender also sends proof that
the input used in the MAC protocol is properly well-encrypted in the
ciphertext to the recipient:

i < NiZK{z; : MAC.BlindInp”P™ (tpk,z;)
A ct; = PKE.EncPPPKE (ek, z;)}
If 7; does not verify, platform aborts the blind MAC protocol.

(d) If blind MAC protocol succeeds, sender receives MAC t; as output
and stores token, 7; < (z4,t;).

(4) Platform sends (o, [ct]™) to recipient.

(5) Recipient stores tokens to later identify sender.

(a) Recipient traces sender, upk <+ GS.Openf?, (oask, [ct];, o).

(b) Recipient decrypts token ciphertexts and stores tokens.

x; <+ PKE.DecPPPKE (dk, ct;)
Ty [upk]  Ti:[upk|U[z1,...,@m] ; Ty *[x;] < upk

Acquiring sender tokens (from recipient):

(1) Recipient samples m inputs, (21, ...,Zm ) +$MAC.In(\)™, and MACs
them, ¢; +— MAC.EvPPM (tsk, z;).

(2) Recipient sends tokens 7; < (z;,t;) to sender associated with upk out-
of-band or via secure channel.

(3) Recipient stores tokens to later identify sender.

Ty [upk] < Ti[upk]U{z1,...,2m} ; Ty *[x] < upk

Blocklisting a user:

(1) Recipient looks up sender identity associated with token, upk <— T, ! [x],
and generates revocation token, 7 <$ GS. Revokegp A (oask, upk). Re-
cipient sends revocation token along with list of remaining sender tokens
for sender to platform, (1, ...,Zm) < Tx[upk].

(2) Platform updates blocklist state by adding revocation token to blocklist
and remaining tokens to strikelist.

Tloapk] < Trloapk] U{rr}

T, [oapk] < Tr[oapk|U{z1,...,Zm}

Figure 4: Hybrid protocol based on group signature and tokens.
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6 Composition with an E2EE Protocol

The main security properties of an E2EE messaging proto-
col are message confidentiality and message authentication.
Modern forms of message confidentiality include forward se-
crecy and post-compromise security which ensure that, even
in the event of key compromise, previous message content and
future message content (after recovery) are not leaked, respec-
tively [23]. Message authentication ensures that messages
accepted by the recipient were those encrypted by the sender.
A third property, repudiability, requires that the authentication
mechanism cannot help non-conversation participants verify
message authorship, even if secrets from a conversation par-
ticipant are leaked [15]. For our setting, we will also require
the E2EE messaging protocol to be sender-anonymous, mean-
ing ciphertexts do not leak any information about the sender,
which can be achieved using encapsulation as in sealed sender.

Orca composes with an E2EE messaging protocol to further
provide anonymous, outsourced blocklisting (see Section 3).
Public keys for Orca may be distributed using the same mech-
anism used to distribute public keys for the E2EE messaging
protocol. Similar to E2EE messaging, to prevent ghost key
attacks by a malicious PKI, in which a user’s key is replaced
by one owned by the adversary, users are expected to per-
form manual verification of key fingerprints out-of-band or
perform periodic auditing of the PKI [50]. Without this as-
surance, ghost key attacks against Orca result in a break in
anonymity, as the adversary can open group signatures using
the ghost key. Of course, using Orca does not increase the
damage of such attacks: such an adversary can read encrypted
messages and break anonymity by subverting the E2EE.

In basic Orca (Figure 3), E2EE ciphertexts are sent along
with a group signature over the ciphertext, and when extended
with one-time sender tokens (Figure 4), E2EE ciphertexts
are sent along with a token produced from a token minting
protocol authenticated with a group signature. The composi-
tion preserves the message confidentiality and authentication
properties of the underlying E2EE protocol: Orca composes
generically with the E2EE ciphertexts and does not make
further use of the message plaintext. However, Orca necessar-
ily weakens sender-anonymity and repudiability to support
blocklisting by a third-party (the platform).

With regards to anonymity, a necessary leakage of the out-
sourced blocklisting setting is that a ciphertext leaks (to the
platform) whether or not the sender is present on the desig-
nated recipient’s blocklist. Basic Orca meets this minimum
leakage, following directly from the anonymity and revoca-
tion anonymity security properties of the group signature.
Orca extended with one-time tokens leaks more: platform-
assisted token minting leaks how many tokens for a recipient
are minted, and blocking reveals how many valid tokens re-
main for the blocked sender. In addition to the anonymity
properties of the group signature, achieving only this level
of leakage relies on (1) randomly chosen MAC inputs, (2)

security of blind MAC evaluation, (3) confidentiality of the
recipient ElGamal ciphertexts, and (4) zero knowledge of the
well-formedness proof. We believe it is unlikely the additional
leakage of token counts leads to damaging inference attacks,
especially considering token counts are further obscured by
tokens replenished directly by the recipient.

The minimum weakening to repudiability for the out-
sourced blocklisting setting is that the platform can at most
verify authorship to some registered member of the platform,
even with compromised secrets. However, our group signature
construction does not meet this weakened notion; the platform
and the recipient can together provide proof of authorship of
a message for a sender. Future work may adapt techniques
from deniable signatures (c.f., [58]) to recover repudiability.

Lastly, outsourced blocklisting requires sender attribution:
messages delivered to recipients can be correctly attributed
to a sender. Basic Orca achieves sender attribution following
directly from the traceability security property of the group
signature. The extension with one-time tokens achieves sender
attribution additionally relying on the soundness of the well-
formedness proof of recipient token-tracing ciphertexts.

We also note an optional non-frameability property: a ma-
licious platform should not be able to frame a user as being a
sender for a ciphertext they did not create. We do not see this
property as security-critical for outsourced blocklisting. A
break in non-frameability allows a platform to deliver cipher-
texts that are misattributed, however, due to the message au-
thentication property of the underlying E2EE protocol, these
ciphertexts will not be accepted by the recipient. The recipi-
ent may choose to block the misattributed sender, mistakenly
thinking they are spamming malformed ciphertexts. We view
this as a special (slightly more damaging) case of a platform-
mounted DoS attack, which is not a goal of Orca to defend
against. Nevertheless, basic Orca does prevent this attack due
to the non-frameability security property of the group signa-
ture. Orca with one-time tokens can be extended with token-
binding (see full version [59]) to achieve non-frameability
relying on the soundness of the blind MAC evaluation proof
and the unforgeability of the token-binding signature.

Formal analyses. As mentioned, we provide in the full ver-
sion [59] formal definitions and security analyses for our
group signature, the core underlying component of Orca.
These analyses do not cover the one-time token extension, nor
the security of the composition informally discussed above.
Developing formal models suitable for analysis of these
higher level primitives remains an open problem. Our initial
attempts suggest that this will be challenging, as it seems to re-
quire extending existing (already complex) confidentiality and
authenticity models for messaging (e.g., [5,9,23,38,54]) to
model sender anonymity, token distribution, blocklist mainte-
nance, etc. An ideal functionality based approach may provide
an alternative tack, though any resulting functionality will also
be complex (possibly as complicated as our protocols).
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7 Implementation and Evaluation

This section aims to evaluate the feasibility of deploying Orca
at scale. Specifically, we answer the following questions:

e Client costs: What are the processing and storage costs
that Orca incurs on user clients?

e Platform costs: What are the processing and storage
costs incurred on the platform? What throughput (user
activity) can be reasonably supported given these costs?

e Bandwidth costs: How large are Orca protocol messages?
What additional networking costs does Orca introduce?

To answer these questions, we provide a prototype li-
brary in Rust of our group signature and token-based scheme.
Our implementation is over the BLS12-381 pairing-friendly
elliptic curve and uses the zexe/algebra Rust pairing li-
brary [16]. We instantiate the proofs of knowledge using
standard Sigma protocols of discrete logarithm relations [17]
made non-interactive using the Fiat-Shamir transform [31].
Our security proofs (see full version [59]) rely on a simulation-
extractability property of the zero knowledge proofs which
has been shown to hold in the algebraic group model [32] for
the knowledge of discrete logarithm relation [3,33]; we be-
lieve these techniques can be readily extended to the discrete
logarithm relations used in this work. Our implementation
consists of less than 1400 lines of code and is available open
source .

The experiments, including the microbenchmarks given in
Figure 5, were performed using a ¢5.12x1arge Amazon EC2
virtual machine with 24 cores and 96 GB of memory running
Ubuntu Server 20.04 LTS as the platform and desktop client
(single-core) and on a Google Pixel device running Android
9 as the mobile client. The platform is implemented using an
in-memory Redis database for storing revocation blocklists
and token strikelists.

When evaluating Orca, recall that users can replenish their
token supply directly from the recipient provided there is
back and forth communication. Thus, we make the distinction
between “initialization costs” of minting an initial token batch
from the platform and the “steady-state costs” that occur
when tokens are replenished directly from the communicating
partner. We expect the majority of user communication to be
in steady-state where costs are low.

Client costs. Clients must store, for each of their communi-
cating partners, two lists of unused tokens, one for sending
messages and one for identifying received messages. These
tokens are not large (240B) and the lists can remain small as
they can be replenished on next communication. Say a user
has 200 communication partners and stores 20 tokens per list.
This setup would incur ~ 1MB for the client.

The bulk of the processing costs incurred by Orca are con-
centrated at initialization when a client mints an initial batch

2https://github.com/nirvantyagi/orca

of tokens to start a conversation. On a mobile client, mint-
ing an initial batch of tokens takes ~ 150 ms for the group
signature and an additional ~ 100 ms for each token in the
batch (see Figure 5). This means it takes around 1 second for
a sender to mint 10 tokens. While these costs are significant,
we stress that a user only needs to mint enough tokens to
initiate a conversation and await a response. If a response
from a recipient is delayed, more tokens can be minted as
needed. Once a conversation with back-and-forth communica-
tion is established, the amortized steady-state cost of sending
a message is in creating a new token to replenish the recipient,
which is done at very little cost (~ 10 ms) — approximately
the same as sealed sender.

Platform costs. The platform stores per-recipient revocation
blocklists and token strikelists. The revocation lists are on the
order of 100B / revoked user; e.g., a recipient that has blocked
100 users would require a revocation list of size 10KB to be
stored. We do not anticipate revocation lists to grow too large,
since the platform has other mechanisms to ban users globally
(see Section 8). In any case, a platform can impose limits on
the size of revocation lists if necessary.

The per-recipient strikelists would grow in size with every
message a user sends (32B / spent token). One can use Bloom
filters or other data structures to compress the size of the
strikelist as well as enforce periodic key rotations to reset its
size. If each user sends ~ 100 messages per day and token
keys are rotated every two weeks, the platform can store a
strikelist of ~ 5KB per user with a false positive rate of 1075,
Note the false positive rate can be traded off with storage size;
messages that get rejected due to false positives will result in
an error returned to the anonymous sender, who may resend
with a different token.

The processing costs of the platform are similarly domi-
nated by the token mint requests for initializing conversation
as opposed to send requests during steady-state conversa-
tion. A request to mint a batch of 10 tokens given a recipient
blocklist size of 100 takes ~ 200 ms to complete whereas a
send request is just a simple algebraic MAC verification and
strikelist lookup taking < 1 ms (see Figure 5).

Figure 6 demonstrates these workloads are easily paralleliz-
able to achieve high levels of throughput. In this experiment,
we run the platform with one million users, each with a block-
list of size 100 and a strikelist of size 1400 (100 messages/-
day/two weeks), and measure the rate at which the platform
can process requests for different levels of hardware paral-
lelism. We do not implement the Bloom filter optimization,
so the Redis database stores ~ 50KB per user (50GB total),
which can still easily fit in memory. The computationally
expensive mint requests parallelize with essentially no loss,
reaching a rate of 80 requests (for 10 token batches) per
second on 24 cores. The inexpensive send requests also paral-
lelize but top out at around 30000 requests per second on 12
cores, which is bottlenecked by the operation throughput of
a single Redis database and can be unblocked via a different
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Operation Platform User (Desktop client) User (Mobile client)
Sender Recipient Sender Recipient
Sealed sender - 0.50  (0.02) 0.50  (0.02) 6.6 (0.2) 6.6 (0.2)
Orca mint tokens with group signature 11.2 0.2) 10.8 (0.1) 9.7 0.2) 131.7 (0.8) 117 2)
+ cost per token minted 7.60  (0.09) 850 (0.08) 030 (0.01) 1052 (0.9) 33 (0.1
-+ cost per blocked user 1.70 (0.04) - - - -
send message with token™ 0.30 (0.01) 0.80 (0.02) - 10.0 0.2) -

*Steady-state cost of sending a message with a token that includes cost of replenishing one token

Figure 5: Processing time (ms) microbenchmarks of user and platform operations for Orca compared to sealed sender. Mean time is given with
standard deviations shown in parentheses. Dashes indicate an operation that has negligible cost (e.g., a table lookup).
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Figure 6: Platform request throughput for different levels of hardware
parallelism over a one million user deployment with blocklists of
size 100 and strikelists of size 1400. Each mint request corresponds
to a request to mint a batch of 10 tokens.

database setup if needed (e.g. through sharding). The achieved
bottlenecked throughput already demonstrates feasibility.

Bandwidth costs. Minting a token requires sending the group
signature (1.6KB) and exchanging proofs for each token to
be minted (0.7KB / token). These costs extend to the recipi-
ent who receives the signature and also a ciphertext for each
token minted (0.2KB / token). Apart from these initialization
costs, the steady-state bandwidth costs of sending a message,
once again, compare quite favorably with sealed sender. In
the steady state, the amortized bandwidth overhead of sending
a message would be two tokens (240B / token) — the token
being spent and the token being created to replenish the recip-
ient. Thus we can achieve amortized per-message overheads
of only 30B compared to sealed sender (450B / message).

8 Further Extensions

Backwards unlinkability for revocation tokens. A draw-
back of verifier-local revocation is that whenever a new revo-
cation token is provided, the platform can replay the history of
messages to link which ones were sent by the newly blocked
sender. To prevent such leakage one can take the approach
of [51] to rotate revocation keys in set epochs. Naively, this
requires recipients to resupply their entire list of revocation
tokens; future work may try to incorporate techniques from
updatable encryption [12] to provide more efficient epoch
transitions.

Credential expiry and global banning. Per-recipient block-
lists are not a substitute for platform-wide banning of abusive
users. The platform must maintain some mechanism for ban-
ning accounts in the case of identified user abuse, e.g., through

user reports [28,35, 58] or account compromise. This can be
done by enforcing periodic credential expiration, by for ex-
ample, rotating the platform’s group manager key. Users must
retrieve a new MAC on their public key, at which point, the
platform can choose to deny their request.

Sybil resistance and account recovery. Outsourced block-
listing works by blocking a public key, not an identity. If
malicious users are able to easily send messages under new
public keys, either by registering with many accounts or con-
tinually rotating an account key after they are blocklisted,
then our blocklisting protocol will be of little use. Signal ties
accounts to phone numbers to mitigate the ability to easily
register new accounts. On the other hand, rotating an account
key is a legitimate operation that may need to be taken af-
ter account compromise or device loss. Blocking accounts
with suspicious key rotation behavior or rate-limiting account
recovery are possible mitigations.

Rate-limited resources. In Signal, in addition to needing the
recipient’s long-lived identity public key, senders also need
to pull a one-time use recipient “pre-key” which is used in
the initial key agreement protocol to provide forward secrecy
properties. Recipients store some number of pre-keys with
the platform and replenish them as needed. If a recipient’s
pre-keys run out, then conversations are initiated without the
pre-key leading to weaker forward secrecy. To prevent mali-
cious users from exhausting a recipient’s pre-key supply, these
resources can be protected while preserving anonymous au-
thentication using anonymous rate-limiting techniques [18].

9 Related Work

Anonymous credentials. Anonymous credentials [19] allow
a user to present a cryptographic token proving some spe-
cific statement about their identity (e.g., their authorization
to send messages to a particular recipient), without revealing
anything else about their identity. A problem with anonymous
credentials in our setting is that they are — by design — not
attributable. While the server processing messages can ver-
ify the sender is authorized, the recipient cannot identify the
sender. This means there is no way for the server to block the
sender in the future, even if some revocation mechanism for
the credentials did exist.

A notable design contrast to general-purpose anonymous
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credential schemes is Privacy Pass [26], which offers single
use credentials that encode only one bit — “I am authorized.”
Privacy Pass mints tokens using a verifiable oblivious pseu-
dorandom function [39,40], which is more efficient than our
approach of blind MACs [20], but does not provide the al-
gebraic structure needed to prove relations on the input. We
need this property to encrypt the input to the recipient to
allow linking of tokens. Blind MACs have been previously
suggested for use as one-time tokens [46] and have also been
recently proposed as part of Signal’s new proposal for private
group messaging [21].

Anonymous blacklisting. Anonymous blacklisting [36, 55,
56] systems cover a variety of cryptographic techniques. In
general, these systems allow a user to authenticate anony-
mously to third parties in such a way that the third party can
block them from subsequent authentications if they misbe-
have. In some systems, this blocking ability takes the form
of an additional trusted third party that can de-anonymize
users much like a group signature. In others, every time a
user authenticates they provide a fresh anonymous crypto-
graphic token derived from their identity and a proof that the
current blacklist contains no tokens generated by their own
keys. Such systems are cryptographically expensive, requiring
work linear in the blacklist (for the sender). Moreover, much
of the overhead across both settings comes from providing
anonymity from the third party. Our setting differs in that the
sender need not be anonymous (and in fact, should be identi-
fiable) to the party adding to the blacklist (i.e., the recipient),
but only be anonymous to the party filtering on the blacklist
(i.e., the platform).

Abuse reporting in E2EE messaging. A complementary
line of work [28, 30,35, 58] considers reporting abusive con-
tent sent over an encrypted channel. These systems allow the
recipient to verifiably reveal the content of a message to the
platform to enable content moderation. They allow attribution
of message content to a sender for a known sender identity.
They do not allow the attribution of a malformed message
with unknown sender as in the griefing attack we describe.

Metadata-private messaging. A number of messaging sys-
tems have been proposed that provide strong metadata-privacy
even against strong network adversaries [4,6,24,25,42,45,47,
53,57,60,61]. These systems incur significant costs on their
users, e.g. to send and receive messages at frequent intervals.
These costs may dwarf the costs of the types of abuse that
Orca aims to prevent. Despite this, a subclass of these systems
that could still make use of Orca for blocklisting are based
on anonymous broadcasting [24,41,47,53,61]. Anonymous
broadcasts can be converted to a sender-anonymous messag-
ing service by having a messaging service collect, filter, and
deliver the broadcast messages with designated recipients.

10 Conclusion

This paper explores the tensions between abuse mitigation
and sender-anonymity in E2EE messaging. We highlighted
several issues with Signal’s sealed sender feature, including
weak anonymity set guarantees and vulnerability to griefing
attacks.

Our solution, Orca, allows recipients to register privacy-
preserving blocklists with the platform. Without learning the
sender’s identity, the platform can check that the sender is not
on the blocklist and that the recipient will be able to verify
their identity. We introduced a new type of group signature
tailored to Orca’s needs and propose a hybrid scheme that
uses tokens to amortize the bandwidth and computational
costs of group signatures.
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A Griefing Attack on Sealed Sender

We identify and implement a griefing attack against Signal’s
sealed sender protocol. An attacker in possession of a recip-
ient’s access key can spam the recipient with untraceable
messages, causing the recipient’s system to suffer battery
drain and to consume bandwidth.

Attack vector. The attack takes advantage of the fact that
the platform cannot check for malformed sealed messages.
Our proof-of-concept attack simply modifies the Signal client
to modify the triple (pk,, ctid, ctss) by replacing pk, with
a new, random value pk;. To the platform this is indistin-
guishable from a legitimate sealed sender message, but the
recipient’s decryption will fail when trying to decrypt ct;q
and cannot recover any information about the sender. Our
modification causes the recipient’s decryption to fail early.
While technically one could force the recipient to perform
more cryptographic steps, this would have small impact on
the efficacy of the attack.

This approach required changing only two lines of code
in the Signal Desktop client. We also wrote a small script to
automate sending messages via the client.

Attack efficacy. We performed some measurements to assess
whether the griefing attack can be used, particularly, to drain
a target’s battery. In our experiments, we used as attacker our
modified Signal Desktop application on a MacBook Pro 2017
machine running macOS Mojave using a 2.5 GHz Intel Core
i7. We used as a stand-in for victim recipient an unmodified
Signal Android application (version 4.54.3) on a Google Pixel
phone running Android version 9. We used the Android Bat-
tery Historian tool [1] to inspect the effect of our attack on
battery drainage. It reports the battery level rounded to the
nearest percent.

In our experiments we only interacted with the Signal plat-
form and with researcher devices. We purposefully experi-
mented only with very low volume attacks in order to ensure
we did not burden the Signal platform, and confirmed ahead
of time with members of the Signal team that our experiments
would not be problematic. In summary, the platform and its
users were not negatively affected by our experiments.

We measured the rate of change in battery level per hour
when sending one malformed sealed message every 1, 2, 5, or
10 seconds. As a baseline comparison, we also measured the
rate of battery drainage when no messages were sent. Each
of the four sending rates were measured over a period of 2
hours, while the baseline was measured over a period of 11
hours; the phone discharges slowly at rest so an extended
measurement period was needed for the baseline. Before each
experiment, the recipient phone was rebooted and charged
to full capacity. During each experiment, the phone used its
mobile data for network connectivity and was otherwise idle.

In the baseline case, where the phone received no malicious
messages, the battery level dropped by only 0.45 levels per
hour (dropping the battery by only 7% in 11 hours). In com-
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Figure 7: Battery drain rate of griefing attack for various rates of
sending, = € {0,0.1,0.2,0.5,1} / second. The box plot shows the
variability of drain rates over trials, with the range, quartiles and
median denoted by the whiskers, box, and line, respectively (outliers
marked separately).

parison, the drop rates were 4.11, 5.37, 5.84, and 6.88 levels
per hour when sending a message once every 10s, 5s, 2s, and
Is. Thus even the slowest attack rate speeds up battery drain
by 9x; for one message a second it is 15x. We show a boxplot
of these measurements in Figure 7.

The attack also consumes recipient bandwidth (which could
be costly if they pay for data service per byte): at one mes-
sage per second, the Signal Android application received 1.13
MB/hour, while as a baseline it receives 0.94 KB/hour.

A real attacker can of course trivially increase attack vol-
ume up to any general rate limiting enforced by the platform.
While it is not public if Signal rate limits clients (and we did
not want to stress test it), we believe even modest increases to
the volume will allow draining batteries quickly. While bat-
tery drain rates will vary significantly based on target handset
and other factors, we believe our proof-of-concept evidences
sufficient impact on a victim to be a concern.

Mitigation options for victims. The receiver’s Signal client
gives no obvious visual indication that messages are being
received and filtered. To learn of message filtering, a user
would have to inspect the client’s debug logs, making the
attack essentially invisible for the majority of users. Even if
detected, there are no particularly good ways to prevent the
griefing attack.

The victim can rotate their access key ak and attempt to
redistribute a new ak’ to their communicating partners. If the
attacker is not able to get access to the new access key, the
attack will be stopped by the platform and no messages will
reach the victim’s client. But since the attack leaves no infor-
mation about which of the victim’s communicating partners
is responsible, the victim can only make a guess as to whom
they should block.

This issue might lead people to only add a few, highly
trusted contacts. But this degrades anonymity significantly,
since as discussed in Section 2.2, the platform knows that a
sealed sender must be one of the recipient’s contacts.
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B Artifact Appendix
B.1 Abstract

Our artifact contains source files of the Orca blocklisting pro-
tocol as a library in Rust. The cryptographic protocol is built
on top of the open-source arkworks library for pairing-based
cryptography. The implementation consists of three major
parts: (1) an implementation of the Chase et al. algebraic
MAC protocol, (2) an implementation of the Orca group sig-
nature, and (3) an implementation of the Orca one-time-use
token protocol. The artifact also includes two benchmarks
for reproducing the performance numbers reported on. These
benchmarks can be easily run on any machine that can com-
pile Rust from source, though we report performance numbers
from running on high-memory AWS machines (for the server)
and mobile devices (for the client). The artifact does not in-
clude source files for the griefing attack and battery-drain
experiments against Signal, as they are potentially harmful
and are not core to our work’s claimed contribution.

B.2 Artifact check-list (meta-information)

e Algorithm: The Orca blocklisting protocol including group
signature and one-time-use tokens.

e Compilation: Benchmarks are built from source using the
Rust compiler.

e Run-time environment: Our artifact was run on a
c5.12xlarge AWS EC2 virtual machine with 24 cores and 96
GB of memory running Ubuntu Server 20.04 LTS, as well as
on a mobile device running Android 9.

e Hardware: The mobile microbenchmarks were run on a
Google Pixel 2 device. The server throughput benchmark re-
quires at least 64 GB, though comparable results can be repro-
duced with less memory.

e Execution: The microbenchmarks run in less than 5 minutes.
The server throughput benchmark runs in under 2 hours on our
test AWS machine.

e Security, privacy, and ethical concerns: We do not provide
the source files for the griefing attack and battery-draining
experiments.

e Qutput: The benchmarks produce summarized performance
outputs printed to the terminal.

e Experiments: There are two benchmarks: (1) microbench-
marks for measuring the performance of the cryptographic
primitives used in Orca, and (2) macrobenchmark for measur-
ing server throughput of requests.

¢ How much time is needed to prepare workflow (approxi-
mately)?: The benchmark binaries are built from source in
under 5 minutes. Setting up the AWS machine and/or the mo-
bile device may take additional time.

o Publicly available?: The latest version of the library is avail-
able at https://github.com/nirvantyagi/orca.

B.3 Installation

The setup consists of installing Rust and compiling the bench-
mark binaries from source. Compiling and running the mi-
crobenchmarks on a mobile device requires additional in-
stallation of the Android Native Development Kit (NDK)
and related Rust toolchains. The macrobenchmark for server
throughput additionally requires installing and running a
Redis server locally. Detailed installation instructions are
given on the README available at https://github.com/
nirvantyagi/orca.

B.4 Evaluation and Expected Results

There are two benchmark binaries that we report results on.
The first is the microbenchmarks binary that is used to popu-
late Figure 5. The platform and desktop client user columns
are given from running the microbenchmark binary on a sin-
gle core of the specified AWS machine. The mobile client
user column is given from running the microbenchmark on
the specified mobile device.

The second benchmark binary measures server throughput
and is used to populate Figure 6. The reported numbers are
based on experiments setting benchmark parameters of 200
requests for a blocklist size of 100, a strikelist size of 1400,
and one million users, while varying the number of cores.
This setup requires 64 GB of memory, however, the number
of users can be reduced (e.g., to 200) to reproduce similar
results without large memory requirements.

Detailed evaluation instructions are given on the README
available at https://github.com/nirvantyagi/orca.

B.5 Experiment Customization

The benchmark source code is available and can be cus-
tomized beyond the exisiting parameterization.

B.6 Notes

The cryptographic code has not been reviewed; it serves as a
research prototype and is not suitable for deployment. If any
bugs are discovered, please raise an issue on Github or send
an email to the authors.

2316 31st USENIX Security Symposium

USENIX Association


https://github.com/nirvantyagi/orca
https://github.com/nirvantyagi/orca
https://github.com/nirvantyagi/orca
https://github.com/nirvantyagi/orca

	Introduction
	Setting: Sender Anonymity for E2EE
	Background: Signal and Sealed Sender
	Limitations of Sealed Sender

	Outsourced Blocklisting
	Orca's Group Signature
	Group Signature Syntax and Security
	Outsourced Blocklisting from Group Signatures
	Construction of Group Signature

	Extending Orca with One-time Use Tokens
	Composition with an E2EE Protocol
	Implementation and Evaluation
	Further Extensions
	Related Work
	Conclusion
	Griefing Attack on Sealed Sender
	Artifact Appendix
	Abstract
	Artifact check-list (meta-information)
	Installation
	Evaluation and Expected Results
	Experiment Customization
	Notes


