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Abstract
The needs of marginalised groups like migrant domestic work-
ers (MDWs) are often ignored in digital privacy and security
research. If considered, MDWs are treated as ‘bystanders’
or even as threats rather than as targets of surveillance and
legitimate security subjects in their own right. Using partici-
patory threat modelling (PTM) as a method of incorporating
marginalised populations’ experiences, we designed and con-
ducted five workshops with MDWs (n=32) in the UK to iden-
tify threats to their privacy and security. We found that MDWs
named government surveillance, scams and harassment, and
employer monitoring (in this order) as the primary threats to
their privacy and security. We also examined the methods
MDWs used to stay safe online, such as configuring the pri-
vacy settings of their online accounts and creating on- and
offline community support networks. Based on our findings,
we developed and disseminated a digital privacy and security
guide with links to further resources that MDWs can refer to.
We conclude by arguing that security research must consider
broader social structures like gendered work and racialised
border policy that foster insecurity in the lives of MDWs. We
also present the key lessons of our work, including consid-
ering data sharing from the perspective of stakeholders who
do not own technology devices but are affected by them, and
reflecting on how security research can stop enabling harmful
forms of surveillance.

1 Introduction

Migrant domestic workers (MDWs) work in private house-
holds, usually as cleaners or nannies, and have moved from
their countries of origin. The International Labour Organisa-
tion (ILO) estimates that 17.2% of domestic workers globally
are migrants, a percentage that is higher than other indus-
tries [43]. Domestic workers are mainly women, dispropor-
tionately from ethnic minorities, and/or migrants. Despite the
central role domestic workers play in responding to growing
needs for care work, their work is devalued, and they receive

inadequate protection from labour legislation (e.g., [103]). As
a result, they are often subject to isolated mistreatment in their
workplaces [103], including but not limited to “humiliation,
abuse, violence, exploitation and trafficking” [37].

MDWs experience a disproportionate amount of surveil-
lance from both the government and their employers [103].
An increase in the use of smart home monitoring devices
such as CCTV cameras has contributed to situations of per-
vasive monitoring. Yet, MDWs have hardly received any
consideration in digital security research. Where domestic
workers are discussed, they are often referred to as bystanders
(e.g., [2,15,63,81,127]) or even as threats (e.g., [57,102,130].
Current discussions spanning privacy and data protection in
smart homes often do not consider those who are vulnerable.
Aggregate descriptions tend to obscure hidden populations
such as MDWs, whose need for privacy may be critically as-
sociated with their livelihood and fundamental human rights.
For example, the threat of surveillance and deportation due
to data sharing may stop MDWs from reporting labour ex-
ploitation and/or sexual violence or from accessing key public
services like healthcare [52].

Prior work has explored the needs, views, and privacy
concerns of primary users (e.g., [8, 15, 16, 20, 41, 42, 49,
69, 70, 77, 78, 85]) and – to a lesser extent – bystanders
(e.g., [14, 15, 96, 129]) with regard to IoT technologies and
smart home devices, using mainly interviews and surveys. We
extend this work on bystander privacy as well as work on how
power imbalances shape privacy and security [52, 75, 103]
using participatory threat modelling (PTM) [108]. PTM is
a powerful technique that has not yet been utilised by the
privacy and security community to study the experiences of
marginalised populations like MDWs. PTM applies the prin-
ciples of participatory security design [56] to threat modelling
by inviting participants to identify and prioritise threats to
their privacy and security. Therefore, it is an open-ended
process which does not focus on a specific type of device or
context but rather centres participants’ perspectives.

Our study offers the first investigation into the threats posed
to MDWs’ privacy and security. Our research questions are:
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RQ1. What are MDWs’ digital privacy and security concerns?
RQ2. What are the technological means used to create inse-
curity amongst MDWs? RQ3. What do MDWs do to address
those concerns? RQ4. How do MDWs understand online
safety, privacy, and security? RQ5. What changes are neces-
sary to create safe and just environments for MDWs?

To answer these questions, we designed and conducted
five workshops with MDWs (n=32) in the UK in partner-
ship with Voice of Domestic Workers (VoDW)1, a support
group run by and for MDWs. In these workshops, we in-
vited MDWs to define threats to their safety, privacy, and
security. To avoid priming participants, we did not define
these three concepts in advance. However, we used these
terms as intertwined concepts in relation to the protection
of personal information and other defences against threats,
especially technology-mediated ones.

We identified three major categories of threats that im-
pacted the sense of safety and security of our participants,
which we present as part of the threat model perceived by
MDWs: government surveillance, online scams and harass-
ment, and employer monitoring (in this order) (RQ1). Sur-
prisingly, unlike prior work on bystander privacy (see §2.1.1),
where some groups of bystanders have viewed employer mon-
itoring as the most serious threat, our MDW participants
viewed immigration surveillance and online scams and ha-
rassment as more concerning threats. Even after securing
their immigration status, some were concerned about expos-
ing others who might be undocumented.

Our findings also revealed that online scams and harass-
ment often targeted MDWs’ characteristics (e.g., immigra-
tion status, gender), ultimately compounding and reinforc-
ing threats, as well as exposing the “intersectional” set of
challenges that MDWs already face as part of their iden-
tities [28, 93]. Participants had varying opinions of their
employers’ use of CCTV cameras for monitoring; some be-
lieved CCTV cameras protected them against false accusa-
tions, whereas others explained that cameras made them feel
uncomfortable, nervous, or intimidated. These divided opin-
ions partially explain why participants did not perceive em-
ployer monitoring as the most concerning threat.

The identified threats are intersecting and reinforcing, lead-
ing to significant harms, such as a pervasive sense of being
watched as well as constant worry, isolation, and loneliness,
compounding existing vulnerabilities; lack of trust in people
and technology in general; and uncertainty about accessing
public services funded by the government, such as the UK
National Health Service (NHS), due to fear of data sharing
with immigration enforcement (RQ2, RQ4). Although MDW
participants did not clearly distinguish between safety, pri-
vacy, and security, they associated “being safe” with freedom
from risk and harm and “peace of mind” (RQ4). We also
examined methods such as configuring the privacy settings of

1https://www.thevoiceofdomesticworkers.com/

online social accounts and creating on- and offline commu-
nity support networks that participants employed to stay safe
online and protect against different kinds of surveillance and
monitoring (RQ3). Participants created meaningful sources
of safety in community support organisations, enabling them
to share experiences and knowledge to protect each other and
organise for collective power.

The contributions of this paper are as follows:

• Empirical. This is the first in-depth investigation into
the threats faced by MDWs in the field of digital privacy
and security. Our empirical findings inform security re-
searchers and legal institutions of the threats faced by
MDWs and argue for the need to better protect MDWs.
We identify legal and cultural changes, such as clearer
laws on CCTV surveillance of workers in households,
which are necessary to make MDWs safe (RQ5). We
also offer technical design recommendations (e.g., nudg-
ing device owners towards ethical device use), and we
reflect on how security research can stop enabling harm-
ful forms of surveillance (RQ5).

• Theoretical. Our findings show how intersecting social
structures like gender, race, and border controls pro-
duce privacy and security threats that could be faced by
already marginalised populations. We argue security re-
search must take these structural forces into account, to
better defend against digital threats like surveillance and
avoid reinforcing unjust power dynamics.

• Pragmatic. We provide a free digital privacy and secu-
rity guide for MDWs (see §3.4), co-created with peer
researchers in migrant support organisations, to make
our findings accessible to the public and our participants’
community. The guide serves as an educational platform
for MDWs in the UK and other countries, to protect their
on- and offline privacy and safety.

• Methodological. We adopt PTM to present novel per-
spectives of threats faced by a marginalised population
that would not have been otherwise surfaced through
other methodological approaches. The collaborative na-
ture of our work, while acknowledging its ethical impli-
cations, provides a foundation for the technical commu-
nity to conduct future research with marginalised groups.

2 Background and related work

2.1 Domestic workers’ privacy and security
Digital security research tends to focus on companies, mili-
taries, or (in the case of domestic products like IoT devices)
owners of devices rather than groups like MDWs. When
MDWs are included, they are represented as ‘bystanders’ or
even as potential threats. In this section, we outline these
representations and argue that domestic workers deserve pro-
tection as security subjects in their own right.
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2.1.1 Bystanders and secondary users

Research on the security and privacy of multi-user smart
homes mainly divides smart home residents into primary
users and secondary users with varying levels of control over
devices, as well as bystanders (those who do not control de-
vices but are affected by them, such as domestic workers,
co-habitants, visitors, and passers-by).

Many previous studies have mainly examined the views,
privacy concerns, and choices of primary users with regard to
IoT technologies (e.g., [1, 10, 14, 15, 25, 59, 60, 65, 122–124,
128, 132]). Further, several studies have explored how differ-
ent factors (e.g., age, gender, health status, living situation,
finances, technical background, power imbalances) affect pri-
mary users’ perspectives, concerns, and choices within the
context of using IoT technologies and – especially – smart
home devices (e.g., [6, 8, 11, 15, 45, 49, 58, 69, 77, 78, 85, 95,
117]). For example, older adults [42] are more willing to
accept monitoring by smart health devices – provided that
surveillance enabled by these devices is key to healthcare –
than younger adults (e.g., [70]).

Motivated in part by research on multi-user smart homes
and shared housing (e.g., [25, 27, 31, 77, 78, 80, 94, 110, 132]),
secondary users and bystanders have recently received more
attention by the research community (e.g., [3,35,96,107,129]).
This research suggests that some groups like domestic child-
care workers are often uncomfortable working with smart
home devices in their workplace, particularly if devices are
seen as evidence of mistrust or lack of respect on the em-
ployer’s part and/or are used to micromanage workers [14,15].

2.1.2 Domestic workers as threats or security subjects

As bystanders, domestic workers are rarely considered in pri-
vacy and security threat models, which primarily focus on
device owners. When considered, domestic workers are often
presented as potential threats to the household, suggesting
that temporary workers may, for example, return later to rob
a house [130]. Perhaps the most egregious example of this
is the scenario problematically described as the “evil maid
attack”, in which a hotel maid compromises an unattended
device using, for example, a USB flash drive [102]. The unat-
tended device owner is usually characterised as a company
executive or a government official and the “evil maid” as an
industrial spy in disguise [57]. Although “evil maid” attacks
have been documented, the prevalence of this imagery and
lack of analysis of the security threats domestic workers face
point to a systematic defence of those who, like company
executives or government officials, have wealth and power.

Bystander privacy research expands our understanding of
which users are affected by technology, but the term ‘by-
stander’ risks implying that surveillance of domestic workers
is accidental or unintentional. Surveillance can be pervasive
and harmful to domestic workers [63] and is often the reason
for purchasing surveillance devices, as is evident in the term

“nanny cam”. Thus, privacy and security researchers should
view domestic workers not as accidental bystanders or poten-
tial threats but as people who deserve privacy and security
in their own right. Otherwise, forms of marginalisation and
power imbalances in the household will persist [82].

2.2 Power dynamics and imbalances
In this section, we outline the power imbalances that affect
the lives of MDWs, particularly in the UK.

2.2.1 Power imbalances in the workplace

Technology can impact different groups of people differently
(e.g., [32, 54, 76, 90, 113, 114]) by; e.g., negatively affecting
their privacy and online safety [92] due to digital inequalities
(e.g., [44, 135]). Even if people (in this case, domestic work-
ers) have the skills needed to configure the privacy settings
of a smart home device, they could be denied access to these
settings and, thus, will not be able to control data collection
and processing because data collectors (e.g., employers or
smart home owners) are socially and economically power-
ful [7, 15, 18, 26, 33, 74, 79, 98, 99, 115]. Recently, Bernd et
al. have conducted a user study with domestic workers in
the US showing how power imbalances could lead to nega-
tive behavioural changes among workers [14]. Further, these
imbalances could lead to discrimination [75] or domestic
abuse [17, 40, 71, 73, 91, 100].

2.2.2 Surveillance of migrants

Security researchers have recently started studying how dif-
ferent groups of people face specific forms of marginalisa-
tion, such as undocumented migrants [53], refugees [105],
sex workers [82, 111, 116], queer people [48], IPV survivors
[39, 71], and activists [4]. This has led to calls for a recog-
nition of “differential vulnerabilities” [93] and a third wave
of “inclusive privacy and security”, as “people from different
under-served groups may have profoundly different needs
and challenges for security and privacy” [119]. Marginalised
people experience a disproportionate amount of surveillance;
for example, those who rely on public benefits must share
“personal information [...] far more routinely than wealthier
citizens” [52, 75]. This is particularly true of migrants liv-
ing under the UK’s “hostile environment”, a set of policies
introduced in 2012 by the Home Office2, with the aim of
making it difficult for undocumented people to stay in the UK
by compelling, for example, doctors, landlords, and police
officers to check immigration status, which may result in mi-
grants being denied access to essential services like the NHS,
education, or reporting crime [38, 50]. The Home Office also
has access to the data that public sector organisations use,

2The Home Office is the lead government department for immigration
and visas in the UK.
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such as patient health data, details of migrant victims and
witnesses of crimes, and reports of unsafe working condi-
tions and exploitative employers [38]. These policies harm
all migrants and racialised minorities [97, 121, 131], and have
been widely criticised for creating “an illegal underclass of
foreign, mainly ethnic minority workers and families who are
highly vulnerable to exploitation and who have no access to
the social and welfare safety net” [131].

2.2.3 MDWs at the intersection

MDWs are subject to surveillance both from the state (due
to their immigration status) and in their workplace (as their
workplace is their employer’s home, giving the employer ex-
emption from many labour rights). Privacy is often thought of
within the context of protecting someone’s home or personal
space [103]. However, when MDWs work inside someone
else’s home, they have little recourse to protection from em-
ployer surveillance. Such surveillance practices can be harm-
ful to both the employer and employee; e.g., ethnographic
research on Filipino MDWs in Hong Kong has shown that
digital surveillance in the home did not only result in MDWs
evading control but also not delivering the best care [63].

MDWs mainly enter the UK with an Overseas Domestic
Worker (ODW) visa [64, 88], allowing MDWs to accompany
or join an employer based in the UK. The visa is valid for a
maximum of six months with no right to renew or extend it.
As of 2016, workers on an ODW visa can change employers
but only during the six-month period. In practice, workers
do not have enough time to find another job before their visa
expires. In exceptional cases, workers can extend their stay
and work lawfully beyond the six-month period if identified
as potential victims of trafficking or modern slavery. However,
they need to wait months or even years for a decision to be
made under the UK’s National Referral Mechanism (NRM).
During the waiting period (which for some MDWs has lasted
as long as 37 months), many survivors are not given the right
to work and, thus, are forced into informal and precarious
labour, destitution, and exploitation [104]. Like other aspects
of the hostile environment, these immigration policies by
design make workers vulnerable to on- and offline threats.

2.2.4 Exploring solutions and interventions

This section discusses the solutions and interventions used in
security research to help address the problems bystanders and
similar groups of people face.

2.2.5 Technology design

Most product teams pay little attention to the user experi-
ence dimensions of privacy and security solutions [5, 12, 21–
24, 134] or encounter challenges with deploying these solu-
tions in the real world [13, 36, 86, 89, 101, 112]. As a result,
current solutions have their own limitations [51, 66]. Yet,

several methods have been proposed to protect the privacy
of bystanders in multi-user smart homes by using signalling
features [67], announcing and implementing data usage poli-
cies [68], or relying on contextual cues [9, 83, 87].

2.2.6 Participatory action research

Besides technical design recommendations, security re-
searchers can support marginalised groups through directly
providing technical support and advice. For example, tech-
related abuse clinics [29, 39] use community-based participa-
tory action research, in which researchers and practitioners
work together to better understand a problem in cycles of ac-
tion and reflection, to directly support survivors of technology-
enabled IPV. The Reconfigure Network has also used par-
ticipatory action research in the form of community-based
workshops to help people address digital privacy and security
needs, employing PTM [108].

PTM draws on participatory action research and participa-
tory security design, a set of security methods used to avoid
equating individual security with the security of a technical
system [56]. As such, participants taking part in participa-
tory security design studies can define threats to their own
privacy and security, showing how “differential vulnerabili-
ties” can be socially contingent on demographic factors [93].
Researchers have used participatory security design methods
to investigate privacy mechanisms for smart home users [126]
and IPV survivors [72].

Using such methods highlights why legal and social
changes beyond technical fixes are needed to address pri-
vacy and security concerns. For example, research conducted
as part of Reconfigure has supported changes in culture and
legislation (e.g., holding technology companies accountable)
instead of only developing new technical products [108].

3 Methods

This section outlines the methods we used for data collec-
tion (i.e., PTM workshops), data analysis, development of a
digital privacy and security guide with VoDW (our partner
organisation), and ethical considerations for and limitations
of our study.

3.1 VoDW
We partnered with VoDW, a support group run by and for
domestic workers in the UK. VoDW helps MDWs leave abu-
sive and exploitative employers, supports its members with
immigration issues, creates resources, and organises English
language and IT classes. VoDW was interested in taking
part in our study because it had noticed an increase in digital
privacy and security concerns among its members, particu-
larly during the COVID-19 pandemic. Our peer researcher at
VoDW helped organise the workshops described below and
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develop the questions we asked our participants. This was
critical to ensure that our study and research would be useful
to the MDW community.

3.2 PTM workshops
We designed and conducted five workshops (four for data
collection and one for data analysis) with MDWs (n=32) in
the UK. Each workshop had 5-7 participants. Using PTM,
we asked participants to describe the threats they perceived
to their privacy and security [108]. PTM is a method used to
explore in depth the lived experiences of participants, espe-
cially those traditionally marginalised, regarding their privacy
and security. Researchers using PTM invite participants to
take part in workshops where participants whose experiences
have been traditionally ignored collectively discuss what their
privacy and security mean to them, model how they perceive
threats to their own privacy and security, and explain the
measures they would employ (or have employed) to protect
themselves and improve their digital practices. PTM allows
participants to feel a sense of community, such that they can
share their thoughts in open and non-judgemental group dis-
cussions. We then asked about the methods and tools these
MDWs employed to stay safe online and protect against social
media surveillance. We encouraged all participants to ask any
questions they had about staying safe online (we included
answers to these questions in the digital privacy and security
guide described below in §3.4). Participants’ questions, as
well as our (desk-based) research to answer these questions,
were part of PTM (see Appendix A). Not all participants
answered each question, as answering questions was on an
opt-in basis. Thus, the number of participants represented in
responses is not necessarily comprehensive.

Workshops were conducted online using Zoom. To pro-
tect participant anonymity, we did not take audio or video
recordings. Instead, we used an online platform named Men-
timeter3, which allowed participants to anonymously submit
answers to our questions, and a researcher took handwritten
notes for audio discussions without including participants’
names. We did not assign pseudonyms, keeping all data fully
anonymous. The workshops were designed to collaboratively
create knowledge with our participants; for example, if partic-
ipants chose to anonymously share responses via Mentimeter,
their responses were shown on a screen. This allowed partic-
ipants to comment on and react to each one’s contributions,
creating a sense of communal sharing and debate. Participants
were also allowed more than a single opportunity to recall
their memories and ideas by exchanging their experiences.
We continued organising and conducting workshops until we
reached data saturation.

Participants had the choice not to answer any question and
withdraw their contributions at any point in time. Measures
like avoiding recording and communal sharing as well as the

3https://www.mentimeter.com/

presence at each workshop of the VoDW researcher attempted
to mitigate the significant power imbalances (both social and
economic) which existed between the researcher and research
participants, particularly in research with vulnerable popu-
lations [118]. Feminist methods generally attempt to centre
participants’ experiences and respect their agency; conduct-
ing research in a group setting in particular allows for a more
egalitarian and less exploitative dynamic than other methods
like interviews or large-scale surveys because participants are
in a group of their peers throughout the research process and,
therefore, can receive support and validation [84]. We note,
however, that these measures only mitigated and did not fully
equalise the power dynamics inherent in our research.

Participants were recruited through our project partner at
VoDW and compensated £50 for a 1.5-hour workshop. Our
participants were housecleaners and childcare workers. Be-
fore each workshop, we collected demographic information
including gender, nationality, education level, and employ-
ment status. However, as VoDW was fairly small, we did
not prioritise demographic factors in recruitment; the only
inclusion criteria were being an MDW and over the age of
18. Furthermore, our demographic survey questions were
optional to answer, so the results should be seen as indica-
tive rather than comprehensive. 18 participants self-identified
their nationality: 14 (44%) as Filipinos, 3 as British, and 1 as
Indonesian. Out of 20 responses reporting gender, 16 partici-
pants self-identified as women, 3 preferred to self-describe,
and 1 self-identified as non-binary. 1 had only completed
primary school, 3 had completed secondary school up to 16
years, 5 had completed higher, secondary, or further education,
and 8 had completed college or university.

3.3 Data analysis

We analysed our data using thematic analysis [19], which
involved five stages: reading through the data (Mentimeter
responses and focus group fieldnotes), developing a set of
codes, collating these codes into themes, revising and con-
solidating themes, and then writing descriptions of themes.
After developing initial themes, we conducted a data walk-
through workshop, as part of PTM, in which we invited some
participants back to support us with data analysis.

At this fifth workshop (data walkthrough workshop), we
presented our initial data analysis to participants, asking them
to critique our interpretations. We presented initial findings
from the workshops, allowing participants to push back on our
interpretations verbally as well as through Mentimeter. In §4,
we emphasised areas where participants pushed back on our
interpretation. This process of participatory data interpreta-
tion allowed us to conduct research in a less hierarchical way,
following feminist principles of participatory research [46].
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3.4 Digital privacy and security guide
Based on the findings of our five participatory workshops
with MDWs, we created and disseminated a free online digi-
tal privacy and security guide, to make our research outputs
accessible to the public as well as VoDW and several other or-
ganisations that protect migrant and precarious workers in the
UK4. During each workshop, we asked participants whether
they had any questions for us on online safety, privacy, and
security. We noted down these questions as well as the threats
participants had identified and their advice for other MDWs.
We then used these as the basis of our online digital privacy
and security guide. In making the guide, we focused, where
possible, on existing resources, such as the DIY Guide to
Feminist Cybersecurity5, the Citizens Advice online scams
helper6, and Kalayaan’s Employment Rights webpage7. We
made sure to include clear action points the reader could eas-
ily implement. We also focused on making the guide easily
readable. Lastly, we avoided unnecessary intimidation or
victim blaming. For example, we included reminders like
“Avoiding surveillance by your employer should not have to
be your responsibility. Employers need to understand and
respect domestic workers’ right to privacy and safety, and
refrain from excessive monitoring”. We are continuously so-
liciting feedback from our computer privacy and security as
well as MDW communities on the guide, are incorporating
feedback on a regular basis, and plan to organise workshops
with MDWs to hear their input on the guide. We describe our
guide structure in detail in Appendix B.

3.5 Ethics
Ethical considerations for this study included preserving the
anonymity of vulnerable participants. We followed princi-
ples of data minimisation, ensuring that the research data
that we collected was not connected to participants’ identi-
ties. In order to do this, we did not video or audio record
workshops; we instead relied on handwritten notes which
did not include participants’ names, as well as used an on-
line platform where participants could submit answers to our
questions anonymously. Some participants also participated
in our study outside their home and workplace; e.g., in a park,
in order to avoid being overheard by employers. Further, the
only researchers with access to the personal/contact details of
participants were those being involved in data collection and
analysis. We also note that although some participants had
experiences of being undocumented in the past (as a result of
recruitment by our peer researcher), all participants had right
to remain at the time of the study.

4Accessible here: https://domesticworkerprivacy.github.io/
5https://hackblossom.org/cybersecurity/
6https://www.citizensadvice.org.uk/consumer/scams/

what-to-do-if-youve-been-scammed/
7http://www.kalayaan.org.uk/for-workers/

employment-rights/

Another concern was the potential distress of participants
who discussed difficult or sensitive experiences. To mitigate
this, we reminded participants that they did not need to an-
swer the questions, and they could take breaks during the
study. Further, our peer researcher at VoDW was present at
all workshops to make sure that participants felt comfortable.

Lastly, our research was reciprocal, to make sure partici-
pants benefited from the project, particularly as they belonged
to a vulnerable group in often precarious employment. We
compensated each participant £50, and we attempted to ensure
the accessibility of our research outputs through publishing
a digital privacy and security guide online. This study was
approved by the Research Ethics Committee at the University
of Oxford.

3.6 Limitations

To protect participant anonymity and follow data minimisa-
tion principles, we did not record the workshops. Instead, we
used handwritten notes and the Mentimeter platform for on-
line responses to our questions. As a result, some information
might have been lost. This was particularly the case, as all par-
ticipants did not speak English as their first language, which
led to the transcriber missing some of their comments and
might have resulted in participants not understanding some
questions. To mitigate this, the peer researcher co-facilitated
each session and ensured to rephrase each question in multiple
ways to aid understanding.

Although the collaboration of the peer researcher from
VoDW was a great benefit to the project, her presence might
have affected what participants felt comfortable expressing
in the workshops. There was possibly an element of social
desirability bias in the findings, as participants were likely to
share ideas that they perceived as desirable to the researchers
and their peers. To mitigate this, we used an online platform
which allowed participants to submit answers anonymously.

Further, we did not follow up with participants to under-
stand what impact the guide had on the MDW community.
The guide we produced is in English, which means it may
not be accessible to all MDWs. We are currently exploring
the possibility of translating it into other common languages
spoken by migrant communities in the UK.

Our work is limited by the size and diversity of our sample.
We recruited participants from a single organisation, and
over a third of the sample had the same nationality (Filipino).
Further, we only focused on MDWs in the UK. While our
sample does not fully represent all MDWs, the sensitive nature
of the topic implies that participant access is a challenge on its
own. As a first study with a focus on MDW online safety and
privacy, and given we do not aim to generalise findings, our
study surfaces insights which can be subsequently expanded
upon with more focus on demographics.
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4 Findings

In our workshops, we invited participants to define their own
threats to their safety, privacy, and security. Our findings
are divided into three main parts: the threat model perceived
by MDWs in §4.1 (RQ1, RQ2, RQ4), impact and harms
experienced by MDWs in §4.2 (RQ2), and sources of safety
in §4.3 (RQ3, RQ5). We do not use pseudonyms as we
intentionally do not attribute statements to individuals in any
way to ensure anonymity. We also include an indication of
the frequency of specific findings, such as (2) or (3) for two
or three repetitions of the same statement. However, the main
purpose of qualitative research is not to generate generalisable
quantitative results but to explore a phenomenon in depth.

4.1 Threat model perceived by MDWs

This section addresses RQ1, RQ2, and RQ4 by offering in-
sights into how online safety, privacy, and security are per-
ceived by MDWs, and how technologies surrounding their
environments have been used to invoke a sense of insecurity.

When asking participants “What are the main threats to
your privacy, security, or safety?”, we did not define the terms
‘privacy’, ‘security’, or ‘safety’ in order to avoid priming par-
ticipants, as we wanted to explore their own understandings
of these often contested concepts. Instead, we asked “What
does being safe mean to you?” Participants associated safety
with being free from risk or harm (4); “peace of mind” (3);
“not worrying” (2); limiting who can see personal information
(3). Participants did not clearly distinguish between privacy,
security, and safety when asked about these terms. We specu-
late this was the case because English is not the first language
of most migrants, and these conceptual distinctions are partic-
ularly interesting to security professionals.

Based on participants’ answers, we identified three main
categories of threats to MDWs: government surveillance,
online scams and harassment, and employer monitoring. In
our data walkthrough workshop, we asked participants to rank
the threats from the most to the least they were concerned
about, which resulted in the order listed above. This was a
surprising finding as we had expected participants to be most
concerned about monitoring by employers [14] with whom
they had the most interaction in their daily lives. However,
participants considered government surveillance and online
harassment to be more serious threats. Consequently, we
followed this prioritisation in our own analysis.

4.1.1 Government surveillance

The first category of threats refers to government monitoring
of MDWs to keep an eye on their immigration status. Partici-
pants reported that public bodies such as the Disclosure and
Barring Service (DBS) or the NHS could be used by authori-
ties to monitor and track MDWs and share their location and

status with the Home Office, which made them feel concerned
about their ability to work and access general practitioners.
Three participants shared that they would like to learn about
government tracking from establishments like the DBS or the
NHS as part of the privacy and security guide for MDWs.

Participants explained that those who remained and worked
in the country undocumented lived in fear of being found by
such authorities (11). One participant shared that undocu-
mented workers felt that they were being “chased after” by
the stringent immigration system in the UK. One participant
advised: “to those who don’t have [the] right to work, turn
off tracking, avoid video, don’t put [any] exact [information
about yourself].”

Even though participants had secured permanent immigra-
tion status, proximity to others who might be undocumented
meant that fear of Home Office monitoring was pervasive in
their lives. A participant described how this affected them
during the COVID-19 pandemic: “[I] hesitated to get [a]
COVID test because [I] was living with undocumented people
and [I] don’t want someone coming here to investigate.” This
experience highlighted that concerns about government track-
ing were applicable to all MDWs, whether undocumented or
not, which further affected their access to healthcare.

4.1.2 Online scams and harassment

The second source of threat is online scams and harassment.
Scams varied across different methods of fraud, such as iden-
tity theft (8), social media scams (7), mobile scams (3), and
romance scams (2). Our participants often mentioned the
need to stay alert to their surroundings as such threats were
widely present across mediums (12): “I need to be alert to
everyone else.” Participants also reported they experienced
frequent contact by scammers online and by phone: “calling
me about accident, keep calling me same voice twice a week
[. . . ] different countries.”

Harassment based on gender or immigration status was
also a concern that was raised by participants (8). Our peer
researcher reported a case of “Zoom-bombing” in which a
group of harassers infiltrated a Zoom meeting organised by
VoDW to raise awareness of MDWs’ need for legal reform
of visas. The harassers filled the chat and audio with racist
and sexist abuse. One participant recalled a situation in which
a man recruiting cleaners via Gumtree advertisements said:
“My girlfriend went back to the US, can you be my girlfriend?
But also my cleaner?” The majority of domestic workers are
women [103] like our participants, which meant that they
were more likely to experience sexual harassment and abuse
both on- and offline. Another participant described a situation
in which “you meet a guy and we like to know each other, then
he like to do more, we say no, men threaten today or tomor-
row police will come to your place.” In this way, precarious
immigration status intersected with gendered vulnerabilities,
so that “they look at vulnerability and use that to abuse you.
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Sometimes not just about sex but about money you’re earning.”
These structural factors like gender and immigration status
shaped how MDWs experienced safety and security online.

4.1.3 Employer monitoring

The third category of threats refers to how employers of do-
mestic workers monitor their performance. Twenty workers
reported they had worked in a home with a CCTV camera or
a similar monitoring device, while 7 reported they had not.
Participants’ opinions were divided over employers’ use of
CCTV cameras for monitoring. Some participants argued
these could be used to defend the house against intruders
(4) or the workers themselves against false accusations (7),
while others reported that cameras made them feel uncom-
fortable, nervous, or scared (12). One participant recalled
their experience working with cameras: “I saw it in my room
and in the kitchen. It’s visible. It can reduce violent attacks,
and harassment and workplace theft.” Another participant
described a situation where cameras would particularly be
useful to an employer bullying their worker: “[They can] slap
and spit... [the] camera will know, [and we can] use it as
[the] evidence.”

Further, others mentioned cases in which CCTV cameras
were installed in intimate areas which made them feel invaded
(3), highlighting the lack of respect and dignity that partic-
ipants sometimes felt in their workplace: “I feel being not
trusted and it’s weird that there’s always an eye on me even I
feel anxious if there’s also in the bathroom.” These divided
opinions partially explain why employer monitoring was not
viewed by participants as the most concerning threat.

The purpose of technology use in the employer’s home was
not always made clear to participants, who were left in the
dark about how and when their camera data was collected.
One participant described their experience working in “a very
high-tech house”, which made them feel that their voices
could be heard by their employer all the time: “My employer
have CCTV, hear our voice... They know what we’re talking
about, they say ‘I hear you everywhere.’ [. . . ] She knows a
guy asked my number. There’s some kind of gadget in laundry
room. I asked what’s the purpose and they said it’s for music
for both of you.” This suggests that the casual adoption of
technology in the employer’s home could make it challenging
for MDWs, who are on the other end of the power spectrum,
to openly question its inner workings.

As participants did not have direct control over the way
the data was handled and stored, it was difficult to pinpoint
whether camera recordings could benefit or harm participants.
One participant described being caught while escaping abu-
sive employment due to CCTV cameras: “It’s like a trap, a
cage. You see it as your weapon but it’s not really.” One’s data
captured by employers could be used as proof against them es-
pecially in the case of family member exemptions (see [103]
for a discussion of these legal loopholes, allowing employers

to avoid minimum wage requirements): “Photos on holiday,
in cinema, eating with employer and family, can make you
lose a court case due to the family member exemption.” The
participant expressed how she did not perceive herself as a
“family member” and that the “employer should treat [her]
with respect and dignity.” Employers could also manipulate
or delete data in their favour. One said: “[An] employer can
destroy [the data] unless the police gets there first” or can
enable access to the data, implying how participants were
aware of their lack of power over their own data.

Our findings also indicated that a lack of privacy was not
limited to digital spaces. Participants generally experienced
high levels of non-technical surveillance as well, with two
participants saying that it was worse when “the children are
the camera” because parents teach their children to report on
domestic workers and “children can make stories.” Partici-
pants also discussed the fact that they had limited physical
privacy and, thus, very little time to use their phones. One
participant recalled that one family she had worked for had
strict rules about using a phone: “Phone is not allowed there.
So, I need to hide it in the back of the toilet bowl. So, if
I go for a shower at night, I can message my family.” The
founder of VoDW also expressed similar views, noting that
the bathroom was “the only room with lock and with no cam-
era where we feel safer against our male employers.” The
bathroom simultaneously offered MDWs a space of physical
privacy, without CCTV surveillance, as well as allowed them
to connect digitally. A combined lack of physical privacy and
online privacy leads to a pervasive sense of being watched.
These anecdotes also emphasise how little personal time the
MDWs we spoke to had, which is a serious consideration for
digital privacy and educating oneself on privacy settings.

The three categories of threats described above are inter-
connected and reinforcing, as is evident in the case of dating
abuse in which men threaten to report workers to immigration
authorities. Precarious immigration status makes workers
fundamentally vulnerable to other threats like online scams
and interpersonal abuse from partners or neighbours.

4.2 Impact and harms

This section addresses RQ2 by exploring how the identified
threats had an impact on participants, which was notable in
technology-enabled mediums such as social media.

Participants noted that their experiences online had led to a
lack of trust in others and in the institutions that monitored
them (23); many of the MDWs we spoke to said it was “really
hard for me to trust anyone. That’s why I don’t go out.” This
fear and mistrust permeated MDWs’ everyday life and made
it harder to form relationships in their new country (6).

The fear was particularly pronounced in online interac-
tions: workers described mistrusting messages from strangers
and even from family members, feeling that they might be
subject to scams or identity theft (5). This was particularly
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damaging given the centrality of technology and social me-
dia for contacting family abroad. Several workers described
receiving help from their employers to figure out what an
online scam was (3). One participant described changing her
name on Facebook and hiding information about her work-
place because “people can take advantage of your situation”;
someone who knew where she worked could report her to
the Home Office. Participants described how fear of being
reported to the Home Office as a form of retaliation or as part
of accessing social support impacted their day-to-day lives
negatively (6). For example, one worker noted: “in the flat
I’m renting if there’s ever a fight, maybe she will report to
immigration. Being undocumented, if you’re socialising with
anyone, you have to be humble, don’t be boastful or arrogant
so they don’t report you.”

Scammers and other malicious actors were able to harm
participants due to hostile environment policies which turn
day-to-day public services into sites that could be used for
detention and deportation, leaving uncertainty about and low
public trust in places of accessible support. The impact was
harmful because participants had limited social support and
serious reservations about accessing services like the NHS
and the police. An undocumented worker, who is fearful of
being found by government authorities, would be less likely
than a documented one to seek external help. This made
participants particularly vulnerable to scammers – something
that several workers were aware of and noted, remarking that
“hackers” could “use [their] status” (2).

The precarity of the worker status also sheds light on depen-
dent relationships among workers themselves. For example,
one workshop participant, who lived alongside other MDWs,
noted that they were “not that strict,” but that they told work-
ers to “be careful because if they get in trouble, I get in trouble.
[I’m] not trying to control them.” When workers live with
someone else who may have a precarious immigration status,
it obliges them to be conscious of not only their own safety
but also that of others. Therefore, workers’ understandings of
safety and security were highly relational, as we describe in
the next section.

Although the MDW community was clearly valued for the
positive impact it could have on wellbeing and security, many
domestic workers we spoke to still seemed to feel responsible
for themselves and often used language to suggest that no
one else could protect them (5). The lack of trust in systems,
employers, and institutions manifested itself in loneliness and
isolation from society, as well as potential health impacts due
to fear of accessing health services.

4.3 Sources of safety

This section addresses RQ3 and RQ5 by describing the actions
that MDWs had previously taken to address their concerns,
as well as further necessary changes to ensure a safer environ-
ment for MDWs. Sources of safety identified by participants

can be categorised into three broad themes: 1) a sense of com-
munity, 2) control and knowledge about “keeping yourself
safe”, and 3) advocacy for legal reform and structural change
that is necessary for meaningful safety.

Sense of community. Sense of community was a key el-
ement that helped participants navigate the aforementioned
threats and negative impacts. Several participants reported
that VoDW was their main community that they considered
as family (6). One participant dedicated their ability to thrive
as a domestic worker to the organisation: “Having a commu-
nity, a family here in the UK is very helpful to us. . . because
[being] away from the family is a challenge for us. . . They
will look after you, and give you, not only financial matters,
[but also] emotional and spiritual [aid] and everything you
will [need] to survive. You will pass all the challenges with
the help of the community, which is the biggest help for me.”

As a result of the inability to trust people from outside,
the MDW community formed a strong ‘in-group’ that filled
gaps in support. Membership in this community also carried
a corresponding sense of obligation, with one participant
saying: “Each one of us has the responsibility to look after
each other. We are responsible for the whole community.” In
the absence of care from family members, who were usually
not in the country, or from the government, which many
participants described with fear, participants often practiced
regular care towards each other. Although VoDW is primarily
concerned about providing immigration support and advice on
visas, it also educates and advises MDWs on digital privacy
issues and digital literacy.

Social media also enabled workers to reach out and main-
tain contact with those that made them feel part of the commu-
nity; according to one participant, “it’s comfortable [because]
through social media I can keep in touch with my relatives
[and] friends that in far country.” This was particularly useful
given the international background of the workers whose so-
cial networks might be located outside their resident country:
“I feel good by using social media because of social media we
are now able to interact with thousands people all over the
world. . . This is why we see people who have thousands of
Facebook friends.” Another participant added: “I feel confi-
dent using social media, because I can communicate with my
family back home and find any information I need.” However,
as discussed earlier, this conversely also made MDWs more
vulnerable to scams and harassment on social media.

Control and knowledge. Many MDWs we spoke to also
described the importance of “keeping [myself] safe”; i.e., the
importance of looking out for oneself. Participants empha-
sised the importance of keeping personal details private and to
not put personal information on social media (12), particularly
information about financial success (1).

Participants offered insights into the way workers can keep
themselves safe online; for example, according to one partici-
pant, “my simple advice that I can give to the other migrant
workers to stay safe online, please think twice before going
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to unsafe websites, put strong password[s], and do not store
a lot of personal info online. Also don’t reply [to] messages
from people they don’t know.” The popular consensus among
participants (8) was to enable the settings in a way that they
could decrease the chances of strangers with malicious in-
tent: “Use private so that no one will connect me, like people
I don’t know.” Several showed detailed knowledge such as
limiting location sharing and access by “friends of friends.”
Many participants also expressed enthusiasm about learning
more about online privacy, and participants asked us several
questions relating to this; e.g., one participant asked if it was
risky to charge one’s phone at the airport, while another asked
about what to do if they became a victim of an online scam.

Knowledge is important to facilitate a sense of safety. Par-
ticipants (8) reported the significance of being aware of CCTV
camera locations and how that contributed to their sense of
safety and dignity: “The CCTV camera is on the door, you
know the aisle, the door, not on the bedrooms... on where peo-
ple get into the house and contents that surround the house.
Not on inside. For me [this is] very important.” Personal
devices such as phones were used to enhance their awareness:
“It’s very important for us to know where the cameras are.
Actually for my current job, all their CCTVs, I have access
on my phone. So, when the door rings, I have access, I can
see who is outside through my phone.” While it was rare that
participants had personal access to camera footage in this way,
this participant reported much more trust in her employer as
a result. Some participants were even vocal about their rights
to privacy and the need to draw a boundary where cameras
were no longer acceptable: “They (the employers) told us they
will put [a] camera... [but I said] not near [the] bedroom. I
said, ‘that’s my privacy. Don’t they dare.’”

Legal reform and structural change. When asked what
kinds of support they needed to stay safe, some workers specif-
ically called for reinstating “the pre-2012 rights for domestic
workers” (3). One participant said: “If we have right to renew
visa and work freely, socialise without fear, you can work
freely and employer cannot touch you and cannot threaten
you. There’s no burden on your shoulder.” This reflects the
mobilised and politicised aspects of VoDW, which organises
campaigns for legal and structural reform. It also shows how
fundamental these legal regimes are to workers’ safety; no
analysis of MDWs’ online safety would be complete without
considering immigration regimes which impact every other
aspect of MDWs’ working and private lives.

Although participants had a strong understanding of what
kind of legal reform of immigration rules was needed, they
were not certain about how laws governing technologies could
protect them. For example, when we asked participants if they
had questions for us, one asked: “Is it legal to record workers
in your home? Is it an invasion of privacy?” To answer these
questions, we realised that the UK law on CCTV camera
recording in the home is both complex and ambiguous8.

8We asked participants if they had any questions during the workshops.

CCTV camera installations in privately-owned homes are
legal as long as CCTV cameras do not record those outside
the property [61]. Yet, it is unclear what this means for do-
mestic workers, who often face pervasive and sometimes
covert surveillance. Under the UK Data Protection Act, covert
surveillance is only lawful if the person recording has genuine
suspicions of criminal activity. It must be strictly targeted
at gathering evidence linked to that activity, and cannot go
beyond what is necessary for the investigation (ICO) [61]. In
data protection laws, similar to employment laws, the right
to privacy of a family is often used as an exemption from
protection that workers need (ILO C189 [62]).

The most available sources of information online are web-
sites for employers from nanny agencies9 or surveillance
equipment vendors10 on “how to keep a legal eye on your
babysitter”. These have sometimes contradictory information
which seems dubious.

Further, even when a clear violation (e.g., covert surveil-
lance in private spaces such as bedrooms or bathrooms) oc-
curs, it is not clear what recourse to justice workers may have.
The ambiguous nature of current laws results in inconsis-
tent interpretation of one’s status and rights, forming a root
cause of constant insecurity. In our digital privacy and secu-
rity guide, we point to legal bodies that can support workers
when subject to the aforementioned threats or harms. How-
ever, these are highly context-specific and, in reality, may be
complex and costly for workers themselves. Our work sheds
light on the fundamental need for supporting MDWs’ digital
privacy and security not only in technology design but also
through legal and employment rights.

5 Discussion

Based on our findings, we describe the study’s lessons and
takeaways in §5.1, as well as methodological and design
implications of the research undertaken (including potential
avenues for future research) in §5.2.

5.1 Key lessons and takeaways
5.1.1 Importance of intersectionality and power

We argue that domestic workers should not be blamed for the
digital privacy and security threats we identified in this paper.
Our findings highlight the need for the privacy and security lit-
erature to consider intersecting forms of marginalisation (due
in part to different levels of social and economic power) (see

Their questions and our (desk-based) research to answer these questions
were part of PTM. This explains why we present as part of our findings
both the questions and our research on UK data protection law to answer the
questions.

9https://www.elitenannycompany.co.uk/
trusting-your-nanny-to-nanny-cam-or-not/

10https://www.spyequipmentuk.co.uk/
how-to-keep-a-legal-eye-on-your-babysitter/
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§2.2) and the broader social structures that create insecurity,
and we echo calls to “discuss the value of intersectionality as
a framework for understanding vulnerability to harms in se-
curity research” [48]. Not doing so leaves key vulnerabilities
and threats unaddressed and functionally contributes to the
further marginalisation of people disproportionately impacted
by those threats like MDWs. This resonates with security re-
search on refugees, finding that online scams target people’s
specific vulnerabilities [105].

Our participants’ threat prioritisation (see §4.1) reflects
the different impacts of surveillance on people with different
social and legal statuses. Past research on domestic work-
ers [15] has documented how the fear of losing jobs stopped
workers from being able to negotiate CCTV camera use with
employers. MDWs both share these concerns of precarious
workers and have to worry about the risk of being reported
and deported, even for some who entered the country us-
ing a legal route and then experienced labour exploitation or
abusive employers. Furthermore, losing a job can in some
circumstances lead to losing legal status if workers cannot
find a new employer.

Particularly, we see a need to address the relationship be-
tween digital security and political phenomena, such as the
hostile environment (see §2.2.2), fomenting conditions for
high levels of security risk. Given that immigration policies
(and technology, for that matter) do not exist in a vacuum, our
research highlights that the digital security risks created by the
hostile environment play out in the lives of MDWs through
gendered and racialised forms that are further inflected by
the labour precarity characterising domestic work in the UK.
Labour precarity, immigration enforcement, and targeted gen-
dered violence all intertwine to create a set of digital security
threats that the literature currently neglects.

Inclusion of the threats that marginalised communities dis-
proportionately face is a first step towards an ability to analyse
and address these threats. Digital security researchers should
also expand our methodological approaches to clearly address
the direct relationship between oppressive socio-political
structures and resulting digital insecurities. To do this, techni-
cal approaches are necessary but insufficient; non-technical
interventions are also needed. This resonates with research
on undocumented migrants [53] and queer people [48], which
found that research on marginalised groups often results in
recommendations for structural changes to best protect these
groups of people. Thus, although we conclude this paper with
a section on design implications (see §5.2.2), we also focus
on legal reform and non-technical interventions (see §5.1.2).

Politically contextualised analysis also offers security re-
searchers insights into broader questions about the conceptual
tools we use and assumptions we make. For example, our
findings show that security design and privacy laws favour
homeowners as the relevant subjects in cases where domestic
workers are “guests” or “bystanders” (see §4.3). What impli-
cations and insights might result from disrupting this norm?

Or, as another example, we noted that our participants often
described both vulnerability and security in social/communal
forms (see §4.3); i.e., a risk to one person often extended
to threaten more than just that person. This highlights that
individualistic models of vulnerability and security do not suf-
ficiently capture the real-world experiences of these concepts.

5.1.2 Legal and structural reform is necessary for safety

Our participants were clear that legal reform was a necessary
change they needed to be safe online. First and foremost, this
included re-instating the pre-2012 domestic workers’ rights,
which allowed workers to renew their visas and to ensure
there was a route to settlement. The current visa regime cre-
ates unnecessary precarity which opens up MDWs to various
on- and offline abuses from their employers, people in their
social circles, and law enforcement. This has a direct impact
on workers’ privacy and security. For example, it would be
relatively easy for a worker to confront their employer about
surveillance if that worker had secure immigration status.

This finding differs from previous security research with
migrants in the US, which found that “their understanding of
government surveillance risks is vague and met with resigna-
tion” [53]. This may reflect the politicised nature of VoDW
as well as illustrate potential risks of universalising differ-
ent migrant people’s experiences across different countries,
nationalities, and legal situations. There may be significant
variations even within any group of people, and qualitative
research often does not aim for generalisation.

The government and employers must take responsibility
for protecting workers’ privacy and safety. The government
needs to work with grassroots organisations like VoDW and
Migrants Organise to improve work conditions in the UK,
create a safe environment, and protect workers’ human rights.
Employers need to understand domestic workers’ right to
privacy and safety, and refrain from excessive monitoring.

Secondly, the UK law on indoor surveillance devices needs
more clarity with regard to workers whose workplace is in
someone else’s household. There needs to be a clear prohibi-
tion of covert, non-consensual surveillance of domestic work-
ers. Clear routes for restitution in cases of invasive recording
or unnecessary data sharing are also needed. Laws to regu-
late or even ban covert surveillance devices would also help
curtail abusive use of these technologies.

Lastly, creating safe conditions for MDWs will require
ending hostile environment policies; the hostile environment
tries to make the UK inhospitable to undocumented migrants,
ultimately creating violent and discriminatory realities for all
migrants as well as people of colour.

Data sharing across different and unrelated government
institutions, such as the Home Office and the NHS, is a major
barrier to MDWs feeling safe and being comfortable access-
ing healthcare (see §4.1.1). Similarly, police sharing data
of victims of crime with immigration enforcement can leave
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migrants fearful of reporting abuse. As an intermediary step
to ending the hostile environment, we call for data sharing
firewalls between immigration enforcement and data systems
for healthcare and reporting crimes. MDWs in the UK should
be able to access healthcare freely through a truly universal
NHS, regardless of citizenship and immigration status.

5.2 Implications and future research

5.2.1 Methodological recommendations

Build with existing community sources of safety and trust.
Many of the most significant sources of safety in MDWs’ lives
are not necessarily technical but social and communal like
membership in community support networks (see §4.3). In a
situation where MDWs often could not trust others, especially
online, participation in VoDW became a way of creating secu-
rity for themselves and each other. This resonates with similar
findings based on research with activists [4], refugees [105],
sex workers [111], and queer people [48], demonstrating the
importance of community support groups and collective secu-
rity. Instead of suggesting new technical solutions in isolation
from practitioners on the ground, digital security researchers
can build on top of these existing sources of safety by part-
nering with community organisations to develop their infor-
mation security capacity [109]. Participatory action research
offers researchers a method to implement this.

Employ participatory action research as a security
method. Methods like PTM offer a way to understand the
power imbalances described above and centre marginalised
communities’ experiences. By asking participants to define
their own threats, we developed a more robust threat model
than we would have if we had pre-determined a single threat
actor (e.g., employer surveillance) or technology (e.g., smart
homes devices) to focus on. This also allowed us to map
how different forms of threats reinforce each other. PTM
shows that different groups of people have different threat
models, affecting how they perceive threats, how they de-
fine generic concepts like online safety, privacy, and security,
and what methods and mechanisms they employ to defend
against those perceived threats. Future research should seek
to further distill and differentiate to determine the needs of
different groups, particularly marginalised communities. This
can also involve thinking about the different regional, cultural,
and geographic issues each community might face. However,
security researchers should take care to avoid research part-
nerships that are extractive or cause harm to the communities
they intend to support [125].

Create pragmatic resources for participants. Developing
the digital privacy and security guide in collaboration with our
participants helped us identify gaps in existing support and
ambiguities in current legal systems that make domestic work-
ers more vulnerable. In this way, the process of putting to-
gether a guide unearths areas where research, reform, or more

information is needed in a process that combines action and
research. The participatory action research method, including
cycles of action and reflection and combining activism and
research, could be used to develop further security resources
for groups that experience multiple forms of marginalisation.
This also creates a pragmatic resource with a direct benefit
for MDWs. As our peer researcher has put it, “I hope in the
long term, Voice of Domestic Workers can use this to educate
MDWs and others to better protect themselves online because
many domestic workers are turning to social media as their
way to ease their isolation and vulnerability.” This supports
calls from past research for “community-appropriate educa-
tional resources” [53]. However, solutions like the guide,
which can contribute to the knowledge and resources that
MDWs have to keep themselves safe, may also have the unfor-
tunate effect of transferring the burden of “safety work” [55]
onto those already burdened by precarity and abuse. This is
why legal change and structural reform are also necessary for
meaningful safety.

With regard to our own digital privacy and security guide,
we believe it is crucial to translate the guide into other lan-
guages, such as Tagalog, which can increase the reach of this
information and make it more beneficial for the communities
whom it best serves. To continue to improve the guide, we
would also encourage members of the privacy and security
community to provide feedback. We also see the need for
organising workshops with MDWs on the issues of privacy
and security. In the past, Reconfigure ran feminist cybersecu-
rity workshops [108], which could provide advice in a more
personalised setting, as well as respond to topical changes
(e.g., changes in the privacy policies of tech firms). Such
workshops would also generate questions and key points for
future guides. We have organised one follow-up workshop
with VoDW to disseminate the guide and get feedback.

Advise employers. Alongside updated and translated
guides for MDWs, we believe that a guide for employers
could be beneficial in circumstances where employers may
not be aware of how technology can violate their employees’
rights or, indeed, what their employees’ legal rights are at all.

Include users from a variety of backgrounds in user
studies. Users have different privacy and security needs based
on different life experiences. Aggregate descriptions of a
population tend to obscure hidden populations such as MDWs,
who may be more difficult to include in research. In missing
communities like MDWs, security research will also miss the
specific needs of and threats faced by these populations and,
therefore, leave key vulnerabilities unaddressed.

5.2.2 Design implications

Balance the needs of device owners and other stakeholders.
Technical interventions that help protect the safety and privacy
of MDWs and marginalised communities include designing
access control mechanisms and privacy settings that MDWs
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can configure to protect their privacy [133]. Past research
with survivors of IPV has shown the importance of robust
multi-user security and privacy controls as well as designing
surveillance devices to make it more obvious when they are
on through visual or auditory clues. [71]. Crucially, such
configurations should not only prioritise the home or device
owner. Existing literature [132] only discusses use cases like
“only allowing guests and domestic workers to access smart
home devices while in the house”.

However, the findings we reported on CCTV camera data
ownership (see §4.1.3) show that domestic workers may need
to use footage to document abuse. This would likely only
be possible if workers could access this footage after leaving
the physical premises of the house, perhaps because they left
exploitative employment. Use cases which solely consider
homeowners’ safety ignore the needs, vulnerabilities, and
rights of other people in the house who are affected by tech-
nology use. Access control policies and mechanisms should
include the possibility of sharing data with workers and other
guests in the house by; e.g., giving them access to footage
that was recorded while they were physically in the house.

Minimise opportunities for covert surveillance. In line
with past findings [15, 63], we found that our MDW partici-
pants were very uneasy with the existence of secret recording
devices (§4.1.3). Device manufacturers should not produce
cameras and other surveillance devices meant to be hidden
for the consumer market; such devices are particularly likely
to be used in ways which are unethical and abusive. Features
like blinking lights which indicate recording can help make
surveillance more transparent to all stakeholders in the house-
hold. Prior work has found that signalling mechanisms and
bystanders’ ability to control data collection in some way had
a significant effect on acceptability [30, 34, 47, 106, 107, 120].

Make privacy settings accessible. The experiences of
MDWs highlight how critical social media settings and con-
trols like restricting posts to only certain trusted members
can be (see §4.3). For vulnerable groups like MDWs, this is
not only a matter of privacy but can also impact their psycho-
logical, financial, and physical security. Past research with
survivors of IPV has shown the importance of robust multi-
user controls. Therefore, it is important that such controls
are designed to be easily comprehensible and accessible to
a variety of groups through, for example, translating them
into multiple languages and avoiding jargon. Prior work has
found that bystanders have misunderstandings of and miscon-
ceptions about device data practices, even if they are aware
of the existence of devices in their environment [2, 81]. Even
when bystanders understand the implications of different data
practices, they do not have ways to express their privacy pref-
erences [2, 15, 63, 81, 127].

Nudge employers towards ethical device use. Some em-
ployers may not be malicious but may participate in use cases
that are abusive. As a result, product packaging and notifi-
cations, particularly during installation, could nudge owners

of devices towards following important norms. For exam-
ple, CCTV cameras or nanny monitors could remind users
that these devices should not be located in private or intimate
places like bedrooms or bathrooms, informing them that do-
ing so would be illegal as well as unethical. Similarly, they
could remind users to inform other people in the house about
recording devices and prompt them to ask for consent before
recording others. This may increase transparency and ethical
behaviour, which in turn improves workplace relationships.
Future research should explore the efficacy of nudging users
towards ethical behaviour towards others in the household or
at least abstaining from unethical behaviour like monitoring.

Stop developing harmful surveillance systems. Security
research often supports the development of surveillance tech-
nologies in an attempt to prevent harms. Our findings high-
light a need for a shift in the attitude of security researchers
towards these technologies. Our work highlights the indis-
putable harms that those surveillance technologies enable in
the lives of marginalised groups (see No Tech for Tyrants11).
We argue security researchers must consider and seriously
weigh the impacts that the development of surveillance tech-
nologies may have on the most marginalised people. As such,
we call on researchers to avoid developing surveillance sys-
tems and collaborating with border enforcement entities.

6 Conclusion

Using the method of PTM with 32 MDWs in the UK, we de-
fine a threat model for MDWs, which includes intertwined and
reinforcing threats: immigration surveillance, online scams
and harassment, and employer monitoring. These threats
leave MDWs vulnerable and isolated from broader society
and critical services like healthcare. While community and
social support networks such as VoDW provide a source
of safety against these threats, digital privacy and security
research needs to consider marginalised communities like
MDWs. Threats to individual privacy and safety are exac-
erbated by offline societal issues like hostile immigration
policies. We must collaborate with vulnerable populations
when designing security frameworks and legal guidelines to
ensure no one is left behind. Instead of becoming victims
trapped in hidden surveillance, communities like MDWs can
be active participants in creating a safer digital world.
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Appendix A: Workshop questions
The topics discussed in the workshops were as follows:

ASSETS:

1. What kinds of social media or communication technology do you use?

2. How do you feel about using social media and communication tech-
nology?

3. What parts of your data or information do you most want to protect?

4. What does being safe mean to you?

THREATS:
1. What are the main threats to your safety, privacy, and security (e.g.,

threats faced online or in your workplace)?

2. Have you ever worked in a house where there was a camera or some
type of a monitoring device? If yes, how did you find out about it?
How did you feel about it?

3. Are you worried about being watched online? If so, by who and why?

MITIGATIONS:
1. What advice would you give other MDWs to stay safe online?

2. What parts of your safety do you most want to improve?

3. Do you have any questions you want to ask us?

4. What kind of support do you need to be safe?

Appendix B: Digital privacy and security guide
Based on the findings of our five workshops with MDWs in the UK, we
developed a digital privacy and security guide. The guide serves as an
educational/support platform for MDWs in the UK and other countries, to
protect their on- and offline privacy and keep themselves safe. The guide is
divided into six main sections. We first explain the guide and its purpose;
provide general digital privacy and security advice; describe three main
types of privacy threats identified by our MDW participants who took part
in our workshops (one section is dedicated to each threat type): government
surveillance, online scams and harassment, and employer monitoring; and
conclude by arguing that our computer security and privacy community
must take into account intersecting forms of marginalisation (due in part to
different levels of social and economic power) as well as the broader social
structures that foster insecurity. The guide also includes links to further
resources that domestic workers can refer to when in need of protection.

About the guide. The first section of the guide explains its purpose:
providing general information and advice on how MDWs can protect their
privacy and safety. The guide is not a substitute for legal advice. The section

also describes the academic institutions and grassroots organisations involved
in developing this guide.

General digital privacy and security guide. The second section of the
guide provides general advice on how to protect domestic workers’ digital
privacy and security. The advice includes thinking about and checking the
links (and files) before clicking on (downloading) them, configuring the
privacy settings of their online social accounts, and securing their online
accounts and devices using a set of mechanisms and tools. This section
includes resources and links explaining the steps that workers could find
useful to achieve the above.

Immigration and government surveillance. The third section describes
the first main threat identified by our MDW participants: government surveil-
lance. Many participants reported a fear of government institutions, specif-
ically the Home Office and the police, due to the power these structures
had over their immigration status and that of other workers. This section
provides information about workers’ rights with regard to accessing health-
care services like the NHS and seeking protection from excessive policing.
It explains practical steps that domestic workers can take to protect their
privacy and human rights (e.g., joining grassroots organisations and unions,
contacting legal aid organisations and law centres), what to do if immigration
officers or the police stopped them to enquire about their immigration sta-
tus, and what resources they can use to access healthcare services, get legal
advice, and navigate the Home Office hostile environment.

Online scams and harassment. The fourth section explains the second
threat type described by our participants: scams, identity theft, and harass-
ment. MDWs can be specifically targeted by scams due to their immigration
status; e.g., scammers might offer fake job opportunities or threaten to report
workers to the Home Office. This section provides useful resources as well
as customised advice on how domestic workers can recognise scams, get
their money after they have been scammed, and how to protect themselves
from identity theft and online harassment.

Employer monitoring. Constant CCTV surveillance of employ-
ees/workers or social media stalking can be a huge threat to domestic workers’
privacy and security. The fifth section describes workers’ legal rights with
regard to what employers can and cannot do. It also provides practical ad-
vice on how to protect from employer monitoring, such as avoiding adding
employers as friends on social media, identifying where cameras and other
monitoring devices are located in their workplace, and having a conversation
with their employers about the purpose and use of cameras.

Broader changes. The final section of the guide argues that domestic
workers should not be blamed for the digital privacy and security threats we
described in this guide. Our computer security and privacy community, the
government, and employers have their own responsibilities for protecting
the safety and privacy of workers. The computer security and privacy com-
munity must consider intersecting forms of marginalisation as well as the
broader social structures that foster insecurity. The government needs to work
with grassroots organisations including VoDW to improve the conditions
of workers in the UK, create a safe environment, and protect their human
rights. Employers need to understand and respect domestic workers’ right
to privacy and safety, and refrain from excessive monitoring. The section
concludes with useful contacts that domestic workers can use when in need
of protection.
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