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Abstract
Security architectures providing Trusted Execution Environments (TEEs) have been an appealing research subject
for a wide range of computer systems, from low-end embedded devices to powerful cloud servers. The goal of these
architectures is to protect sensitive services in isolated execution contexts, called enclaves. Unfortunately, existing
TEE solutions suffer from significant design shortcomings.
First, they follow a one-size-fits-all approach offering only
a single enclave type, however, different services need flexible enclaves that can adjust to their demands. Second, they
cannot efficiently support emerging applications (e.g., Machine Learning as a Service), which require secure channels
to peripherals (e.g., accelerators), or the computational power
of multiple cores. Third, their protection against cache sidechannel attacks is either an afterthought or impractical, i.e., no
fine-grained mapping between cache resources and individual
enclaves is provided.
In this work, we propose C URE, the first security architecture,
which tackles these design challenges by providing different
types of enclaves: (i) sub-space enclaves provide vertical isolation at all execution privilege levels, (ii) user-space enclaves
provide isolated execution to unprivileged applications, and
(iii) self-contained enclaves allow isolated execution environments that span multiple privilege levels. Moreover, C URE
enables the exclusive assignment of system resources, e.g.,
peripherals, CPU cores, or cache resources to single enclaves.
C URE requires minimal hardware changes while significantly
improving the state of the art of hardware-assisted security architectures. We implemented C URE on a RISC-V-based SoC
and thoroughly evaluated our prototype in terms of hardware
and performance overhead. C URE imposes a geometric mean
performance overhead of 15.33% on standard benchmarks.

1

Introduction

For decades, software attacks on modern computer systems
have been a persisting challenge leading to a continuous arms

race between attacks and defenses. The ongoing discovery
of exploitable bugs in the large code bases of commodity
operating systems have proven them unsuitable for reliable
protection of sensitive services [104, 105]. This motivated
various hardware-assisted security architectures integrating
hardware security primitives tightly into the System-on-Chip
(SoC). Capability-based systems, such as CHERI [100],
CODOMs [95], IMIX [30], or HDFI [82], offer fine-grained
protection through (in-process) sandboxing, however, they
cannot protect against privileged software adversaries (e.g.,
a malicious OS). In contrast, security architectures providing Trusted Execution Environments (TEE) enable isolated
containers, also called enclaves. Enclaves allow for a coarsegrained but strong protection against adversaries in privileged
software layers. TEE architectures have been proposed for
a variety of computing platforms1 , in particular for modern
high-performance computer systems, e.g., industry solutions
like Intel SGX [35], AMD SEV [38], ARM TrustZone [3],
or academic solutions such as Sanctum [22], Sanctuary [10],
Keystone [48], or Komodo [27] to name some.
In this paper, we focus on TEE architectures for modern
high-performance computer systems. We investigate the
shortcomings of existing TEE architectures and propose an enhanced and significantly more flexible TEE architecture with
a prototype implementation for the open RISC-V architecture.
Deficiencies of existing TEE architectures. So far, existing
TEE architectures have adopted a one-size-fits-all enclave
approach. They provide only one type of enclave requiring
applications and services to be adapted to these enclaves’ features and limitations, e.g., Intel SGX restricts system calls
of its enclaves and thus, applications need to be modified
when being ported to SGX which produces additional costs.
Additional efforts like Microsoft’s Haven framework [5] or
Graphene [87] are needed to deploy unmodified applications
to SGX enclaves. Moreover, today, we are using diverse
1 TEE architectures for resource-constrained embedded systems (e.g.,
Sancus [66], TyTAN [8], TrustLite [47] or TIMBER-V [98]) are not the
subject of this paper.

services that process sensitive data, e.g., payment, biometric
authentication, smart contracts, speech processing, Machine
Learning as a Service (MLaaS), and many more. Each service imposes a different set of requirements on the underlying
TEE architecture. One important requirement concerns the
ability to securely connect to devices. For example on mobile
devices, privacy-sensitive data is constantly collected over various sensors, e.g., audio [9], video [83], or biometric data [19].
On cloud servers, massive amounts of sensitive data are aggregated and used to train proprietary machine learning models,
often outside of the CPU, offloaded to hardware accelerators [84]. However, TEE architectures such as SGX [35],
SEV [38] and Sanctum [22], do not consider secure I/O at
all, solutions such as Keystone [48] would require additional
hardware to support DMA-capable peripherals, solutions like
Graviton [96] require hardware changes at the peripheral side.
TrustZone [3], Sanctuary [10] and Komodo [27] cannot bind
peripherals directly to individual enclaves.
Another important requirement imposed on TEE architectures is an adequate and practical protection against sidechannel attacks, e.g., cache [11,50] or controlled side-channel
attacks [65, 92, 101]. Current TEE architectures either do not
include cache side-channel attacks in their threat model, like
SGX [35], or TrustZone [3], only provide impractical solutions which heavily influence the OS, like Sanctum [22], or do
not consider controlled side-channel attacks, e.g., SEV [38].
We will elaborate on the related work and the problems of
existing TEE architectures in detail in Section 9.
This work. In this paper, we present a TEE architecture,
coined C URE, that tackles the problems of existing solutions
with a cost-effective and architecture-agnostic design.
C URE offers multiple types of enclaves: (i) sub-space
enclaves that isolate only parts of an execution context,
(ii) user-space enclaves, which are tightly integrated into
the operating system, and (iii) self-sustained enclaves,
which can span multiple CPU-cores and privilege levels.
Thus, C URE is the first TEE architecture offering a high
degree of freedom in adjusting enclave boundaries to fulfill
the individual functionality and security requirements of
modern sensitive services such as MLaaS. C URE can bind
peripherals, with and without DMA support, exclusively to
individual enclaves. Further, it provides side-channel protection via flexible and fine-grained cache resource allocation.
Challenges. Building a TEE architecture with the described properties comes with a number of challenges.
(i) New hardware security primitives must be developed
that allow enclaves to adapt to different functionality
and security requirements. (ii) Even though the security
primitives should allow flexible enclaves, they must not
require invasive hardware modification, which would impede
cross-platform adoption. (iii) While the changes in hardware
should remain small, performance overhead for managing
enclaves in software must be minimized. (iv) Protections

against the emerging threat of microarchitectural attacks
in form of side-channel and transient-execution attacks
must be considered in the design for all types of enclaves.
Contributions. Our design of C URE and its implementation
on the RISC-V platform tackles all these challenges. To
summarize, our main contributions are as follows:
• We present C URE, our novel architecture-agnostic design for a flexible TEE architecture which can protect
unmodified sensitive services in multiple enclave types,
ranging from enclaves in user space, over sub-space enclaves, to self-contained (multi-core) enclaves which
include privileged software levels and support enclaveto-peripheral binding.
• We introduce novel hardware security primitives for the
CPU cores, system bus and shared cache, requiring minimal and non-invasive hardware modifications.
• We prototype C URE for the open RISC-V platform using
the open-source Rocket Chip generator [4].
• We evaluate C URE’s hardware and software components
in terms of added logic and lines of code, and C URE’s
performance overhead on an FPGA and cycle-accurate
simulator setup using micro- and macrobenchmarks.

2

System Assumptions

C URE targets a modern high-performance multi-core system, with common performance optimizations like data and
instruction caches, a Translation Lookaside Buffer (TLB),
shared caches, branch predictors, respective instructions to
flush the core-exclusive resources, and a central system bus
that connects the CPU with the main memory (over a dedicated memory controller) and various peripherals.
System bus and peripherals. The system bus connects the
CPU to a plethora of system peripherals over a fixed set of
hardwired peripheral controllers. The peripherals range from
storage, communication, and input devices to specialized compute units, e.g., hardware accelerators [37]. The CPU interacts
with peripherals using parts of the internal peripheral memory
which are mapped to the address space of the CPU, called
Memory-Mapped I/O (MMIO). We assume that the CPU can
nullify the internal memory of a peripheral to sanitize its state.
Every access from the CPU to a peripheral is decoded in the
system bus and delegated to the corresponding peripheral.
The CPU acts as a parent on the system bus, whereas the
peripherals (and main memory) act as childs that respond to
requests from a parent. However, MMIO is not sufficient
for some peripherals where large amounts of data need to be
shared with the CPU since the CPU needs to copy the data
from the main memory to the peripheral memory. Therefore,
these peripherals are often connected to the system bus as parents over Direct Memory Access (DMA) controllers, allowing
them to directly access the main memory. To cope with resource contention in these complex interconnects, system
buses also incorporate arbitration mechanisms to schedule the
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Figure 1: Software privilege levels (PL): user space, kernel
space & dedicated levels for hypervisor & firmware.
establishment of parent-child connections when multiple bus
requests occur simultaneously.
Software privilege levels. We assume the CPU supports the
privilege levels (PLs) as shown in Figure 1. In line with
modern processors (Intel [21], AMD [34] or ARM [55]), we
assume a separation between a user-space layer (PL3) and a
more privileged kernel-space layer (PL2), which is performed
by the MMU (configured by PL2 software) through virtual
address spaces. The CPU may support a distinct layer for
hypervisor software (PL1) to run virtualized OS in Virtual
Machines (VMs), where the separation to PL2 is performed
by a second level of hardware-assisted address translation [73].
Lastly, we assume a highly-privileged layer (PL0) which
contains firmware that performs specific tasks, e.g., hardware
emulation or power management.
We assume that the system performs secure boot on reset, whereas the first bootloader stored in CPU Ready-Only
Memory (ROM), verifies the firmware through a chain of
trust [53]. After verification, the firmware starts execution
from a predefined address in the firmware code and loads
the current firmware state from non-volatile memory (NVM)
where it is stored encrypted, integrity- and rollback-protected.
The cryptographic keys to decrypt and verify the firmware
state are passed by the bootloader which loads the firmware
into Random-access Memory (RAM). Rollback protection
can be achieved, e.g., by making use of non-volatile memory
with Replay Protected Memory Block (RPMB) partitions or
by using eFuses as secure monotonic counters [56]. When a
system shutdown is performed, the firmware stores its state
in the NVM, encrypted and integrity- and rollback-protected.

3

Adversary Model

Our adversary model adheres to the one commonly assumed
for TEE architectures, i.e., a strong software-only adversary
that can compromise all software components, including the
OS, except a small software/microcode Trusted Computing
Base (TCB) which configures the hardware security primitives of the system, manages the enclaves and which is inherently trusted [3, 10, 22, 27, 35, 48].
We assume that the goal of the adversary is to leak secret
information from the TCB or from a victim enclave. An
adversary with full control of the system software can inject
own code into the kernel (PL2) and even into the hypervisor

(PL1). This allows the adversary, with full access to the TCB
interface used for setting up enclaves, to spawn malicious
processes and even enclaves. Even though the adversary
cannot change the firmware code (which uses secure boot),
memory corruption vulnerabilities might still be present in the
code and be exploitable by the adversary [24]. In addition, we
assume that an adversary is able to compromise peripherals
from software to perform DMA attacks [63, 76].
We assume the underlying hardware to be correct and
trusted, and hence, exclude attacks that exploit hardware
flaws [40, 86]. We also do not assume physical access, and
thus, fault injection attacks [6], physical side-channel attacks [46, 62] or the physical connection of malicious peripherals are out of scope. We do not consider Denial-of-Service
(DoS) attacks in which the adversary starves an enclave since
an adversary with control over the OS can shut down the
complete system trivially. As standard for TEE architectures,
C URE does not protect from software-exploitable vulnerabilities in the enclave code but prevents their exploitation from
compromising the complete system.

4

Requirements Analysis

To provide customizable, practical and strongly-isolated enclaves, C URE must fulfill a number of security and functionality requirements. We list them in the following section, and
show in Section 7 how C URE fulfills the security requirements. In Section 6 and Section 8, we demonstrate how the
functionality requirements are met.

4.1

Security Requirements (SR)

SR.1: Enclave protection. Enclave code must be integrityprotected when at rest, and inaccessible for an adversary when
executed. All sensitive enclave data must remain confidential and integrity-protected at all times. An enclave must
be protected from adversaries on all software layers (PL3PL0), other potentially malicious enclaves, and DMA attacks [63, 76].
SR.2: Hardware security primitives. The protection of the
enclaves must be enforced by secure hardware components
which can only be configured by the software TCB.
SR.3: Minimal software TCB. The TCB must be protected
from adversaries in all software layers (PL3-PL0) and minimal in size to be formally verifiable, i.e., a few KLOCs [44].
SR.4: Side-channel attack resilience. Mitigations against
the most relevant software side-channel attacks must be available, namely, side-channel attacks on cache resources [31,
50, 70, 102], controlled side-channel attacks [65, 92, 101] and
transient-execution attacks [12, 14, 43, 45, 78, 89, 90, 93].

4.2

Functionality Requirements (FR)

FR.1: Dynamic enclave boundaries. The trust boundaries
of an enclave must be freely configurable such that enclaves

5.2.1

Enclave Management

Before describing the different enclave types supported by
C URE, we give an overview on C URE’s enclave management.
Security monitor. All C URE enclaves are managed by the
software TCB, called Security Monitor (SM), as in other TEE
architectures [22, 48]. As indicated in Figure 2, the SM itself represents an enclave which is part of the firmware. As
described in Section 2, we assume a system that performs
a secure boot on reset, verifies the firmware (including the
SM) and then jumps to the entry point of the SM. Further,
we assume that the SM has already loaded its rollback protected state 𝑆𝑠𝑚 into the volatile main memory. The SM state
contains 𝑆𝐾𝑑 , 𝑃𝐾𝑑 , 𝐶𝑒𝑟𝑡𝑑 , 𝐶ℎ𝑎𝑖𝑛𝑝 and a structure 𝐷𝑒𝑛𝑐𝑙 for
each enclave installed on the device.
Enclave installation. When an enclave is deployed to the
device, the SM first verifies the signature 𝑆𝑖𝑔𝑒𝑛𝑐𝑙 using 𝐶𝑒𝑟𝑡𝑝
and 𝐶ℎ𝑎𝑖𝑛𝑝 . Then, the SM creates a new enclave meta-data
structure 𝐷𝑒𝑛𝑐𝑙 and stores 𝐿𝑒𝑛𝑐𝑙 , 𝑆𝑖𝑔𝑒𝑛𝑐𝑙 and 𝐶𝑒𝑟𝑡𝑝 in it. Moreover, the SM creates an enclave state structure 𝑆𝑒𝑛𝑐𝑙 which
is used to persistently store all sensitive enclave data. The
SM also creates an authenticated encryption key 𝐾𝑒𝑛𝑐𝑙 which
is used to protect the enclave state when it is stored to disk
or flash memory. 𝐾𝑒𝑛𝑐𝑙 and 𝑆𝑒𝑛𝑐𝑙 are also stored in 𝐷𝑒𝑛𝑐𝑙 .
Initially, 𝑆𝑒𝑛𝑐𝑙 only contains an authenticated encryption key
𝐾𝑐𝑜𝑚 created by the SM, which is used by the enclave to encrypt and integrity protect data communicated to the untrusted
OS, and a monotonic counter. The enclave meta-data structure 𝐷𝑒𝑛𝑐𝑙 also contains a monotonic counter used to rollback
protect the enclave state.
Enclave setup & teardown. The setup of an enclave is always triggered by the corresponding host app. After the OS
loads the enclave binary and configuration file, it performs a
context switch to the SM. The SM identifies the enclave by
the label 𝐿𝑒𝑛𝑐𝑙 and begins the enclave setup by (1) configuring
the hardware security primitives (Section 5.3) such that one or
multiple continuous physical memory regions (according to
the configuration file) are exclusively assigned to the enclave
in order to isolate the enclave from the rest of the system software. Since the binary and configuration file are loaded from
untrusted software, their integrity must always be verified
using 𝑆𝑖𝑔𝑒𝑛𝑐𝑙 and 𝐶𝑒𝑟𝑡𝑝 . Assigning physical memory regions
is inevitable when providing enclaves which are able to execute privileged software (kernel-space enclave), since this
allows the enclave to control the MMU. Thus, virtual memory
cannot be used to effectively isolate the enclave. (2) After enclave verification, the SM configures the hardware primitives
to assign also the rest of the system resources, e.g., cache
or peripherals, to the enclave according to the configuration
file. All assigned resources are also noted in 𝐷𝑒𝑛𝑐𝑙 . Moreover,
the SM assigns an identifier to the enclave which is stored in
𝐷𝑒𝑛𝑐𝑙 and which is unique for every enclave currently active
on the device. The SM can manage up to 𝑁 (implementation
defined) enclaves in parallel. We provide more details on the

meaning of the enclave identifier in Section 5.3. (3) In the last
step, the enclave state 𝑆𝑒𝑛𝑐𝑙 is restored, i.e., loaded from disk
or flash memory, decrypted and verified using 𝐾𝑒𝑛𝑐𝑙 , and then
copied to the enclave memory such that it is accessible during
enclave runtime. The SM also checks that the monotonic
counter in 𝑆𝑒𝑛𝑐𝑙 matches the counter stored in 𝐷𝑒𝑛𝑐𝑙 .
The SM configures all interrupts to be routed to the SM
while an enclave is running. Thus, the SM fully controls the
context switches into and out of an enclave. While the SM
is executed, all interrupts on the CPU core executing the SM
are disabled. All other cores remain interrupt responsive. In
C URE, hardware-assisted hyperthreading is disabled during
enclave execution to prevent data leakage through resources
shared between the hardware threads. Alternatively, all hardware threads of a CPU core could also be assigned to the
enclave if the enclave code benefits from parallelization. In
the reminder of the paper, we assume that hyperthreading is
disabled during enclave runtime.
After the setup is complete, the SM jumps to the entry
point of the enclave. During the enclave teardown, which
can be triggered by the host app or the enclave itself, the SM
securely stores the enclave state (using 𝐾𝑒𝑛𝑐𝑙 ), while incrementing the monotonic counters in 𝑆𝑒𝑛𝑐𝑙 and 𝐷𝑒𝑛𝑐𝑙 , removes
all enclave data from the memory and caches and reconfigures
the hardware primitives.
Enclave execution. At run time, enclaves can access services
provided by the SM over its API, e.g., to dynamically increase
the enclave’s memory or to receive an integrity report which
the SM creates by signing 𝑆𝑖𝑔𝑒𝑛𝑐𝑙 with 𝑆𝐾𝑑 and by attaching
𝐶𝑒𝑟𝑡𝑑 . The integrity report is then send to the service provider
by the enclave. Subsequently, using 𝐶ℎ𝑎𝑖𝑛𝑑 , the service
provider can perform a remote attestation of the enclave. Only
if the attestation succeeds, the service provider provisions
sensitive data to the enclave. More complex remote attestation
schemes [61] could also be implemented.
Enclaves might use services of the untrusted OS which do
not require access to the plain sensitive enclave data, e.g., file
or network I/O. For those cases, an enclave can utilize 𝐾𝑐𝑜𝑚 ,
which is part of 𝑆𝑒𝑛𝑐𝑙 , to protect its sensitive data. C URE also
allows multiple enclaves to share encrypted sensitive data
over the OS. However, the required key exchange is assumed
to be performed over the back ends of the service providers
and thus, out-of-scope for C URE.
Every enclave which includes a cryptographic library can
also create own keys (apart from 𝐾𝑐𝑜𝑚 ) and store them in 𝑆𝑒𝑛𝑐𝑙 .
Thus, enclaves can also implement key rotation, revocation
or recovery schemes which is, however, the responsibility of
the service provider and thus, out-of-scope for C URE.
On every enclave setup/teardown and context switch in and
out of an enclave, the SM flushes all core-exclusive cache
resources, i.e., the data cache, the TLB and the BTB, thereby
preventing information leakage across execution contexts.

5.2.2

User-space Enclaves

User-space enclaves (Encl1 in Figure 2) comprise a complete
user-space process.
OS integration. The key characteristic of a user-space enclave is its tight integration into the OS, i.e., it relies on the
OS for memory management, exception/interrupt handling
and other services provided through syscalls (e.g., file system
or network I/O). The OS schedules user-space enclaves like
normal user-spaces processes, only that the context switches
in and out of the enclave are intercepted by the SM. The
OS’s services are used by all user-space enclaves which prevents code duplication. Moreover, user-space enclaves do not
contain management software, leading to smaller binaries.
Controlled side-channel defenses. In controlled sidechannel attacks, the adversary gains information about an
enclave’s execution state by observing usage of resources
managed by the OS, predominantly page tables [65, 92, 101].
C URE defends against these attacks by moving the page tables
of user-space enclaves into the enclave memory. More subtle
controlled side-channel attacks exploit the fact that the enclave’s interrupt handling is performed by the OS [91]. C URE
also mitigates these attacks by allowing each enclave to register trap handlers to observe its own interrupt behavior, and
act accordingly if a suspicious behavior is detected [15, 79].
Limitations & usage scenarios. A user-space enclave cannot
run higher-privileged code, e.g., device drivers. Thus, all
sensitive data shared with a peripheral has to be processed
by drivers in the untrusted OS and thus, is unprotected if not
encrypted. Hence, user-space enclaves are unable to protect
sensitive services which interact with devices like sensors
or GPUs. Instead, user-space enclave are beneficial when
protecting short-living services that can rely on encrypted
data transmission, e.g., One Time Password (OTP) generators,
payment services, digital key services and many more.
5.2.3

Kernel-space Enclaves

Kernel-space enclaves can comprise only the kernel space
(Encl2 ), or the kernel and user space (Encl3 ).
Providing OS services. The key characteristic of a kernelspace enclave is its capability to run code bare-metal on a
CPU core in the privileged (PL2) software layer or even in
the hypervisor level (PL1) if available. Thus, OS services,
e.g. memory management, can be implemented inside the
enclave in a runtime (RT) component (Figure 2). This results
in less resource sharing with the untrusted OS, and thus, it is
easier to protect against controlled side-channel attacks [91,
92, 101]. Moreover, by including device drivers into the
RT, a secure communication channel to peripherals can be
established. Furthermore, kernel-space enclaves provide more
computational power since C URE allows to run kernel-space
enclaves across multiple cores. In C URE, peripherals can
either be assigned exclusively to a single enclave, by the SM,
at enclave setup or shared between different enclaves and/or

the OS. The peripheral’s internal memory is flushed by the
SM when (re-)assigned to a new entity to prevent information
leakage [49, 72, 107].
Protecting virtual machines. C URE’s ability to include the
kernel space into the enclave allows the construction of enclaves that encapsulate complete virtual machines (VMs).
VMs are not self-contained but rely on memory and peripheral management services provided by a hypervisor, which
makes the VM enclave vulnerable to controlled side-channel
attacks [38, 51]. C URE mitigates this by moving the VM
page tables into the enclave memory and including unmodified complete drivers into the enclave to avoid dependencies
on the untrusted hypervisor [16, 17]. As for other kernelspace enclaves, peripherals are temporarily assigned to VM
enclaves by the SM. Again, before a peripheral is reassigned,
its internal memory is sanitized by the SM.
Limitations & usage scenarios. Sensitive services can be
ported to kernel-space enclaves without changing them. However, in contrast to user-space enclaves, an enclave RT needs
to be added which increases the binary size, adds development
overhead and increases the memory consumption. Moreover,
the CPU cores selected for the enclave first have to be freed
from pending processes, detached from the OS and the RT
booted on them. Nevertheless, kernel-space enclaves are
required when protecting services which heavily rely on peripheral communication, e.g., authentication services using
biometric sensors, ML services collecting input data over
sensors or offloading computations to accelerators, DRM services or in general services which require secure I/O.
5.2.4

Sub-space Enclaves

In C URE, enclave trust boundaries can be freely defined which
allows to construct fine-grained enclaves that only include
parts of the software residing in a privilege level, therefore
called sub-space enclaves.
Shrinking the TCB. Sub-space enclaves are especially appealing when constructed in the highest privilege level (PL0)
of the system (Encl4 in Figure 2). In C URE, sub-space enclaves are used to isolate the SM from the firmware code to
protect against exploitable memory corruption vulnerabilities
that might be present in the firmware code [24]. Moreover,
hardware countermeasures, described in Section 5.3, are used
to prevent the firmware code from accessing the SM data or
hardware primitives. Ultimately, this minimizes the software
TCB in C URE, as opposed to other TEE architectures that rely
on a software TCB containing all code in the highest privilege
level, i.e., EL3 (ARM) or the machine level (RISC-V), e.g.,
TrustZone [3], Sanctuary [10], Sanctum [22], Keystone [48].

5.3

Hardware Security Primitives

To provide C URE’s customizable enclaves, new security primitives (SP) are needed in hardware. Our SPs augment the

Performing access control. The added registers hold memory ranges defined by a 32-bit base address (Addr) and a
32-bit mask (Mask), and are used by the control logic to perform access control on every memory transaction using the
eid and address signals. Access control is only performed
on channels with a parent-to-child direction (channels A and
C). At access violation, the transaction is redirected (with
all-zero data) to an unused, zero-initialized memory region.
Thus, all forbidden transactions write/read zeros to/from the
unused memory region. An adversary enclave might fill L1
with malicious data which could get flushed with SM privileges during enclave context switch. To prevent this, we
modify the core such that on every switch to the SM, the L1 is
flushed before the eid register is set. We connect the system
bus to the peripheral and interrupt bus. This allows the SM to
configure the added registers and control logic, and trigger an
interrupt upon access violation which is handled by the SM.
Memory arbiter. We add 15 registers to the memory arbiter,
one for each enclave (13), the SM and the firmware. Each
register defines the memory region assigned to each execution context. For the enclaves, the control logic verifies that
transactions only target the assigned region. For the SM, no
access control is performed. The OS is allowed to access all
regions except the ones specified in registers of the arbiter.
The firmware is allowed to access its own and the OS regions
which is why a static ID needs to be assigned to the firmware.
Peripheral arbiter. We add two registers per peripheral to the
arbiter of the peripheral bus. One covers the MMIO region of
the peripheral, and the other 32-bit register contains a bitmap
that defines read and write permissions for every enclave.
DMA port. We add a register at every port which connects
a DMA device. In C URE, a DMA device is exclusively assigned to a single enclave at one point in time. In our prototype, a DMA device accesses the main memory but not
other peripherals. If specific use cases, e.g. PCI peer-topeer transactions [67], must be supported, additional registers
need to be added to specify multiple allowed memory regions.
Together with the peripheral arbiter, this fulfills FR.2.
6.2.3

L2 Cache Partitioning

For cache side-channel resilience, we implement way-based
flexible cache partitioning for the shared L2 (last-level)
cache [81] in our prototype. We leverage the eid-extended
TileLink memory transactions to detect when an enclave issues a cache request.
Configurable partitioning. We implement two modes of
partitioning to allow enclaves to individually enable cache
side-channel resilience. The first mode CP-BASIC performs
rudimentary access control where each enclave is only permitted to access (hit) its own cache lines, but is free to evict cache
lines from other ways. The second mode CP-STRICT provides
more stringent security guarantees by allocating exclusively
one or more ways (across all cache sets) to the pertinent en-

clave. Only these cache ways can be accessed by the enclave
to store or evict cache lines. This provides strict isolation
between the cache resources of the different enclaves, thus,
effectively blocking cache side-channel leakage, but reduces
the cache resources available for the enclave. Depending on
the enclave service requirements, the partitioning mode can
be configured by the SM independently for each enclave at
setup and during the enclave lifetime, thus, fulfilling FR.5.
Access control. We extend each cache entry metadata with
a 4-bit line-eid register encoding the owner enclave of the
cache line, as shown in in Figure 6. We extend the cache
lookup logic to generate a hit only when both tag as well as
eid match for CP-BASIC, as opposed to usual tag matching.
To support CP-STRICT, the cache ways directory is also
extended with a 1-bit register excl that identifies whether
each way is owned exclusively by an enclave, as well as a
4-bit eid register that identifies the owner enclave. The cache
controller logic is augmented with a register-based lookup
table that is indexed by the eid. It encodes with a single
mode bit whether the corresponding enclave has CP-STRICT
enabled and its allocated cache way indices. In CP-STRICT,
cache hits are only allowed in these cache ways.
Eviction and replacement. The L2 cache we use implements a pseudo-random replacement policy where any way
is selected pseudo-randomly for eviction. We modify this to
only select a way from the subset of ways allowed for each
enclave. For enclaves with CP-STRICT, only ways exclusively
allocated to it are used. For enclaves with CP-BASIC, all ways
(except ways allocated exclusively to other enclaves) are used.
Per-enclave cache allocation. Unallocated way indices
are maintained in a register vector. If an enclave with
CP-STRICT enabled requests to exclusively own cache ways,
the required ways are allocated if available and below the
allowed maximum per enclave.
An inherent drawback of this partitioning technique is how
the limited number of cache ways directly constrains the number of simultaneous enclaves that can have CP-STRICT enabled. However, this is only an implementation decision
for our particular prototype, where more sophisticated cache
designs [25, 74, 99] can be integrated into C URE.

7

Security Considerations

To protect from a strong software adversary, our instantiation
of C URE must fulfill the security requirements introduced
in Section 4.1. In the following section, we discuss how
our prototype meets the requirements SR.1, SR.2, and SR.4,
whereas we show the fulfillment of SR.3 in Section 8.

7.1

Hardware Security Primitives (SR.2)

The enclave protection is enforced by hardware SPs at the
system bus and L2 cache which are configured over MMIO.

After the system is powered on and on every switch to the machine level, the CPU jumps to the trap vector whose address
is stored in the mtvec register. The trap vector is included
into the SM such that the boot process and context switches
are overlooked by the SM. The mtvec register is assigned to
the SM by coupling the access permission to the SM enclave
ID (stored in the eid register) which is also assigned to the
SM. The eid register is set by hardware during the context
switch into the machine level. During boot, the SM assigns
the SP MMIO regions exclusively to its own enclave ID.

7.2

Enclave Protection (SR.1)

At rest, the enclave binaries are stored unencrypted in memory.
However, during enclave setup, the SM verifies the binaries
using digital signatures. Moreover, the L1 is flushed during
setup/teardown to remove malicious or sensitive data from
the cache. The communication between enclaves and the OS
is controlled by the SM, so is the delegation of the shared
memory address. Hardware-assisted hyperthreading is disabled during enclave execution. The enclave state, which is
loaded during the setup process, is persistently stored by the
SM using authenticated encryption, either in RAM as part of
the SM state or evicted to flash/disk, and additionally rollback
protected. During teardown, the SM removes all enclave data
from the memory.
The SPs in hardware perform access control on physical
addresses at the system bus. Thus, C URE protects from adversaries in privileged software levels (PL2 - PL0) and from
off-core adversaries, e.g. peripherals performing DMA. The
enclave data cached in the L1 during run time is protected
by flushing it on all context switches. Data in the L2 cache
is protected by assigning cache lines exclusively to enclaves.
Since no enclave (except the SM), has elevated rights on the
system, C URE also protects from malicious enclaves.

C URE provides cryptographic primitives in the user-space
enclaves to encrypt and integrity-protect data shared with
the OS. However, using OS services over syscalls always
comprises a remaining risk of leaking meta data information [2, 77] or of receiving malicious return values from the
OS [13]. In user-space enclaves, these attacks must be mitigated on the application level inside the enclave, e.g., by
using data-oblivious algorithms [2, 68] or by verifying the
return values [13]. None of these attacks pose a threat to
kernel-space enclave since all resources are handled by the
enclave RT. However, on VM enclaves, the second level
page tables need to be protected, as with user-space enclaves.
Interrupt-based attacks can again be mitigated with custom
trap handlers. No additional countermeasures are needed to
protect the SM since the SM does not use a virtual address
space or OS services and handles its own interrupts.
Transient execution attacks. The discovered transient execution attacks either mistrain the branch predictor [14, 43, 45],
rely on information leakage [89] or malicious injections [90]
on the L1 cache, or rely on resources shared when using
hardware-assisted hyperthreading [12, 78, 90, 93, 94]. By
disabling hyperthreading during enclave execution (or alternatively assigning all threads to the enclave) and flushing
core-exclusive caches, C URE protects enclaves against the
known transient execution attacks.
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In the following section, we systematically evaluate our C URE
prototype. First, we quantify the software and hardware modifications required to implement C URE. Next, we evaluate
the performance of C URE’s enclaves using microbenchmarks,
and the overall performance overhead of C URE using generic
RISC-V benchmark suites.

8.1
7.3

Evaluation

System Modifications

Side-channel Attack Resilience (SR.4)

Cache side-channel attacks. Side-channel attacks which target data in core-exclusive cache resources, i.e., in the L1 [11],
the BTB [50] or the TLB [31], are prevented by the SM by
flushing the resources on all context switches. Side-channel
attacks targeting data in the shared L2 cache [36, 39, 102] are
prevented through strict way-based cache partitioning.
Controlled side-channel attacks. Side-channel attacks on
user-space enclaves which target page tables [65, 92, 101]
are prevented by including the page tables into the enclave
memory and by mapping all enclave code and data pages
before execution. The SM verifies the page tables and the
base address of the root page table stored in the satp register.
The hardware SPs prevent the page table walker (PTW) from
performing forbidden memory access during the page table
walk. Side-channel attacks exploiting interrupts [91] can be
mitigated using trap handlers (Section 5.2.2).

Component
Linux Kernel
Custom Kernel Module
Security Monitor
SM Crypto-Library

LOC
375 (modified)
200
544
2586

Table 1: Lines of code required to implement C URE. SM
Crypto-Library refers to the crypto library (part of tomcrypt)
included in the Security Monitor.
Software changes and TCB. Our implementation of C URE
on RISC-V comprises of a slightly modified Linux LTS kernel
4.19, a custom kernel module, and our software TCB (SM).
In Table 1, the lines of code (LOC) are shown for each of
the components, which indicate that the software changes
required to implement C URE are minimal. Moreover, the
SM only consists of around 3KLOC of code, whereas most

(82.62%) of the SM code consists of cryptographic primitives. Because of its minimal size, formal verification of the
SM is possible [44], thus, fulfilling SR.3. Note that since
C URE isolates the SM in an own sub-space enclave, C URE
can achieve a smaller TCB size than other RISC-V security architectures [22, 48, 98] which include all code in the machine
level, i.e., the firmware code, in the TCB. In our implementation, the firmware code consists of 3286 LOCs. Thus, by
isolating the SM in a sub-space enclave, we managed to cut
the software TCB in half, where the actual management code
is even less (15.56%).
Protecting a sensitive service in a user-space enclave requires to add a small custom library (10KB) to the service
binary. For the kernel-space enclaves, management code (the
enclave RT) must be added in addition. In our prototype, we
use the Linux LTS kernel 4.19 as the RT which increases the
size of the service binary by 3MB. Custom RTs can further
decrease this kernel-space enclave overhead. However, kernelspace enclaves will always have an increased binary size and
memory consumption compared to user-space enclaves.
Hardware overhead. We evaluate the hardware overhead of
our changes by synthesizing the generated Verilog descriptions using Xilinx Vivado tools targeting a Virtex UltraScale
FPGA device. Table 2 shows a breakdown of the individual area overhead of the different modifications required to
implement C URE. Overhead is represented in look-up tables (LUTs), the fundamental programmable logic blocks of
FPGA devices, and registers.
LUTs
Overhead (+%)
61, 097
+211 (0.4%)

Configuration
Baseline
TileLink extension

Registers
Overhead (+%)
28, 012
+110 (0.4%)

Access control extensions
Main memory
1 MMIO peripheral
1 DMA device

+5, 276 (8.6%)
+248 (0.4%)
+112 (0.2%)

+1, 055 (3.8%)
+107 (0.4%)
+72 (0.3%)

On-demand cache partitioning
w/ L2 cache (baseline)
w/ L2 cache partitioned

+30, 232
+516 (1.7%∗ )

+11, 549
+214 (1.8%∗ )

Table 2: Hardware overhead breakdown in LUTs and registers.
Baseline setup consists of 2 Rocket cores without L2 cache.
∗ Overhead relative to the L2 cache (baseline).
We compare in Table 2 with a baseline configuration of 2
in-order Rocket cores (each with L1 cache). Extending the
TileLink protocol throughout the system bus incurs a minimal
overhead of 105 LUTs per core relative to the baseline (211
LUTs for 2 cores). This overhead includes propagating the
eid in tandem with memory access transactions through the
MMU of every core, and is thus replicated for every additional
core in the system.
In contrast, the rest of our modifications for performing access control at the system bus, including enclave-to-peripheral

Measurement

Normal
Process

User-Space
Enclave

Kernel-Space
Enclave

Setup:
Binary Verification
Others
Teardown:
Memory Cleaning
Others

0.741
0.741
0.065
0.065

23.918
21.824
2.094
23.531
9.384
14.147

413.726
218.975
194.750
103.517
50.206
53.311

Context switch to OS
Context switch from OS
Dynamic memory allocation
OS communication

0.008
0.078
0.003
-

0.025
0.084
0.020
0.020

53.308
194.747
0.005
0.049

Table 3: C URE performance overhead compared to a normal
process on microbenchmarks in milliseconds.
binding, are independent of the number of cores. Incorporating logic to perform access control for every MMIO peripheral utilizes an additional 248 LUTs, and 112 LUTs per
DMA device. Each represent below 0.5% overhead relative
to a dual-core baseline SoC. Integrating an L2 cache into our
baseline setup utilizes an additional 30, 232 LUTs. Applying
our on-demand way-based partitioning to this cache costs only
516 LUTs and 214 registers, which is 1.8% overhead relative
to the L2 cache logic utilization itself, and 0.5% relative to the
entire SoC. Our area overhead evaluation results demonstrate
that the hardware modifications required to achieve our finegrained and customized enclave protection in C URE indeed
incur minimal area overhead on both single- and multi-core
architectures, thus fulfilling FR.3.

8.2

Performance Evaluation

We evaluate the performance of C URE using our FPGA-based
setup coupled with cycle-accurate simulators. We conduct
our experiments using micro and macro benchmarks for userspace and kernel-space enclaves, and compare them to unmodified user-space processes. We conduct 10 runs for each
of the experiments.
8.2.1

Microbenchmarks

For microbenchmarks (Table 3), we measured important key
aspects individually: setting up and tearing down an enclave,
context switching with the OS, dynamic memory allocation,
and communication via shared memory. We implement an
application which performs the required tasks (without any
additional logic) and run it as a normal Linux process, a userspace enclave and a kernel-space enclave (single core). The
enclave setup is triggered by a host app in Linux which is the
only purpose of the app. The enclave binary sizes therefore
mainly correspond to the overhead produced by the enclave
types, i.e., 10KB for the user-space enclave and around 3MB
for the kernel-space enclave.
For the enclave setup, our results show that most of the
time (91.3% for user-space, 52.1% for kernel-space enclaves)
is spent on binary verification. The Others measurement

Benchmark

Cycles # for 16/16
ways (baseline)

Cycles # for 1/16
ways (worst-case)

Overhead
(+%)

rv8.aes
rv8.miniz
rv8.norx
rv8.primes
rv8.qsort
rv8.dhrystone
rv8.bigint
CoreMark
GeoMean

29,754,631,670
42,040,536,353
30,899,386,564
21,731,621,683
24,355,792,115
19,865,586,529
65,512,466,917
394,664,199
-

32,175,733,155
45,063,752,315
32,702,249,193
21,770,731,965
25,280,228,818
20,289,555,571
71,487,944,568
402,293,814
-

8.1%
7.2%
5.8%
0.18%
3.8%
2.1%
9.1%
1.9%
3.09%

Table 5: Performance impact of L2 cache strict way-based partitioning for kernel-space enclaves on different benchmarks.
that the kernel-space enclave has a higher performance impact
on the OS than the user-space enclave. Based on these results,
we demonstrate that C URE also fulfills FR.4 and achieves a
moderate performance overhead.
L2 cache partitioning. We evaluate the performance impact
of partitioning the L2 cache (CP-STRICT mode) for kernelspace enclaves and show our results in Table 5. For our
cycle-accurate experiments, we configure the core with 64KB
8-way set-associative L1 data and instructions caches and
2048KB 16-way set-associative shared L2 cache. The impact of way-based cache partitioning on performance is very
application-dependent (besides the caches configuration and
caches and main memory access latencies), as demonstrated
by our experiments where the performance overhead ranges
from a little under 0.2%, as for the prime benchmark, to a
little over 9% for the bigint benchmark, for example. We
measure a geometric mean of 3.09%. We note that the overheads reported are performance hits where the baseline is a
best-case scenario where the only workload utilizing the cache
resources (all 16 ways of the L2 cache) is the kernel-space
enclave under test. Furthermore, we observe that performance
significantly improves once more than 1 way is allocated per
enclave, which is the likely scenario for enclaves that run
applications with larger working sets and can benefit more
from increased L2 cache resources.
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Related Work

The existing works mostly related to C URE are TEE architectures which focus on modern high-performance computer
systems. In contrast to capability systems or memory tagging
extensions [30, 82, 88, 95, 100], TEE architectures protect
sensitive services in security contexts (enclaves) against privileged software adversaries. We do not further discuss TEE
architectures focusing on embedded systems [8, 47, 66, 98].
We compare C URE to other TEE architectures in Table 6.
All presented architectures provide a single type of enclave
which, on an abstract level, resemble either the user-space or
kernel-space enclaves provided by C URE.
Intel SGX [64] offers user-space enclaves on Intel processors. The untrusted OS provides memory management and

other OS services, e.g. exception handling, to the enclaves.
SGX does not protect against cache side-channel [11, 50] and
controlled side-channel attacks [91, 92, 101]. Many extensions to SGX were proposed in order to mitigate side-channel
attacks [1, 2, 7, 15, 69, 79], however, these solutions are all
ad-hoc approaches that do not fix the underlying design shortcomings of SGX, but instead leverage costly data-oblivious
algorithms [1, 2, 7], or exploit not commonly available hardware in an unintended way [15, 79].
Sanctum [22], which also provides user-space enclaves, addresses both, cache side-channels through page coloring, and
controlled side-channels by storing the enclave page tables in
the enclave memory, like C URE. However, page coloring is
not practical as it influences the whole OS memory layout and
cannot be efficiently changed at run time. C URE’s cache partitioning instead allows dynamic assignment of cache ways,
and also mechanisms to mitigate interrupt-based side-channel
attacks. Sanctum and SGX only provide user-space enclaves
which are inherently limited as they cannot provide secure
I/O, but only protect from simple DMA attacks.
Similar to SGX, AMD SEV [38], which isolates complete
VMs in the form of kernel-space enclaves, does not consider
any side-channel attacks. VM data in the CPU cache is protected by an access control mechanism relying on Address
Space Identifiers which, however, does not protect against
cache side-channel attacks. As the memory management and
I/O services are provided by the untrusted hypervisor, SEV
is also vulnerable to controlled side-channel attacks [65] and
cannot provide secure peripheral binding [51].
ARM TrustZone [3] separates the system into normal and
secure world, a single kernel-space enclave which does not
rely on the OS and thus, is protected from controlled sidechannel attacks. TrustZone does not provide cache sidechannels protection, only by using additional hardware [106].
Further, TrustZone’s major design shortcoming is providing only a single enclave, thus, sensitive services cannot be
strongly isolated with TrustZone, hence, access to TrustZone
is highly limited in practice by device vendors. Extensions
building upon TrustZone mostly tried to enable multi-enclave
support for TrustZone [10, 18, 33, 85] with workarounds that
either rely on ARM IP [10], block the hypervisor [18, 33], or
massively impact performance [85]. Since multiple enclaves
were not considered in the TrustZone design from the beginning, even the proposed extensions cannot provide binding
peripherals directly and exclusively to single enclaves.
Keystone [48] provides kernel-space enclaves on RISCV. Moreover, Keystone uses a cache-way based partitioning against cache side-channel attacks, comparable to C URE.
However, Keystone provides a coarse-grained cache ways
assignment per CPU core, whereas C URE assigns cache ways
to enclaves with freely configurable boundaries. Thus, the
Keystone design is limited to a single enclave type which
prevents Keystone from isolating the firmware from the actual TCB and demands adapting the sensitive services to the

Enclave Type
Name
SGX [64]
Sanctum [22]
SEV(-ES) [38]
TrustZone [3]
Keystone [48]
C URE

Extensions
[1, 2, 7, 15, 69, 79]
[10, 18, 27, 32, 33, 57, 85, 106]
-

User-Space
●∗
●∗
○∗
○∗
○∗
●∗

Kernel-Space
○∗
○∗
●∗
●∗
●∗
●∗

Sub-Space
○∗
○∗
○∗
○∗
○∗
●∗

Dynamic Cache
Side-Channel Resilience
◐∗
◐∗
○∗
◐∗
●∗
●∗

Controlled SideChannel Resilience
◐∗
●∗
○∗
●∗
●∗
●∗

Enclave-to-Peripheral
Binding
○∗
○∗
○∗
◐∗
○∗
●∗

Table 6: Comparison of major TEE architectures with respect to provided enclave types, dyn. cache-side channel and controlledside channel resilience, and enclave-to-peripheral binding, i.e., MMIO/DMA protection with exclusive enclave assignment.
● indicates full support, ◐ for support with limitations, ○ for no support, ∗ if resilience can only be achieved through extensions.
predefined enclave. Moreover, in contrast to C URE, Keystone
does not support enclave-to-peripheral binding.
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Conclusion

We presented C URE, a novel TEE architecture which provides
strongly-isolated enclaves that can be adapted to the functionality and security requirements of the sensitive services which
they protect. C URE offers different types of enclaves, ranging from sub-space enclaves, over user-space enclaves, to
self-sustained kernel-space enclaves which can execute privileged software. C URE’s protection mechanisms are based
on new hardware security primitives on the system bus, the
shared cache and the CPU. We instantiate C URE on a RISC-V
system. The evaluation of our prototype indicates minimal
hardware overhead for the security primitives and a moderate
overall performance overhead.
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