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Imagine sending a document…

■ … that contains sensitive information …
■ … to a person you do not necessarily know.
■ How might you do this?

– Send them an email?
– Use an online form or portal?
– Upload it to a document sharing service?
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This is an understudied task!

■ Lots of great work on encrypted communication
■ “Why Johnny Can’t Encrypt”, Whitten & Tygar 

1999, includes attachments…
■ … but modern work focuses on the direct 

messaging use case!
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■ What risks are people most concerned about 
when sending sensitive information? 
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■ The data will be received by the recipient
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I would know the sensitive information is 
going directly to the people who need it so I 
wouldn't have to second guess it.	
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“It just seems like a lot of information for a school 
to have and I don’t know how secure their system 
is.”
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“A facility or institution 
misplacing, losing, or selling 
my information to a 3rd party 
can be worrisome.” 

“Not knowing if the 
information will be kept 
safe.” 

“How the place I give these 
documents stores or 
disposes of them.” 

The data is at risk 
at the destination
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What else do we need to know?

■ Have participants heard of the methods that 
were reported less frequently?

■ What factors are associated with more or less 
privacy satisfaction?

■ What’s going on with the data at rest?
■ Bonus: larger sample size to increase robustness
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* details in the paper
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■ First: what methods have you 
used to send sensitive docs?

■ Randomly assigned one method 
they had successfully used

■ What were they sending? To 
whom?

■ How satisfied with privacy and 
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How satisfied were 
people with privacy of 
each method?

Very dissatisfied Dissatisfied Unsure Satisfied Very satisfied
Taken in person 1 2 1 9 24
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