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Ethereum’s
Dark Forest



Ethereum’s Mining Process
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Frontrunning Taxonomy
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Attacker Model
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Attacker Bot Attacker EOAs Bot Contracts

Off-Chain On-Chain

q Attackers can be miners and non-miners.
à We assume financially rational non-miners.

q Attackers monitor pending transactions, search
for victim transaction, and create own transactions.
à We assume attackers automate those tasks 

using off-chain bot programs.

q Bots have access to Externally Owned Accounts.
à We assume EOAs hold a sufficiently large

balance.

q We assume bots use on-chain contracts to 
coordinate attacks.



Detecting 
Frontrunning Attacks



Detecting Displacement
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Split range of blocks to be analyzed into windows 
of 100 blocks with an offset of 20 blocks. 

Type equa7on here.

0 1 1 1 1 0 1 0 1 0 0 0 1 00 0

...

Bloom Filter

Input Bytes
deadbeefcafebabe
deadbeef

adbeefca
beefcafe

...

Heuristics:
H1: sender and receiver of 𝑇" and 𝑇# must be different.
H2: gas price 𝑇" > gas price 𝑇#.
H3: 25% of 𝑇#’s input bytes must conform with those of 𝑇".

1. Split input bytes into n-grams of 4 bytes.
2. Use Bloom filter to perform quick 

probabilistic search.
3. Perform linear search if 95% of n-grams are 

contained in the filter.

Input Bytes

Bloom Filter

Check if executing  𝑇" before 𝑇# results in a 
different state than execution 𝑇" after 𝑇#.



Detecting Insertion
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Get ERC-20 token Transfer
events for all transactions.

Event From To Amount Contract Hash Index Gas Price

TA1 0x0984… 0x0bfe… 50000 0xab67… 0x4393… 0 150 Gwei

TV 0x0984… 0x14ca… 100000 0xab67… 0x74ab… 10 60 Gwei

TA2 0x0bfe… 0x0984… 50000 0xab67… 0x15bc… 11 59 Gwei

H6: 𝑔𝐴1 > 𝑔𝑉 ≥ 𝑔𝐴2

H5: 𝑖𝐴1 > 𝑖𝑉 > 𝑖𝐴2

H4: ℎ𝐴1 ≠ ℎ𝑉 ≠ ℎ𝐴2

H3: 𝑐𝐴1 = 𝑐𝑉 = 𝑐𝐴2

H1: s𝐴1 = 𝑠𝑉 = 𝑟𝐴2 ∧ 𝑟𝐴1 = 𝑠𝐴2

H2: 
|%"!"%"#|.

&'((%"!,%"#)
≤ 0.01



Detecting Suppression
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Heuristics:
H1: transactions > 1.
H2: each transaction consumes > 21,000 gas.
H3: gas used / gas limit > 99% for all transactions.

Cluster transactions
by receiver.
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Does one of the neighbouring blocks contain 
a cluster that satisfies the same heuristics?

Check if execution trace of first transaction 
employs one of the 3 suppression strategies:

• Controlled gas loop
• Uncontrolled gas loop
• Assert



Analyzing 
Frontrunning Attacks



Analyzing Cost And Profit
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Displacement Insertion Suppression

2,983 Attacks 196,691 Attacks 50 Attacks

Total Attacks: 199,725
Accumulated Profit: 18.41M USD



Analyzing Trends
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Analyzing Insertion Attacks on DEXes
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Analyzing Insertion Attacks on DEXes
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Analyzing Suppression Victims and Strategies
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Conclusion



Conclusion

q We presented an efficient methodology to detect displacement, insertion, and suppression attacks 
on Ethereum’s past transaction history.

q We performed an extensive measurement study on the Ethereum blockchain and analyzed more than 
11M blocks (roughly 5 years) for frontrunning attacks. 

q We identified almost 200K frontrunning attacks performed by over 1.5K attacker accounts and 
more than 500 bots with an accumulated profit of over 18.41M USD for the attackers.

q We found that attacker accounts and bots can be grouped into 137 unique attacker clusters. 

q We discussed frontrunning implications and discovered that miners made a profit of over 300K USD 
due to frontrunners.
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Questions?

All code & data is available on GitHub:

https://github.com/christoftorres/Frontrunner-Jones

Contact information:

christof.torres@uni.lu

Supported by:

https://github.com/christoftorres/Frontrunner-Jones

