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How secure are proprietary wireless protocols?

Phone number Desynchronization

leakage [SNM-+19]
[HHSSW21, H1]

MITM Exploit P
[SNM-+19] Zero-Click Radio o
to Kernel
[120]
AirDrop Apple Wireless Direct Link (AWDL)
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Goals

1. Define a structured approach on how to reverse-engineer
proprietary wireless protocols in the Apple ecosystem

2. Apply our method on multiple protocols to uncover
new security and privacy vulnerabilities
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The ecosystem is complex
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Universal Clipboard
[SHLH21]
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Wi-Fi Password Sharing
[SHLH21]
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The ecosystem is complex

f Continuity \

Auto Unlock
Continuity Markup
m A Continuity Camera
Sidecar I
AirDrop Universal Clipboard Apple Pay

Continuity Sketch [SNM+19] [HHSSW21] [SHLH21]

Text Message

A Forwarding
iPhone Cellular D : . I

calls on Mac Instant Hotspot

Handoff Wi-Fi Password Sharing
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Problem
Complex and proprietary
wireless protocols
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Application
Security and Privacy
Analysis (today:
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Universal Clipboard System Architecture
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Hacker’s Guide to Apple’s Wireless Ecosystem

é Framework i Daemon

@ Framework
@ Framework ‘

4 Daemon

00000

vy Daemon

@ Framework

w1 Daemon

T

3

#® Driver

N

Vantage Point 1
System

Tools
* System logs
* joctl

Information
* Processes
 Frameworks
* Log Strings

Apple Continuity | 30th USENIX Security Symposium | August 2021

S8 TECHNISCHE

g«‘é UNIVERSITAT
% DARMSTADT



Hacker’s Guide to Apple’s Wireless Ecosystem
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Hacker’s Guide to Apple’s Wireless Ecosystem

@ Sharing [L& sharingd ]
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Hacker’s Guide to Apple’s Wireless Ecosystem
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Hacker’s Guide to Apple’s Wireless Ecosystem
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é Sharing sl sharingd
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Vulnerabilities, Attacks, and Mitigations

/ Handoff + Universal Clipboard\

:!III I I |:

= =

T T
0 10 20 30 40 50
Time ¢ [min]

o

Tracking

via asynchronous
identifier randomization
fixed in iOS 13.4 and
macOS 10.15.4

Denial-of-Service
via IV desynchronization

Tracking [MAB+19]

/ Wi-Fi Password Sharing \

ED NETWORK
10.1.0.0/24

via linear IV
not fixed (yet)

not fixed (yet)

Denial-of-Service
via settings app crash
CVE-2020-9827

Machine-in-the-Middle
via Wi-Fi password

auto-fill
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Wi-Fi Password Sharing

Wants to connect Wi-Fi Beacon w/ SSID

to Wi-Fi network
Wi-Fi access point

Requestor

Simplified version of the protocol
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Wi-Fi Password Sharing

Check if

BLE advertisement w/ has password
Hash(SSID) and and

Hash(...@icloud.com) knows requestor

Requestor Grantor

Simplified version of the protocol
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Wi-Fi Password Sharing

One-sided authentication

Requestor proves identity

using Apple-issued certificates
(similar to AirDrop [SNM+19] [HHSSW21))

Requestor Grantor

Simplified version of the protocol
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Wi-Fi Password Sharing

Can connect to
Wi-Fi network

Requestor Grantor

Simplified version of the protocol
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Attacking Wi-Fi Password Sharing

Wants to connect
to Wi-Fi network

Requestor

Simplified version of the protocol
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Attacking Wi-Fi Password Sharing
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Wi-Fi access point

Wants to connect
to Wi-Fi network

Requestor

Simplified version of the protocol

Apple Continuity | 30th USENIX Security Symposium | August 2021 00 B\ UNVERSITAT
DARMSTADT



Attacking Wi-Fi Password Sharing

Secondary attacks, e.g.,

Traffic analysis

DNS spoofing
Compromise end system (via

browser exploit)

Connectsto B[~ |
attacker’s

Wi-Fi network

Requestor

Simplified version of the protocol
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Software

(] apple-continuity-tools

Reverse engineering toolkit for Apple's wireless
ecosystem

] openwifipass

An open source implementation of Apple's Wi-Fi
Password Sharing protocol in Python.

@ Python Y621 % 21

... and several more at
https://owlink.org

Disclosure

b1 g

Discovered 4 distinct
vulnerabilities and
proposed 1 mitigation for a
previously discovered flaw

Apple fixed 2 so far...

... but 3 remain unfixed
(including MitM)

Outlook

Crowd-sourced Bluetooth-

based location tracking
[HSKH21]

Works with
[@ Apple Find My}
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