Effect of Mood, Location, Trust, and Presence of
Others on Video-Based Social Authentication
Cheng Guo and Brianne Campbell, Clemson University; Apu Kapadia, Indiana
University; Michael K. Reiter, Duke University; Kelly Caine, Clemson University
https://www.usenix.org/conference/usenixsecurity21/presentation/guo

This paper is included in the Proceedings of the
30th USENIX Security Symposium.
August 11–13, 2021
978-1-939133-24-3

Open access to the Proceedings of the
30th USENIX Security Symposium
is sponsored by USENIX.

Effect of Mood, Location, Trust, and Presence of Others on Video-Based Social
Authentication
Cheng Guo
Clemson University

Brianne Campbell
Clemson University

Apu Kapadia
Indiana University

Michael K. Reiter
Duke University

Kelly Caine
Clemson University
Abstract
Current fallback authentication mechanisms are unreliable
(e.g., security questions are easy to guess) and need improvement. Social authentication shows promise as a novel form of
fallback authentication. In this paper, we report the results of
a four-week study that explored people’s perceived willingness to use video chat as a form of social authentication. We
investigated whether people’s mood, location, and trust, and
the presence of others affected perceived willingness to use
video chat to authenticate. We found that participants who
were alone, reported a more positive mood, and had more
trust in others reported more willingness to use video chat
as an authentication method. Participants also reported more
willingness to help others to authenticate via video chat than
to initiate a video chat authentication session themselves. Our
results provide initial insights into human-computer interaction issues that could stem from using video chat as a fallback
authentication method within a small social network of people
(e.g., family members and close friends) who know each other
well and trust each other.

1

Introduction

Web services and mobile apps mostly rely on users’ selfprovided passwords for authentication. However, passwords
are easy to forget: nearly three-quarters of people report that
they often or sometimes forget a password [69]. A survey
study conducted by SAP Inc. found that over the course of 12
months, 84% of users forget a password at least once [35]. At
the same time, passwords are relatively easy to steal. Theft
of credentials happens regularly via users being phished or
users sharing the same passwords across many platforms, one
of which is compromised [7]. In both cases, users may be
forced to use a form of secondary or fallback authentication
mechanism to regain access to their accounts.
The most common secondary or fallback authentication
mechanisms are security questions and out-of-band communications, which are unreliable and/or hard to use. For security questions, previous research has shown that answers
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are easy to forget and maybe guessable by users’ acquaintances [73, 77, 94]. Forgetting passwords, user names, and
answers to security questions are the most common reasons
for authentication failures [61]. Fallback authentication via
SMS or email is preferable to security questions in terms of
usability and security [13]. However, mobile phones are frequently lost or stolen [15, 21, 80], and when this occurs, the
legitimate owner may not receive the SMS or email. For these
reasons, the National Institute of Standards and Technology
(NIST) has suggested avoiding SMS or email as out-of-band
authenticators [38].
To address the risks associated with SMS and email as
out-of-band authenticators, Libonati and colleagues [60] developed a system where a phone would remain usable only
while in its owner’s possession, as confirmed by the owner’s
social network members when interacting with the owner. For
example, video chatting with the owner would present an opportunity to notarize that the owner was still in possession of
the phone, in which case the owner’s phone would continue to
function as normal. If a sufficiently long time passed without
such a successful notarization, then the phone’s functionality
would be degraded, and critical capabilities (e.g., approving a
fallback authentication push notification or checking email)
rendered unavailable until such authentication was obtained.
Alternatively, a notarization could be required to perform a
critical transaction with the device.
Attempting to involve another person to act as a notary to
confirm the owner’s possession of their phone naturally raises
many questions relating to feasibility and motivation. Libonati and colleagues [60] attempted to answer some of these
questions via a lab study. In their study, participants were
randomly assigned to act as either a supplicant—a person requesting authentication, or a notary—a person who supported
authentication. While physically separated in the lab, the notary interacted with the supplicant via video chat, decided
whether the supplicant was present in a set of images, and, if
so, identified the supplicant. They found that, in the lab, notarization by strangers is effective and argued that this might
be useful in combating device theft. However, their study did
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not address whether video-based social authentication would
be usable by people outside the lab and over a longer period
of time. If it is, what factors may affect people’s ability and
willingness to use this form of fallback authentication?
To explore users’ perceived willingness to use video-based
social authentication, we performed a four-week-long ESM
(experience sampling method) study. The ESM study simulated important aspects of the authentication process. We sent
simulated video authentication requests to participants’ mobile phones and measured how participants reacted to these
simulated requests. We also measured factors like mood, location, trust, and presence of others to see how these factors
affect people’s perceived willingness to use video authentication. In this study, we focused on the following two research
questions.
• RQ1: What is the effect of mood, location, trust, and
presence of others on people’s perceived willingness to
use video-based social authentication?
• RQ2: What are the reasons people agree or decline to
participate in simulated video-based social authentication at the moment?
To summarize, our work has three major contributions:
• Our results demonstrate people’s perceived willingness
to use video chat as a secondary or fallback social authentication method, especially within a small social network
of people who know each other.
• We find that mood, location, trust, and presence of others are contextual factors that are associated with the
perceived willingness to use such an authentication.
• Our paper offers initial insights into human-computer
interaction issues stemming from simulated use of such
authentication and presents implications that may be useful for designing and implementing video-based social
authentication systems.

2

Related Work

2.1

Fallback Authentication

2.1.1

Security questions

Security questions are widely used as a secondary or fallback
authentication mechanism when primary passwords are lost,
forgotten, or users need to recover their accounts for other
reasons. Using security questions as an authentication method
is well studied. For example, research has found that while
answers to security questions are easy to recall, about onethird of the answers can be guessed by those who are close
to the users [94], and nearly forty percent can be guessed
by parents, partners, close friends, etc. [73]. Bank security
questions had a set of usability and security issues, including
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inapplicability, ambiguity, lack of memorability, guessability,
attackability, and automatic attackability [75]. Twenty percent
of the answers to the security questions used by top webmail
providers cannot be recalled by users [77], but many can be
guessed by attackers [77]. More recently, a study conducted
by Google in 2015 about security questions revealed that it is
nearly impossible to design security questions that are both
secure and memorable [13]. Based on these results, some
best-practice suggestions favor more reliable alternatives for
fallback authentication [13].
2.1.2

Out-of-band communications

One popular alternative to security questions is the use of outof-band communication such as SMS or email. Using SMS or
email as fallback authentication is considered more secure, reliable, and preferable to security questions by big tech companies such as Google [13]. Beyond that preference, SMS is also
preferred over email because people often use the same password for their primary account and recovery email, and some
email providers recycle inactive email addresses [13]. However, using SMS for fallback authentication is also risky due
to the security and privacy vulnerabilities of mobile phones
and SMS. SMS authentication messages often include the
name of the application for which the message was intended,
which may risk compromising users’ accounts [89]. For these
reasons, the National Institutes of Standards and Technology deprecated SMS as an out-of-band verification method,
though they have recently softened this guidance [38].
Furthermore, mobile phones are frequently lost or stolen.
For example, in the U.S., 31% of mobile phone owners have
had their mobile phone lost or stolen, and 12% of them have
had another person access their phone in a way that they
felt their privacy was invaded [15]. Current solutions such
as Google’s ‘Find your phone’ [37] and Apple’s ‘Find my
iPhone’ service [4] inadequately protect the data on devices
since they can be disabled or hacked by others [62, 78, 90].
Moreover, the protection offered by these services is reactive,
meaning the data on the device remains vulnerable until users
realize their devices are stolen or lost and then take actions to
lock them.

2.2

Social Authentication

Social authentication, which is defined as “the direct or indirect utilization of social knowledge or trust relationships in
human-computer authentication systems deployed in online
or offline contexts” [2], has been shown to be a promising fallback authentication mechanism. For example, Schechter and
colleagues designed, built, and tested a social authentication
system for Windows Live ID and found that about 90% of
participants who made the effort to call trustees successfully
authenticated [77]. This form of social authentication can be
improved by adding multi-level social networks to automate
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the process [93]. Another social authentication protocol used
mobile phones to issue and use tokens to authenticate [83].
Facebook launched its trustee-based social authentication system called Trusted Friends to recover locked accounts in 2011
and redesigned it to Trusted Contacts in 2013 [28]. The redesigned Facebook social authentication system added a layer
to ask users to verify information and interactions about their
social contacts to enhance security [50]. However, Facebook’s
Trusted Contacts was found to have a number of security
risks [51]. Also based on Facebook, Yardi and colleagues
designed and built a photo-based web authentication framework [91]. In this social authentication system, users verify
others with tagged user photos in a group. Besides photos,
social authentication can also use videos to verify users’ identity. Sherman and colleagues found that most (68%) of the
participants chose video verification over photo ID cards and
voter ID cards in terms of the accuracy in verifying individuals for voting [81]. Moreover, they found that most of the
participants (74%) said they are willing or very willing to
participate in video verification [81].
Another form of social authentication that could be used for
fallback authentication is device notarization (DNo), which
has inspired the study here. DNo was suggested as a way to
allow users to proactively maintain and improve the security
of their mobile devices [60]. DNo employs human-mediated,
crowdsourced biometric authentication as a potential solution
to the problem of remote authentication. In this system, a
person from the crowd (the notary) confirms that the current
device user (the supplicant) is, in fact, the device owner via a
short video chat. Similarly, Shropshire and Menard proposed
an approach using videos and trusted contacts as a form of
fallback authentication [82]. In their approach, the supplicant uploads a video to the server. Then the notary confirms
the identity of the supplicant by viewing the video from a
text message. Video-based authentication may be suitable
for protecting data of users deemed highly vulnerable or for
high-value transactions, such as moving money between bank
accounts. For example, using live video for authentication has
recently been explored by the banking industry for high-value
transactions [12]. In addition to other forms of video authentication, uploading a short video during enrollment [42] is
currently being explored. While notarization is not expected
to be used for frequent actions such as unlocking a phone
because it would be too cumbersome, it could be effective for
rare transactions such as password recovery [60]. Libonati
and colleagues [60] also discussed potential privacy risks for
both supplicant and notary and outlined the steps taken in
their design to minimize those risks.
To date, DNo and most other social authentication systems
have only been tested in lab settings. In the field, many external factors may affect the efficiency and the reliability of a
social authentication system. For video-based social authentication, factors such as mood [72], location [74], trust [14], and
presence of others [16] may affect users’ perceived willing-
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ness to use it in the field. Therefore, in this work, we explore
these issues in research questions RQ1 and RQ2.

3

Method

Our study had three steps. First, participants completed a presurvey. Next, we used the experience sampling method [58]
to collect data over four weeks from 30 participants. Finally,
participants completed a post-survey. We organize our methods in the following five sub-sections: recruitment and participants, pre-survey, experience sampling, post-survey, and
ethical considerations.

3.1

Recruitment and Participants

We advertised our study as “a study that uses video chat as an
alternative form of authentication, instead of using passwords
or security questions, for example.” We recruited participants
in two phases. First, we recruited participants via social media,
flyers, and word of mouth. Then, since we wanted to recruit
participants who already knew each other, we used snowball
sampling, where existing participants suggest possible future
participants from among their acquaintances [36]. Participants
who expressed interest in joining our study were asked to provide the email address of one to ten individuals from their
social network who might also be interested in our study. Subsequently, we invited all these individuals to participate via
email that included a pre-survey. Participants were required to
participate in the study together with at least one person they
knew prior to the study. As a result, 36 people accepted our
initial invitation and were qualified to participate in the study.
Among these 36 participants, two participants had technical
issues with their mobile phones, and four participants dropped
out of the study after the pre-survey. Thus, 30 participants
who owned at least one smartphone completed the study, and
their data were used in later analysis. See Section 4.1 below
for additional information about our participants. Each participant was awarded a $40 gift card after the completion of the
study.

3.2

Pre-survey

The pre-survey (see Appendix A) had questions covering demographic items (including gender, age, race, income, and
education) as well as mobile app usage and the perceived
sensitivity of data captured by those apps. Participants were
asked to list at least five and up to ten of their most frequently
used mobile apps. Two questions adapted from those used by
Gibbs, Ellison, and Lai [34] were added to allow us to categorize the applications in terms of data sensitivity from low to
medium to high. The pre-survey also asked whether participants currently use PINs to lock their phones, whether they
have ever used video chat before, and how many hours per
week they spend on video chatting. Participants were asked
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to list at least one and up to ten individuals from their social
network who may also be interested in participating in the
study with them. This list was not limited to close relations
(e.g., family, friends) but could also include weak ones (e.g.,
strangers). We also requested that each participant upload a
photo of themselves, which we used later in the ESM questionnaire. Finally, participants responded to a trust question about
each individual they listed. Trust was assessed via an adapted
version of a validated interpersonal trust scale [53]. Trust was
categorized as low, medium, or high using this scale.

3.3

Experience Sampling

3.3.1

The experience sampling method

We used the experience sampling method (ESM) [58] in our
study. Using ESM, participants are prompted to provide systematic self-reports (e.g., answers to questionnaires) about
events as they occur throughout daily life [24]. One major
advantage of ESM is it does not require participants to recall
anything, which minimizes the effects of reliance on memory
and reconstruction. Instead, it asks about participants’ current activities and feelings [24]. ESM data may, therefore, be
more reliable than data that must be recalled, because it is less
susceptible to subject recall errors than other self-report feedback elicitation methods [26]. It is particularly well-suited
and widely used for ubiquitous computing [24] and mobile
device studies [10].

3.3.2

Group

We used the social network information participants provided
in the pre-survey to form social networks for the purpose
of the study. We placed six participants together in a group,
which resulted in five groups total. Each group had some
participants who knew each other and some participants who
did not know each other prior to the study (i.e., strangers).
We first paired the participants who already knew each other.
Then we randomly placed these pairs in five groups to make
sure there were both strangers and known people for every
participant. As a result, two groups had three participants
who knew each other, and the other three participants were
strangers. The other three groups had two participants who
knew each other, and the other four participants were strangers.
We created groups consisting of both strangers and people
who knew one another, so we could measure if trust in the
person will affect people’s willingness to use a video-based
social authentication system. The same adapted version of
the validated interpersonal trust scale [53] was used again to
measure participants’ trust in each group member. Trust was
categorized as low, medium, or high using the same scale.

4
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3.3.3

Procedure

Before the formal study, we used text explanations and a
mock-up to simulate the authentication process and to help
participants differentiate video-based social authentication
from general video chat. Participants were instructed that
they should think of the system as a way to recover accounts,
rather than for primary authentication or general video chat.
Participants were also instructed to provide the perceived
willingness to use such authentication.
Participants agreed to receive SMS text messages from the
researchers for the duration of the study and to respond via
their mobile phone’s web browser. Participants received two
or three prompts per day over the four-week period between
the hours of 9 AM and 9 PM. This resulted in 72 SMS prompts
per participant over the four-week period.
Each SMS prompt signaled participants to fill out a response form about their perceived willingness to do a video
authentication at that moment. There are two types of prompts:
initiate and help. For an initiate prompt, participants were informed that they needed to initiate a video chat to gain access
to one of the apps on their phone. The app and its sensitivity
were selected based on participants’ responses in the presurvey. If a participant was willing to initiate a video chat
for authentication, then the participant was asked to select
one person from the six-person group (with six avatars presented, collected from the pre-survey) to send a video-based
authentication request. For a help prompt, participants were
informed that they were being asked to help one person (with
an avatar presented, collected from the pre-survey) from the
six-person group to gain access to an app via a video chat.
The image of the avatar was used to simulate a video-based
social authentication call, just as people would see each other
in a video chat.
Participants received one initiate SMS and one help SMS
per day. In addition, four times a week, they received an additional initiate or help SMS. Thus, each participant received
nine initiate SMS and nine help SMS messages per week. To
address the possibility of the time of day being an important
factor of the willingness to initiate or help [63, 71], we wrote
a program to randomly determine a time of day during the
morning (9:00 AM – 11:59 AM), afternoon (1:30 PM – 4:29
PM), or evening (6:00 PM – 8:59 PM). Thus, each participant received six SMS messages in the morning, afternoon,
and evening, respectively. We randomized the time points
with rules since, in a real-world scenario, a video-based social
authentication request could also happen at any time. Upon receiving an SMS, each participant was prompted to click a link
in the SMS to take the ESM questionnaire. In the questionnaire, participants were given the option to decline or accept
a video-based authentication (initiate or help). We then asked
the reasons for the accept or decline decision. In the questionnaire, we also asked about participants’ mood, location, and
the presence of other people. Note that we did not ask partici-
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Figure 1: Example Interface of ESM Questionnaire
pants to do any real video chatting or authentication. Instead,
we simulated the real video-based authentication scenario
and asked for participants’ perceived willingness to initiate
or help with authentication via a video chat. As participants
may not see the ESM questionnaires until later, participants
were instructed, “If you do not see a text until later, respond
to the survey based on what you were doing and how you
were feeling at the time the text came to your phone, NOT
when you saw it.”
Overall, during the four-week period, 72 (2 types of request
(initiate or help) × 9 per week × 4 weeks) SMS messages
were scheduled to be sent to each participant. This resulted
in 2,160 SMS messages in total. Due to human errors or
technical issues, 1,992 SMS messages were successfully sent
and received by participants. The human errors or technical
issues stemmed from two issues: 1) manual typing issues from
research assistants and 2) SMS delivery issues on participants’
phones. An example interface of the ESM prompt can be
found in Figure 1. The entire ESM questionnaire can be found
in Appendix C.

they are attractive. We also provided an “other” option for participants to manually enter a response in a text box if needed.
Note that some of the options provided were adapted from
the pilot study (see Section 3.5).

3.3.5

The following options were provided for participants to
choose from: I’m busy; I don’t want to; I’m not in a location that could use video chat; I’m having network issues
(e.g., no wi-fi, over data usage); I’m having technical issues
(e.g., phone is broken, camera won’t work); I don’t trust anyone in my network. We also provided an “other” option for
participants to manually enter a response in a text box, if
needed.

3.3.6
3.3.4

Reasons to agree

The following options were provided for participants to
choose from: Length of time we’ve known each other; What I
know about them; I know I would recognize them effectively;
They are responsive when I ask them to help me; We have
lots of friends in common; We don’t have many friends in
common; I would want additional contact with them; I think
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Reasons to decline

Mood

Mood was assessed via the Brief Mood Introspection Scale
(BMIS) [65]. BMIS allows us to compute a standard composite pleasantness score. The BMIS pleasant-unpleasant
composite includes 16 items, and each item is measured by a
four-point Likert scale [64]. We used this assessment to see
if mood played a factor in people’s willingness to accept or
decline a video-based social authentication.
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3.3.7

Location

Location was assessed via a question in the ESM questionnaire, which gathered where participants were when they were
responding. The following options were provided to participants: at home, at work, at school, driving a vehicle, riding
in a vehicle, and some other public location (e.g., a coffee
shop, a grocery store). We also provided an “other” option
for participants to manually enter a response in a text box,
if needed. Because the SMS prompts were random, we had
no idea where participants would be when they received the
prompts. We asked participants to respond to the prompt as
soon as they safely could, not while driving.
3.3.8

potential risks and benefits of taking part in this study and
documented these on the consent form. The potential risks
we noted were minimal and did not exceed the activities of
everyday life, such as using a mobile phone to video chat. One
potential risk we noted was that filling out survey questions
about mood may cause participants to think about negative
emotional states. To avoid disturbing participants’ sleep, we
decided to limit ESM prompts to 9 AM through 9 PM. We
emphasized that all user data collected was to be kept strictly
confidential. Only members of the research team had access
to it, and the data was only used in this work.
Participants
Gender
Female
Male
Age
18-29
30-39
40-49
50+
Race
White
Asian & Pacific Islander
Other

Presence of other people

Presence of other people was assessed via a question in the
ESM questionnaire regarding whether the participants were
around other people when they were responding. The following options were provided to participants: “No, I’m alone”,
“Yes, I know most or all of those around me”, and “Yes, but I
don’t know most or any of those around me”.

3.4

Post-survey

The post-survey (see Appendix B) had nine questions. First,
we asked what type of mobile phone each participant used
in the study. Then, we asked about participants’ comfort
(adapted from [52]) with video chat in general and their comfort with the idea of seeking identification from another person through video chat. Then, we asked participants which
person from their group they prefer to have authenticate their
identity and why they prefer that person. Finally, we asked
three questions about their opinions on asking or giving help
for video-based authentication. We closed the post-survey by
asking participants for any additional comments about the
study.

3.5

3.6

Ethical Considerations

The entire research protocol was IRB approved. Each participant read and signed the consent form before the study. All
the participants volunteered to participate in the study and
understood that they could withdraw from the study at any
point without consequence. We told participants about the
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57%
43%

22
5
1
2

73%
17%
3%
7%

24
5
1

80%
17%
3%

Table 1: Demographics of participants

Finance
Shopping
Productivity
Social Networking
Utilities
Health&Fitness
Music
News
Navigation
Sports
Education
Game
Weather
Entertainment

Pilot Study

We conducted a pilot study with ten participants for five days.
During that period, we were able to test the procedure and
fix technical issues related to sending and receiving SMS
messages. Some of the response options we provided in the
formal study were also adopted from the pilot study (e.g.,
“We don’t have many friends in common” and “I think they’re
attractive” for agreeing to help.)

17
13

N = 246
9
9
23
102
15
3
11
20
11
9
4
18
8
4

Mean Sensitivity (SD)
3.8 (1.2)
3.4 (1.4)
3.2 (1.3)
3.0 (1.1)
2.3 (1.3)
2.7 (1.3)
2.4 (1.1)
2.3 (1.2)
1.9 (0.6)
1.8 (0.8)
1.8 (1.0)
1.8 (1.0)
1.8 (1.2)
1.3 (0.5)

Table 2: Popular apps reported by participants, ordered by
sensitivity

4

Findings

We first provide an overview of our 30 participants in Section 4.1. We then report the mobile app usage self-reported
by our participants in Section 4.2, which shows that our participants use similar mobile apps with many other mobile
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Week
1
2
3
4
Overall

Sent
261
257
219
256
993

Initiate
Received Response rate
194
74.3%
124
48.2%
134
61.2%
122
47.7%
574
57.8%

Sent
254
261
221
263
999

Help
Received Response rate
200
78.7%
180
70.0%
149
67.4%
133
50.6%
662
66.3%

Total
Response rate
76.5%
58.7%
64.3%
49.1%
62.0%

Table 3: Response rate to the ESM prompts by week, split by request type

No
Yes

Initiate
344 (59.9%)
230 (40.1%)

Help
337 (50.9%)
325 (49.1%)

Table 4: Responses to the video chat request for authentication, split by request type (Excluding non-responses)

No
Yes
Non-response

Initiate
344 (34.6%)
230 (23.2%)
419 (42.2%)

Help
337 (33.7%)
325 (32.6%)
337 (33.7%)

Table 5: Responses to the video chat request for authentication, split by request type (Including non-responses)

phone users. Also in Section 4.2, we report the sensitivity of
these mobile apps rated by our participants. In Section 4.3, we
present the response rate and the average response time of the
ESM questionnaires. Since not all the ESM questionnaires got
responded to, in the following Section 4.4, we interpret the
rate of agreeing or denying the video chat for authentication in
two approaches: excluding and including the non-responses.
In Section 4.5 and Section 4.6, we present the results of
the predictors that influence the perceived willingness to use
video chat as an authentication method. We found that trust of
others, the presence of others, location, and mood had notable
effects on the perceived willingness to use such an authentication mechanism (see Table 6 and Table 7 for details). We
analyzed the results using repeated-measures logistic regressions with Generalized Linear Mixed-effects Models, which
fits the experience sampling methods we used. To understand the effects of different values of each parameter, we
conducted Tukey’s post-hoc tests to adjust p values to account
for family-wise errors [86]. Given the sample size and the
effect size (odds ratio) we reported in the paper, we calculated the post-hoc power (all above 0.8), which means we
had enough participants. The following predictors were used
in the repeated-measures logistic regressions (for categorical
predictors, we selected the most normative category as the
baseline):
• the sensitivity of apps (for initiate); ordinal (low;
medium; high)
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• trust in person (for help); ordinal (low; medium; high)
• location; categorical (at home; at work; at school; driving
a vehicle; riding in a vehicle; some other public location
(e.g., a coffee shop, a grocery store)
• mood; continuous (from 1 to 4)
• presence of others; categorical (no other people around;
I know most or all of those around me; I don’t know
most or any of those around me)
• timing; categorical (morning; afternoon; evening)
We then present the reasons for agreeing to help or declining to video chat in Section 4.7 and Section 4.8, respectively.
Finally, we present the post-survey results in Section 4.9.

4.1

Participants’ Demographics

Participants’ demographic information was collected in the
pre-survey (see Section 3.2 and Appendix A). All of our
participants were recruited from the United States, distributed
across ten different states. Among the 30 participants, there
were more females than males (57% vs. 43%). Participants
fell primarily into the age range of 18-29 years old (see Table 1
for details). Eighty percent of the participants were white, with
the next most common race being Asian & Pacific Islander
(17%). The participants self-reported a range of incomes: 23%
reported incomes under $30,000, and 33% reported incomes
over $75,000. The participants were also highly educated,
with the vast majority (97%) having attended at least some
college. The majority (63%) of the participants reported that
they used a PIN to unlock their phones. About 83% of our
participants self-reported having used video chat at least once
before the study. Of those 25 participants who had used video
chat before, most (84%) of them reported using video chat
for less than two hours per week. Twenty-four percent of our
participants self-reported not using video chat at all during a
typical week.

4.2

Apps and Sensitivity

Participants self-reported 261 unique apps installed on their
mobile phones (collected in the pre-survey, see Section 3.2
and Appendix A). We grouped these apps into 18 categories
based on Apple’s app category [48] (see Table 2). The most
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Model
initiate ∼ (1|pid)
+sensitivity
+mood
+location (baseline: at home)
at work
at school
driving a vehicle
riding a vehicle
someone else’s house
other public
+others around (baseline: none)
people I know
strangers
+timing (baseline: evening)
morning
afternoon

Chi.sq

df

p

B(SE)

2.5% CI

Odds Ratio

97.5% CI

0.60
26.10
21.01

1
1
6

.440
< .001
.002
.001
.294
< .001
.513
.743
.173
.008
.158
.002
.480
.996
.306

0.11 (0.13)
1.75 (0.28)

0.86
1.33

1.12
2.04

1.45
3.22

-1.21 (0.38)
-0.45 (0.43)
-2.42 (0.70)
-0.40 (0.62)
0.24 (0.72)
-0.61 (0.44)

0.14
0.27
0.02
0.19
0.31
0.22

0.30
0.64
0.09
0.67
1.27
0.55

0.63
1.49
0.31
2.30
5.74
1.31

-0.38 (0.27)
-1.38 (0.44)

0.40
0.10

0.68
0.25

1.17
0.59

0.01 (0.27)
-0.29 (0.28)

0.59
0.43

1.00
0.75

1.71
1.31

9.77

1.47

2

2

Table 6: Effect of the sensitivity of apps, location, mood, presence of others, and timing on perceived willingness to initiate a
video chat for authentication. Initiate is coded as 1. Do not initiate is coded as 0.
frequently occurring app categories were social networking
(messaging, dating, photo sharing, etc.), productivity (email
client, note-taking, task management, etc.), and news (television, video, RSS readers, etc.). This is consistent with the
statistics on mobile app use [43], indicating that our participants were similar to many other mobile phone users. We
also asked participants to rate the sensitivity of each app they
reported (see Section 3.2). Finance apps (personal financial
management, mobile banking, etc.), apps for shopping (Amazon, eBay, Starbucks, etc.), and productivity apps were rated
as the top three most sensitive (see Table 2).

4.3

Response Rate and Time

Table 3 shows the responsiveness to the ESM prompts by
week over the course of the four-week study. In week one,
participants responded to 76.5% of all ESM prompts. In week
two, the response rate dropped to 58.7%. In week three, the response rate stayed relatively consistent with week two, adding
about five percentage points to a 64.3% response rate. During the last week, the ESM response rate dropped to 49.1%.
This leveling off of participant responsiveness is consistent
with other ESM studies [32]. This is common for ESM investigations [87] and highlights the importance of conducting
the study over time. Across the entire study, participants responded to 62.0% of all the ESM prompts.
In general, participants were more likely to respond to help
with a video chat request than to initiate a request (χ2 (1) =
15.09, p < .001). The average response time for each prompt
was 63.4 (± 3.1) minutes. The agreed responses had significantly shorter response time than denials responses (45.2
mins vs. 78.2 mins, U = 231,610, p < .001). Across participants, the response rates were similar. For initiate prompts,
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they were between 52.6% and 70.2%. For help prompts, they
were between 68.9% and 73.1%.

4.4

Effect of Type of Request

As we reported in Section 4.3, not all the ESM prompts received a response (which is common in ESM studies [32]).
Thus, we examined the effect of type of request in two ways.
The first was more conservative than the second: 1) considering all non-responses as denials; 2) ignoring non-responses
and only examining the ESM prompts that received a response.
In both cases, participants were more willing to agree to requests for help (49.1% of the time and 32.5% of the time,
respectively) than to agree that they would initiate (40.1% of
the time and 23.2% of the time, respectively) a video chat for
authentication (χ2 (1) = 10.12, p = .001, see Table 4; χ2 (1) =
13.27, p < .001, see Table 5). Although the numbers vary between participants, all of the participants in our study agreed
to initiate and help with a video chat for authentication at least
once.

4.5

Predictors of Initiating a Video Chat

As shown in Table 6, location, mood, and presence of others
had significant effects on the willingness to initiate a video
chat for authentication, while the sensitivity of the app and
timing had no significant effects. A Tukey’s post-hoc test
showed that while at work, participants were less likely to
initiate a video chat for authentication than at home (p =
0.020, odds ratio (OR) = 0.30, 95% Confidence Interval (CI):
[0.14, 0.62]). Similarly, while driving a vehicle, participants
were less likely to initiate a video chat for authentication
than at home (p = .008, OR = 0.08, CI: [0.02, 0.35]). The
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Model
help ∼ (1|pid)
+trust
+mood
+location (baseline: at home)
at work
at school
driving a vehicle
riding a vehicle
someone else’s house
other public
+others around (baseline: none)
people I know
strangers
+timing (baseline: evening)
morning
afternoon

Chi.sq

df

p

B(SE)

2.5% CI

Odds Ratio

97.5% CI

36.26
40.48
32.28

1
1
6

< .001
< .001
< .001
.001
.148
< .001
.650
.764
.146
< .001
< .001
.002
.164
.100
.110

0.76 (0.13)
1.17 (0.23)

1.67
2.07

2.14
3.22

2.77
5.17

-1.29 (0.34)
-0.58 (0.40)
-3.11 (0.68)
-0.25 (0.56)
-0.17 (0.57)
-0.58 (0.40)

0.14
0.27
0.01
0.26
0.27
0.26

0.28
0.64
0.04
0.78
0.84
0.56

0.54
1.49
0.15
2.35
2.65
1.22

-1.00 (0.26)
-1.30 (0.42)

0.22
0.12

0.37
0.27

0.61
0.62

0.41 (0.25)
0.40 (0.25)

0.93
0.91

1.51
1.50

2.46
2.46

16.65

3.62

2

2

Table 7: Effect of the trust in person, location, mood, presence of others, and timing on perceived willingness to help with a
video chat for authentication. Help is coded as 1. Do not help is coded as 0.
more positive and pleasant their mood was, the more likely
they were willing to initiate a video chat for authentication
(p = .001, OR = 5.23, CI = [2.77, 9.86]). Participants were
also less likely to initiate a video chat when they were with
strangers than when they were alone (p = .005, OR = 0.25,
CI: [0.11, 0.60]). When participants agreed to initiate a video
chat for authentication, they tended to choose someone they
knew prior to the study rather than someone they didn’t know
before the study (87.1% of the time vs. 12.9% of the time).

4.6

Predictors of Willingness to Help

As shown in Table 7, trust, location, mood, and presence of
others had significant effects on the perceived willingness to
help with a video chat for authentication, while timing had
no significant effect. A Tukey’s post-hoc test showed that the
higher the in-person trust was, the more likely participants
were to agree to help others with a video chat for authentication (p < .001, OR = 2.16, CI: [1.68, 2.77]). Note that since
in-person trust and whether the participants knew each other
prior to the study were almost perfectly correlated (r = .93, p
< .001), we used only trust (leaving out whether participants
knew each other prior to the study) as a predictor in the regression model. This was required to avoid multicollinearity [29],
which is when independent variables in a regression model
are highly correlated. We can see the trend in the descriptive
data about how whether people knew each other prior to the
study was related to their willingness to help: when the help
request was sent from someone the participants knew prior
to the study, participants were willing to help 63.3% of the
time. On the other hand, when the help request was sent from
someone the participants didn’t know prior to the study, the
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participants were willing to help only 42.1% of the time.
While at work, participants were less likely to help with
a video chat for authentication than at home (p = .002, OR
= 0.27, CI: [0.14, 0.52]). Similarly, while driving a vehicle,
participants were less likely to help with a video chat for
authentication than at home (p < .001, OR = 0.05, CI: [0.01,
0.17]). Actually, when participants were driving a vehicle,
they were significantly less likely to help with a video chat for
authentication than any other location. The more positive and
pleasant their mood was, the more likely they were willing
to help a video chat for authentication (p < .001, OR = 6.87,
CI: [3.80, 12.45]). Participants were also less likely to help
with a video chat when they were with people that they knew
than when they were alone (p < .001, OR = 0.37, CI: [0.23,
0.62]). Similarly, when participants were with strangers, they
were less likely to help with a video chat than when they were
alone (p < .001, OR = 0.27, CI: [0.12, 0.61]).

4.7

Reasons for Agreeing to Help

Participants were allowed to give one or more reasons why
they agreed to help per ESM prompt response. From the 325
times participants agreed to help via video chat, participants
provided 907 reasons, many of which overlapped. Across
these 907 responses, seven stood out, accounting for more
than 10% of reasons each (in other words, seven reasons accounted for 70% of the responses). The most frequently cited
reason for agreeing to help was “the length of time the participant knew the other person,” followed by their “confidence
in their ability to recognize that person effectively” and “they
are responsive when I ask them to help me” (see Table 8).
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Length of time we’ve known each other
I know I would recognize them effectively
They are responsive when I ask them to help me
What I know about them
We have lots of friends in common
I think they are attractive
I would want additional contact with them
We don’t have many friends in common
Other
- Appearance of other person as happy or friendly
- To be helpful
- Close relationship
- Bored
- Not busy
- Believe the other person will help them

Responses
145 (16%)
140 (16%)
133 (15%)
125 (14%)
97 (11%)
95 (11%)
94 (11%)
46 (5%)
16 (2%)
4 (< 1%)
3 (< 1%)
3 (< 1%)
2 (< 1%)
2 (< 1%)
2 (< 1%)

Table 8: Reasons for agreeing to help with a video chat, sorted
by frequency

I’m busy
I don’t want to
I’m not in a location to video chat
Other
Sleeping
I’m having network issues
I don’t trust him/her
I don’t know him/her
Sick

Initiate
203 (59%)
70 (20%)
47 (14%)
8 (2%)
8 (2%)
3 (1%)
5 (1%)
0 (0%)
0 (0%)

Help
219 (65%)
32 (9%)
40 (12%)
18 (5%)
9 (3%)
7 (2%)
3 (1%)
6 (2%)
3 (1%)

Table 9: Reasons for declining video chat, sorted by frequency

4.8

Reasons for Declining

When participants opted to decline to an ESM prompt to authenticate via video chat, we also asked reasons for declining.
The most common reason they provided was that they were
“busy” (59% for initiate and 65% for help; see Table 9). The
percentage of “busy” was consistent across the four-week period (52.3%, 69.3%, 65.6%, 58.7%, respectively). The other
common reasons included “I don’t want to” and “I’m not in
a location to use video chat”. Participants also gave more
“other” explanations (5% vs. 2%) when they were prompted
to help versus initiate.

4.9

Post-Survey Results

In general, participants self-reported that they were comfortable with interacting through video chats (M = 2.2, SD = 1.1).
Only 10% of the participants reported that they disagreed
or strongly disagreed that they were comfortable interacting through video chats in general. When we asked about
seeking authentication from another person through video
chat, they were still relatively comfortable (M = 2.8, SD = 1).
About 23.3% of the participants reported that they disagreed
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or strongly disagreed that they were comfortable seeking authentication through video chats. The majority of participants
also had fun helping others (M = 2.5, SD = 1.1), would have
liked seeing the other person on video chats when helping
them (M = 2.6, SD = 1.2), and liked the opportunity to help
other people (M = 2.3, SD = 1.2).

5

Discussion and Implications

We explored people’s perceived willingness to use video chat
as an alternative social authentication method. Furthermore,
we explored the contextual factors that may affect people’s
perceived willingness to use such authentication. Our results
suggest that people are, in general, willing to use video chat as
a social authentication method. Specifically, we find that trust
in other people, location, mood, and the presence of others are
factors that could potentially affect people’s perceived willingness to use social authentication. We included participants’
quotes in the discussion, which are illustrative sources. The
primary data was from the ESM questionnaires. The quotes
just helped us to further interpret the data we saw from the
logistic regression models.

5.1

Use Video-Based Social Authentication in
a Small Group of People Who Know Each
Other Well

Video-based social authentication differs from general video
chat, in which the motivation for participation is usually the
desire for closeness [56]. For video-based social authentication, for people who initiate the authentication, the motivation
is usually the singular desire to get authenticated when primary authentication fails. For example, “I think a verification
through video chat is very secure if I cannot get access to
the app and my family or friends can help me out.” (P4).
For people who help the authentication, the most commonly
cited reasons for agreeing to help are “Length of time we’ve
known each other” and “I know I would recognize them effectively.” Examples included, “Only because it’s Alice” (P19)1
and “Cause I like to help people and think I would recognize
her” (P11). Our study shows that the motivation of people
participating in video-based social authentication is very different from participating in general video chats.
When participants declined to video chat to authenticate,
the reason they most often gave was that they were busy. It
was not lacking of ability (e.g., only 1 – 2% of the time was
the reason a technical issue) or because of trust or familiarity
issues (1 – 2% of the time) that participants declined (see
Table 9), but rather because they were unable to since they
were already engaged in other activities. It is also worth noting
that under the circumstances of the study, participants were
queried at random times, but under actual conditions, they
1 The

real name was replaced with “Alice.”
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would be initiating themselves, not via a prompt. Thus, it is
likely that participants would be more willing to initiate since
they would be likely available to do so.
Furthermore, when a person was asked to help and they
declined, they gave substantive reasons for not helping instead
of just saying that they did not want to (20% for initiate, see
Table 9). This indicates that to not seem unhelpful or selfish,
individuals want to clarify that it is not just that they “do not
want to” help, but instead, they are sick, sleeping, or just do
not know the person well enough to have a video chat for
authentication.
These findings are in contrast to prior work on friendsourcing questions on Twitter, for example, which found that some
participants found “friendsourcing anything at all was too
onerous” [76]. While we can only speculate on the reasons
for the differences in findings, there are some possible reasons
behind these differences. For example, in our study, we did
not offer any financial incentives for participants to either initiate or help. Sometimes financial incentives are a disincentive
to participation [76]. Another possible reason is that in our
study, participants only had to reach out to one member of
their social network groups rather than their entire network
of Twitter followers.
Our results show that social authentication, such as the
video-based authentication we propose here, may benefit from
existing social ties (relationships between people to share information, feelings, knowledge, and experience [30]). Participants who already know each other benefit not only from the
ability to recognize each other, they are also willing to help
each other. This finding is consistent with the near-perfect
correlation between in-person trust and whether participants
knew each other prior to the study (see Section 4.6). It is
also consistent with the results generated from the logistic
regression model (see Table 7), suggesting that trust is an
efficient predictor of people’s perceived willingness to help
with a video-based authentication. People tend to help people
they know and trust. For example, more than half of social
network users self-reported that they had asked questions on
social networks to get help [70]. Even when there are social
costs to helping friends, people are still willing to help [76].
When participants agreed to initiate a video-based authentication, they were also more likely to choose someone they
already knew (see Section 4.5). Participants reported confidence in their ability to recognize the person requesting help,
which suggests the individual may experience a sense of accomplishment and self-confidence because of their abilities to
succeed at the task of authentication. This is consistent with
previous studies that people are more easily able to recognize
familiar faces than unfamiliar faces [17, 20].
Our results also suggest that individuals may benefit from
using video chat as an additional opportunity for social interaction since another motivating factor was that it gave the
participant a sense of personal accomplishment stemming
from assisting others. We interpret this based on the fact that
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some of the participants wanted to “be helpful”. Boredom is
also a factor, as it was mentioned multiple times by participants. For example: “I’m bored, so why not?” (P15) or “I’m
not busy right now.” (P3). This comment, while not specifically mentioning boredom, is related since the participant did
not have anything else going on that might prevent her from
engaging in a video chat. Since they could have still chosen
to ignore the prompt but did not, it suggests that people would
welcome the opportunity to interact socially via this form of
authentication. This is similar to other online social activities such as social questions and answers [33, 70, 79], where
people ask for help, and others help when available.
These findings indicate that using video chat as fallback
authentication, especially within a small group of people who
know and trust each other (e.g., family and close friends), is
potentially feasible.

5.2

Use Location and Mood Detection for
Video-Based Social Authentication Systems

Our results show that when individuals were at home and
when they were alone, they agreed to initiate and help more
often. This differentiates video-based social authentication
from general video chat at home, where, for example, video
chat with family or friends often involves multiparty interactions [56]. In other single party video chats, for example,
people who use video chats at a long distance often use other
techniques such as an instant message to check if the partner
is in a location that is good for video chats first [3,54,72]. But
as we discussed earlier, in our study, participants received random prompts. Our study reveals that location is one of the key
factors for video-based social authentication. For example,
“while I think it is a very secure way to verify who someone
is, sometimes I did not have the flexibility or availability to
verify anyone in my network right when they needed me. I was
often in meetings, driving in my car, or coaching hockey for
my children and did not see the texts until much later.” (P25).
In real-world situations, people may be able to connect
with each other in advance to enhance the response rate and
response time of the video-based social authentication. Previous research has used location as a contextual factor to adapt
the form of authentication [5, 44, 59]. Our paper extends these
works to further suggest that video-based social authentication may be most appealing as an option when people are
at home and alone. Future video-based social authentication
could use location detection to help people choose whom to
ask for help in getting authenticated.
As we expected, a pleasant mood was associated with participants being willing to authenticate via video chat. What
is not clear is the directionality of this relationship. Is it that
participants who were in a more pleasant mood already were
willing to use video chat to authenticate? Or is it that when
participants reported that they would agree to help with a
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friend to authenticate via a video chat put them in a more
pleasant mood? Research on social networking-based chat
services indicates that messages between members of a social network group can increase feelings of well-being and
connectedness [19].
Furthermore, research on altruism and helping behaviors
suggest that when people help others, it may improve their
own mood [8, 39]. If participants realized this, they have been
more, instead of less likely to respond when they were in a
pleasant mood. However, if participants were worried about
how their negative effects may affect others, they might have
been less willing to authenticate via video chat. One participant’s response sheds some light: “I’m grumpy in the morning, and I don’t think I would be very enjoyable to video chat
with right now.” (P9). This comment suggests that existing
mood affects the willingness to use video chat for authentication, and also demonstrates a recognition that the other
person would be negatively affected by their unpleasant mood
as well. Future video-based social authentication systems
could consider integrating wearable devices that detect mood
(e.g., [25, 92]) if designers wanted to use mood as a decision
criterion for choosing notaries.

5.3
5.3.1

Potential Pitfalls and Solutions for VideoBased Social Authentication Systems
Interaction and attractiveness

Our results reveal that people in video-based social authentication maybe not only be motivated by helping one another
but may also be motivated by the interaction with others as a
beneficial form of social contact. This is similar to one of the
motivations of friendsourcing, which is connecting to social
networks [11]. In addition, participants also sometimes reported that when they were willing to help, the reasons were
because: they wanted additional contact with the other person
(11%), they thought the other person was attractive (11%), or
the appearance of other people as happy or friendly (4%). For
example, “He has a nice smile!” (P26). One participant even
combined these reasons boldly, saying, “Honestly, I’m only
willing to help them because they’re hot, that’s why I want
more contact with them.” (P10). This participant wanted more
contact with the other participants because they perceived
them as attractive. They thought of the simulated authentication opportunity as a way to achieve more contact.
Our finding that some people reported they were motivated,
at least in part, by how attractive the chat initiator was, is not
surprising or unique. People who are physically attractive
benefit from many advantages. For example, attractive people
are paid more, get higher fringe benefits [27], are more highly
trusted [22, 40], are able to charge higher prices for Airbnb
listings [49], are more likely to be elected to public office [55],
and perform better in high school and university [23, 31]. One
reason for these benefits is that people tend to respond to

12

30th USENIX Security Symposium

attractive individuals with approaches and affiliative tendencies [88]. Some researchers even argue that a reason physically attractive people live longer than less attractive people
is because of accrued benefits over a lifetime [46].
Our finding that a reason people cited for their willingness
to help was when the initiator was attractive is consistent
with the body of research on the positive relationship between
physical attractiveness and receiving help [9]. Across many
situations, people are more willing to help people they perceive as attractive. However, while physically attractive people are more likely to receive help across the board, this aspect
of human bias should ideally not be amplified by technology.
We acknowledge that, without thoughtful consideration,
video-based social authentication, like all technology that
includes images of users, has the potential to extend or exacerbate existing biases against less attractive people. In this case,
it is possible that less attractive people may have a harder time
getting someone to help authenticate them than more attractive people. However, it is important to note that attractiveness
was not one of the top five reasons people gave for agreeing
to help someone with a video chat. The majority of reasons
people gave were knowing someone a long time, being able
to effectively recognize them, how responsive they are, and
the number of friends they have in common. So, while people
cannot change many aspects of their physical attractiveness,
they do have control of many other reasons people would
authenticate them. For example, users could choose authenticators they’ve known for a long time and/or reciprocate when
they are asked for help.
Furthermore, this finding reinforces our perspective that
video-based social authentication may only be suitable as a
fallback authentication method and may not be appropriate
as the primary authentication method. It would seem to be
most appropriate for use within a small group of people who
know and trust each other well (e.g., family members and
close friends). Interaction Appearance Theory suggests that
perceptions of physical attractiveness can be altered by social
interaction [1]. Positive social interaction leads to higher perceptions of physical attractiveness among people who interact
with each other regularly [1]. In a situation where people used
video-based social authentication over a long time period, it
is possible that users could even build such regular social interactions that their mutual perceived physical attractiveness
could increase [1].
5.3.2

SMS usability and reliability

We chose to use SMS to deliver ESM questionnaires due to
its ubiquitous availability and universal support by mobile
devices and cellular providers, as our participants used different devices and services. However, SMS may not always be
usable and reliable. Prior research has shown that the SMS
delivery failure ratio can be as high as 5.1% during normal
operating conditions [67]. Indeed, in our study, some of the
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ESM questionnaires were not delivered (see Section 3.3.3).
Moreover, the mechanism will not be secure against a compromised phone. Although the situation did not happen during
our study, and we did not use SMS for authentication, we argue that future video-based social authentication should avoid
using SMS due to its usability and reliability issues.

6

Limitations

This study has a number of limitations. One limitation is
that our sample is composed primarily of people living on
the east coast of the U.S. and therefore may not be representative of other areas of the United States or the rest of the
world. Furthermore, like other published studies [6, 47], our
sample is mostly white, highly educated, young, and high
socio-economic status. On the other hand, participants’ phone
use, the apps they had on their phone, and passcode use were
similar to many mobile phone users in the U.S. [15, 43]. We
recruited participates in two phases. First, we recruited participants using social media, flyers, and word of mouth. Then,
we used snowball sampling to recruit members of those participants’ social networks. Social networks tend to be demographically homogeneous [66]. We prioritized social network
connections because one of our goals is about whether members of the social network would be more willing to help each
other rather than strangers (we found they were). Therefore,
these results may serve as a foundation for understanding
what motivates people when social networks are used as part
of the authentication process. We encourage replication of
this work with a broader population.
Second, during the study, there were a few technical issues
and human errors. For example, as we mentioned in Section 3,
two participants were not able to receive any ESM messages,
and some responses were sent incorrectly by participants
(entered the wrong people’s name they were helping) thus,
we cannot match with participants’ responses. We simply
eliminated these participants and responses from the analysis. Given the overall response rate and the small number of
these mistakes, we do not expect that the discarded responses
impacted the overall results of the study.
Third, as in many similar studies [57, 68, 84], participants
did not respond to every prompt we sent them. Participants
in this study exhibited around a 47 – 64% response rate for
the last two weeks of this study. We do not know whether
non-responses indicate a lack of willingness to engage in
authentication via video-chat, although to be conservative,
as we discussed in Section 4, this is what we have assumed
throughout this paper.
Fourth, there are potential security issues in the use of
video chat as an authentication method such as video spoofing
or “deep fakes” [85]. Future work could explore potential
intervention mechanisms to help identify or prevent video
spoofing. Future work could also explore privacy-enhancing
technologies to prevent other potential privacy issues of using
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this system, such as harassment or stalking [41], since it is
possible that people could misuse this system to stalk or harass
others, as is unfortunately common in many other systems
that connect people.
Fifth, as in all studies that rely on users’ self-reported data,
our results are limited by reporting errors [18] and respondent
adherence [45] because of our reliance on assumptions about
the compliance of our participants.
Sixth, although we did explore some of the factors such as
emotion (mood), we did not explore all sociocultural variables
in the study. Sociocultural and political-economic variables
and the influence of power dynamics are factors that may
influence the behavior of the sampled participants [89], but
coverage of all these variables was beyond the scope of this
paper. Future work should consider how these variables will
influence the adoption and utilization of video-based social
authentication by the public.
Finally, we did not require participants to complete an actual authentication process (i.e., we did not install software on
their phones that prevented them from using any of their apps).
Instead, we used ESM to simulate an authentication process
by video chat. Since we prompted participants at random
times throughout the day and surveyed them at that moment,
we were able to gather large amounts of in situ data about how
a person might be motivated to engage in, or not engage in,
friendsourced authentication based on their various feelings,
location, and level of trust. We anticipated that the benefits of
surveying participants on their own unmodified phones would
outweigh the drawbacks of a modified authentication process,
at least initially. Furthermore, we were interested in gathering
a large amount of data about emotion, time of day, etc. In a
real authentication scenario, we anticipate that social authentication would be a rare event, perhaps saved for a password
reset or other unusual event rather than multiple times per
day, week, or even month event. Waiting for these events to
occur would have meant we were not able to interrogate a
large number of events to determine the effects of feelings,
location, etc.
Notably, some participants reported that they thought they
were indeed helping the people in their network by authenticating them. For example, one participant mentioned: “I
thought every time I texted for help, that person had chosen
me when they selected someone to help them access their app.
I thought it was weird since I don’t actually know them, but I
helped anyway.” (P8). While another reported: “I just wanted
to be helpful.” (P13). This indicates that at least some participants thought their responses were behavioral rather than
attitudinal. Future work should examine whether the results
we report here replicate during real authentication situations.

7

Conclusion

Finding new ways to make authentication more secure and
reliable is crucial. Our research suggests social authentication
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using video chat might benefit end-users while also leveraging
a form of human-to-human identification that could be more
reliable than alternatives. Our paper provides insights into
contextual factors that may affect the use of video chat as a
fallback authentication method in a small social network (e.g.,
family members and close friends). Among these contextual
factors, the trust of others, mood, location, and the presence
of others stand out as they are associated with the willingness to use video chat as a fallback authentication method.
Besides these opportunities, all authentication methods, including video-based social authentication, have challenges.
For example, the response rate could heavily rely on its users’
social ties and the contextual factors we found. While having
these challenges, all the participants in the study agreed to
initiate and help a video-based social authentication prompt
at least once. When excluding non-responses, participants
agreed to initiate or help for more than 40% of the time. The
majority of the participants also showed the comfort of using
video-based social authentication. With having these opportunities and challenges in mind, we believe video-based social
authentication is a meaningful direction and needs further
exploration. Our paper offers useful insights for the design of
future, video-based social authentication systems.
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A
A.1

Pre-survey
Demographics

1. Gender
◦ Male ◦ Female ◦ Other ◦ Prefer not to answer
2. Age:
3. Race/Ethnicity
Choose the option that best describes your race/ethnicity.
◦ White ◦ Black or African-American ◦ White Hispanic
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4.

5.

6.
7.
8.

9.
10.
11.
12.

◦ Black Hispanic ◦ Asian or Pacific Islander ◦ Native
American/American Indian ◦ Other ◦ Don’t Know ◦ Prefer
not to answer
Household Income
From all sources, before taxes
◦ Less than $10,000 ◦ $10,000 to under $20,000 ◦ $20,000
to under $30,000 ◦ $30,000 to under $40,000 ◦ $40,000 to
under $50,000 ◦ $50,000 to under $75,000 ◦ $75,000 to
under $100,000 ◦ $100,000 to under $150,000 ◦ $150,000
or more ◦ Don’t Know ◦ Prefer not to answer
Educational Level
◦ Less than High School ◦ High School Diploma ◦ Some
College, No Degree ◦ Two-Year Associate Degree ◦ FourYear College Degree or Bachelor’s Degree ◦ Some Postgraduate or Professional Schooling, No Degree ◦ Postgraduate Degree or Professional Degree ◦ Don’t Know ◦ Prefer
not to answer
In which city do you currently live?
In which state do you currently live?
If your country is not the US, which country do you currently live?
Note: Only answer this question if the country you are
currently living in is NOT the United States.
Do you currently have a lock on your phone that unlocks
via a passcode? ◦ Yes ◦ No
Have you ever used video chat on your phone before? ◦
Yes ◦ No
How many hours per week do you spend video chatting?
Note: Seconds unnecessary
Please take out your phone and reference your phone for
this question. List up to 10 of your frequently used mobile
apps. Starting with 1 being the most frequently used, 10
being the least frequently used.
App 1:
How concerned are you about your privacy while you are
using “App 1”?
◦ Not at all concerned ◦ Slightly concerned ◦ Somewhat
concerned ◦ Moderately concerned ◦ Extremely concerned
Are you concerned about people you do not know obtaining personal information about you from “App 1”?
◦ Not at all concerned ◦ Slightly concerned ◦ Somewhat
concerned ◦ Moderately concerned ◦ Extremely concerned
This set of questions was repeated ten times to ask from
App 1 to App 10.

A.2

Invite Others

Please take this opportunity to invite other people within your
social network (e.g. family, friends, coworkers, strangers, etc.),
who also have access to a smartphone, and may be willing to
participate in the study with you. We will contact them using
the information you provide about them, mentioning your full
name as the person who invited them. Their participation is
entirely voluntary, and you providing their information only
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invites them to join - it does not enroll them. If you were
included by another person, please also list their name here
and answer the questions about them. Note: You are required
to list at least one other person (the person who invited you
DOES count as this one person), and there is a 10 person
maximum.
Last Name:
1. First Name:
Email Address:
Do you know “Person 1” outside of the Internet?
◦ Yes ◦ No
2. If you had to categorize your relationship with “Person 1”,
which category BEST describes your relationship?
◦ Family member ◦ Spouse/Partner ◦ Co-worker ◦ Classmate ◦ Romantic relationship ◦ Close friend ◦ Friend ◦
Acquaintance ◦ Stranger
Rate the degree to which you agree or disagree with the statements below (from 3 to 11): ◦ 1. Strongly agree ◦ 2. Agree
◦ 3. Neither agree or disagree ◦ 4. Disagree ◦ 5. Strongly
disagree
3. If “Person 1” gave me a compliment I would question if
“Person 1” really meant what was said.
4. If we decided to meet somewhere for lunch, I would be
certain “Person 1” would be there.
5. I would go hiking with in unfamiliar territory if “Person 1”
assure me he/she knew the area.
6. I wouldn’t want to buy a piece of used furniture from
“Person 1” because I wouldn’t believe his/her estimate of
its worth.
7. I would expect “Person 1” to play fair.
8. I could rely on “Person 1” to mail an important letter for
me if I couldn’t get to the post office.
9. I would be able to confide in “Person 1” and know that
he/she would want to listen.
10. I could expect “Person 1” to tell me the truth.
11. If I had to catch an airplane, I could not be sure “Person 1”
would get me to the airport on time.
12. Add another person?
◦ Yes ◦ No
If participants chose to add another person, then we asked
them the previous 12 questions again.

B

Post-survey

Note: Q2 to Q3 and Q6 to Q8 were all measured in a five
point Likert scale: ◦ 1. Strongly agree ◦ 2. Agree ◦ 3. Neither
agree or disagree ◦ 4. Disagree ◦ 5. Strongly disagree
1. Type of phone you used during the study:
2. I am comfortable interacting through video chat in general.
3. I am comfortable with the idea of seeking identification
from another person through video chat.
4. Who did you prefer to identify you most often from your
network group?
5. Why did you prefer him/her? (check all that apply)
◦ Length of time we’ve known each other ◦ What they
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know about me ◦ I knew they would recognize me effectively ◦ They are responsive when I ask them to help me ◦
We have lots of friends in common ◦ We don’t have many
friends in common ◦ I would have wanted additional contact with them ◦ I thought they were attractive ◦ Other:
6. I had fun helping others in my network group.
7. I would have liked seeing the other person on video chat
when helping them.
8. I liked the opportunity to help other people in my network
group.
9. Any other comments?

C
C.1

ESM Questionnaire
Initiate Survey

1. Last 2 digits of your Participant ID:
2. App you are accessing:
3. Would you be willing to initiate a video chat session with
someone in your network in order to access that app?
◦ Yes ◦ No
[If “Yes”, then Question 4 - 5 and 9 - 11; If “No”, then
Question 6 - 11]
4. Your Group
[In the survey, we showed participants the photos of their
group members (See Figure. 1 for an example).]
5. Who would be your first choice?
Reference to the photos above when making your selection.
◦ Person 1 ◦ Person 2 ◦ Person 3 ◦ Person 4 ◦ Person 5 ◦
Person 6
6. Why did you decline to video chat?
◦ I’m busy ◦ I don’t want to ◦ I’m not in a location that
could use video chat ◦ I’m having network issues (e.g.,
no Wi-Fi, over date usage) ◦ I’m having technical issues
(e.g., phone is broken, camera won’t work) ◦ I don’t trust
anyone in my network ◦ Other:
7. Your Group
[In the survey, we showed participants the photos of their
group members (See Figure. 1 for an example).]
8. If you had chosen to video chat, who would have been
your first choice?
◦ Person 1 ◦ Person 2 ◦ Person 3 ◦ Person 4 ◦ Person 5 ◦
Person 6
9. What is your current mood:
Rate the degree to which you: 1 - Definitely Do Not Feel,
2 - Do Not Feel, 3 - Slightly Feel, 4 - Definitely Feel, each
of the categories below.
[In the survey, we showed participants a matrix. The x-axis
is the Likert scale, the Y-axis is the list of BMIS items (See
Figure. 1 for an example).]
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10. Which of the following best describes your current location?
◦ At home ◦ At work ◦ At school ◦ Driving a vehicle ◦
Riding in a vehicle ◦ In some other public location (e.g. a
coffee shop, the grocery store) ◦ Other:
11. At your current location, are there others around?
◦ No, I’m alone ◦ Yes, I know most or all of those around
me ◦ Yes, but I don’t know most or any of those around
me

C.2

Help Survey

1. Last 2 digits of your Participant ID:
2. Person you are helping:
3. Your Group
[In the survey, we showed participants the photos of their
group members (See Figure. 1 for an example).]
4. Will you help that individual access his/her mobile app by
conducting a video chat session with him or her?
◦ Yes ◦ No
[If “Yes”, then Question 5 and 7 - 9; If “No”, then Question 6 - 9]
5. Why are you willing to help?
◦ Length of time we’ve known each other ◦ What I know
about them ◦ I know I would recognize them effectively ◦
They are responsive when I ask them to help me ◦ We have
lots of friends in common ◦ We don’t have many friends
in common ◦ I would want additional contact with them ◦
I think they are attractive ◦ Other:
6. What is the reason you declined to help him or her?
◦ I’m busy ◦ I don’t want to ◦ I’m not in a location that
could use video chat ◦ I’m having network issues (e.g.,
no Wi-Fi, over date usage) ◦ I’m having technical issues
(e.g., phone is broken, camera won’t work) ◦ I don’t trust
him/her ◦ Other:
7. What is your current mood:
Rate the degree to which you: 1 - Definitely Do Not Feel,
2 - Do Not Feel, 3 - Slightly Feel, 4 - Definitely Feel, each
of the categories below.
[In the survey, we showed participants a matrix. The x-axis
is the Likert scale, the Y-axis is the list of BMIS items (See
Figure. 1 for an example).]
8. Which of the following best describes your current location?
◦ At home ◦ At work ◦ At school ◦ Driving a vehicle ◦
Riding in a vehicle ◦ In some other public location (e.g. a
coffee shop, the grocery store) ◦ Other:
9. At your current location, are there others around?
◦ No, I’m alone ◦ Yes, I know most or all of those around
me ◦ Yes, but I don’t know most or any of those around
me
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