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Trusted Execution Environment (TEE) ðIntel SGX

ÅIntel Software Guard eXtensions (SGX)

2

Hardware

Hypervisor

OS

App App App

Traditional Security Model

T
ru

s
te

d

Hardware

Hypervisor

OS

App App App



Trusted Execution Environment (TEE) ðIntel SGX

ÅIntel Software Guard eXtensions (SGX)

ÅEnclave: Hardware protected user -level software module
ÅMapped by the Operating System

ÅLoaded by the user program

ÅAuthenticated and Encrypted by CPU
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Trusted Execution Environment (TEE) ðIntel SGX

ÅIntel Software Guard eXtensions (SGX)

ÅEnclave: Hardware protected user -level software module
ÅMapped by the Operating System

ÅLoaded by the user program

ÅAuthenticated and Encrypted by CPU

ÅProtects against system
level adversary

New Attacker Model:

Attacker gets full control over OS
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Intel SGX Attack Taxonomy
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ÅIntelõs Responsibility
ÅMicrocode Patches / Hardware mitigation

ÅTCB Recovery 
ÅOld Keys are Revoked

ÅRemote attestation succeeds only with mitigation.

SGX Attacks

Intel 

Hardware

Foreshadow [1]

Plundervolt [2]

[1] Van Bulck et al. "Foreshadow: Extracting the keys to the intel SGX kingdom with transient out -of-order execution." USENIX Security 2018.

[2] Murdock et al. " Plundervolt : Software -based fault injection attacks against Intel SGX." IEEE S&P 2020.
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ÅIntelõs Responsibility
ÅMicrocode Patches / Hardware mitigation

ÅTCB Recovery 
ÅOld Keys are Revoked

ÅRemote attestation succeeds only with mitigation.

ÅHyperthreading is out
ÅRemote Attestation Warning

Åµarch Side Channel
ÅConstant-time Coding

ÅFlushing and Isolating buffers

ÅProbabilistic 
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[2] Murdock et al. " Plundervolt : Software -based fault injection attacks against Intel SGX." IEEE S&P 2020.

[3] Moghimi et al. " Cachezoom: How SGX amplifies the power of cache attacks." CHES 2017.

[4] Brasseret al. "Software grand exposure:{SGX} cache attacks are practical." USENIX WOOT 2017.

[5] Schwarz et al. "Malware guard extension: Using SGX to conceal cache attacks." DIMVA 2017.

[6] Evtyushkin, Dmitry, et al. " Branchscope: A new side-channel attack on directional branch predictor." ACM SIGPLAN 2018.

[7] Lee, Sangho, et al. "Inferring fine -grained control flow inside {SGX} enclaves with branch shadowing." USENIX Security 2017.

[8] Van Bulck et al. "Nemesis: Studying microarchitectural timing leaks in rudimentary CPU interrupt logic." ACM CCS 2018.
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ÅIntelõs Responsibility
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ÅRemote attestation succeeds only with mitigation.

ÅHyperthreading is out
ÅRemote Attestation Warning

Åµarch Side Channel
ÅConstant-time Coding

ÅFlushing and Isolating buffers

ÅProbabilistic 

ÅDeterministic Attacks
ÅPage Fault, A/D Bit, etc. (4kB Granularity)
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ÅMalicious OS controls the interrupt handler

ÅA threshold to execute 1 or 0 instructions

I got 15 IRQs. 

How many 

zeros?
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ÅMalicious OS controls the interrupt handler

ÅA threshold to execute 1 or 0 instructions

ÅFiltering Zeros out: Clear the A bit before, Check the A bit after

I got 15 IRQs. 

How many 
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ÅMalicious OS controls the interrupt handler

ÅA threshold to execute 1 or 0 instructions

ÅFiltering Zeros out: Clear the A bit before, Check the A bit after

ÅDeterministic Instruction Counting

ÅCounting from start to end is not useful. 
ÅA Secondary oracle  

ÅPage table attack as a deterministic secondary oracle
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ÅMalicious OS controls the interrupt handler

ÅA threshold to execute 1 or 0 instructions

ÅFiltering Zeros out: Clear the A bit before, Check the A bit after

ÅDeterministic Instruction Counting

ÅCounting from start to end is not useful. 
ÅA Secondary oracle  

ÅPage table attack as a deterministic secondary oracle

CALL           ADD                  XOR                   MUL                            PUSH                       ADD      MUL                         MOV           NOP
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ÅPrevious Controlled Channel attacks leak Page Access Patterns

ÅCopyCatadditionally leaks number of instructions per page
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if (c == 0) {
r = add(r, d);

}
else {

r = add(r, s);
}

C Code

test % eax, % eax
je label
mov %edx, % esi
label:
call add
mov %eax, - 0xc(%rbp )

Compile

Stack S

Code P1

Code P2

Stack S

Code P1

Code P2
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Binary Extended Euclidean Algorithm (BEEA)
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ÅPrevious attacks only leak some of 
the branches w/ some noise


