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Goal: automatically find security bugs in browsers

Problem 2: Static analysis 

Last sec-critical and sec-high bugs: 2014 

(thanks Edward Chen!)



Goal: automatically find security bugs in browsers

Problem 3: Symbolic execution is hard and slow
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New approach: 
Static checking + underconstrained symbolic execution

- Static analysis identifies many potential errorsites ($)

- Programmer-written static extension (max 273 LOC)

- Symbolic execution jumps directly to candidate errorsite and executes ($$$$$)

- Programmer-written symbolic checkers (max 106 LOC)
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; ModuleID = 'undef.bc'                                                                   

 

source_filename = "undef.c"                                                               

 

target datalayout = 
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Walk through heap out-of-bounds bug, CVE 2019-5827
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“Constraints” express lines of code as logical formulas

...

malloc (y)

x [y -1]

Suspicious path

x = 0xdeadbeef

tmp = y - 1

...

Constraints

y - 1 > y

Bug constraints

SAT 

or

UNSAT

SMT Solver



Symbolic checker (heap out-of-bounds) 

a = sqlite3_malloc( (sizeof(u32)+10)*nStat );

memset(a, 0, sizeof(u32)*(nStat) );



1. Symbolic engine translates line

a = sqlite3_malloc( (sizeof(u32)+10)*nStat );

memset(a, 0, sizeof(u32)*(nStat) );



1. Symbolic engine translates line

a = sqlite3_malloc( (sizeof(u32)+10)*nStat );

memset(a, 0, sizeof(u32)*(nStat) );



Symbolic checker (heap out-of-bounds) 

a = sqlite3_malloc( (sizeof(u32)+10)*nStat );

memset(a, 0, sizeof(u32)*(nStat) );



2. Symbolic checker asks for OOB

a = sqlite3_malloc( (sizeof(u32)+10)*nStat );

memset(a, 0, sizeof(u32)*(nStat) );

sizeof(u32) * nStat >= (sizeof(u32) + 10) * nStat



3. Query SMT solver  



Results:
- 4 checkers (2 out-of-bounds, 1 uninitialized memory, 1 UAF)

- 51 bugs (43 confirmed), 18 false positives

- 3 browser bug bounties (17 total bugs)

- 4 browser CVEs (18 total bugs)

- 2 browser security audits

- One Coverity re-configuration

mlfbrown@stanford.edu 


