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Solar Inverter Market Growth

Annual Total Microgrid Power Capacity and Implementation Spending by Region,
World Markets: 2019-2028

25,000 — wwwm North America Europe $45,000 Small hydro 42.7 Biofuels 27.3 Geothermal
= Asia Pacific wem Latin America 19.8

Middle East & Africa ~—Total Spending a0 " .
lomass

$35,000
$30,000

$25,000

$20,000

l I $15,000

($ Millions)

$10,000

$5,000

TRIL
2019 2020 2021 2022 2023 2024 2025 2026 2027 2028

(Source: Navigant Research)




Hall Sensors Inside of Grid-Tied Inverters
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Contributions

“ A new attack on the Hall sensor

% Algorithms and attack tool (i.e., Embedded Hall Spoofing Controller)
% Validation in a testbed with a scaled-down model of a power grid
 Evaluation in a medium-sized 2.3 MW grid

*» Countermeasures



Hall Sensor Basics
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Magnetic Flux Density, B

1,3: Input Terminal
2,4: Output Terminal

Hall Output Voltage




Attack Model
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The Embedded Hall Spoofing Controller




Attack Propagation from Hall sensors
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Experimental Setup

Camouflaged attack tool
placed 8cm away from

the inverter —
Grid-tied solar

inverter with a
steel shield
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Spoofing the Grid-tied Inverter Voltage
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Spoofing the Grid-Tied Inverter Frequency

Inverter voltage after 2Hz spoofing MMF

Inverter voltage after 1Hz spoofing MMF
— Grid voltage as Reference
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Attack-Impact with Spoofing-Distance

Voltage variation with spoofing (+MMF) distance
THD in frequency with spoofing (+MMF) distance
Real power variation with spoofing (-MMF) distance

Inverter stopped after

-MMTF spoofing on Inverter stopped after

solar panel sensor +MMTF spoofing on
grid sensor
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Attack-Impact with Spoofing-Power

Voltage variation with

spoofing power

Real power variation with

spoofina bower Inverter stopped
after +MMF
spoofing on grid
sensor
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Adversarial control
over output real
power using
electromagnetic
power
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Attack Evaluation in a Practical Grid
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Attack

1zation

Grid Synchron

Continuous decay of

frequency and voltage
indicating grid
blackout

Grid frequency instability after

—— Grid voltage instability aft
falsified trip of inverter
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False Real & Reactive Power Injection Attack

Attack Grid voltage dip after false reactive
" happens ' power injection
i Grid frequency dip after false real
power injection

Grid frequency level
falls to 68% of the rated
frequency

Grid voltage level
falls to 15% of the rated
voltage
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Countermeasures

“* Sensing presence of external magnetic field

% Secured surrounding environment
¢ Shielding: CO-NETICAA, NETIC S3-6, and MuMETAL

»* Robust sensors: differential Hall effect sensors



Demonstration Video

https://sites.google.com/view/usenix-spoofing/home



Summary

* A new attack on the Hall sensor

% Algorithms and attack tool (i.e., Embedded Hall Spoofing Controller)

+» Validation and evaluation of the attack model
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J Questions

Thank You for Your Attention

Hall Spoofing: A Noninvasive DoS
Attack on Grid-Tied Solar Inverter

Contact Email: anomadab@uci.edu
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