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Whatis Canva and
Who uses it?



At a glance countries

265M+ 29M+

Monthly Active Users Paying seats

40B+ 400+ 100M+ 950,000+

Total designs created Designs per second Students and teachers Nonprofits

Last updated: May 2026



A typical
retention
policy

Data Type

Customer Account
Data

Billing & Financial
Records

Marketing Data (emails,
campaigns)

Customer Support
Tickets

Employee HR Records

Recruitment/
Candidate Data

System & Security Logs

Purpose

Account creation,
authentication, user
experience

Retention Period

Active account + 2

years after closure
b

Regulatory compliance( )
audits, tax 7years

Customer engagement,
lead nurturing

Service quality, dispute
resolution, training

Employment, benefits,
compliance

Hiring process

Fraud detection,
incident response,
troubleshooting

Until withdrawal OR 2

Deletion / Treatment

Full deletion after
period unless legally
required

Permanent deletion;
anonymized aggregates
may be kept

Remove personal

. . mg within 30
years of inactivity
pt-out

3 years after closure
(pseudonymized), 5
years

Employment + 7 years

12 months from last
interaction

12 months

Pseudonymize after 3
years; delete after 5
years

Secure deletion unless
legally required (e.g.,
pension laws)

Secure deletion unless
candidate opts into
talent pool

Auto-deleted or
rotated after 12
months

*this is an example only






Servicel Service 3 Service 4

broacdcast

Profile Service delete event cascade cascade?2

Service 2

Mixed policies . .
Service 1 X Service 3

Profile Service

Service 2

Cascade errors . . .
Servicel X Service 3 X Service4

Profile Service

Service 2

Fragmented logs
Servicel . Service 3 . Service 4 .

Profile Servic‘.

Service 2 .




Core concepts
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Multiple Policies Lot ALY
V
In: Event triggers _— delete event delete event B (+30 days)
Out: Timed delete instructions Eﬁ”‘zle:&_ffia | Deletion Service | 7 >

el
ete Svent o (+2
Veqrg)

1. delete event Type A

Scalable Cascading

Chain deletes via the central
service

Service A

Deletion Service

2. delete log event Type B

3. delete event Type B

1. request of event type C sent between day X and ¥

2. replay delete events C from date range

Services only talk to Deletion,
not to each other.

r Profile Service )




Star topology in action

trigger
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<policy>

<type>

<db_table>

htation

USFOO1
user

emailRecords

update <db_table>

set email = null, delete = NOW()
where id = <id>

Per-service parameters

Deletion

service
events

Event queue

Auto-generation and deployment

Service

Database



Ing at scale



Compliance

Team
Evidence is solely

based on human

0 judgement

Request
compliance/audit

Fragmented and e
opaque o ®'e Interpret E Every change to

Implementation

policy require re-
interpretation




What do we
really want?




Audit components

g'o, 77

Activity Script \ Input . Descriptive tags

Define Key User .
Activities/Experience (Policy Tags)

Policy ’
Define Expected _J :
Data/Data Changes .

i Expected behaviour Describe system @

I

I .

: Company-level 1 [ Individual Teams

: Privacy Policy

: Automated

I Audit Solution

I

;

- of I &

I S

€ - :

: Inspect behaviors Verification results Risk & Compliance

: Systems Team

\

\\_ ______________________________________
a : :
: Behavior/Compliance
Infra/access for Integration . Output Report
Data Capture > -<
— Simulation Recording &
- m Collected Data
—

as Evidence



Capture in non-prod

DynamoDB

DynamoDB

a DynamoDB
a

Resource- Data e
access Capture —
Role Lambda "

Canva Services Audit solution

How data capture happens?
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Canva Privacy Audit Management

Audit Results Audit Results

Audit Policy Edit

This page shows the results of the privacy audit.

Storage Resources
Reporf #01JNJ6E92QJRHGH3ETHQONCM1P

Cookie Audit

Cloud : Native
Instance Retention Tag Result Reason

Type

Platform

PRS002/PRS003

app-identity-documents.canva- No residual
UcCkKe
staging.com data found

No residual

app-resources.canva-staging.com PRSO02/PRS0O03 - ket
PP S f o data found

No residual
data found

apps.canva-apps-staging.com PRS002/PRS003



( Desigh for everything, build for one thing.

Key
ta ke aWaU s 2 Focus on the crown jewels, identify the non-negotiables

and start there.

3 Decoupling: Hard-coding policy is debt-trap.
A

Play to your strengths.



/ageesha Gunasena, Xushen Ma, Saeed Attar






Activity simulation

". V 4
Backgraund: Simulation Scripts
Given I am signed out A
And I visit the logi 1 1 1 1 H
e 1 Vet The ooTh heoe Buildkite - Data Audit Pipeline
hen I can see the auth panel
And I can see the header on the login page
And I can see the primary auth options panel

And I can see the auth options form in the primary auth options panel

Privacy Activity Simulation
Control

And I accept all cookies if prompted

Scenario: I sign up with an email and OTP code
# Oauth Form
When I click the continue with email button in the auth options form
Then I can see the continue with account panel in the auth panel

Privacy
Authentication
Integration

And I can see the continue with account form in the continue with account panel
And I can see the account field label in the continue with account form

Privacy
Special Steps

# Continue Form
When I type privacy audit tester email into the account field on the continue with account form

And I click the continue button on the continue with account form A‘J (5'11Eiil

And I wait for 1s

# Signup step (Y

Then I can see the account password signup panel in the auth panel

And can see the account information signup form in the account information signup panel

And type privacy audit tester info into the display name field on the account information signup form

And click the signup button on the account information signup form

And I wait for 1s canva.com

And can see the code verification panel in the auth panel

And I can see the code verification form in the code verification panel

When I wait for the code verification form to be submittable

And I want to retrieve email for privacy audit tester

And I type the otp code for privacy audit tester into the verification code field form
And I wait for 1s

Then I am redirected to the logged in homepage

Recording

And I wait for 3s
And I saved the request context
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