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Iterative Project that Began in 2019

• While chairing  Long Beach’s Technology & 
Innovation Commission, realized that residents 
considered the potential for federal and state 
agencies (e.g., Homeland Security, the DMV) to 
track their behavior, analyze their data, store it and 
potentially share it.

• However, residents often failed to consider that 
local government deploys devices and software that 
collects PII.

• Of course, City-deployed surveillance  technologies 
are ubiquitous—public WiFi, traffic cameras, ALPRs, 
smart water meters, parking apps, 311 apps, bike 
and scooter shares, and more.
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In 2019, we began using qualitative and 
quantitative methods to gauge Long 
Beach residents’ comfort levels 
with/attitudes toward civic technologies
• Conducted focus groups with 82 

residents
• Facilitated data walks with 32 residents
• Hosted community forums
• Disseminated a survey completed by 

more than 450 residents

Gauging Resident Comfort with Civic 
Technologies 
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Key Finding: Tension Between Digital 
Technologies and Privacy
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City of Long Beachʼs Data Privacy Policy

Data Privacy Policy (adopted in 2021 and 
strengthened in 2025)
• Protect resident information
• Safeguard City data & systems
• Foster resident trust

What this means for our research
• A City partner committed to implementing data privacy 

practices–but wanted to operationalize the policy.

Read the City’s 
Privacy Policy
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Trust, Transparency and Technology: 
Building digital equity through a civic digital 
commons

Applied for a planning grant from NSF’s Smart & 
Connected Communities program in 2023.
• Purpose: Create a digital rights platform that advanced 

Long Beach priorities.
• Research questions aimed at examining both the 

platform’s impacts on residents’ behavior, and the 
impact on City practices when deploying technologies 
that collect PII.
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Worked with Digital Trust 
for Places and Routines

• Collaborated with Helpful Places, a 
social impact start-up based in Toronto, 
that developed an open-source 
communication standard to increase 
transparency and accountability for 
digital technology in public places.

• It’s a visual language that lays out a 
“data chain” for civic technologies and 
demystifies how they collect, store and 
share personal information.
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Inventoried technologies in collaboration 
with Long Beach staff and vendors
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Designed Data Privacy Labels for 24 technologies
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Long Beach Digital Rights Platform 
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Testing Data Privacy Labels and Platform 
● In March 2024, we posted 

data privacy labels adjacent 
to dozens of  civic 
technologies 
○ Downtown (English and 

Spanish)
○ North Long Beach 

(English and Spanish
○ Central Long Beach 

(English and Khmer)
● Conducted user testing with 

77 residents
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Key Findings From User Testing

The Digital Rights Platform labels and online portal 
fail to shift power to residents

● “It would just be one more thing I’d really not pay attention to, just 
being honest.”

● “You’re already so bombarded with cookie permissions and all this 
other stuff…”

● “I want to get on a bike. I don’t really have time to read all that.”
● “I’m not going to take the time to scan that QR code.”
● “I don’t go around scanning QR codes all over the place.”
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And…
Residents want greater agency over city data collection

● A volunteer commented, “One thing that really struck me today is how many 

amazing city services I’m  essentially locked out of if I choose to not sacrifice 

my privacy.“

● “When I go to the airport, I can opt out of facial recognition…Where’s my opt 

out from the City that gives me an equivalent or similar experience?”

● Another platform tester asserted that data privacy labels

“should tell me about opt-out or alternatives that are 

reasonable.”
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Empowering Long Beach Residents to 
Exercise their Privacy Rights
CMU’s IoT Privacy Infrastructure: Uniform interface to discover 
data collection around you & exercise you CCPA rights - including opt-
out, deletion, etc.
• Trustworthiness through accountability
• Maximizing transparency and control/agency

– Information and controls aligned with what people care 
about and can realistically be expected to do

• Minimizing friction:
– Need for QR code scanning
– Unwanted interruptions and repetitive tasks
– Need to authenticate with each vendor/the City
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CMUʼs IoT Privacy Infrastructure
(launched Feb. 2020)

Das, M. Degeling, D. Smullen, and N. Sadeh, Personalized Privacy Assistants for the Internet of Things, 2018 IEEE Pervasive Computing: 
Special Issue - Securing the IoT, April 2018.   US Patent 11,768,949, US Patent 10,956,586, US Patent 12,235,973,US Patent 12,511,409 , and 
additional USPTO and EPO Patents Pending

IoT Assistant app
(iOS & Google Play)

https://privacyassistant.org/media/publications/IEEE_magazine_2018.pdf
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Status as of 2023
10K+ app downloads
100K+ resource descriptions, incl. 1,300+ smart city sensors in Amsterdam
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New Enhancements (not all implemented yet)

• User-facing enhancements
– Filtering & high-level privacy preferences/settings to 

minimize repetitive tasks
– Usable Privacy Controls - incl. authorized agent functionality
– Summaries/nudges - also exploring GenAI

• City/Vendor-facing enhancements
– Registry management - incl. new City of Long Beach Registry
– Resource publishing and unpublishing
– Accommodating different actors and policies
– Templates for easy re-use

• All while remaining jurisdiction agnostic
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Resource & Registry Management
• Delegation through registries
• Careful workflow management 

support for managing registries, 
resources and templates

• Submission of requests to manage 
registries, to publish resources, to 
transfer administration, to send 
updates, to unpublish, etc.
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Acting as an Authorized Agent
Benefits:

• No need for users to authenticate with 
each business: businesses recognize our 
IoT Privacy Infrastructure as an agent 
authorized to submit privacy requests 
on their behalf

• Users submit their requests with one 
click; status updates on the processing 
of their requests are accessible through 
the app

• Eventually submission done based on 
privacy settings for specific scenarios 
(e.g. systematically requesting an opt-out 
and deletion for all parking garages I 
visit)

Challenges:
• Businesses have to agree to 

participate (e.g. DRP API)
• Businesses still have the ability to 

add friction by requesting 
additional evidence (e.g., proof of 
residence)

• Different IoT technologies need 
different pieces of information
(e.g., license plate number in 
parking garage)
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Intermediary Solution: Privacy Requests 
via Email

• IoT resource description 
includes email address 
where to submit 
requests

• IoT Assistant generates 
draft request for user 
in their email client

• User can review and 
submit - one click

• Any follow-on requests 
and status updates  will 
be directed to their 
email account
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Authorized Agent Solution  - Adapted DRP 
protocol developed by Consumer Reports
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Trust through Accountability & Delegation

• Registry owners and 
resource owners take 
responsibility for the 
information they 
publish

• Different registries can 
follow different policies

• A number of other 
features intended to 
promote accountability
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Still Early Days
• Onboarding City 

personnel and early 
vendors/businesses

• Starting w. parking 
garages, scooter/bike 
rentals, smart water 
readers, and more

• Need to build critical mass 
before testing with City 
residents
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Concluding Remarks
• Empowering people to exercise their privacy rights is critical, yet 

extremely challenging - especially in opt-out regimes
– Businesses lack motivation and regulations only go so far

• It’s even more challenging in the context of IoT/Smart City 
technologies, where we lack uniform interfaces to communicate 
the presence of resources and their data practices, incl. access to 
privacy rights

• The City of Long Beach’s commitment to privacy presents us with 
a unique opportunity to pilot new technologies and hopefully 
build momentum that will extent to other environments (e.g., 
stadiums, mall, campuses, and perhaps also homes, cars, and 
more)
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Thank you!
Team:
City of Long Beach: Omar Moncayo, Ryan Kurtzman
CSULB: Gwen Shaffer, Tyler Reeb, Steffy Jibikilay, Ben Olson
CMU: Akansh Choudhary, Anika Jain, Shreya Kochar, Norman Sadeh, 
Karan Shah

Visit our portal at: iotprivacy.io

http://iotprivacy.io

