
Turning Privacy Risk Assessment
into 20 Questions for Developers
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Key Privacy Design Decisions



Existing Privacy Threat Modeling Frameworks
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NIST Privacy Risk Assessment Methodology (PRAM)
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Observational Study of NIST PRAM with Novice Developers

12 participants 4 task scenarios Think-aloud observation



Three Challenges in the PRAM Study
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PrivacyAkinator
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Data Flow Diagram (DFD)





Verb-based Privacy Representation

Data flow

Design choices

Stakeholder interactions



Data-Driven Privacy Design Space



Data-Driven Privacy Taxonomy



Exploratory question



Exploratory question



Exploitative question



Exploitative question



User Study



Helps developers identify more privacy-related design decisions

89% vs. 42%



Also significantly reduces cognitive load

*** p < 0.001     ** p < 0.01



Next Steps
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