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The privacy challenge in
cross-organizational analytics
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Secure Multi-Party Computation
to the rescue
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SMPC as a blackbox e e
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Usually not so user-friendly; @ S1,

Usually not so fast
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Disclaimer:
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83 Ad Views :
" per geographical group SMPC to protect inputs
Differential privacy to protect outputs
b Frequency Cap (not the focus of this talk)
AT i+ A TP

@ Analytics as an example
. . l More complex computations are possible

(e.g. training ML models)
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A system for
democratizing

private analytics
with SMPC
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. Enabling non-MPC expert devs
: to perform
private analytics

We were looking for...

e A framework usable by

non-MPC expert developers

With privacy guarantees
underneath
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MP-SPDZ:
a friendly MPC framework
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data61 / MP-SPDZ Q Type (/] to search ‘ 8~ + - 0O

© lIssues 9 1 Pullrequests 3  (® Actions [ Projects [0 wiki @ Security |~ Insights

-

I MP-SPDZ | public © Watch 19 ~ % Fork 314 - ¢ Star 1k

¥ master - ¥ 2Branches © 40 Tags Q Go tofile t Add file ~ - About

Versatile framework for multi-party

g mkskeller Fixed security bug: remove MAC key in case of failure. 96aacte - 2 weeks ago 1) 920 Commits computation

BB .github/ISSUE_TEMPLATE Ask for version 2 weeks ago mpc secret-sharing

secure—computation
B BMR Maintenance. 10 months ago
threshold-cryptography

8 Compiler Random fixed-point number generation in binary circuits. 2 weeks ago privacy-enhancing-technologies

. . ’ garbled-circuits multi-party-computation
B ECDSA Fixed security bug: remove MAC key in case of failure. 2 weeks ago

multiparty-computation smpc

I8 ExternallO Functionality to call high-level code from C++. 6 months ago secure-multi-party-computation

. N . secure-multiparty-computation
B FHE Functionality to call high-level code from C++. 6 months ago

confidential-computing
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Carbyne Stack &
MP-SPDZ



Carbyne Stack
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Carbyne Stack:

i 01 02 03

Open-source: Deploy and scale Client/Server

active development MP-SPDZ style MPC

Active community But flexible and Data providers offload
backend-independent computation to

computational parties*

*Damgard et al. — N
Confidential Benchmarking based on Multiparty Computation '
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Carbyne Stack:

what?

Data
provider

Data
provider
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RBYNE carbynestack.io
github.com/carbynestack

Computational
party

Cloud native

l Secure Multi-Party
\ Computation

<L o .
Computational —&¢- Computational
party party
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arbyne Stack:

what?

github.com/carbynestack

_— e No party sees raw data
o [
o prgifser e Data are split into l
secret shares
< T
e Secret shares uploaded
to secret store of
nata computational parties
provider
Computatlonal
party
\(=//=)\ RBYNE carbynestack.io

Computational
party

Cloud native \

Secure Multi-Party

Computation
Computatlonal
party
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CLI

Carbyne Stack Clients

Image from
carbynestack.io
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Carbyne Stack:
components

Storage

Amphora

Secret Store

Castor

RESTHTTPS

Correlated Randomness Store

________________________________

Kubernetes services
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Computing

Ephemeral <..cccvocvnnnnnn. .

MPC-based FaaS

Klyshko < ereerierenianianens .

Correlated Randomness Generation

Execution service
for MP-SPDZ
(Knative application)

Offline material
(Kubernetes operator)
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Carbyne Stack:
possible extensions

Covert security, SMPC Protocols are
dishonest majority network-bandwidth heavy
only

$

. Infrastructure

SMPC protocols:
sequential operations

Improve
parallelism?



System
enhancements
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- 04 System
enhancements:
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Security
model:
semi-honest

More efficient
in real-world environment

Parties follow protocols
(and are bound by legal contracts)

Covert: tuple + MAC
(no MAC in semihonest)
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Zone
Affinity

° Disclaimer: same cloud provider

Threat modelling assumption:
data were already on the cloud

Same
Availability Zone

Lower total

machine hours and
execution time
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Running on
spot nodes:

90%
cost reduction

o

o

Spot nodes are non-reserved nodes

Significantly cheaper

e QOrchestrator for execution service

e Acceptable to take slightly longer
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Fundamental
function:

Grou p by Ad Views

per geographical group
14

Frequency Cap
] B Pt (i P PP PP PP PP PP PP PP PPPIP PP TPY
We wanted something general: I
10
a B T
6
groupby().agg() ‘
as a primitive to developers 2 . .
0
Denmark [taly UK US Users
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Sort + accumulation

Added daBits and edaBits support in Carbyne Stack
for efficient binary ops (e.g. comparisons, conditional logic...)



for complex analytics
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Conclusion
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MPC as a tool
to assure privacy
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and available to non-MPC experts

Open-source projects

5 P ra Cti Ca I M PC e e.g. Carbyne Stack and MP-SPDZ

.
.
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System enhancements
security models; algorithmic level

Infrastructure optimization

for real-world deployment
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For your time
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