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How unique are we
based on our
social circle?

How many 

friends we have

(degree)

Connections 

between them

(neighborhood)
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Number of nodes

(network size)

Average amount of 
connections per node
(average degree)

Network structure
(random, dense, sparse, 
local communities, etc…)

Studying the 
uniqueness of 
neighborhoods

01

02

03

A risk
estimation
tool
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p = 0.5

Erdős, P.; Rényi, A.,

"On random graphs "



7

r
e
s
o
l
v
e
.
t
e
c
h

7

Uniqueness map:
size and average degree
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Random Geometric Graph

M. Penrose, 

"Random geometric graphs"
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Adding more structure:
uniqueness map
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What about uniqueness in real data?

High Uniqueness

Low Uniqueness

30
Networks

0.5

Uniqueness
Line from 

Model
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A simple approach:
Edge Sampling?

Lowering avg. 

degree: lowering 

uniqueness

Error estimation

and correction

Other attacks still 

possible e.g. existing 

links are there

Other techniques: 

Differential Privacy 

(Node-DP, Edge DP)
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Take
home

Uniqueness of neighborhoods

can be modelled and can be 

a tool for risk assessment

Average degree > 10: danger!

The more the friends, 

the higher the risk

Hiding yourself in the crowd

does not work;

local structure counts!

Anonymization techniques

should take structure 

into account
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For your time

Thank You

resolve.tech

Co-Authors: Mikko Kivelä, Sune Lehmann
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Bonus: aggregating networks
with multiple layers

Non-inclusive Inclusive

Network 1

Network 2

Aggregated 

neighbourhood
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