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Regulatory requirements

* Growing number of notice and choice requirements (e.g. CCPA, GDPR)

* Increasingly including user-oriented considerations

— Clear and conspicuous “Do Not Sell or Share My Personal
Information” (CCPA)

— Consent must be freely given specific, informed and unambiguous
(GDPR)

— “A business shall not use a method that is designed with the
purpose or has the substantial effect of subverting or impairing a
consumer's choice to opt-out” (CCPA) - provision against
manipulative patterns
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Inadequate privacy notices and choices
are privacy threats

* Because they do not meet regulatory standards

* Or because they just fall short
— They do no meet a company’s standards
— Users complain
— Logs show that users fail to engage

— User studies indicate that notice and choice
are manipulative, difficult to access or
confusing users

Source:https://www.boredpanda.com/useless-
object-design-the-unusable-katerina-kamprani/
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Privacy threat modeling movement

Desire for a framework that enables organizations to
— Systematically analyze a product/service for privacy threats
— ldentify available mitigations
— Document the process

Existing frameworks
— LINDDUN
— MITRE Panoptic

Inspired by security threat modeling

Ongoing work developing similar frameworks for Al threats
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Need to supplement existing frameworks

* |dentify, categorize and mitigate user-oriented threats
associated with ineffective privacy notices and choices
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Requirements for a new framework

* Informed by research in user-centered design and usable
privacy
* Support

— analysis of existing products/services and the design
of new ones

— systematic analysis and mitigation of user-oriented
threats and documentation

— organizations in different jurisdictions and with varied St o oot kit e
resources

* Practical: helpful but not overwhelming
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What do we mean by user?

» Users are data subjects who are the target users of privacy
notices and choices

* Not just traditional users of the product or service

e Also those whose data is collected and who should be
informed and possibly be able to restrict (or consent to) the
collection and use of their data
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What do we mean by user-oriented threat?

e User-oriented threats are notices/choices that are
— Difficult to discover and/or use
— Difficult to comprehend
— Provide inadequate choices
— Manipulative
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UsersFirst overview

Design phase Analysis phase

* |dentify needed notices and * Analyze notices and choices for
choices presence of possible threats using

* |dentify contexts and touchpoints threat taxonomy

« Map notices and choices onto * |dentify possible mitigation
touchpoints* strategies

* Design each notice and choice
(Skip if existing product/service)

@ UsersFirst Framework Carnegie Mellon University usersfirst.io @




UsersFirst threat analysis phase

Prototype/System Notice and Choice Users and Contexts
to Analyze Table Table
| £ -

UsersFirst Threat /Th reats and

Threat Analysis P .
Taxonom Mitigation Strategies
ROMY. & Mitigation - =
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Threat taxonomy

Discovery & Use

[DU.1] Nonexistent or
difficult to locate or
access

[DU.2] Ineffective timing

[DU.3] Scattered
presentation

[DU.4] Poor organization,
formatting, or
presentation

[DU.5] Dysfunctional
components

Comprehension

[C.1] Contradictory
statement(s)

[C.2] Inconsistent
terminology

[C.3] Difficult to
understand

[C.4] Consequences not
adequately explained

[C.5*%] Inadequate
feedback

[C.6*] Confusing
buttons/toggles/boxes

Appropriate choices
[AC.1*] Limited choice

[AC.2*] Excessive or
redundant choice options

[AC.3*] Difficult to modify
previous choices

~N

Manipulative
Elements

[ME.1] Manipulative
statements

[ME.2] Visually
manipulative design

[ME.3*] Asymmetric
effort required for
different privacy
protection levels

[ME.4*] Non-privacy
protective defaults

[ME.5*] Unexpected
choice alteration
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UsersFirst Threat Analysis Examples

= dcthomson.co.uk

We Care About Your Privacy

We and our partners store and/or access information on a device, such as
unique IDs in cookies to process personal data. You may accept or manage your
choices by clicking below, including your right to object where legitimate interest
is used, or at any time in the privacy policy page. These choices will be signaled
to our partners and will not affect browsing data.

We and our partners process data to provide:

Use precise geolocation data. Actively scan device characteristics for
identification. Store and/or access information on a device. Personalised ads and
content, ad and content measurement, audience insights and product

development.

List of Partners (vendors)

ME.3 Asymmetric effort required for different privacy protection levels

Carnegie Mellon University
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Manipulative
Elements

[ME.1] Manipulative
statements

[ME.2] Visually
manipulative design

[ME.3*] Asymmetric
effort required for
different privacy
protection levels

[ME.4*] Non-privacy
protective defaults

[ME.5*] Unexpected
choice alteration
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UsersFirst Threat Analysis Examples

%THOMSON About Your Privacy

Your Privacy Your Privacy

We process your data to deliver content or advertisements and
measure the delivery of such content or advertisements to
extract insights about our website. We share this information
with our partners on the basis of consent and legitimate
interest. You may exercise your right to consent or object to a
legitimate interest, based on a specific purpose below or at a
partner level in the link under each purpose. These choices will
be signaled to our vendors participating in the Transparency
and Consent Framework. More information

Strictly Necessary
Cookies

Performance Cookies
Targeting Cookies
Store and/or access

informationon a
device

List of IAB Vendors

Personalised ads and

Confirm My Choices m

Powered By CookiePro
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UsersFirst Threat Analysis Examples

® == dcthomson.co.uk

2 =~ L)V L) I\

“~vacy
DU.4.2 Too much effort to access necessary information

Your Privacy Your Privacy

Strictly Necessary We process your data to d

2 measure the delivery of sy
Cookies y

extract insights about our
. with our partners on the b

Performance Cookies ‘
interest. You may exercise
) ki legitimate interest, based
Targeting Cookles partner level in the link un

be signaled to our vendor
Store and/or access

informationon a

and Consent Framework.

List of IAB Vendors

Discovery & Use

[DU.1] Nonexistent or difficult to locate or access
[DU.2] Ineffective timing
[DU.3] Scattered presentation

[DU.4] Poor organization, formatting, or
presentation

[DU.4.1] Lengthy text that lacks structure or effective
navigation aids

[DU.4.2] Too much effort to access necessary information

[DU.4.3] Poorly formatted notices and choices

[DU.4.4] Distracting presentation elements

device

Personalised ads and

Confirm My Choices
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UsersFirst Threat Analysis Examples

[D?E_THOMSON About Your Privacy

- -

Legitimate Interest  Consent

Store and/or access

infu‘rmatinn ona Personalised ads and content, ad @
device and content measurement, audience
insights and product development

Personalised ads and

content, ad and Select basic ads & @
content Ads can be shown to you based on the content you're
measurement, viewing, the app you're using, your approximate
audience insights and location, or your device type.

product development
Create a personalised ads profile . .

Use precise & profile can be built about you and your interests to
geolocation data show you personalised ads that are relevant to you.

Confirm My Choices m

Powered By CookiePro
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UsersFirst Threat Analysis Examples

) IS dothomson.oo uk

Comprehension MSON  About Your Privacy

[C.1] Contradictory C.3.2 Use of legal or technical jargon
statement(s) A aCCass Legitimate Interest  Consent
[C.2] Inconsistent terminology |ona Personalised ads and content, ad @
[C 3] Difficult to understand and content measurement, audience

insights and product development

. [C.3.1] Unclear d ad =
terms/statements and| C.6 Confusing buttons/toggles/checkboxes S @
g g8
. [C.3.2] Use of legal or technical Ads can be shown to you based on the content you're
jargon nt, viewing, the app you're using, your approximate
sights and location, or your device type.
J [C.3.3] Use of complex language
felopment
[C.4] Consequences not ) Create a personalised ads profile . .'
adequately explained A profile can be built about you and your interests to
data show you personalised ads that are relevant to you

[C.5*] Inadequate feedback
[C.6*] Confusing Choices m
buttons/toggles/boxes

Powered By CookiePro
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Appropriate choices
[AC.1*] Limited choice

UsersFirst Threat Analysis Examples

*s dothomaon couk

DCTHOMSON .
[?~—‘ About Your Privacy [AC.2*] Excessive or
o redundant choice options
Store and/or access Legitimate Interest  Consent [AC.3*] Difficult to modify
: : revi hoi
information on a Personalised ads and content, ad & previous choices

device and content measurement, audience

insights and product development

Personalised ads and
content, ad and Select basic ads @ @
content Ads can be shown to you based on the content you're
measurement, viewing, the app you're using, your approximate
audience insights and location, or your device type.
product development

Create a personalised ads profile . .
Use precise & profile can be built about you and your interests to

i show you personalised ads that are . ] .

geolocation data AC.2 Excessive or redundant choice options

Powered By CookiePro

Confirm My Choices
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Different mitigations for different threats

* Discovery and use * Appropriate choices
— Introducing a new touchpoint to — Changing granularity of choice
make accessing notice/choice easier options
— Introducing a dashboard to review — Providing clear path for modifying
data collection and consolidate choices

access to all relevant choices « Manipulative elements

* Comprehension — Make sure there is an equal path to

— Simplifying language of a notice or accept or reject data practice
options in a choice — Don’t highlight non-protective
— Clearly labeling buttons + toggles choices or make them defaults

— Ensuring consistent language
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Evaluating and refining the taxonomy

* Initial taxonomy developed after extensive * Online interview study
review of existing frameworks and — 26 privacy professionals and privacy
notice/choice usability research students asked to identify notice and

choice threats in 2 fictitious scenarios

* Early in-person interview study ilustrated by storyboards

— 14 privacy students asked to identify
notice and choice threats on selected
pages of the eBay website

— Compared no framework and UsersFirst
taxonomy

— Participants using taxonomy identified

— Compared no framework, UsersFirst o )
significantly more user-centric threats

taxonomy, and LINDDUN PRO

— Found UsersFirst increased participants’
success at flndlng relevant notice and ° Cu rrently Working Ooh more use cases and
choice threats example materials for website

» Studies helped us improve taxonomy
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Online study results

60%

s DU - With == AC - With
s DU - No s AC - No
50% 1 - With M - With
= 1 C=No M - Mo

40% -

30% +

20% 4

10% 1

0% -
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See usersfirst.io for the complete
framework, taxonomy, and papers

UsersFirst

Privacy Threat
Modeling Framework

Norman Sadeh and Lorrie Cranor

Collaborators: Hana Habib, Tian Wang,
Alexandra Li, Miguel Rivera- Lanas,
Debeshi Ghosh, Sara Patel, Ray Liu,
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