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1. Project Outline

A multi-agency effort to explore 
privacy-preserving federated learning architectures.



Project Partners

• NIST – Privacy Engineering Program & 

National Center of Cybersecurity 

Excellence (NCCoE)

• MITRE

• Knexus

• Census Bureau – xD



Project Outline

Problem space: sharing medical data across institutions and borders

Possible solution: privacy-preserving federated learning 

Validation: red-teaming of PPFL-created models and creating metrics on 

privacy-preservation



2. Genomic Data & Privacy

What is genomic data and 
why is it important to protect?



Genomics Data

Genomics: collective 

characterization and quantification 

of all of an organism’s genes, their 

interrelations and influence on the 

organism.



Genomics Data & Privacy

• "75 statistically independent 

SNPs* would suffice to 

uniquely identify an individual 

across the global population” -

Privacy Challenges and 

Research Opportunities for 

Genomic Data Sharing, 

Bonomi et al (2021)

*SNP = Single Nucleotide Polymorphism

https://pmc.ncbi.nlm.nih.gov/articles/PMC7761157/
https://pmc.ncbi.nlm.nih.gov/articles/PMC7761157/
https://pmc.ncbi.nlm.nih.gov/articles/PMC7761157/


Genomics Data Source

Machine learning models 
outperform deep learning models, 
provide interpretation and facilitate 
feature selection for soybean trait 
prediction, BMC Plant Biology 2022.



Genomics Data Format

• Columns = organisms

• Rows = accessions (specific location of 

base pairs on a gene)

• Prediction is categorical or continuous 

value 

**(here, value = seed oil percentage)



3. Project Architecture

Privacy preserving federated learning.



Project Libraries

FL with Flower

Using FedAvg algorithm

DP-CNNs 

with PyTorch + Opacus

CNNs with PyTorch



Project Architecture & Parameters

Comparison of performance and privacy across different 
scenarios using federated learning with 4 clients for 100 epochs:

• Regular CNNs 

• DP-CNNs with high privacy (ε = 10, clipping = 2.0) 

• DP-CNNs with low privacy (ε = 200, clipping = 2.0)



Project Trust Model



4. Red-Teaming Challenge & example results

Breaking privacy using 
membership inference attacks.



Questions Posed for the Challenge

• Are the non-private CNNs vulnerable to membership inference attacks?

• Can differential privacy help protect client data?

• Can it help even if epsilon is so large that the added privacy noise doesn’t affect the overall utility?

• Different clients have different local data distributions – does the effectiveness of differential 
privacy differ for different clients?



Don't Spill The Beans

• Red-teaming exercises to test 

privacy protections of various 

architectures

• Phase 1 is a membership inference 

attack

• Includes several tasks such as 

label predictions of both 

categorical and continuous values

• Participants are provided a mix of 

relevant data (mimicking training 

data) and external records (same 

format but not in training data)



Red-Teaming Problem Design



Phase 1 Results - Leaderboard

• Most teams manage to re-identify 

20-30% of records, even for DP-
based models



Phase 1 Results – Total % Correct



Phase 1 Results – Best Submission



Example Strategy from MITRE PPFL Team

• Theorized that soybeans would have similar genomes by region

• Used PCA to reduce dimensionality and ease classifier training

• Compared performance of multiple classifiers using PyCaret

• Classifiers were trained on all data (relevant and external)



5. Future Goals

More red-teaming and 
defining usable privacy metrics



Future Ideas - Data

• Proof-of-concept with plant genomic data -

DONE

• Animal cancer data

• Human cancer data



Potential Outcomes

Building a PPFL system for cancer research with robust privacy could enable:

• Better understanding of how ML/FL impact privacy

• More impactful healthcare research

• Better health outcomes and privacy protections for patients



Join the Red-Teaming Challenge

• Phase 2 challenge (reconstruction 

attacks) runs from May-July

• https://pages.nist.gov/genomics_ppfl

https://pages.nist.gov/genomics_ppfl
https://pages.nist.gov/genomics_ppfl
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Q & A 



Appendix



Initial Results - accuracy


	Slide 1
	Slide 2
	Slide 3: 1. Project Outline
	Slide 4
	Slide 5
	Slide 6: 2. Genomic Data & Privacy
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11: 3. Project Architecture
	Slide 12
	Slide 13
	Slide 14
	Slide 15: 4. Red-Teaming Challenge & example results
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23: 5. Future Goals
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30

