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1. Introduction



Motivation

Ads stack relies on members’ activity data.

Privacy regulations and platform restrictions

Rebuild with privacy by design

Balance privacy with utility
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2. Design and architecture
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System design
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3. Implementation challenges
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robustness
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Other challenges

Identify are Continue
schemajbased processing
compliance personal

annotations data

Automatic failure
due to missing
privacy actions
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4. Privatization mechanisms



Privatization mechanisms
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Eg 1: Timestamps

Time of impression, how long ad was seen.

Innocuous?

Rounding?

Local DP
o Clamp values.
o Bound sensitivity.
o (Gaussian noise with eps = 4 and Delta = 0.0001
o Product constraints

Formal metric DF guarantee.



Eg 2: MemberlD

Principles

Raw ID shouldn’t leave client.

Raw ID and Token shouldn’t
co-exist.

Token can’t be constructed by
one entity.

Threshold Oblivious

Pseudorandom Functions

Raw ID

Y

A

Client

Combine

Y

Output Server

®

{De-identified Token

Partial Evaluation

Key Server 1

®

Key Server 2

O,

Key Server 3

®




Eg 2: MemberlD
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4. Results and
future work



Results

Privacy Business

User data protected & Reporting and billing onboarded «”
Smaller retention periods _ No net negative impact &

Privacy monitoring ¢« SLA maintained &



Future work
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