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SHIFTING SECURITY AND PRIVACY LEFT
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HOW THREAT MODELING WORKS

Data Flow Diagram Creation

Analysis of Data Flow Diagram

Threat Modeling Workshop

Remediation of Threats
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THREAT MODELING FRAMEWORKS

e Spoofing e Linkability

e Tampering e |dentifiability

e Repudiation e Non-repudiation

e Information Disclosure e Detectability

e Denial of Service e Disclosure of Information
e Elevation of Privilege e Unawareness

e Non-compliance



THREAT MODELING CHALLENGES AND SOLUTIONS
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TOOL SELECTION
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DEFINITION/
APPLICATION OF
EVALUATION
CRITERIA

Complexity of Logic

Amenability to Custom Threats

Operational Usability

Security Functionality

Extensibility for Privacy
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Complexity of Logic

Amenability to
Custom Threats

Operational Usability

Security
Functionality

Extensibility for
Privacy

Current

Solution Ul
e CAIRIS h/lsizzigsr Threatspec PyTM
TM)
0 0 0 -1 1
0 -1 1 1 1
0 -1 -1 1 0
0 -1 -1 -1 -1
0 -1 0 0 1
0 -4 -1 0 2

COMPARATIVE ANALYSIS OF TOOLS

Threat
Dragon

Threagile



CUSTOM PRIVACY THREAT LIBRARY SOURCES

LINDDUN GO OWASP TOP 10 LEGAL & REGULATORY




INTEGRATING A CUSTOM PRIVACY THREAT INTO THREAGILE

Translation Translation
to Logic to Code

Threat Selection
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THREAT SELECTION

ey Operator-sided Data Leakage

e Source
e OWASP Top 10 Privacy Threats
e Definition
e “Failure to prevent the leakage of any information containing or
related to user data, or the data itself, to any unauthorized party
resulting in loss of data confidentiality. Introduced either due to
intentional malicious breach or unintentional mistake e.g. caused by

insufficient access management controls, insecure storage,
duplication of data or a lack of awareness.”
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Is curr tech
asset out of scope or
not a datastore?

More tech
assets to
process?

encrypted = true
authnReq = true
authzReq = true

Return array
of risks

Is the tech AL Is at least one

asset 'ncoming of (encrypted, authnReq,

encrypted? ;lr%\glzst; authzReq) false?

Append new OSDL
risk to list of risks

Does the
flow
require
authN?

encrypted = false

authnReq = false

Does the

flow _
require authzReq = false A

authz? COMCAST




all_tech_assets_
inside_tbs =[]

More trust
boundaries
to process?

all_tech_assets_

inside_tbs = all_
tech_assets_inside
_tbs + tech_assets
_inside current TB
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More tech
assets to
process?

Is curr tech
asset out of scope or
not a datastore?

Is curr tech
asset in list of all_tech_
assets_inside_
tbs?

Return array
of risks

Append new OSDL
risk to list of risks
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More tech
assets to
process for
map gen?

techAssetToDataAs
setsStored = {}

Is curr tech
asset out of
scope?

Add entry for curr
tech asset with its
data assets to
techAssetToDataAs
setsStored

More tech
assets to
process?

Is curr tech
asset out of
scope?

pairsWithDups =[]

mapWithoutCurr
TechAsset

techAssetToData
AssetsStored

Delete curr tech
asset from entries to process in
mapWithoutCurr mapWithoutCurr
TechAsset TechAsset?

More
elems to proc in

L list of data assets for curr ent in
mapWithoutCurr
TechAsset?

Is the
curr data asset
stored by the curr
tech asset?

Is this an
already
known

pair?

pairsWithDups = pairsWithDups =

pairsWithDups + pairsWithDups +
string rep curr tech g string representing
asset + other tech other tech asset +

assets curr tech asset
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Append new OSDL

risk to list of risks
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TRANSLATION TO CODE — OSDL INSECURE STORAGE

(r operatorSidedDatalLeakageInsecureStorageRiskRule) GenerateRisks() [Imodel.Risk {
risks := make([Imodel.Risk, @)

all_tech_assets_inside_tbs := make([lstring, 0)
for _, trustBoundary := range model.ParsedModelRoot.TrustBoundaries {
all_tech_assets_inside_tbs = append(all_tech_assets_inside_tbs, trustBoundary.TechnicalAssetsInside...)

for _, techAsset := range model.ParsedModelRoot.TechnicalAssets {
if techAsset.OutOfScope || techAsset.Type != model.Datastore {
continue

if !(stringInSlice(techAsset.Id, all_tech_assets_inside_tbs)) {
risks = append(risks, createRisk(techAsset))

return risks
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THANK YOU!

https://corporate.comcast.com/ccs-research
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