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I Research Background

@ Why Kernel Access Control Matters @ Why Existing MAC Fails in Production
Modern operating systems are widely deployed in Complex Policy Configuration
ﬂ E enterprises, clouds, desktops, and critical infrastructure. — Administrators must maintain thousands of low-level

I
%

rules, labels, and constraints, making policies hard to

: . ! _ understand, audit, and evolve.
Kernels mediate access to files, devices, IPC endpoints,

and network sockets for all applications.

High Runtime Overhead
- o - Always-on MAC checks along file, IPC, process,

o £ o
J A L
@ Fine-grained Mandatory Access Control (MAC) is and socket paths introduce visible overhead on

essential for containing compromised applications real workloads.
and enforcing least privilege.

Key Research Gap \.O Fragile Compatibility

Existing MAC frameworks such as SELinux are powerful, but 0 Strict path- and type-based policies can silently
difficult to configure, expensive to enforce broadly, and prone break legitimate applications, installers, and services
to compatibility failures. As a result, strong kernel protection is in production.

often disabled in real deployments.

( Trad | MAC S de Hook O e
00 e @ . . @ IPC / raditiona ystem-wide Hooks Breakage /
@@ Aplications - biles. <+ O Detiaes. i Sockets -» (SELinux / AppArmor) - + Complex Policies -+ Disabled

\ Enforcement
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USEC is motivated by the need to make strong kernel MAC practical in production
Linux systems through resource-centric policy, demand-driven enforcement, and
% ‘ compatibility-aware design.




I Research Background

Userspace Process

< L
System Call / | Object Resolution | | LSM Hook /
Access Request (path walk / lookup) Mac Interception
< L

Policy Engine Evaluation

; :

Deny Access /
Optional Audit

Allow Access

A Basic runtime workflow of MAC enforcement




How to Make Effective MAC Deployable?

Protect what matters, enforce only when needed.




I Motivating Example — Protecting an Endpoint Security Agent

J- Key Insight:

2 X N N
0 Security Goals @ e Basic MAC Runtime Workflow e Why the Problem Happens
e Protect agent runtime data under System Call/ Object Resolution LSM Hook / e SELinux is process/domain-centric, not resource-centric.
/opt/agent/data/ Access Request (path walk / lookup) | MAC Interception e Administrators must coordinate types, labels,
 Allow install / upgrade of the 3 roles, and constraints.
agent binary PolieyEngine Bvaluation e Small distro or path changes require edits across
e Preserve audit-only access to logs I e multiple policy files. J
under /var/log/agent/ v v - N
 Keep three-way separation: AllowiAccass Deny Access / 6 Overhead Under MAC Enforcement
system / security / audit admin Optional’Audit
N b NS J open I path walk l—»l dentry_open |—> ﬁlzsystem
7 ~ User | —m—— g ? river
. Ll . : i d - i i :--’: f.I — :
9 SELinux Policy Construction a5 e Sy rnaberis Wossesioresns [KOEISHIGH
i
e X 7 N
‘ Types & Labels a Roles & Constraints ¢ Even a simple file-open request triggers multiple MAC checks.
agent_t Sysatiingui/ seeadtiipn Pavat iy ¢ Under coarse-grained policy, only the final decision may matter.
agent_exec_t a1low ruies . = ¢ Broad, always-on mediation adds cost on hot paths.
agent_data_t ; % o
agent_log_t role mappings -~ ~
file_contexts .. constraints .. qg Connection to USEC
It Ve 2 A J J)
pe v - e Express policy directly over protected resources.
o Depl oyment Pain ¢ Retain only capability-relevant hooks.
policy bloat / silent denials / compatibility failures ¢ Reduce enforcement cost while improving deployability.
\ - N >,

Strong MAC should match how vendors think — protect a small set of critical
resources, and enforce only on relevant kernel paths.



Threat Model

& N
' Protected Resources < ) Security Objective o Out of Scope / Assumptions
e Agent runtime data under “/opt/agent/data/” Protect a small set of critical kernel-managed
0 : : g Feae resources. g e Trusted Linux kernel and LSM framework.
e Agent binary installation / upgrade path C ;i n——
o ntain compromised or . .
e Audit-only log access under “/var/log/agent/” ottt e g uagy * Correctly installed USEC policy.
user-space applications.
e Principle of three-way separation among e Enforce least privilege and separation e Not targeting kernel-exploit defenses.
system admin, security admin, and audit admin. of duties.
e Preserve deployability on real production e Not solving all system-wide MAC pOliCieS;
% Desired Operations Linux systems. focus is selected critical resources.
V= v Read (by authorized roles) v Install / Upgrade ® "User Protected Seloctive e Unmentioned resources fall back to
v Write (to designated paths) v Audit-only Read @ requirements resources enforcement DAC and optional audit.
S / 3 J/ e
' A

NG

Threat Model in Practice
=

Tries to access
protected file /
socket / device

Kernel
mediation
(LSM hooks)

Untrusted or
compromised app

e Attackers abuse ordinary application privileges.
e They should not tamper with sensitive agent data.

e They should not bypass duty separation for admin roles.

.

> QL Audit 5

decision
(policy engine)

Q Why USEC’s Scope Matters

Vendors usually care about a narrow set of high-value
resources, not every object in the system.

Resource-centric protection matches how operators
reason about security.

Selective scope is the basis for lower overhead and
better compatibility.

¢ This scope directly motivates resource-centric policy
and demand-driven enforcement.

\

dL

: 0 Key InSight: USEC is designed for practical strong protection of a small, explicit set
of critical resources — not blanket mediation of the entire system.




| Our Solution - USEC Overview

g N N N
o Resource-Centric Policy Q Demand-Driven Enforcement 6 3. Compatibility-Oriented Interface
e Policies are anchored at ‘g, e Only capability-relevant hooks ! O e Opt-in protection with
protected resources - o - are retained 0 permissive mode
e Unmentioned resources e Irrelevant paths bypass '" e Stackable with SELinux
fall back to DAC / audit the MAC engine and other LSMs
N I/ N o M = N
P S——— e e B i B il i e i e e
A 4 el i v
N W e N ks &
User Protected JSON Policy & 0 Capability Set + LSM Hooks + o Allow / Deny /
Requirements Resources Compiler Retained-Hook UAVC Cache + Audit
Bitmap Policy Engine
O [; . = g?go T 1] _JaNa L, <
= = =1 >
sl P = = [{} "Q" T o = =|»QQ@
H ] U
o SRR ! «101001110:.....}
Admins specify what Files, processes, devices, Human-readable JSSON Determine which capabilities Retained hooks consult UAVC Decisions are enforced;
to protect, who can IPC endpoints, and policy compiled into apply and which LSM hooks cache and policy engine to audits are logged for
access, and how. sockets to be protected. efficient internal format. Mustibe eiforcad! make fast decisions. visibility and forensics.
L W o R H s B X .
Implementation 1) usecd + libusec us?cfs 3 LSM hooks . - UAVC @ policy engine
> User-space daemon Policy and status Kernel hook points U Per-task/path Evaluates requests
Components and libraries; loads interface exposed for capability-relevant = cache for fast using compiled policy

and manages policies.

via virtual filesystem. |

security decisions.

authorization.

and constraints.

0 USEC simplifies configuration, reduces overhead, and preserves compatibility.




Our Solution — Resource-Centric Policy Model

e B ' =\
Traditional MAC ) USEC
Process / Domain-Centric Resource-Centric
eSe S L0 e®o
dER» — Ol — st —> — d = —>
= o = L1,
Process Object Allow Many Low-Level Resource Principals + Direct Rule
Domains Types Rules Dependencies Descriptor Operations Lookup
0 Hard to maintain, audit, and evolve at scale. Q Simple, explicit, and aligned with how systems are built.
R * \ 7
{7~ )
o Rules are anchored at Json Policy Schema Bitmap layout Kornel 9 Only explicitly declared
resource descriptors Metadata (resource identity) Enforcement protected resources are
. - type: "device" | "file" | "socket” | ... m 'Wl
such as file paths, device nodes, name: *, description: ==, omer: " o0 matched by USEC.
. . Resource
mount points, and socket endpoints. e (e ssie i i) T Al
axiiome Sompton > Compilery > e 0 If no rule matches, access
s_msg_type: "method_call"
dbus_path: "/net/poettering/Calculator” falls baCk to DAC and
. . . o dbus_des: "net.poettering.Calculator™ - o .
e ® @ Policies specify which Siimatane:” (WISl } Operations optional audit.
-Q rincipals may read, write I Grock
P F:\ y y ’ Available Operations resource key I {
or execute each resource. ilable_operations: [“read”, Fallback L s e -
ey e A
...} subtype": "device",
"operations": ["read", "readwrite", "deny"]
L Figure 4 }
J

| Key Insight: Think from resources, not domains.



Our Solution - Demand-Driven MAC Enforcement

USEC compiles compact capability intent into a selective enforcement pipeline.

7 N R e 3 N
Capability o e Capability-to- Resource-to-Hook w Selective Enforcement
Declaration | — Resource Mapping Resolution Pipeline M

Vendors specify : Identify kernel objects D-D i Resolve capability- : Only capability-relevant
security-critical and transitions that D relevant hook set hooks are retained
capabilities. realize each capability. Q from mapped resources. and invoked. =
e 7 . , J % >
o
Demand-Driven MAC Enforcement
Near-zero overhead on irrelevant paths
— Vo \ (o i\
1. Capability Declaration 3. Resource->Hook Resolution @ How it works at runtime Exarpple r‘eta.lned r.'°°ks
. i o L N for file-write integrity
(Vendors specify security-critical capabilities) (Resolve capability-relevant hook set)
L I @ Each installed hook checks @ file_open
2. Capability->Resource Mapping 4. Selective Enforcement Pipeline a retained-hook bitmap. © file_permission
(Identify kernel objects & transitions) (Only capability-relevant hooks invoke MAC) ° If the blt iS Unset, lt returns ° mmap_file
L immediately. @ inode_setattr
Demand-Driven MAC Enforcement o Otherwise USEC invokes ©@ inode_link
(Near-zero overhead on irrelevant paths) chec k_u se'c_pe rm ( ) L UAVC, ° inode_rename
- Figure 5: The Basic Pipeline of USEC’s MAC Enforcement. and the policy database.
~ - 74 e =7

Key Takeaway: Enforcement cost scales with the declared protection scope, not the full kernel mediation surface.




I Our Solution - Compatibility-Oriented Security Interface

") ("

-
& Figure 6: Workflow of USEC’s Security Interface Coexistence with SELinux

[o System Exec ] —p [ 6 Runtime Hook ] =P [ E—z Hook Registration }

e USEC is opt-in and supports permissive mode.
USEC is fully stackable with SELinux and other LSMs.

oo I~ N o> -~ T o T

Q-

v "'O

s

©
i
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S USEC keeps policy and state separate from SELinux.
Userspace An application in userspace wants to

application access a resource (e.g., file, socket).

Separate runtime state includes usec_state, upolicydb,

o usec_uavc, and usidtab.
The application issues a system call

System call :
to request the operation.

SELinux Component > USEC Counterpart

Kernel interface The kernel receives the syscall and

performs initial processing. O selinux_state «> O usec_state
Control reaches the LSM hook

LSM : :
(through the security hook point). @ policydb > @ upolicydb

. . USEC'’s dispatcher looks up the hook .

Runtime:dispatches mapping table for this hook. g selinux_avc i @ usec_uavc

Hook mapping table If a matching entry exists, obtain the Sidtep PETY lsidtab
registered hook chain for the hook.

Hook:chain Execute the hook.c.hain in order to 5 ;
collect policy decisions. Operational Benefit

Security execution Aggregate decisions and return the @ Enat_>les |nf:remer1tal deployme_nt on top of existing SELinux
result to the kernel / caller. configurations without entangling internal state.

= N

Key Takeaway: USEC inserts a lightweight security interface at the LSM hook point, dispatches to registered
hooks via a mapping table, and makes decisions without modifying kernel behavior or SELinux internals.




I Our Solution - Compatibility-Oriented Security Interface

SELinux USEC

struct selinux state struct usec_state

struct selinux_avc struct usec_uavc

struct policydb struct upolicydb

struct selinux_policy struct usec_policy
struct sidtab struct usidtab

struct av_decision struct uav_decision
selinux_avc_init () usec_avc_init ()
avc_has_perm _noaudit () check_usec_perm noaudit ()
avc_has_perm() check_usec_perm()

How USEC’ s policy/AVC layer mirrors SELinux




I Implementation Details

USEC as a Linux Security Extension

* Integrates with the Linux Security ” « Provides a lightweight, capability- o0 Policies are Ioadec! dynamical.ly‘
Module (LSM) framework. / driven access-control path. e ) from Lisefispace without modifying
applications.
- 7

Five Core Components Compile-Time to Runtime Path Deployment Properties

| O
1 1. usecd + libusec 2. usecfs 3. LSM hooks <> —_
| user-space daemon virtual filesystem mediation points for P el i Beg

\ and libraries; generate || interface for policy files, process control,

» Implemented as a loadable
LSM module.

» Compatible with LSM stacking.

» Reuses existing kernel

\and manage policies. and status transfer. IPC, and sockets. JSON policy / capability retained-hook LSM hook | UAVC/ allow / l l ll security frachucture wiiare
- templates dictionary / bitmap + check policy deny / Com— possible
compiler rule table engine audit ;
‘ - /N S %A N S J Q « Stackable with SELinux while
\ I i
| 4. UAVC S Boléyenoias : & B =2  keeping USEC state separate.
| USEC-specific AVC evaluates requests b e i e e —_d 4 r, “*Polisicsicanibe [oadadand
cache for fast against compiled . :

Lamhorization decisions. L capability policies. only retained hooks enter the MAC path' U updated dynamically.

g . — — PPN M NG

(@ o . HE i |

Implementation Size Automation vs. Manual Effort

dispatch, cache lookup, :
lines of kernel | lines in user-space lines total and enforcement are hook bindings for kernel updates lightweight.

code added ‘ components handled automatically. versions and configurations. |

@ =) ? « Policy loading, hook e The mai | effort i
19,223 &% 63,189 | £ 82,412 & olicy loading, hoo x L e g G} mieionie

Key Takeaway: USEC translates high-level security intent into an efficient kernel enforcement path
while remaining practical to deploy and maintain.



Evaluation Setup

Q Research Questions 9 Compared Systems E] Evaluation Scenarios

% N ( . A G N
o Q1: Does USEC reduce e @ SELinux Q A. Policy Complexity Reduction:
policy complexity? </> miigséfeafp full-coverage « Camera access control.
aseline. .
Can USEC express the same policies S / * ATSPI/ D-Bus interface control. </>
with fewer lines and easier maintenance i USEC h ¢ Compare policy size, expressiveness,
than SELinux? and maintainability.
\ 4 Proposed framework. \& J
3 ) ~ ~ e =)
9 Q2: Does USEC lower . ” AppArmor ) G B. Runtime Overhead:
- 7 - ’ 5
runtime overhead? 5 ( 7 g Path-oriented practical * UnixBench.
Does USEC incur less performance baseline. ¢ Filebench.
degradation than SELinux compared - =5 o Nginx throughput / latency.
-di ine? .
to an LSM-disabled baseline? LSM Disabled « Compare degradation versus
- N Baseline without LSM-disabled baseline. )
N
9 Q3: Does USEC preserve 8 MAC overhead. y s g
compatibility and support e b e b G C. Compatibility:
deployment? Each configuration is run for 10 trials; we report * Mitigating SELinux-induced failures.
Can USEC mitigate SELinux-induced average, standard deviation, and ¢ Matching SELinux protection and
failures anq reuse §ELlnux policy relative degradation where applicable. compatibility.
fragments in practice? ¢ Reusing SELinux policy fragments
> o ] 3 inside USEC.
\ J

What We Measure N
S Policy lines / (H\ Throughput Latency Compatibility /
complexity. ( ‘ degradation. overhead. deployability outcomes.

e ‘ Key Ta keaway: The evaluation is designed to test the full claim of the paper — simpler configuration, lower overhead,
—4 and better compatibility.




Under equivalent requirements,

I Evaluation | — Policy Complexity Reduction USEC policies contain up to

10x fewer lines of policy code.

Q Case A: Camera Access Control l@ Case B: ATSPI / DBus Interface Control

@ SELinux (Traditional) 0 USEC SELinux (Traditional) o USEC
Multiple files, attributes, SMIeENLdsEurnante * DBus methods decomposed d Interface + members
labels, interfaces into types, attributes, and modeled directly as
dbus class rules \ first-class resources
" Minimal working o — ; ) i i )
</> configuration exceeds :— Fewer than 20 lines I Scattered across multiple Single, cohesive policy
300 lines policy constructs that matches developer
\ p that must be coordinated mental model
N = Y NS J
3 ?SEC - Camera Resource (resource.json) USEC - AT-SPI Write Interface (object.json)
" wiis = 1 &
2 name" : camera", 2 “"name": "ATSPI-WRITE",
3 “"type": "object", 3 "type": "object",
4 "subtype": "device", 4 "subtype": "dbus",
5 "attrs": { "devtype": '"camera" }, 2 "atzgs"t { p g DR
" : : ", " " " s " " " "dbus_interface": "org.ally.atspi. itableText",
(75 "Cziilgs}?_ggegftlons 2 [Tread”,, Nreadwrite®, "“deny“], 7 "dbus_members": ["InsertText", "CutText", "DeleteText"]
. . 8 Y,
8 } 9 "operations": ["read", "readwrite", "deny"]
10
g Pt~ PORYQTANRRolcyERon) USEC - Policy Grant (policy.json)
" 2 ] " 1 {
2 policies": [{ > nealLad est:
3 "sut?ject" s i "namg" : "com.example.app" }, ; 3 p?ssg;zit.ﬁ: [f “"name": "dbus-send" },
4 }]"objects": [{ "object": "camera", "operations": ["read"] }] a "objects": [{ "object": "ATSPI-WRITE", "operations": ["read"] }]
5 5 }]
6 } 6 Y

& Key Takeaway: USEC expresses intent directly at the level developers reason about.



l Evaluation Il - Runtime Overhead

@ Performance degradation vs. LSM-disabled baseline (lower is better)

G N N N
= @ UnixBench B @ Filebench Nginx (Throughput) Ky Taknawcay
== Overall system benchmark Filesystem & /O intensive Web server workload .
Performance degradation vs baseline Performance degradation vs baseline Throughput overhead vs baseline USEC remains
consistently closer
14 14 - 20 5
19 i to the LSM-disabled
<10 - < 10 Lt 9.51% =18 15.13% baseline across
< 7.80% 5 €5 12.04% CPU, filesystem,
s 8 : 'S <68 6.87% °
8 6| | § . and web-server
e | -
5 4 2.96% 3.21% g 4 g 4.32% workloads.
@ : @ O 4 & J
- N\
uE ¢ ¢ Nginx Lat Lower is B
SELinux USEC AppArmor SELinux USEC  AppArmor SELinux ~ USEC  AppArmor PSUCEAUONCYNLower s Butiv)
P50 latency:
SELinux | USEC 2.96% | AppArmor SELinux | USEC ‘ AppArmor SELinux | USEC l AppArmor e b e e T
7.80% S 3.21% 10.86% 6.87% 9.51% 1204% | 4.32% 15.13% —
12.140 ms USEC vs 12.990 ms SELinux
N PN J N NG J
UnixBench Results (Table 3) [  Filebench Results (Table 4) @  Nginx Results (Table 5) -
. = . SELinux
Performance Degradation vs Baseline (LSM Disabled) Performance Degradation vs Baseline (LSM Disabled) Throughput Overhead vs Baseline [ Latency (ms) — Lower is Better . USEC
SELinux | USEC AppArmor LSM Disabled | SELinux USEC AppArmor | LSM Disabled SELinux USEC | AppArmor ‘ LSM Disabled | 3P:Jo 1 ::0 B Aophcmor
780% | 296% | 321% | 0%(Baseline ‘ 10.86% | 6.87% 9.51% 0% (Baseline) 12.04% | 4.32% 1 15.13% | 0% (Baseline) | 31559 12'140 B LSM Disabled (Baseline)

Across CPU, filesystem, and web-server workloads,
USEC shows the lowest overhead,
staying much closer to the LSM-disabled baseline.

Up to 60% lower overhead
than SELinux in CPU-bound
(UnixBench) workloads.

I

~37% lower overhead
than SELinux in filesystem
(Filebench) workloads.

~64% lower throughput
overhead than SELinux in

web-server (Nginx) workloads.




I Evaluation Il - Compatibility, Deployment, and Takeaways

r
€@ Compatibility Cases

©

e USEC uses templates and
D-Bus-based configuration.

Case 1:

¢ Protects selected resources
without breaking applications.

Case 2:

C Matching SELinux protection
and compatibility

A subset of SELinux policy
can be loaded into USEC.

e USEC preserves protection
while keeping runtime state
separate.

Mitigating SELinux-induced failures

-

nplate [MAX_ID_TYPE) = {

Figure 11: Template — SELinux fragment

COVLONOVAEWN

org.deepin,F issionManager
2 de N p nManager /P y
" jer.PolicyMa

CODNNRN AW

~N

Figure 12: SELinux fragment — USEC migration

J
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[9 Real-World Impact @N

Adopted by

210+

security vendors

Deployed on
8,000,000+

enterprise endpoints

) & @

Used in finance,

i—li energy, and
— transportation

Strong kernel
protection can be
practical at scale

=\

-
9 Lessons Learned

0,

Hook retention must be
kernel-aware and
re-instantiated for the
target environment.

Deployability depends
on shrinking the
enforcement surface
in practice.

demand-driven, and compatibility-aware.

Key Insig ht: Strong MAC becomes deployable when protection is resource-centric,
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