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Research Background



Research Background

A Basic runtime workflow of MAC enforcement



How to Make Effective MAC Deployable?
Protect what matters, enforce only when needed.



Motivating Example – Protecting an Endpoint Security Agent 



Threat Model



Our Solution – USEC Overview



Our Solution – Resource-Centric Policy Model 



Our Solution – Demand-Driven MAC Enforcement
USEC compiles compact capability intent into a selective enforcement pipeline.



Our Solution – Compatibility-Oriented Security Interface



Our Solution – Compatibility-Oriented Security Interface

How USEC’s policy/AVC layer mirrors SELinux



Implementation Details



Evaluation Setup



Evaluation I – Policy Complexity Reduction



Evaluation II – Runtime Overhead



Evaluation III - Compatibility, Deployment, and Takeaways
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