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Abstract

Cloud vendors offer diverse infrastructure services by flexibly
allocating resources, such as compute, storage, and network-
ing, across virtual machines. However, memory allocation
is still less flexible: the vendors allocate memory capacity
in a fixed ratio to virtual CPUs and provide no mechanism
for allocating memory bandwidth. Recent data show that
this can lead to underutilization of both capacity and band-
width when an application’s demands diverge or change over
time. To address these challenges, we propose RAMRYDER, a
software-defined elastic memory system for cloud virtual ma-
chines that allows the system to allocate memory bandwidth
and capacity (mostly) independently. RAMRYDER controls
the mapping between memory pages in the guest OS and the
underlying memory channels, providing performance isola-
tion between virtual machines and allowing dynamic changes
to bandwidth and capacity allocation. RAMRYDER improves
average capacity and bandwidth utilization by 28.6% and
43.2%, respectively, across the cluster while delivering per-
formance comparable to the best case with exclusive access.

1 Introduction

Cloud service providers provide low-cost and flexible com-
pute resources by supporting the flexible allocation of re-
sources across virtual machines (VMs). Although existing
virtualization mechanisms allow for flexible allocation of
CPU [7,9, 81], disk [13, 30, 31], and networking [14, 29]
resources, cloud vendors often provide CPU and memory re-
sources in fixed ratios. This can lead to underutilized memory
resources in the cloud. Indeed, recent reports show that up to
45% of memory capacity is untouched for half of the VMs in
Azure’s data center [70].

Previous studies have addressed this problem by allowing
more flexible allocation of memory capacity [70] or enabling
memory capacity harvesting [40, 70, 85], but large cluster
traces show that memory bandwidth is even more severely
underutilized, leaving substantial bandwidth stranded in cloud
data centers. We find that 90% of servers exhibit average
bandwidth utilization below 44.5%. Even peak bandwidth
utilization stays below 82.2% for 90% of servers.

The underlying causes of these problems are spatial over-
provisioning and temporal over-provisioning. First, spatial
over-provisioning arises because users with strict performance
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requirements often want exclusive hardware access to avoid
bandwidth contention and meet performance quality of ser-
vice (QoS) targets. A typical practice in multi-tenant cloud
environments is to subscribe to at least half of a physical
server (i.e., one CPU socket), which guarantees exclusive ac-
cess to hardware resources [22] and thus avoids performance
interference from co-located VMs. Second, temporal over-
provisioning arises because users appear to over-provision
memory capacity, but in practice they are reserving memory
bandwidth to sustain the applications’ peak loads as the mem-
ory resource is allocated at VM creation and remains fixed
throughout the VM lifespan.

Furthermore, the underutilized bandwidth is not neces-
sarily correlated with underutilized capacity. Rather, they
exhibit different spatial and temporal patterns. Ideally, cloud
providers could allocate memory capacity and bandwidth in-
dependently to match the varying demands of co-located VMs,
thereby improving overall memory utilization. However, ex-
isting approaches, including memory harvesting [40, 85, 104],
memory disaggregation via RDMA [2, 8, 25, 44,45, 62, 606,
68, 86,90,95,105] or CXL [3,24,41,42,46,50,51,70, 114,
117,120], only focus on memory capacity utilization and do
not alleviate either spatial or temporal over-provisioning for
memory bandwidth. Moreover, although CPU vendors have
introduced hardware throttling mechanisms [20, 54] by insert-
ing delays between the L2 and the last-level cache (LLC),
previous studies [37, 84,97, 110, 115, 118] show that these
techniques cannot precisely allocate memory bandwidth or
mitigate interference.

To address the challenges of memory management, we pro-
pose RAMRYDER, a software-defined elastic memory system
for cloud VMs. RAMRYDER comprises three key techniques.
First, RAMRYDER enables bandwidth allocation by assigning
memory channels' to VMs and taking control of the mapping
between memory pages in the guest OS and underlying mem-
ory channels. This also provides robust performance isolation
between VMs on different channels. Second, RAMRYDER en-
ables the system to allocate memory bandwidth and capacity
(mostly) independently from CXL devices. To achieve this,
RAMRYDER controls the number of CXL channels mapped
to the VM’s physical memory and how pages are interleaved

'In this paper, a DIMM channel denotes a DDR channel attached to the
CPU and populated with DIMMs, while a CXL channel denotes a DDR
channel inside a CXL memory device. We use memory channel as a generic
term for both DIMM and CXL channels.
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across DIMM and CXL channels. Finally, RAMRYDER al-
lows dynamic changes to bandwidth and capacity allocation
by adjusting channel allocation and page-to-channel mapping
at runtime.

RAMRYDER" runs on unmodified commodity servers by
exposing memory channels to software via BIOS/UEFI recon-
figuration and memory region detection, and implementing
a user-space resource manager for channel management, a
hypervisor for channel virtualization, and a guest kernel for
channel abstraction and page-to-channel allocation policies.

We evaluate RAMRYDER on an AMD EPYC Zen 5 server
with DDRS DIMMs and CXL 2.0 memory devices. The
results show that RAMRYDER enables VMs to achieve band-
width and latency close to those of exclusive hardware access,
and reduces the tail latency impact of a noisy neighbor by
up to 42.2% on shared hardware. Moreover, RAMRYDER
improves average capacity and bandwidth utilization by up to
28.6% and 43.2%, respectively, across the cluster.

The rest of the paper is organized as follows. §2 introduces
relevant technologies. §3 analyzes memory bandwidth under-
utilization and the limitations of existing approaches. §4 and
§5 present the design and implementation of RAMRYDER,
respectively. §6 evaluates RAMRYDER. §7 discusses RAM-
RYDER’s limitations and target scenarios, §8 surveys related
work, and §9 concludes the paper.

2 Background

RAMRYDER targets memory systems for cloud VMs and
relies on microarchitectural details of the memory subsystem.
This section provides background on relevant technologies.

2.1 Memory Provisioning in the Cloud

Cloud vendors offer elastic infrastructure services (e.g., com-
pute [7,9,81], storage [13,15,31,80], and networking [14,29]),
but per-instance memory allocation remains static through-
out the instance’s lifetime. To accommodate diverse user
requirements, cloud vendors design several types of physi-
cal servers with different memory-to-CPU ratios as instance
types [10, 16, 17] and split each server into several units
as instance sizes. For example, AWS defines its compute-
optimized instances [10] with a 2:1 memory-to-vCPU ratio
(i.e., 2 GB of memory per vCPU), its general-purpose in-
stances [16] with a 4:1 ratio, and its memory-optimized in-
stances [17] with an 8:1 ratio. The largest memory-optimized
instance provides 192 vCPUs and 1536 GB of memory [12]
while the smallest one provides 1 vCPU and 8 GB of memory.
Tenants must select one of the instance types and then an
instance size based on estimates of the workloads.

2.2 Memory Organization Inside the Server

A server’s memory consists of several hardware components,
and DRAM mapping determines how physical memory is

>The source code of RAMRYDER is publicly available at https://
github.com/ramryder-project/ramryder
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Figure 1: Server memory subsystem (§2.2). Memory controllers
(MCs) and channels are integrated into each processor socket. The
physical memory of a NUMA node is interleaved across all channels
of the socket, leading memory accesses to share and compete for the
aggregate channel bandwidth.

mapped to them. This subsection briefly introduces the mem-
ory subsystem and DRAM mapping relevant to RAMRYDER.

The server memory subsystem consists of memory con-
trollers, memory channels, DIMMs, and DRAM. As shown in
Figure |, memory controllers and memory channels are inte-
grated into the processor socket, and the DIMMs are installed
in slots connected to each channel. From the OS perspec-
tive, the DIMMs attached to a processor socket appear as the
physical memory of a distinct NUMA node.

DRAM mapping defines how physical memory addresses
are mapped to underlying hardware components, determin-
ing how much parallelism across memory channels is uti-
lized when accessing a given sequence of pages and con-
sequently affecting memory bandwidth. Unlike virtual-to-
physical address mapping, which is controlled by the OS via
page tables and can change at runtime, DRAM mapping is set
by hardware registers at boot time through BIOS/UEFI set-
tings [19,28,48] and remains fixed after boot. Modern servers
interleave sequential physical addresses across all memory
channels in a socket (i.e., all-ways interleaving shown in Fig-
ure 1) at cache-line granularity (i.e., 64 B [75]) or larger (e.g.,
256 B to 4 KB [19, 28,48]) to maximize memory bandwidth.

2.3 Memory Expansion Beyond the Server

CXL [34] enables DRAM expansion over PCle. DRAM
on CXL is also subject to DRAM mapping, but with addi-
tional complexity. CXL devices contain internal DDR chan-
nels [102] and are exposed as physical memory in CPU-less
zZNUMA [70] nodes in servers. CXL devices can be inter-
leaved at granularities from 256 B to 16 KB [59,96]. Each
CXL component (e.g., a root port or CXL device) includes
Host-managed Device Memory (HDM) registers that define
the interleaving granularity [59,96] and can be configured via
BIOS/UEFI and CXL configuration tools [32].

3 Motivation

Memory bandwidth in data centers is severely underutilized,
and this underutilization is orthogonal to the well-documented
underutilization of memory capacity. Bandwidth underutiliza-
tion has several causes, yet existing techniques for managing
capacity or throttling bandwidth do not address the problem.
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Figure 2: Resource utilization across servers in the cloud (§3.1).
Memory bandwidth is more severely underutilized than memory
capacity: 90% of servers in the cloud use no more than 44.5% of
available bandwidth on average and no more than 82.2% at peak.

3.1 Bandwidth is Underutilized yet Understudied

Memory bandwidth is more severely underutilized than mem-
ory capacity yet remains understudied. To quantify this un-
derutilization, we analyze cluster traces” from a major cloud
vendor [6] and summarize the following two key observations.

Severely stranded bandwidth. Memory bandwidth underuti-
lization leaves substantial bandwidth stranded in cloud data
centers (Figure 2): 90% of servers exhibit average bandwidth
utilization below 44.5%; even peak bandwidth utilization
stays below 82.2% for 90% of servers. In contrast, 55.4% of
servers exhibit both average and maximum capacity utiliza-
tion above 90%, although 18.3% of servers still have average
capacity utilization below 60%. Therefore, optimizing mem-
ory resource efficiency should consider both memory capacity
and bandwidth.

Decoupled resource utilization. Memory capacity and band-
width utilization vary over time and in different ways (Fig-
ure 3): memory capacity and bandwidth utilization on a
physical server are not correlated with each other or with
CPU utilization. Therefore, independently managing memory
capacity and bandwidth can potentially consolidate comple-
mentary workloads and improve overall memory resource
efficiency.

3.2 Root Causes of Underutilization

Memory resource underutilization can be attributed to both
spatial and temporal over-provisioning.

Spatial over-provisioning. Users with strict performance
QoS often want exclusive access to dedicated hardware re-
sources. A typical practice in multi-tenant cloud environ-
ments is over-provisioning, such as subscribing to at least
half of a physical server (i.e., one CPU socket). This guaran-
tees exclusive access to hardware resources [22], including
the LL.C and the memory channels described in §2.2, and
thus avoids performance interference from co-located VMs.
However, this approach achieves isolation by purchasing ex-

3The traces span thousands of physical nodes running diverse public-
cloud workloads, including latency-sensitive services (e.g., e-commerce) and
bandwidth-intensive jobs (e.g., MapReduce, Spark, and ML training).
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Figure 3: Resource utilization of a single server over one day
(§3.1). A closer look at individual servers reveals decoupled re-
source utilization trends: memory capacity, memory bandwidth, and
CPU utilization can vary over time and in different ways.

tra memory and CPU capacity, which is inefficient for both
customers and vendors.

Consider a dual-socket server with 96 cores, 384 GB mem-
ory capacity, and 600 GB/s memory bandwidth per socket.
User A runs a latency-sensitive service (e.g., Redis [89], Mem-
cached [79]) that requires 48 cores, 256 GB capacity, and
50 GB/s bandwidth, while user B runs a bandwidth-intensive
job (e.g., STREAM [78], graph processing [23]) requiring 48
cores, 96 GB capacity, and 500 GB/s bandwidth. In principle,
these complementary workloads could consolidate on a sin-
gle socket without over-provisioning. In practice, however,
meeting latency targets and bandwidth guarantees forces user
A to occupy an entire socket, while user B must take the other
full socket to secure sufficient bandwidth.

Temporal over-provisioning. The memory resource is allo-
cated at VM creation and remains fixed throughout the VM
lifespan. This forces users to provision memory resources
to accommodate the applications’ peak loads, resulting in
underutilization at off-peak times. In this case, users appear
to over-provision memory capacity, but in practice they are
reserving memory bandwidth to sustain the applications’ peak
loads. As shown in Figure 3, despite the high demand for
capacity, its utilization remained below 80% for four con-
secutive hours during the day due to over-provisioning for
peak load. Across the full trace dataset (§3.1), more than
30% of servers show long periods (over one hour) of off-peak
capacity usage and over 90% of servers show long periods of
off-peak bandwidth usage.

3.3 The Limitations of Existing Approaches

Modern systems provide a rich array of memory manage-
ment features in hardware and software, but none of them
effectively addresses the bandwidth utilization problem. This
subsection discusses existing approaches and their limitations.

Memory pooling. Prior work utilizes CXL to pool memory
resources to improve memory utilization [3, 24, 41,42, 46,
50,51,70,114,117,120]. However, these approaches mainly
manage memory capacity rather than bandwidth, and thus do
not eliminate spatial over-provisioning for performance QoS
or temporal over-provisioning for peak loads.
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Figure 4: Memory bandwidth with different hardware throttling
settings (§3.3). Hardware throttling cannot precisely or linearly
control memory bandwidth. It provides noticeable bandwidth control
only at very low throttling settings, where the injected delay is long.

Hardware throttling. CPU vendors provide hardware throt-
tling mechanisms to allocate memory bandwidth and reduce
interference among co-located VMs (e.g., Intel MBA [54],
AMD QoS [20]). These techniques insert delays between
the L2 cache and the LLC to throttle bandwidth usage. How-
ever, delay-based throttling cannot provide precise bandwidth
control (see Figure 4) and thus fails to effectively mitigate in-
terference caused by co-located VMs (see more experimental
results in §6.1 and §6.2). Previous studies have also reported
this limitation [37,84,97,110, 115, 118]. Furthermore, insert-
ing extra delays wastes CPU cycles by stalling cores [39].

Software throttling. To control and isolate memory band-
width, several software-based throttling mechanisms have
been proposed. Canvas [105] isolates memory bandwidth
by scheduling network packets. Spirit [67] controls memory
bandwidth by limiting network transmission. However, these
techniques target RDMA-based remote memory and cannot
control memory bandwidth for cache-coherent memory (i.e.,
DIMMs and CXL devices) because, after pages are mapped,
memory accesses are issued by the CPU via load/store in-
structions without software involvement on the access path.

Indirect approaches. Since there is no direct bandwidth
allocation mechanism [26], several indirect approaches have
been proposed, including limiting the number of cores [39,74,
115], reducing core frequency [52, 84], and restricting LLC
ways [26, 83]. However, these techniques are impractical
in cloud environments, as they compromise other key VM
metrics (e.g., CPU cores and frequency) in exchange for
memory bandwidth control or are only effective for LLC-
sensitive applications with LLC-related controls [26, 83].

4 RAMRYDER

RAMRYDER is a software-defined elastic memory system
for cloud VMs, providing flexible capacity and bandwidth
allocation with robust performance isolation. Its key insight is
to manage memory at channel granularity, motivated by two
observations. First, bandwidth scales with available memory
channels, including both DIMM and CXL channels (Figure 5).
Second, congestion stems from channel sharing caused by
hardware-controlled interleaving. Therefore, RAMRYDER
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Figure 5: Memory bandwidth with different memory channel
configurations (§4). Bandwidth scales nearly linearly with avail-
able DIMM channels. CXL channels provide additional bandwidth
and follow the same scaling trend.
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Figure 6: Overview of system architecture (§4). RamRyder en-
ables memory channel allocation in software to achieve elastic
capacity and bandwidth allocation with performance isolation. The
runtime includes a user-space resource manager for channel man-
agement, a hypervisor for channel virtualization, and a guest kernel
for channel abstraction and page-to-channel allocation policies.

takes the role of hardware and directly manages channel allo-
cation and page-to-channel mapping in software.

Goals. To address the challenges of memory resource effi-
ciency in cloud data centers (§3), RAMRYDER targets three
goals: Goal 1: enable bandwidth allocation and performance
isolation on commodity servers without hardware modifica-
tions; Goal 2: extend capacity and bandwidth independently;
and Goal 3: adjust capacity and bandwidth dynamically.

Architecture. RAMRYDER manages memory channels and
the devices attached to each channel in software (Figure 6).
It statically allocates DIMMs to provide guaranteed capac-
ity and bandwidth, and uses CXL devices to provide elastic
best-effort capacity and bandwidth that VMs can indepen-
dently subscribe to and dynamically scale on demand. The
RAMRYDER runtime consists of a resource manager in the
host user space, a hypervisor, and a modified guest kernel.
The resource manager is responsible for per-channel capacity
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). To allocate memory channels to VMs, the hypervisor maps the

VM’s guest physical memory to memory devices on the target channels (a). Memory on each channel is then exposed as a C-NUMA node (i.e.,
cNode) in the guest OS, and multiple cNodes are organized as an S-NUMA node (i.e., sNode) by the guest OS (b).

management and channel allocation, the hypervisor enables
channel virtualization, and the guest kernel provides channel
abstraction and page-to-channel allocation policies in the OS.

Key techniques. To achieve Goal 1, RAMRYDER allocates
memory bandwidth by allocating memory channels and con-
trols how pages in the guest OS map to underlying channels.
This also provides robust performance isolation since VMs on
different DIMM channels are unlikely to interfere with each
other (§4.1). To realize Goal 2, RAMRYDER introduces a
channel selection policy that determines how many channels
to allocate based on bandwidth and capacity demands, and a
cross-tier page allocation policy that interleaves pages across
DIMM and CXL channels to use additional CXL bandwidth
(§4.2). Finally, to achieve Goal 3, RAMRYDER introduces a
channel hot-plug/unplug mechanism to allocate and reclaim
bandwidth at runtime. It also leverages lazy migration to
redistribute previously allocated pages, allowing these pages
to utilize the bandwidth of newly attached channels (§4.3).

4.1 Enabling Bandwidth Allocation and Isolation

To achieve bandwidth allocation and performance isolation,
RAMRYDER needs to control how memory pages in a VM
map to underlying memory channels. This requires four steps.
First, RAMRYDER enables channel allocation in software
to override hardware-controlled channel interleaving. Next,
RAMRYDER isolates LLCs across VMs to avoid cache-level
contention that reduces the benefits of channel allocation.
Then, RAMRYDER introduces a channel abstraction in the
guest OS to expose this hardware component while remain-
ing compatible with existing kernel mechanisms. Finally,
RAMRYDER introduces a new page allocation policy to fully
utilize the allocated channels within each VM.

Channel allocation. To realize memory channel allocation
for VMs, RAMRYDER overrides the hardware-controlled in-
terleaving (§2.2) by directly managing the memory devices
attached to each channel, including DIMMs and CXL devices.
To allocate channels to a VM, the RAMRYDER hypervisor
maps the VM’s guest physical memory to the memory devices
attached to the target channels (Figure 7(a)). §5.1 explains
how RAMRYDER identifies the DIMMs and CXL devices at-

tached to each channel on commodity servers via BIOS/UEFI.
For locally attached DIMMs, RAMRYDER allocates chan-
nels in proportion to the VM’s memory capacity. For example,
a VM that subscribes to 40% of the memory capacity receives
40% of the dedicated channels, which provide 40% of the
available bandwidth. Moreover, using this channel allocation
mechanism, RAMRYDER can independently allocate addi-
tional capacity and bandwidth from CXL devices (§4.2).

LLC isolation. Channel allocation alone cannot achieve full
performance isolation since the LLC can introduce cache-
level contention across VMs. Therefore, RAMRYDER further
isolates LLCs across VMs by pinning each VM’s vCPUs
on separate chiplets [38], each containing one core complex
(CCX) with its own LLC [21].

Channel abstraction. After channels are allocated to a
VM, the guest OS needs to recognize the new hardware
component while remaining compatible with existing kernel
mechanisms. RAMRYDER abstracts memory channels as C-
NUMA (i.e., Channel-NUMA) nodes and uses S-NUMA (i.e.,
Server-NUMA) nodes to preserve the original server-level
NUMA topology (e.g., server sockets and ZNUMA nodes for
CXL [70]). This channel abstraction allows the guest kernel
to leverage existing NUMA primitives for page-to-channel al-
location while preserving server-level NUMA optimizations.
Specifically, the RAMRYDER hypervisor virtualizes the
guest physical memory mapped to each memory channel as
a distinct C-NUMA node (cNode) and exposes its physical
topology (e.g., socket/zZNUMA and channel) to the RAMRY-
DER guest kernel via the ACPI table [58], which describes
hardware topology. The guest kernel then detects the topol-
ogy of each cNode and constructs S-NUMA nodes (sNodes)
by grouping cNodes from the same socket/zZNUMA domain
(Figure 7(b)). The kernel also maintains a mapping between
sNodes and cNodes and only exposes sNodes to users.

Page allocation policy. To better utilize allocated channels
within a VM, the guest OS needs to decide how to allocate
memory pages across those channels. The RAMRYDER guest
kernel uses a channel-interleaving policy to maximize per-
formance. Specifically, when allocating memory pages for
applications, the RAMRYDER guest kernel performs page allo-
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Figure 8: Example of bandwidth and capacity extensions (§4.2).
For bandwidth extension (a), RamRyder maps guest memory across
multiple CXL channels and leverages a channel-weighted inter-
leaving policy to utilize additional CXL bandwidth. For capacity
extension (b), RamRyder maps guest memory to channels with un-
used capacity and leverages a tiering policy to utilize CXL capacity.

cation in two steps and applies a different policy at each step.
It first selects an sNode based on the server-level NUMA-
aware policy and then chooses a cNode within that sNode
by interleaving pages equally across all cNodes. This chan-
nel interleaving allows applications to utilize all available
memory channels in parallel within an sNode and achieves
performance comparable to hardware-controlled interleaving,
which operates at granularities ranging from cache-line size
to page size [19,28,48,75].

4.2 Extending Capacity and Bandwidth

RAMRYDER uses CXL devices to provide additional memory
capacity and bandwidth. To extend these resources indepen-
dently, RAMRYDER first uses a channel selection policy to
determine how many channels to allocate based on capacity
and bandwidth demands. Then, because CXL memory ap-
pears as a separate memory tier (i.e., a remote S-NUMA node
in the guest OS), RAMRYDER introduces channel-weighted
interleaving as a cross-tier page allocation policy for utilizing
additional CXL bandwidth.

Channel selection. Given a certain amount of guest physical
memory (GPM), RAMRYDER can control the available band-
width by selecting the number of channels the memory will
span. RAMRYDER maps GPM across multiple CXL channels
when a VM requires additional bandwidth but only limited
capacity (Figure 8(a)). In contrast, RAMRYDER maps GPM
to fewer CXL channels when a VM needs additional capacity
without proportional bandwidth demand (Figure 8(b)).

With this mapping, capacity and bandwidth utilization
within a single CXL channel may become imbalanced. To
mitigate this imbalance without sacrificing performance QoS,
RAMRYDER pairs VMs with complementary memory de-
mands and co-locates them on the same CXL channels. For
instance, if one VM consumes an additional 10% capacity and
60% bandwidth (i.e., occupying 60% of the CXL channels),
RAMRYDER allocates the remaining 50% capacity on those
channels to another VM that requires less than 50% of CXL
capacity with little additional bandwidth demand.

Channel-weighted interleaving. After allocating CXL mem-
ory and exposing it as a separate tier, the RAMRYDER guest
kernel applies a traditional memory tiering policy [77], which
migrates hot pages to DIMMs and keeps cold pages in CXL
devices, to utilize additional CXL capacity and introduces
channel-weighted interleaving as a cross-tier page allocation
policy for utilizing additional CXL bandwidth (Figure 8).

The channel-weighted interleaving policy maximizes band-
width across tiers by using a weighted ratio between S-NUMA
nodes (sNodes) based on each sNode’s maximum bandwidth.
The maximum bandwidth of a sNode is determined by its
number of channels and the bandwidth provided per channel.

For example, consider a VM with three DIMM channels
in sNode-0 and one CXL channel in sNode-1, where each
DIMM channel provides 36 GB/s and each CXL channel
provides 27 GB/s of bandwidth. The guest kernel applies an
8:3 weighted ratio between sNode-0 and sNode-1 (derived
from 363 and 27 x 1) by allocating 8 pages from sNode-0
followed by 3 pages from sNode-1, and so forth. Within each
sNode, the guest kernel retains channel interleaving equally
across its C-NUMA nodes, as described in §

4.3 Adjusting Capacity and Bandwidth at Runtime

To dynamically adjust memory capacity and bandwidth at
runtime, RAMRYDER uses different mechanisms for the two
resources. For capacity, RAMRYDER reuses existing Linux
memory statistics and the hot-plug/unplug mechanism in the
guest OS. For bandwidth, RAMRYDER monitors VM band-
width usage and introduces a channel hot-plug/unplug mecha-
nism, along with page redistribution, to adjust VM bandwidth.

Capacity monitoring and allocation. RAMRYDER monitors
each VM’s memory usage by reading Linux’s statistics in
meminfo via a domain socket and hot-plugs memory chunks
from CXL devices into the guest when usage exceeds a high
threshold (e.g., 80%) or hot-unplugs them when usage falls
below a low threshold (e.g., 40%) for consecutive seconds.

Bandwidth monitoring. RAMRYDER leverages processor
performance counters to monitor VM bandwidth usage and
detect bandwidth bottlenecks and waste for bandwidth adjust-
ment. Every second, RAMRYDER measures the aggregate
bandwidth across all cores assigned to each VM. When a
VM’s bandwidth consumption exceeds the high threshold
(e.g., 80%), the RAMRYDER resource manager allocates addi-
tional bandwidth (i.e., CXL channels) to the VM. Conversely,
if bandwidth consumption stays below the low threshold (e.g.,
40%) for consecutive seconds, the RAMRYDER resource man-
ager reclaims bandwidth from that VM.

Channel hot-plug/unplug. To dynamically adjust memory
bandwidth without altering capacity, RAMRYDER needs to
change the channels allocated to the VM at runtime. To
enable this capability, RAMRYDER introduces a channel hot-
plug/unplug mechanism. This requires four steps. First, RAM-
RYDER allocates extra guest physical memory mapped to an
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Figure 9: Workflow of adaptive bandwidth adjustment (§4.3).
Adjusting bandwidth at runtime first adds memory channels, then
constructs new C-NUMA nodes (cNodes), redistributes pages across
cNodes, and finally reclaims memory blocks to retain the same
capacity. These four steps are color-coded, with matching icons and
text labels indicating the corresponding operations.

additional CXL channel. If the VM previously had a total
capacity X across N channels, the new channel is mapped
to a new guest physical memory region of size X /(N + 1).
Next, the RAMRYDER hypervisor hot-plugs the additional
guest physical memory into the guest OS (@), Figure 9). The
RAMRYDER guest kernel then constructs a cNode and adds it
to an existing sNode (@), Figure 9), or creates a new one if no
sNode exists. Then, RAMRYDER reclaims the same amount
of capacity X /(N + 1) from the VM’s previously allocated
channels by hot-unplugging memory from existing cNodes
under the same sNode (@, Figure 9). Since the target reclaim
size is X /(N + 1) and the VM previously spanned N channels,
each cNode should return X /(N + 1)/N capacity to keep ca-
pacity balanced across all cNodes under a sNode. Through
these steps, the VM gains additional bandwidth while main-
taining the same total memory capacity.

Note that this procedure enables the VM to immediately
utilize additional bandwidth if the workload is allocation-
intensive. However, if pages are already allocated on previ-
ous channels, RAMRYDER performs page redistribution (@),
Figure 9) between step @ and @ above to balance pages
evenly across channels. We explain this redistribution pro-
cess in detail below. Similarly, during channel hot-unplug,
RAMRYDER applies the same procedure in reverse to reclaim
bandwidth when the workload demand decreases, including
page redistribution across fewer channels when necessary.

Page redistribution. To utilize the newly attached channels,
RAMRYDER redistributes existing pages so that their page-
to-channel placement is realigned with the original channel-
weighted interleaving (§4.2) and page allocation (§4.1) poli-
cies. This redistribution is performed by triggering page faults
followed by lazy migration. After hot-plugging new channels,
the RAMRYDER guest kernel scans the page table entries of
mapped pages and clears their present bits, which triggers
page faults when these pages are subsequently accessed by
applications. Upon a page fault, RAMRYDER recalculates
the target sNode and its corresponding cNode, and marks
misplaced pages for migration to the new cNode.

Region 0 Region | Region 2 Region 3 Region 4
[T T TIJ 3268 | 3268 | 3268 [ 3268 |
(3ZGB + memory holes) ﬁ@

Host Physical Memory Layout Host Physical Memory Layout

Initial State BIOS / UEFI
All-ways Interleaving (1) E>

Channel Partition
One-way Interleaving

Figure 10: Process of memory topology provisioning (§5.1). Ram-
Ryder gains software control over per-channel memory by first par-
titioning memory channels via BIOS/UEFI and then detecting per-
channel regions from the memory layout. These regions are then
reserved as DAX devices for software management.

S Implementation

RAMRYDER is implemented on unmodified commodity
servers with a memory topology provisioning toolchain and
runtime software. The toolchain reconfigures servers to ex-
pose the underlying memory topology required to run RAM-
RYDER, while the runtime software implements RAMRY-
DER’s key components as an end-to-end system.

5.1 Memory Topology Provisioning

To realize RAMRYDER on commodity servers, we need to
gain control over raw memory devices, including DIMMs and
CXL devices, under each memory channel in software. To
achieve this, we implement a memory topology provisioning
toolchain that involves the following operations.

Partitioning memory channels. Since the physical address
space is interleaved across all DIMM channels by default, the
first step to gain control over the DIMMs under each channel
is to partition DIMM channels. We partition DIMM channels
primarily by disabling channel interleaving via BIOS/UEFI
during system boot (@), Figure 10). After partitioning DIMM
channels, the physical address space is linearly mapped to
underlying channels (see channel partition in Figure 10).

Detecting memory regions. The second step is to detect
each DIMM channel’s memory region. As the physical ad-
dress space is linearly mapped to underlying channels after
partitioning, we calculate each DIMM channel’s memory re-
gion based on the capacity of the DIMMs populated in that
channel (@), Figure 10). In practice, the host OS may reserve
holes in the memory layout [60]. RAMRYDER adjusts its ad-
dress calculations by adding offsets to skip these holes when
determining each channel’s region (see region 0 in Figure 10).

Reserving memory regions. The final step is to reserve
memory under each DIMM channel in user space. We keep
10 GB for the host OS to ensure it has sufficient memory to
operate and reserve the remaining region under each channel
as a separate DAX device using the memmap kernel parameter.

CXL device reservation. For CXL devices, current PCle
Gen 5 CXL devices have one DDRS channel internally [102].
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Figure 11: Implementation details. (§5.2). The RamRyder runtime
consists of a user-space resource manager, a hypervisor, and a guest
kernel. The resource manager splits per-channel DAX devices into
chunks; the hypervisor virtualizes allocated chunks from the same
device as a NUMA node and exposes the hardware topology via the
ACPI table; and the guest kernel constructs cNodes and sNodes from
the exposed hardware topology.

Therefore, we only need to reserve the whole CXL device,
which represents DRAM under one CXL channel. We reserve
each CXL device as a separate DAX device in user space via
BIOS/UEFI and the CXL configuration tool [32].

5.2 Runtime Software

RAMRYDER’s runtime (Figure 11) consists of a resource
manager (RM) built from scratch, a hypervisor built on top of
QEMU, and an extended guest kernel based on Linux.

Resource manager. The RAMRYDER RM is a user-space
daemon that manages memory and monitors VMs. The RM
splits each DAX device into 128 MB chunks as the min-
imal allocation units for VMs, aligned with the kernel’s
hot-plug block size. Each chunk is uniquely identified by
(socket_id, dax_id, chunk_id). The RM also exposes
an RPC interface over domain sockets for QEMU to re-
quest memory during VM boot. In addition, it uses Linux
perf_event APIs [61] to collect per-core performance coun-
ters and aggregate them into per-VM bandwidth utilization,
and interacts with the QEMU Guest Agent [35] to obtain
per-VM capacity usage.

Hypervisor. The RAMRYDER hypervisor is QEMU with
four major modifications. First, it organizes memory chunks
from different DAX devices (i.e., memory channels) into
distinct NUMA nodes and exposes the physical topology
(i.e., socket and DAX indices) to the guest kernel via reserved
domains in the ACPI table [58]. Second, it extends the QEMU
Guest Agent to support memory-usage queries used by the
RM. Third, it integrates an RPC client that allows QEMU to
request memory from the RM during VM launch. Finally, it
adds support for attaching and detaching channels at runtime.

Guest kernel. The RAMRYDER guest kernel extends Linux
with four major modifications. First, it extends the memory

probing process to retrieve physical topology information of
C-NUMA nodes from the ACPI table during system boot.
Second, it implements the S-NUMA and C-NUMA abstrac-
tions within the existing NUMA framework and establishes
metadata mappings between them. Third, it implements a new
page-mapping policy in the memory-policy layer to maximize
performance under these abstractions. Finally, it extends the
kernel’s memory hot-plug/unplug mechanism to construct
new S-NUMA and C-NUMA nodes and trigger page redistri-
bution upon C-NUMA hot-plug/unplug events.

6 Evaluation

Our evaluation aims to answer the following questions:

* What benefits does RAMRYDER provide for VMs in terms
of performance and isolation (§6.1)?

e Can RAMRYDER provide additional memory capacity or
bandwidth while maintaining QoS for applications with
asymmetric memory demands (§6.2)?

* Can RAMRYDER improve memory utilization across both
capacity and bandwidth in cloud data centers (§6.3)?

¢ What overheads does RAMRYDER introduce, and how sen-
sitive is RAMRYDER to highly dynamic workloads (§6.4)?

Testbed. Our server has an AMD EPYC Zen 5 processor
with 128 logical cores (SMT enabled) and 12 DDR5 DIMM
channels per socket. The cores are organized into 8 CPU dies,
each with a 32 MB L3 cache and 16 logical cores. To match
cloud compute-optimized instances (i.e., high compute with
minimal memory), we use 8 DIMM channels in one socket,
each populated with a 32 GB DDRS5 DIMM. We create four
VMs (details below), each using the same vCPU-to-memory
ratio as AWS and Alibaba compute-optimized instances [5,
11]. The server also includes four 256 GB Samsung CXL 2.0
memory devices and runs Debian with Linux 6.15.

VM setup. We create four VMs to model multiple tenants.
VM 1 and VM 2 each have 16 vCPUs and 32 GB of memory,
while VM 3 and VM 4 each have 48 vCPUs and 96 GB of
memory, following AWS and Alibaba compute-optimized
instances [5, 11]. Each VM’s vCPUs are pinned to logical
cores on separate core complexes (CCXs) [21], giving each
VM dedicated LLCs. For RAMRYDER, we initially allocate
one DIMM channel each to VM 1 and VM 2 and three DIMM
channels each to VM 3 and VM 4, keeping memory band-
width allocation proportional to capacity and CPU cores.

Compared approaches. We compare RAMRYDER against
three approaches: Ideal, where VMs have exclusive access
to hardware resources without co-located VMs; Shared, the
default configuration where multiple VMs co-locate on a
server; and HW-Throttle, which throttles memory bandwidth
on top of Shared to mitigate co-located VM interference
using Intel MBA [54] and AMD QoS [20]. For HW-Throttle,
bandwidth is throttled in proportion to allocated capacity and
CPU cores (e.g., a VM allocated 60% of the capacity and
CPU cores is throttled to 60% of the maximum bandwidth).
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). VMs with fewer vCPUs (VM 1 and VM 2) are more vulnerable to

interference from co-located VMs with more vCPUs (VM 3 and VM 4). RamRyder mitigates contention and delivers performance close to the

ideal baseline with exclusive hardware access.

6.1 Microbenchmarks

RAMRYDER guarantees performance QoS in multi-tenant
environments through bandwidth allocation and performance
isolation, without dedicated hardware resources. This subsec-
tion uses microbenchmarks to quantify this benefit.

Configuration. We use Intel MLC [53] to generate memory-
intensive workloads, with read-only traffic on VM 1 (16 vC-
PUs) and VM 3 (48 vCPUs), and a 3:1 read/write mix on
VM2 (16 vCPUs) and VM 4 (48 vCPUs). Each VM runs the
benchmark on all available cores with a 100 MB buffer and
a 64 B stride per core, ensuring the working set exceeds the
CPU cache and accesses come from main memory. We run
all VMs concurrently and measure memory bandwidth and
average memory access latency.

Reads. Under read-only workloads (Figure 12(a) and (c)),
both Shared and HW-Throttle suffer noticeable performance
degradation, while RAMRYDER mitigates contention and
delivers performance close to Ideal. In Shared, VM 1 experi-
ences the most severe slowdowns: its memory access latency
increases by up to 78.5%, and its maximum bandwidth drops
by up to 41.2% compared to Ideal. This degradation arises
because all VMs share the same memory channels, and VMs
with more CPU cores can contend for more bandwidth, re-
sulting in greater interference to VMs with fewer cores.

HW-Throttle, however, fails to mitigate contention and
instead increases latency for the small VM with fewer cores
(see the small gap between the green and yellow lines under
25 GB/s bandwidth in Figure 12(a)). This occurs because
inserting extra delays cannot precisely control bandwidth
and further wastes CPU cycles by stalling cores [39]. This
observation aligns with prior work showing that HW-Throttle
is ineffective for high-bandwidth workloads and only effective
for low-bandwidth workloads when throttled to very low
levels by inserting many delays [37,84,97, 115].

In RAMRYDER, VMs achieve bandwidth close to Ideal
through channel allocation and isolation, which precisely
control bandwidth and physically isolate VMs to avoid con-
tention. For latency, VM 1 differs from Ideal by less than 5%,

and its latency is up to 42.7% lower than that in Shared. A
small gap to Ideal still exists because the VM in Ideal can use
more available channels at the same bandwidth level, enabling
greater parallelism and thus lower latency. Although RAM-
RYDER limits the number of channels, it effectively mitigates
contention from co-located VMs through physical isolation.

Mixed reads/writes. Under mixed workloads (Figure 12(b)
and (d)), the overall trends remain consistent with those under
read-only workloads. However, VM 2 shows about 15.3%
lower bandwidth than under read-only workloads for both
Ideal and RAMRYDER. In addition, VM 4 experiences less
impact under both Shared and Ideal than under read-only
workloads. These differences arise from the varying capabili-
ties of memory channels to handle reads versus writes. §
analyzes the scalability of memory channels under different
read/write ratios in detail.

6.2 Application Benchmarks

RAMRYDER enables independent memory capacity and band-
width extension with CXL devices while maintaining perfor-
mance QoS, without subscribing to extra memory resources
(i.e., paying for additional capacity to obtain more bandwidth,
or for additional bandwidth to get more capacity). This sub-
section uses application benchmarks to quantify this benefit.

Configuration. We evaluate two scenarios: (1) mixed work-
loads where capacity-demanding and latency-sensitive ap-
plications co-locate with bandwidth-intensive applications,
and (2) all bandwidth-intensive applications. In the mixed
scenario, we allocate an additional 100 GB of CXL memory
to each of VM 1 and VM 2 and run Memcached and Redis
with YCSB [33], respectively. In the bandwidth-only sce-
nario, we allocate 10 GB of CXL memory and map it to one
CXL channel for each of VM 1 and VM 2 and run STREAM
and graph processing, respectively. Because VMs with fewer
CPU cores are more susceptible to interference (§6.1), we
allocate one CXL channel with 10 GB of CXL memory to
each of VM 3 and VM 4 and generate peak mixed read/write
traffic with Intel MLC to stress-test both scenarios. For Ideal,
Shared, and HW-Throttle, we apply the existing Linux kernel
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Figure 14: Performance of STREAM and graph-processing workloads with co-located VMs (§6.2). RamRyder mitigates channel
contention through channel isolation and thus achieves throughput and execution time close to the Ideal baseline, while Shared and HW-
Throttle suffer lower throughput and higher execution time due to channel contention.

tiering [77] policy to utilize CXL memory for all four VMs. and HW-Throttle, particularly under YCSB-D (RAMRYDER
improves throughput by 9% and Ideal by 16.2%). For latency,
Shared and HW-Throttle incur up to 42.7% higher latency in
the worst case (YCSB-A), while RAMRYDER remains within
a 5% latency increase relative to Ideal.

Memcached. We populate 60 million key-value pairs (16 B
keys and 1 KB values), and each YCSB workload issues 30
million operations. In terms of throughput (Figure 13(a)), all
approaches achieve similar performance across YCSB work-
loads because memory bandwidth utilization remains low STREAM. We configure each STREAM workload (Copy,

during execution, so throughput is not significantly affected Scale, Add, and Triad) with an array size of 50 million el-
by co-located VMs. However, both Shared and HW-Throttle ements to ensure that the working set far exceeds the LLC
exhibit higher tail latency (Figure 13(b)), particularly under capacity, forcing most accesses to be served from main mem-
YCSB-A (31.4% higher) and YCSB-F (27.2% higher). We ory. In Shared, throughput (Figure 14(a)) is 37.3% lower
observe that most memory accesses are served from local and execution time (Figure 14(b)) is 58.8% higher compared
DIMMs, while CXL memory only stores cold pages with to Ideal due to contention from co-located VMs. In HW-
low access frequency. Therefore, the latency degradation Throttle, both throughput and execution time remain similar
primarily stems from contention on DIMM channels. In con- to Shared (only about a 7% improvement for both metrics).
trast, RAMRYDER mitigates contention from the bandwidth- By contrast, RAMRYDER achieves performance comparable
intensive workloads and achieves latency close to Ideal by to Ideal, with both throughput and execution time within
allocating exclusive DIMM channels to each VM. 5% across all STREAM workloads, by allocating exclusive

DIMM and CXL channels to the bandwidth-intensive VMs,

Redis. We use the same configuration as in the Memcached thereby mitigating contention.

experiment (60 million key-value pairs and 30 million YCSB

operations per workload). The throughput (Figure 13(c)) and Graph processing. We generate graphs with 67 million
latency (Figure 13(d)) trends are similar to those seen in the nodes and 1.3 billion undirected edges and run four work-
Memcached results. We further observe that both Ideal and loads: Breadth-First Search (BFS), PageRank (PR), Con-
RAMRYDER achieve slightly higher throughput than Shared nected Components (CC), and Betweenness Centrality (BC).
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Figure 15: Cluster-level resource utilization before and after co-
locating compatible workloads from cloud traces (§6.3). RamRy-
der improves both capacity and bandwidth utilization by co-locating
workloads with complementary demands within hardware limits.

Because these workloads report only execution time and ex-
hibit large differences in absolute runtime, we normalize all
results to Ideal (Figure 14(c)). In Shared, execution time is
41.4% higher than Ideal due to contention from co-located
bandwidth-intensive VMs. In HW-Throttle, execution time
improves slightly but still shows a substantial gap compared
to Ideal. By contrast, RAMRYDER reduces execution time
by 25.2% relative to Shared and remains within 5% of Ideal.
These benefits arise from RAMRYDER’s channel allocation
and isolation, which eliminate contention and ensure QoS.

6.3 Cloud Workloads

RAMRYDER improves both capacity and bandwidth utiliza-
tion in cloud data centers by consolidating complementary
workloads on the same server while guaranteeing perfor-
mance QoS. This subsection quantifies these benefits at both
the cluster and server levels by emulating cloud workloads
using the cluster traces [6] described in §3.

Cluster-level utilization. We analyze the memory traces to
identify server pairs whose combined capacity and bandwidth
usage at each timestamp remains within hardware limits (i.e.,
under 100%), and then calculate the resulting cluster-level
utilization. At the cluster level, RAMRYDER improves aver-
age and maximum capacity utilization at P30 by 28.6% and
22.1% (Figure 15(a)), and average and maximum bandwidth
utilization at P90 by 43.2% and 26.1% (Figure 15(b)).

Server-level utilization. We replay the memory requests
of selected server pairs using a custom workload generator
that reproduces their timestamped capacity and bandwidth
usage, and run these workloads on the previously configured
VM 3 and VM 4. As shown in Figure 16, server 1 requires
high capacity (over 70%) with low bandwidth (averaging
10.1%) and occasional bursts, whereas server 2 uses low
capacity (below 20%) but high bandwidth (averaging 38.4%).
RAMRYDER accommodates these complementary demands
and dynamically allocates memory bandwidth when workload
demands change, improving utilization while meeting each
workload’s requirements.
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Figure 16: Server-level resource utilization when replaying cloud
workloads from a matched server pair (§6.3). The two servers
have complementary demands, allowing RamRyder to improve uti-
lization while meeting both capacity and bandwidth demands.
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Figure 17: Attribution of performance isolation with Redis un-
der YCSB workloads (§6.4). Channel isolation contributes more
to reducing interference than LLC isolation, and combining both
isolation mechanisms achieves the best performance.

6.4 Overhead and Sensitivity Analysis

RAMRYDER achieves its performance and utilization benefits
with limited overhead. This subsection quantifies the over-
head of RAMRYDER’s internal mechanisms and its sensitivity
to highly dynamic workloads.

Attribution of performance isolation. We conduct an abla-
tion study to quantify the contributions of LLC and channel
isolation, using the same VM configurations and workloads
asin §6.2. We compare the all-shared, LL.C-isolated, channel-
isolated, and all-isolated setups, using Redis on VM 2 as a rep-
resentative workload. As shown in Figure 17, channel sharing
causes more severe interference than LLC sharing. Therefore,
LLC isolation alone provides limited benefit. Channel isola-
tion achieves much stronger isolation, although it still leaves
residual LLC contention. With both LLC and channel isola-
tion enabled, RAMRYDER achieves the best performance.

Scalability of memory channels. To evaluate scalability,
we launch a VM with 128 vCPUs and initially one DIMM
channel. We use Intel MLC to measure peak bandwidth under
different read/write ratios while incrementally adding DIMM
and then CXL channels. As shown in Figure |8, bandwidth
scales linearly with the number of DIMM channels for both
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Figure 19: Overhead of software-defined interleaving under dif-
ferent access strides (§6.4). Software-defined interleaving delivers
bandwidth close to hardware-controlled interleaving with low over-
head across both 128-thread and single-thread workloads.

read-only and mixed workloads. When CXL channels are
added, the scaling slope decreases slightly because CXL chan-
nels provide lower bandwidth than DIMM channels.

Overhead of software-defined interleaving. To quantify
this overhead, we launch a VM with 128 vCPUs and all
DIMM channels, then use STREAM to measure peak band-
width with multiple threads and a single thread under different
stride sizes. With 128 threads, RAMRYDER achieves peak
bandwidth comparable to hardware interleaving, with an aver-
age overhead of 3.6% and a maximum of 4.4% across stride
sizes (Figure 19(a)). With a single thread, RAMRYDER intro-
duces a higher average overhead of 5.1%, with a more visible
gap at intermediate stride sizes, especially the 2 KB stride,
where overhead reaches 7.4% (Figure 19(b)). This is likely
because hardware interleaving benefits from finer interleaving
granularity, which better exploits row buffer locality.

Overhead of dynamic bandwidth allocation. Dynamic
bandwidth allocation involves channel hot-plug/unplug and
page redistribution. Channel hot-plug/unplug takes only a
few microseconds and is negligible; redistribution dominates
the cost and depends on the number of allocated pages and
migration rate. To measure this overhead, we run a read-only
workload on a VM with one DIMM channel using Intel MLC,
then attach a CXL channel, and later reclaim it (Figure 20).
The workload uses 10 GB of memory and initially reaches
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Figure 20: Bandwidth and latency during dynamic channel allo-
cation and reclamation (§6.4). Since channel changes require page
redistribution, RamRyder leverages lazy migration to redistribute
pages, avoiding large latency spikes despite the migration delay.
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Figure 21: Bandwidth adjustment under highly dynamic work-
loads (§6.4). RamRyder adapts to sustained bandwidth changes
and approaches the over-provisioned ideal baseline, while tran-
sient bursts may be missed due to monitoring granularity and page-
redistribution delays.

38 GB/s. After adding a CXL channel, bandwidth rises to
68 GB/s over 2.2 seconds, corresponding to a 1.82 GB/s mi-
gration rate while migrating about 40% of pages. Reclaiming
the channel completes in 1.1 seconds because RAMRYDER
performs lazy migration on allocation but immediate migra-
tion on reclamation. In both operations, latency remains
smooth without noticeable spikes, indicating that redistribu-
tion incurs low overhead despite lasting a few seconds.

Sensitivity to highly dynamic demand. We evaluate RAM-
RYDER with a highly dynamic workload and compare it with
an ideal baseline that over-provisions all channels. We ob-
serve two expected differences from this over-provisioned
baseline (Figure 21). First, RAMRYDER may miss extremely
short bursts and cannot provide instantaneous bandwidth for
such transient spikes. Second, for other bandwidth changes,
RAMRYDER takes time to increase bandwidth and therefore
slightly lags behind the ideal baseline. These gaps come from
two sources. First;, RAMRYDER needs at least 1 second to
collect performance-counter information, so very short bursts
can finish before the next decision point. Second, increasing
bandwidth requires page redistribution, so newly attached
channels contribute bandwidth gradually rather than immedi-
ately. Overall, RAMRYDER transitions smoothly and catches
up to sustained demand increases, making it more suitable for
VMs with gradually increasing bandwidth demand.
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7 Discussion

Our prototype and evaluation focus on the feasibility of elas-
tic capacity and bandwidth allocation by managing memory
channels in software. While the results are encouraging, we
acknowledge several limitations. This section discusses ap-
proaches to address them and describes target scenarios.

Guest kernel modifications. RAMRYDER requires guest
kernel modifications, which complicates deployment in the
cloud. This design, however, could enable finer-grained iso-
lation: the guest kernel can isolate memory channels across
co-located jobs within a VM, while these jobs remain opaque
to the host. We therefore expect memory channel abstractions
to become a standard OS interface for both guest and host
kernels, eliminating the need for guest kernel modifications.

Reserving bandwidth beforehand. RAMRYDER initially
allocates DIMM channels based on each VM’s memory band-
width demand estimated from its proportion of allocated vC-
PUs, following the same policy used for local storage in the
cloud [4, 18]. If this estimate deviates significantly from
the VM’s actual demand, RAMRYDER can also reallocate
DIMM channels dynamically to avoid bandwidth shortages
and resource waste.

Efficiency of dynamic bandwidth allocation. RAMRYDER
requires several seconds to redistribute pages after channels
are hot-plugged. This dynamic bandwidth allocation capabil-
ity is suitable for VMs with gradually increasing bandwidth
demand. For future optimization, RAMRYDER could leverage
learning-based policies to predict bandwidth demand and trig-
ger channel hot-plugging and page redistribution in advance.

Channel sharing for small VMs. Modern processors support
up to 12 DIMM channels per socket, but this granularity
remains too coarse for small VMs whose demand is below
a full channel. Thus, RAMRYDER can place multiple small
VMs on the same channel while isolating them from large
VMs with many vCPUs, a major source of interference (§6.1).
This also fits hardware throttling, which is effective mainly
when the bandwidth limit is set very low [84,115], making it a
potential mechanism to control small VMs sharing a channel.
Granularity of CXL channels. The CXL memory devices in
our testbed use a single DDRS channel; thus, the entire device
can be reserved as DAX to represent one channel. Future PCle
6.0/7.0 CXL devices will require multiple DDR channels
for higher bandwidth [102], but their internal interleaving
policies remain unclear. Ideally, vendors should expose these
policies as configurable options, allowing the OS to control
the mapping from physical memory to internal DDR channels.
Applicability to multi-host CXL memory pools. RAMRY-
DER is currently designed and implemented for a single host
server, but can be extended to a CXL memory pool shared
by multiple hosts. In such scenarios, one host can act as
the master node running the RAMRYDER resource manager,
while others communicate with it via the RAMRYDER RPC
interface (§5.2) to request memory capacity and bandwidth.

8 Related Work

Memory interference optimization. Prior work reduces
memory interference via architectural techniques such as
LLC partitioning [43,57,76,87,91,92] and channel partition-
ing [73,82, 116], which require hardware changes. System-
level approaches include Canvas [105] for far-memory iso-
lation and DRAM mapping aliases [47] for OS-guided par-
titioning or interleaving. RAMRYDER is inspired by both
architectural and system-level designs to physically isolate
channels across VMs to reduce interference.

Memory bandwidth allocation. Existing bandwidth alloca-
tion relies on indirect controls, including throttling between
L2 and LLC [37,55,110, 115], CPU-level mechanisms [52,
84, 115], LLC partitioning with throttling [26, 83, 118], and
CPU scheduling [39,74]. These techniques are indirect, often
workload-specific, and may compromise other metrics. RAM-
RYDER allocates bandwidth directly by allocating channels.

Memory bandwidth extension with CXL. Recent work
explores using CXL devices to extend memory bandwidth.
Many studies quantify the bandwidth benefits of CXL and
examine page interleaving across memory tiers [27,56,71,93,
100, 101, 106, 107]. Other efforts leverage CXL bandwidth
for databases [49], PCle device pooling [120], and LLM in-
ference [63,111,113]. RAMRYDER extends this direction by
enabling independent bandwidth allocation on CXL devices.

Memory capacity extension with CXL. CXL-based capacity
extension spans memory tiering within a single server [I,
36,64,65,69,72,77, 88,94,98,99, 103,108, 109, 112, 119]
and memory disaggregation across multiple servers via CXL
switches [3,24,41,42,46,50,51,70,114,117]. RAMRYDER
focuses on the single-server setting and can further extend to
switch-based multi-host settings.

9 Conclusion

Memory bandwidth is severely underutilized in cloud data
centers due to spatial and temporal memory over-provisioning,
which stems from inflexible memory allocation and the lack
of bandwidth allocation and performance isolation. This pa-
per proposes RAMRYDER, a software-defined elastic memory
system for cloud VMs. RAMRYDER takes the role of hard-
ware and directly manages memory channel allocation and
mapping in software to allocate bandwidth and capacity in-
dependently. This also enables performance isolation and
allows resource allocation to change dynamically at runtime.
RAMRYDER therefore improves both memory capacity and
bandwidth utilization while guaranteeing performance QoS.
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