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Abstract
Silent Data Corruption (SDC) has emerged as a critical relia-
bility bottleneck in Large Language Model (LLM) training,
where hardware faults are frequently indistinguishable from
software anomalies. While standard industry practice relies on
synthetic microbenchmarks for fault isolation, our experience
shows these methods miss over 60% of defective devices. To
understand this gap, we present a comprehensive characteriza-
tion of 23 SDC-defective GPUs harvested from a large-scale
production cluster. Our analysis reveals three key insights:
(1) SDCs are not confined to new hardware but often arise
later due to aging; (2) SDCs are highly data-dependent and
unit-specific, meaning devices that pass general stress tests
often fail under specific training input data; and (3) standard
ECC and thermal protections fail to capture these logic-level
bit flips. Driven by these findings, we propose SDCHUNTER,
an automated diagnosis system for detecting SDC-defective
GPUs in a large-scale training cluster. Instead of relying on
generic benchmarks, SDCHUNTER employs execution replay
with the exact training workload and input data that triggered
the failure. Deployed at ByteDance, SDCHUNTER success-
fully mitigated 40 SDC incidents in production.

1 Introduction
Silent Data Corruption (SDC), the unintended alteration of
data without error signals, is a persistent reliability challenge
in large-scale computing [17, 20, 27, 75]. Although SDC
events are statistically rare on one device, the massive scale of
training Large Language Model (LLM) amplifies their impact,
making them a visible and frequent disruption. With training
clusters scaling to tens of thousands of GPUs running for
months, low-probability hardware faults become inevitable.
Recent reports highlight the frequency of hardware faults in
large-scale training environments. Meta reports that during
training runs on 16,000 GPUs, hardware failures occur ap-
proximately every 2.78 hours, with roughly 1.4% of these
attributed to GPU SDC [1]. Similarly, Google observes SDC
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events every one to two weeks within their TPU clusters [3],
while ByteDance records 6,096 implicit errors over a three-
month operational period in their GPU clusters [73].

However, the most agonizing challenge for training engi-
neers is not the frequency of these errors, but their ambigu-
ity. GPU SDCs typically manifest as computational anoma-
lies such as an unexpected fail-stop error or sudden loss
spikes that appear identical to software bugs or numerical
instabilities. This creates a costly dilemma: engineers of-
ten waste weeks debugging phantom code issues, unaware
that the root cause is a silent hardware defect. Prior research
has primarily focused on detecting and mitigating CPU-side
SDCs [16, 18, 29, 40, 44]. On GPUs, numerous studies have
investigated SDC detection and fault tolerance in model infer-
ence workloads [35, 36, 42, 82]. Other lines of work propose
more reliable algorithms, such as self-check GEMM vari-
ants [47, 48], or techniques that monitor specific numerical
ranges during training to detect SDCs [21,26]. However, these
approaches are not effective for large-scale LLM training, as
the increased numerical robustness of LLM models and the
significantly more complex software stack make SDCs harder
to detect and localize.

In our production environment at ByteDance, we find that
most SDC incidents stem from SDC-defective GPUs. These
devices contain subtle hardware faults that intermittently cor-
rupt computation. Although we occasionally observe SDCs
originating from CPUs, they can be diagnosed with the same
approach. In these cases, both CPU and GPU memory are
protected by ECC and are not the source of SDCs. Unlike
transient soft errors, SDC-defective GPUs pose a persistent
risk because the same device can repeatedly corrupt training
jobs. When engineers observe suspicious behavior during
LLM training, such as unexpected errors, the key challenge
is to identify which GPU or GPUs in the cluster caused the
corruption. The common industry practice is to run hardware
diagnostic tools and synthetic stress tests, such as intensive
GEMM loops across all GPUs [52, 54, 77]. However, in our
experience, these synthetic tests miss more than 60% of de-
fective GPUs, leaving a substantial detection gap.
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Insights from Real-World GPU SDCs. To understand why
standard benchmarks fail, we experimentally analyzed 23
SDC-defective GPUs harvested from our production fleet. Our
characterization reveals three critical insights. First, SDCs are
not limited to new hardware. They often appear later due to ag-
ing, requiring continuous lifecycle monitoring. Second, SDCs
depend heavily on the specific hardware units (e.g., complex
math units fail more often than Tensor Cores) and data in-
puts. A GPU might pass a general test but fail on specific
training tasks. Third, these errors are missed by standard pro-
tections like ECC or thermal sensors. Consequently, effective
diagnosis requires execution replay with the exact production
model, checkpoint, workload, and data distribution that trig-
gered the failure. Despite its promise, production replay faces
two fundamental challenges.

Challenge 1: Training Replay Determinism. To identify a
defective GPU, we compare its output against a "gold stan-
dard" from healthy hardware. Because no single GPU can
be assumed reliable, this comparison must span replicas and
requires identical inputs to produce bit-wise identical out-
puts. Yet LLM training is rife with non-determinism [25, 79].
System-level noise, such as non-deterministic reduction or-
ders in AllReduce [62] or random operators, prevents direct
cross-replica comparison and makes hardware SDCs indis-
tinguishable from normal stochasticity. Our production mea-
surements show that deterministic training has no measurable
throughput loss (within 0.01% step-time difference) and re-
duces normalized debug time by 70% through bit-wise replay.

Challenge 2: Diagnosis Efficiency. Localizing an SDC re-
quires capturing the corruption before it is masked by non-
linear operators or normalization layers [43]. Theoretically,
this requires monitoring every intermediate tensor, but global
full-state inspection across thousands of GPUs is prohibitively
slow. Because intermittent SDCs may take hours to reproduce,
such instrumentation would extend downtime from hours to
days and delay the critical training job. We therefore need to
isolate the fault quickly without paying the cost of full-state
monitoring everywhere.

To address these challenges, we propose SDCHUNTER, an
automated diagnosis system that uses hierarchical replay to
balance speed and precision. SDCHUNTER first screens the
cluster to isolate a small faulty GPU group, then investigates
that group to pinpoint the defective device.

Phase 1: Lightweight Grouping via Homogeneous Replay.
Upon detecting an anomaly, SDCHUNTER partitions the clus-
ter along the Data Parallel (DP)1 dimension into two logi-
cal replicas that consume the identical input batch. In this
controlled "dual-replica" setting, outputs should be bit-wise
identical. SDCHUNTER verifies this by hashing tensors only

1The data-parallel dimension is the axis of the training layout where
workers run replicated model copies on different input shards. A DP group
denotes one set of workers that participate in this replicated computation and
synchronize updates.

at the Pipeline Parallel (PP)2 boundaries, incurring only 3%
runtime overhead and a few extra training steps. Comparing
these signatures across DP groups identifies the divergent
stage within hours, which is enough to remove the affected
replica and resume training while device-level localization
continues offline.

Phase 2: Precise Localization via Full-State Compari-
son. Once the anomaly is confined to a parallel group3, SD-
CHUNTER deterministically replays the problematic iteration
on the suspicious group and a healthy reference group. It col-
lects layer-wise signatures for all intermediate tensors, finds
the first divergent tensor and kernel through differential anal-
ysis, and maps the error back to the defective GPU.

After the training job resumes on healthy machines, SD-
CHUNTER confirms the localized device offline by repeatedly
replaying the alert-triggering trace and checking the result
with hardware tools. This verification does not block the on-
line job and provides a hardware-actionable decision within
one hour in our production cases.

Both phases rely on system-wide determinism. SD-
CHUNTER eliminates noise by locking RNG seeds, enforcing
deterministic GPU kernels, and standardizing communication
order, so discrepancies across DP groups (Phase 1) or against
the reference (Phase 2) indicate hardware defects.

We deployed SDCHUNTER in ByteDance’s production
environment managing a large GPU cluster. It has mitigated
40 SDC incidents to date. Most importantly, SDCHUNTER
decouples cluster recovery from hardware debugging: training
resumes within an hour after isolating the faulty stage, while
the defective GPU is later pinpointed and confirmed offline
within one hour for hardware repair.

Our contributions can be summarized as follows:

• We share our first-hand experience managing SDC in-
cidents in large-scale production clusters at ByteDance,
showcasing the problem of SDCs in real-world systems.

• We present a characterization study of 23 SDC-defective
GPUs, revealing key insights about their manifestation.

• We quantitatively identify the critical challenges in re-
producing SDCs in LLM training.

• We propose SDCHUNTER, an automated diagnosis sys-
tem for localizing SDC-defective GPUs and have identi-
fied 40 SDC incidents in production, reducing diagnosis
time from days to under one hour.

To the best of our knowledge, this is the first large-scale
study of GPU SDCs in production-level LLM training work-
loads.

2Pipeline parallelism splits model layers into sequential stages placed on
different workers. PP boundaries are the interfaces between adjacent stages
where activation or gradient tensors are exchanged.

3A parallel group is a subset of distributed workers that cooperate along
one parallelism axis, such as data, pipeline, tensor, or expert parallelism.
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Figure 1: First detected errors of all confirmed SDC errors.

2 GPU Silent Data Corruption in Production
2.1 Silent Data Corruption
The correctness of large model training is very important.
In practice, training can yield incorrect data in three char-
acteristic ways: crash [73], detected unrecoverable error
(DUE) [6, 13, 14, 18, 24, 49], and silent data corruption
(SDC) [24, 26, 43, 44]. The crash indicates that the program
terminates abnormally due to an unrecoverable error, such as
segmentation faults or illegal instructions. DUE refers to er-
rors that are detected by the hardware or software, leading to
the termination of the program to prevent further propagation
of errors. Both crash and DUE provide immediate feedback
to developers, allowing them to identify and address issues
promptly.

Different from the crash and DUE, SDC does not produce
any general immediate indication of an error. It refers to errors
that occur silently without any immediate indication, leading
to incorrect results or data corruption. SDC can manifest in
various ways, such as bit flips in memory, or incorrect compu-
tations. The typical reasons for SDC include environmental
factors, hardware bugs, and hardware degradation. Environ-
mental factors such as cosmic rays and radiation can induce
transient faults in hardware components [56,74,78,82]. Hard-
ware bugs, such as design flaws or manufacturing defects,
can also lead to SDC [44]. Over time, hardware components
can degrade due to circuit wear-out and aging [44]. All these
factors can contribute to the occurrence of SDC, making it a
significant concern in large-scale computing systems.

2.2 SDC-Induced Failures in LLM Training
In this paper, we analyze 23 GPUs with confirmed SDCs
identified in our production clusters. Figure 1 classifies the
detection sources of these defective devices. Specifically, 10
GPUs were identified during offline stress test using online
workloads where they failed numerical validation checks. The
remaining 13 GPUs surfaced during active LLM training
tasks, causing task interruptions. These production failures
manifest in two primary ways: (1) fail-stop errors, where the
SDC triggers a system exception (e.g., shape mismatch or out-
of-bound access) causing an immediate crash; and (2) implicit
anomalies, where the training continues but exhibits incorrect
behavior (e.g., loss spikes), leading engineers to manually halt

1
2
3
4
5
6
7
8
9

indices = torch.tensor([0, 1, 0, 1])
plan = torch.bincount(ideal_indices, minlength=2)
plan = plan.tolist()

mask = torch.zeros(4, 2, dtype=torch.int)
mask.scatter_(1, indices.view(-1, 1), 1) # wrong!

# Shape mismatch with input and mask
experts_input = torch.split(routed_data, plan)

Figure 2: Code snippet of a shape mismatch error caused by
SDC during MoE training.

1
2
3
4
5
6

ids %= self.vocab_size # wrong!
ids += self.vocab_offset
ids = ids[:, -s:]

# Out-of-bound caused by ids
embeds = self.embedding_list[0](ids)

Figure 3: Code snippet of an out-of-bound access caused by
SDC during MoE training.

the job.
Confronted with these interruptions, developers instinc-

tively prioritize software debugging over hardware verifica-
tion. Given the rarity of hardware faults, engineers typically at-
tribute these anomalies to logical bugs in the training software
framework or numerical instabilities inherent to the model
architecture [30]. Consequently, engineers often invest days
or weeks isolating pipeline components and attempting to
reproduce the error, but these efforts are frequently wasted.
The identification of a hardware fault usually emerges only
as a diagnosis of exclusion after all software hypotheses have
been exhausted. This characterizes the insidious nature of
SDCs: while their probability of occurrence is low, the in-
curred cost in engineering productivity and wasted computing
resources is disproportionately high. We share two detailed
cases derived from our real-world production experience to
illustrate these deceptive patterns of SDC-induced failures.

Case 1: Explicit Fail-stop Error (Shape Mismatch or Out-
-of-bound Access). Megatron [69] decouples capacity plan-
ning from tensor dispatching in its implementation of MoE
operators to maximize device utilization. Under this pipeline,
the framework first aggregates token counts to pre-allocate
contiguous memory buffers, and subsequently invokes a scat-
ter kernel to populate these buffers. We observed a case in our
production environment where an SDC occurred during the
token count aggregation, silently corrupting the buffer size
calculation. As shown in Figure 2, the error comes from the
corrupted scatter operation (line 6) and eventually triggers a
shape mismatch error at line 9. As shown in Figure 3, the out-
of-bound access is caused by the corrupted modulo operation
(line 1) and eventually triggers a segmentation fault at line 6.
This manifested error creates a debugging trap: the exception
did not trigger immediately, but it indicates a fail-stop error,
causing developers to suspect a bug in the code. However, the
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Figure 4: Loss spike caused by SDC during model training
with different runs. The loss spike is confirmed to be caused
by SDC, but the spike is not always the same.
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Figure 5: Loss curves of training runs with and without SDC
collected from the same checkpoint in production. The spike
problem observed in production is shown in Figure 4.

code at the crash site is correct. The SDC had already altered
the program state in a previous kernel, rendering the error
message a misleading indicator of the true failure source.

Case 2: Implicit Performance Degradation (Anomalous
Loss Spikes). In contrast to fail-stop errors, SDCs can man-
ifest as implicit model degradation where the training process
continues but produces corrupted checkpoints. The loss com-
parison in Figure 5 shows the practical consequence: without
SDC, the training loss remains within the expected narrow
range, while SDC-affected executions create visible excur-
sions that can invalidate subsequent checkpoints. The spike
problem is shown in Figure 4. We encountered this scenario
in 10 independent training runs executed on the same clus-
ter and initiated from the identical checkpoint. The anomaly
first surfaced in Run 1, where the loss spiked dramatically.
A distinct re-run, Run 2, reproduced the failure, exhibiting
a similar spike. However, when engineers attempted Runs 3
and 4, the training proceeded without incident, showing no
anomalies. This led engineers to suspect the occurrence of
SDCs. Continued monitoring validated this hypothesis: Runs
5 and 6 (and subsequently Runs 8 and 9) exhibited loss spikes
again, but crucially, these occurred at completely different
steps compared to the earlier failures. Unlike a code error that
would typically fail at a consistent logical point, these random,
high-magnitude gradient values indicated underlying hard-

ware malfunctions in the floating-point units. Consequently,
the training was halted, and the affected nodes were taken
offline to confirm the existence of a defective GPU.

2.3 SDC Impact in LLM Training
Both failure modes impose substantial operational cost in
production-level LLM training. Fail-stop errors (Case 1) im-
mediately interrupt the job, leaving allocated GPUs idle until
the training state is restored from a valid checkpoint and the
defective hardware is isolated. Implicit anomalies (Case 2)
are more difficult to handle because the training job may
continue to produce invalid checkpoints. Engineers must
then determine whether the observed loss spike originates
from software bugs, numerical instability, or hardware cor-
ruption since the loss spike can degrade the model perfor-
mance [5, 37, 60, 71, 72]. Without deterministic execution, re-
running the same checkpoint cannot guarantee bit-wise align-
ment, which further obscures the boundary between benign
training variance and SDC-induced model corruption.

The difficulty of mitigation is amplified by the large vari-
ation in how frequently a defective GPU manifests an error.
We define the observed SDC occurrence rate as the fraction
of deterministic replays of an alert-triggering workload that
produce an incorrect tensor. Across the confirmed defective
GPUs, this replay occurrence rate ranges from 100% down to
10−6%. This variation explains why generic hardware stress
tests frequently miss SDC-defective GPUs and why diagno-
sis must replay the production workload that exposed the
anomaly. To quantify the practical impact, we measure the
optimistic estimation of retraining overhead and the debug-
ging and diagnosis time observed in our production workflow
in Table 1. Actually, the overhead is a lot higher than the
estimation in our production workflow.

Table 1: Overhead over a full training run across varying SDC
occurrence rates. The SDC Rate means the visible difference
in the loss curve. This trace is collected from manual oncall
services with round-the-clock coverage.

SDC

Rate

Expected

Steps

Polluted

Ckpts

Overhead

Retrain Debug

100% ∼ 1 ≤ 1 0.011% 0.029%

10% ∼ 10 ≤ 1 0.020% 0.29%

1% ∼ 100 ∼ 1 0.110% 2.90%

0.1% ∼ 1,000 ≥ 1 1.510% 29.0%

0.01% ∼ 10,000 ≥ 10 1.510% 2.9×

Utilizing the industry-standard software diagnostic
method [73], the required validation compute scales inversely
with p. At p = 0.01%, diagnosing a single defective GPU
consumes parallel compute equivalent to training approxi-
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Figure 6: Temporal distribution of SDC emergence across
hardware lifecycle.

mately three full LLM models (≈ 290%). This mathemati-
cally negates the viability of purely software-replay-based
debugging for low-frequency SDCs in hyperscale clusters.
This motivates a system to diagnose SDC-defective GPUs at
scale.

3 Characterizing SDC-defective GPUs
Silent data corruption originates from hardware degradation
that manifests in ways fundamentally different from hard
failures. To characterize these differences, we first analyze
hardware fault behaviors across four dimensions: temporal
patterns, observability, triggering conditions, and visibility.

Temporal Patterns. Unlike prior studies that primarily ob-
serve CPU SDCs during early stress testing [75], our long-
term analysis reveals that GPU SDCs pose a persistent threat
throughout the entire hardware lifecycle. By tracking the
timelines of all confirmed SDC cases in our production envi-
ronment, we find that these faults are not limited to the early
time of GPUs. Instead, they manifest continuously due to
cumulative hardware degradation. Specifically, only 25% of
SDCs were detected during pre-deployment burn-in, whereas
the remaining incidents surfaced gradually: 25% within the
first two months, 10% within six months, and a substantial
40% around one year post-deployment (see Figure 6). Further-
more, once a GPU begins to exhibit SDC, the error rate typi-
cally escalates over time, signaling progressive deterioration
that can lead to permanent failure. This temporal dispersion
indicates cumulative degradation rather than manufacturing
defects. Vendor analysis suggests the underlying mechanism
involves resistance drift in computational circuits, specifically,
repeated intensive computation causes electrical stress that
gradually alters resistance values, leading to arithmetic errors.
This finding is applicable to all long-running GPU fleets that
execute sustained high-utilization training workloads, while
the exact timeline depends on GPU generation, cooling con-
ditions, workload intensity, and maintenance policy.

The emergence of SDC covers the entire life cycle of
hardware and is caused by GPU hardware degradation,
which is irreversible once it occurs.

Table 2: Distribution of kernels where the first SDC was
detected on SDC-defective GPUs. Some SDCs are only trig-
gered by specific kernels.

Kernel Proportion

GEMM 17.3%
InplaceMoE 17.3%

FlashAttention 13.0%
RMSNorm 8.69%

InplaceLinear 8.69%
Scatter 8.69%

FusedKernel 8.69%
Mean 8.69%

InternalImplemented 8.69%

Table 3: Characterization of SDC sources in µ-archs for
GEMM kernels. ✓ indicates correct computation, while ✗
indicates erroneous computation.

GPU CUDA Core Tensor Core
FP32 FP64 BF16 FP16 TF32 INT8

1 ✗ ✓ ✓ ✓ ✓ ✓

2 ✗ ✗ ✓ ✓ ✗ ✗

3 ✓ ✗ ✓ ✓ ✓ ✓

4 ✗ ✗ ✓ ✓ ✗ ✗

SDC Sources in µ-archs. Unlike memory errors that can
be detected via ECC or execution exceptions triggered by
instruction faults, SDCs come from diverse hardware com-
ponents [44]. We conducted in-depth experiments to find
the sources of SDC by replaying the same workload and
kernels on victim GPUs and monitoring error rates. Our anal-
ysis reveals that SDC comes from diverse hardware compo-
nents. Some of them may have specific component failures,
while others may have unclear failures. We’ve listed the first-
detected SDC kernels and GPUs in Table 2. For those with
GEMM kernel SDCs, we conduct a further analysis of differ-
ent data types and precision in Table 3. The results indicate
that FP64 and FP32 CUDA cores exhibit a higher propen-
sity for SDC. A plausible explanation is that high-precision
ALUs are substantially larger and more complex than their
lower-precision counterparts: they require wider datapaths
and more transistors to implement the corresponding logic.
The increased physical area correspondingly elevates the like-
lihood of fault manifestation [8, 65]. Our findings further
suggest that certain SDCs are strongly tied to specific mi-
croarchitectural features and data types. For other cases, we
posit that SDCs arise from intricate and insufficiently under-
stood interactions within the microarchitecture. This finding
is applicable to all GPUs because arithmetic units, memory
paths, and fused execution units can all become fault sources,
while the exact vulnerable unit and precision mode are imple-
mentation dependent.
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SDCs originate from multiple GPU components, with
susceptibility patterns highly specific to microarchi-
tecture implementations and precision modes.
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Figure 7: Error rate for a single operator (GEMM) across
different input ranges and data types on SDC-affected GPUs.

Triggering Conditions. Triggering SDC is not straightfor-
ward. As listed in Table 2, some SDCs become visible only
when specific kernels are executed. For these complex cases,
errors often manifest as element-wise differences rather than
simple numerical errors.

To investigate the triggering patterns of SDC, we executed
repeated GEMM kernels on three distinct SDC-defective
GPUs, denoted as GPU 1 through GPU 3, varying the input
numerical ranges to observe stability boundaries. We define
an error as any bit-wise deviation from the standard golden
result. Unlike transient soft errors which are stochastic, the er-
rors observed in these devices exhibit strong correlations with
input patterns. As shown in Figure 7, the error rate is highly
sensitive to both data type and input magnitude. Specifically,
GPU 1 and GPU 3 yield incorrect results across all ranges
for FP32, whereas GPU 2 exhibits errors only within specific
value bands. As for FP64, GPU 3 produces 100% incorrect
results with a calculation latency 50× higher than nominal, in-
dicating severe hardware degradation, while GPU 2 maintains
an error rate below 1%.

Overall, these findings highlight that SDCs are extremely
hard to trigger because they depend on specific operators, data
types, and values. Furthermore, even under identical work-
loads, the error manifests with only a relatively low probabil-
ity. This finding is applicable to other LLM training workloads
that rely on complex fused kernels and data-dependent opera-
tors, although the concrete triggering kernels and value ranges
must be identified for each model and hardware platform.

SDC occurrence is highly dependent on specific work-
loads (e.g., kernels, data types and input values), ex-
hibiting strong operator and workload affinity.

−10 −5 0 5 10
0

8

16

24

32

Er
ro

r B
its

GP
U1

−10 −5 0 5 10
0

1e-1

2e-1

Va
lu

e 
Bi

as

−10 −5 0 5 10
0

8

16

24

32

Er
ro

r B
its

GP
U2

−10 −5 0 5 10
0

5e-4

1e-3

Va
lu

e 
Bi

as

−10 −5 0 5 10
Value Range

0

8

16

24

32

Er
ro

r B
its

GP
U3

−10 −5 0 5 10
Value Range

0

1e4

2e4

Va
lu

e 
Bi

as

Average Max Min

Figure 8: Number of error bits and average value bias for a
single operator (GEMM, FP32) across different input ranges
on SDC-affected GPUs.

SDC Visibility. We further dissect how SDCs manifest at
the numerical level by analyzing the bit-level discrepancies
and value biases across different devices. As illustrated in Fig-
ure 8, the manifestation of SDCs varies significantly across
varying devices. While some defects cause massive devia-
tions, others manifest as sparse bit flips affecting only specific
significance levels. For instance, GPU 2 exhibits extremely
subtle value biases (magnitude < 10−3). Such minor errors
are particularly insidious as they are prone to being masked
or absorbed by subsequent computational operations (e.g.,
accumulations or activation functions), propagating silently
without triggering obvious outliers.

More importantly, apart from these numerical discrepan-
cies, the hardware faults remain invisible to standard sys-
tem monitoring metrics. We compared the execution traces
between golden hardware and SDC-defective devices. De-
spite the observable computational errors, standard indicators
such as machine check exceptions, performance counters, and
device status registers remained indistinguishable from the
healthy baseline. Furthermore, the ECC error count shows
no correlation with the SDC occurrences, and there are no
observable anomalies in clock frequencies or thermal limits
between the golden hardware and the defective GPUs. This
lack of hardware-level observability implies that error detec-
tion must rely solely on verifying the output correctness (e.g.,
double-checking), as no side-channel signals are available
to flag the degradation. This finding is expected to apply to
logic-level computational corruptions across all GPUs, while
the numerical magnitude and masking behavior depend on
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the model architecture and downstream operators.

SDCs often manifest as subtle value biases without
triggering hardware signals, making them difficult to
detect through traditional monitoring mechanisms.

4 Challenges of Diagnosing GPU SDCs
Given that SDCs are highly context-sensitive, our characteri-
zation reveals that synthetic benchmarks fail because they lack
the specific data patterns and instruction sequences required
to trigger the faults. This limitation compels us to shift our
diagnosis strategy from simulation to reproduction. Instead
of relying on pre-defined test vectors, we adopt an execution
replay approach: restoring the training state from a recent
checkpoint and re-executing the exact iterations that led to
the failure (or loss spikes). By subjecting the suspected GPU
to the real production workload, we maximize the probability
of recreating the precise micro-architectural state that triggers
the silent corruption.

The core principle of this approach is differential testing
based on the premise of hardware determinism. Ideally, for
a deterministic computational kernel, identical inputs must
yield bit-wise identical outputs regardless of the device exe-
cuting them. Therefore, to confirm a GPU is defective, we can
compare its replay output against a golden reference gener-
ated by a healthy peer GPU running the same workload. Any
discrepancy in the output can be definitively attributed to a
hardware fault.

While conceptually straightforward, implementing this
replay-based diagnosis in a production LLM training stack is
non-trivial. The complexity of distributed training frameworks
introduces two fundamental challenges that prevent straight-
forward comparison and localization: replay determinism and
corruption observability. In this section, we quantitatively
demonstrate the severity of these two challenges.

4.1 Training Replay Determinism
The prerequisite for differential testing is strict bit-wise re-
producibility. Any deviation from the golden reference must
stem uniquely from hardware faults. However, achieving such
determinism in a distributed training cluster is inherently
difficult. The complex interaction between hardware paral-
lelism and software scheduling introduces significant execu-
tion noise, which can easily drown out the subtle signals of
an SDC. In practice, we identify three primary sources of
non-determinism.

Operator Randomness. GPU kernel implementations of
some operators often exhibit inherent randomness during ex-
ecution (e.g., scatter add). Consequently, without explicitly
enabling deterministic algorithms, the computation results are
inconsistent across runs, as shown in Figure 9. This incon-
sistency comes from nondeterministic execution order rather
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Figure 9: Distribution of output values for the scatter add
operator, illustrating the non-determinism on GPU.
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Figure 10: Differences in loss values of different network
topologies (Topo 0 to Topo 4) relative to Topo 0.

than floating-point instability, since a fixed deterministic order
produces bit-wise identical results for the same inputs.

Network Topology Influence. In distributed training, col-
lective communication operations (e.g., AllReduce) are essen-
tial for gradient synchronization. Due to the non-associativity
of floating-point arithmetic, ensuring bit-wise reproducibility
requires a strictly fixed order of accumulation during reduc-
tion. However, the effective network topology in a production
cluster is often volatile. NIC failures or bandwidth fluctua-
tions can change the topology observed by communication
libraries such as NCCL, causing them to adjust channel counts
or algorithms. These changes alter the reduction structure and
floating-point addition order, producing numerical divergence
even under the same training configuration. To illustrate this
effect, we execute the same training configuration across mul-
tiple network topologies and collect loss-level metrics. The
results, presented in Figure 10, show that the loss variations
introduced solely by differing network topologies can be non-
trivial. This complicates the diagnosis of SDCs, as it becomes
difficult to distinguish whether observed discrepancies stem
from actual data corruption or from inherent software-level
nondeterminism induced by network topology differences.

Scaling Non-equivalence. GPU resources are extremely
precious. When a suspected SDC is detected in a training
job involving thousands or even tens of thousands of GPUs,
performing a direct replay on a cluster of the same scale is
impractical. Doing so would consume a massive amount of
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Figure 11: Differences in loss values relative to the setup of
64 GPUs without SDC when scaling down training configura-
tions.

GPU hours and incur huge costs; furthermore, it monopolizes
critical resources, blocking other training jobs from being
scheduled. Consequently, it is necessary to scale the work-
load down to a smaller cluster to verify whether a specific
GPU is faulty. However, the training result is sensitive to the
scale. As stated in previous work [41], keeping consistency
between large-scale and small-scale training configurations
is challenging. The training framework will select different
parallel strategies and kernel fusion strategies for different
scales. The training result is different for different scales. To
demonstrate this, we use different scales to run the same train-
ing configuration on both normal GPUs and SDC GPUs and
collect the loss-level training metrics. The results are shown
in Figure 11. We observed that the loss difference introduced
by scaling down the training configuration is even larger than
the deviation caused by a faulty GPU. Consequently, when
observing a loss discrepancy in a scaled-down environment,
it becomes impossible to distinguish whether the divergence
originates from the SDC or the inherent software behavior
changes due to scaling.

4.2 Data Corruption Observability
Even if a deterministic replay environment is established,
capturing the manifestation of an SDC remains a significant
hurdle due to the lack of appropriate observability. We face
a fundamental dilemma between sensitivity and efficiency.
High-level metrics (e.g., training loss) are non-intrusive but
inherently mask errors due to the robustness of deep learning
algorithms. Conversely, low-level inspection (e.g., instruction
instrumentation) offers high sensitivity but extremely high
overhead, making the SDC reproduction time impractical. We
experimentally explore this trade-off in this section.

Loss Observability. Large-model training can mask SDCs
in loss-level metrics. To illustrate this, we randomly perturb
10% of tensor values by 1% and 10% during training and
compare the resulting loss and gradient-norm differences
against an unmodified run as shown in Figure 12. The loss
difference is initially small (absolute value below 0.1 and
relative value below 5%) and becomes increasingly obscured

as training proceeds.
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Figure 12: Difference in loss and gradient norm values for
changing the value of 10% of tensors by 1% and 10% relative
to no value change.

Even if the loss value is different, the first tensor value error
appears significantly earlier than the loss value error. To show
this lagging effect, we instrumented all tensors on the SDC
GPUs and collected the loss-level metrics and tensor-level
values. The result is shown in Figure 13. We found that the
first tensor value error appears significantly earlier than the
loss value error and the loss difference is usually smaller than
the value difference. The magnitude of the loss difference
and the value difference are related. These conclusions show
that even if the loss value is different, it is challenging to
determine which step is reliable and which step is caused by
the SDC.

Intermediate Result Observability. Since loss values are
often insensitive to transient faults, a theoretical alternative
is to instrument the execution flow to capture intermediate
states. However, deep instrumentation creates a Heisenbug ef-
fect: it fundamentally alters the micro-architectural state (e.g.,
pipeline timing and thread scheduling), potentially masking
the very race conditions that trigger SDCs. We observed this
phenomenon when applying heavy instrumentation to the de-
fective GPUs identified in Figure 7. As shown in Figure 14,
the error rates for GPU 1 and GPU 2 paradoxically decreased
compared to the baseline, suggesting that the overhead altered
the execution path enough to hide the corruption. Further-
more, we observed new anomalies (e.g., NaNs) absent in the
original run, confusing the diagnosis.

A more practical approach involves verifying the check-
sums (hashes) of tensor outputs at different execution bound-
aries, yet this introduces a critical trade-off between diagnos-
tic resolution and reproduction cost, as quantified in Table 4.
To achieve precise localization, one must perform fine-grained
inspection by checksumming outputs after every kernel exe-
cution. While this allows us to pinpoint the exact corrupted
tensor and its corresponding kernel, it incurs a prohibitive
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Figure 14: Error rate differences between instrumented and
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683.9% overhead. Since diagnosis requires iterative replay,
such a 7× slowdown extends the debugging cycle from hours
to days, rendering global fine-grained monitoring impracti-
cal for production timelines. Conversely, applying coarse-
grained checks solely at communication boundaries offers a
lightweight alternative with negligible overhead (4.3%). How-
ever, this approach suffers from limited resolution: while it
can efficiently identify the faulty GPU, it fails to isolate the
specific kernel or tensor responsible for the SDC.

5 Diagnosing SDC-defective GPUs at Scale
When an abnormal signal occurs in the online task (e.g., loss
decreasing less than expected, Shape Error, etc.), we first
determine whether it is a hardware issue. Specifically, we in-
troduce a two-phase diagnosing mechanism. The first phase is
a lightweight grouping of all GPUs to identify the suspicious
parallel group by replaying the training workload. The second
phase is a full tensor comparison within the suspicious GPU
groups to pinpoint the specific device. After diagnosis, we
confirm the SDC-defective GPUs using offline diagnostics.
Before implementing such a two-phase mechanism, we need

Table 4: The overhead and coverage of different instrumen-
tation granularity. R: Rank, K: Kernel, T: Tensor. The filled
proportion of each circle indicates the coverage achieved by
the corresponding instrumentation granularity at the Rank,
Kernel, and Tensor levels.

Granularity Overhead Coverage Locating
R K T

Base +0% 0% ❍ ❍ ❍

Comm +4.3% 5.65% ● ❍ ❍

Layer +36.6% 22.6% ● ◗ ❍

Kernel +683.9% 73.8% ● ● ●

to ensure the training procedure is deterministic.
SDCHUNTER diagnoses the affected job with the exact

same model, checkpoint, input shards4, operator implemen-
tations, and communication schedule5 used by the original
training run. The key insight is that deterministic training
makes each healthy DP group a bitwise reproducible replica
of the same computation, so SDCHUNTER can preserve exe-
cution equivalence when it reduces or repartitions DP groups
for diagnosis. In the first phase, the parallel configuration6 is
the same as the original training run except that DP groups
are organized into replay replicas. In the second phase, SD-
CHUNTER changes only the DP groups used for comparison
while keeping the model, checkpoint, input shards, PP con-
figuration, TP configuration, operator choices, and commu-
nication order unchanged. We intentionally avoid a separate
lightweight diagnostic model because our characterization
shows that GPU SDCs are strongly tied to the production ker-
nel sequence, input value ranges, and communication order.
A smaller diagnostic model would improve isolation from
the production job, but it would lose the workload fidelity
needed to reproduce rare, data-dependent corruptions. There-
fore, SDCHUNTER isolates diagnosis by replaying only a
bounded window from the latest checkpoint and by moving
fine-grained device confirmation off the training critical path,
rather than by changing the model under test.

5.1 Pre-requisites: Deterministic Training
To ensure the training procedure is deterministic, we add
several deterministic constraints on the computation and com-
munication.

Definition of Deterministic Training. Deterministic train-
ing does not eliminate or exclude the numerical randomness
in the learning algorithm, such as randomized data order,
dropout masks, or other pseudo-random choices. Instead, it

4Input shards are partitions of the training data assigned to different
workers during distributed training.

5A communication schedule specifies the order and grouping of messages
exchanged among distributed workers.

6A parallel configuration specifies how the training job maps model
computation and data across workers, including DP, PP, TP, and EP settings.
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makes these sources of randomness reproducible by record-
ing or regenerating the same random sequences from the
same checkpoint and configuration. Under this definition, a
healthy training system should produce bitwise aligned execu-
tion traces when replaying the same checkpoint, input shards,
model code, operator implementations, and communication
schedule. The purpose is therefore not to eliminate stochas-
tic learning behavior, but to preserve a reproducible training
trace.

Such a reproducible training trace is essential for diagnosis.
Several industry technical reports indicate that bitwise align-
ment and deterministic training are becoming standard prac-
tice for large-scale model training [1–3]. From the ByteDance
production perspective, this property is particularly useful
because it separates data issues, model issues, infrastructure
issues, operator bugs, and SDC-induced hardware corruption
with only several steps of replay under the same replay frame-
work. Our production measurements show that deterministic
training preserves normal step time, with less than 0.01%
difference from non-deterministic training, while reducing
normalized debugging time from 1.00× to 0.30×.

Setup Constraints. To support reproducible training,
our training framework setup leverages the determinis-
tic features provided by modern training frameworks
and GPU drivers. In practice, we activate every deter-
ministic toggle exposed by the software stack, includ-
ing disabling torch.backends.cudnn.benchmark [10], en-
abling torch.backends.cudnn.deterministic [11] and
torch.use_deterministic_algorithms [12]. By setting
up these configurations, we ensure that computation executes
identically in every iteration when the underlying hardware is
healthy.

Computation Constraints. The primary source of non-
determinism in GPU computation is the non-associativity of
floating-point arithmetic, which causes parallel accumulation
to vary across executions [7, 25, 68, 79, 80]. To achieve bit-
wise reproducibility, our framework applies strict constraints
to core kernels: we disable optimization heuristics in oper-
ator libraries [50, 51, 53], deactivate GEMM autotuning to
lock launch configurations, and serialize atomic reductions
where needed. Dynamic control flows introduce additional
challenges. For elementwise kernels, we enforce a static SM-
to-row mapping. For operators with data-dependent routing
(e.g., MoE gating), we re-implement kernels to serialize accu-
mulation and scatter steps, ensuring deterministic processing
regardless of thread scheduling. For kernels whose outputs
can still depend on thread interleavings, we manually imple-
ment deterministic kernels whose reduction and write rules
produce the same result under any valid execution order. All
other standard operators retain their native deterministic be-
havior to preserve system-wide consistency.

Communication Constraints. As noted regarding network
topology influence, the non-associativity of floating-point

arithmetic renders collective operations (e.g., AllReduce) sen-
sitive to the underlying reduction structure. Standard com-
munication libraries (e.g., NCCL7) typically perform runtime
topology detection to optimize bandwidth, dynamically select-
ing algorithms (e.g., Ring vs. Tree) and adjusting the number
of parallel channels based on available hardware health. To
eliminate this source of non-determinism, our framework en-
forces a static communication configuration regardless of the
physical topology state. We explicitly lock the collective al-
gorithms and fix the number of communication channels to
prevent the library from adapting the reduction tree to hard-
ware fluctuations. Additionally, for dynamic architectures like
Mixture-of-Experts (MoE), we enforce a deterministic dis-
patch order to ensure that gradient aggregation sequences
remain invariant across different runs. During training, SD-
CHUNTER records the communication trace and replays com-
munication according to an immutable deterministic order,
so diagnosis uses the same message ordering as the original
execution.

These deterministic constraints are enabled during produc-
tion training, not only during replay. This choice ensures that
the communication order and kernel choices in the diagnos-
tic run match those that produced the anomaly. Since the
same deterministic configuration is used during both normal
execution and diagnosis, SDCHUNTER can replay the alert-
triggering window without changing the workload behavior
being tested.

5.2 Phase 1: Lightweight Grouping
Figure 15 illustrates the overview of Phase 1. The objective
of the first phase is to rapidly narrow the scope of anoma-
lies from the entire cluster to a specific logical group with
minimal overhead. This phase should not compromise the
SDC characterization. To achieve this, we partition the clus-
ter along the data-parallelism (DP) dimension, forming two
replicas, each comprising half of the DP groups. Both replicas
are provided with the identical training data used before as
input. Because deterministic training fixes random sequences,
operator behavior, and communication order, healthy replicas
should produce the same signatures even after this DP-level
scaling, which preserves the execution equivalence needed to
expose SDC-induced divergence.

For each replica, we collect the signatures of the intra-
DP-group pipeline parallelism (PP) communication tensors
and compare these signatures across the two replicas. Here,
the signature refers to a hash of the tensor values designed
to satisfy associativity. By aggregating and comparing com-
munication signatures across replicas, we can identify po-
tentially anomalous DP groups. The novelty of this detec-
tion step is that it is implemented as a training framework
ability, where the framework already knows the checkpoint

7NVIDIA Collective Communications Library, a GPU communication
library commonly used for collectives such as AllReduce in distributed
training.
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Figure 15: Phase 1: Lightweight Grouping. The indices in
the signature label #Sign [·][·][·] denote the Replica ID,
DP Group ID, and PP Stage ID, respectively.

boundary, DP groups, PP communication tensors, and replay
window. As a result, SDCHUNTER only records compact
signatures at framework-visible communication boundaries
instead of dumping full tensors or inserting external kernel-
level monitors, which keeps the online overhead very small.
If only one DP group diverges from the majority signature,
SDCHUNTER marks the machines in that group as suspicious
and removes them from subsequent scheduling. The training
job then resumes from the latest verified checkpoint on the
remaining healthy machines. This resumption does not wait
for the device-level diagnosis in Phase 2 because it only re-
quires isolating the anomalous DP group so that corrupted
ranks are removed from the restarted job. The blocking time
on the training critical path is therefore the sum of the time
to reload the checkpoint, replay the workload, compare the
signatures, and restart the scheduler for the next step. Check-
point reload and scheduler restart are the normal recovery
costs, Phase 1 replays fewer than 100 steps in our deploy-
ment, and signature comparison takes seconds because only
compact communication-boundary hashes are compared.

Ideally, comparing signatures derived from additional paral-
lelism dimensions (e.g., expert parallelism, EP) would further
localize the suspicious nodes. However, in modern training ar-
chitectures that employ EP for Mixture-of-Experts (MoE)
models, computation and communication kernels are fre-

quently fused to maximize efficiency [81]. As a result, inter-
nal signatures of communication-related tensors within these
fused kernels are inaccessible, preventing us from extracting
EP-specific signatures.

Fault Model. In our deployment experience, we assume
that, within one diagnosis window, at least one replay replica
remains healthy and can serve as a reference. When two repli-
cas disagree and no majority exists, SDCHUNTER introduces
an additional replay replica on spare healthy machines and
compares all three signatures to determine which DP group is
faulty. If multiple DP groups are defective, SDCHUNTER can
identify multiple outliers as long as they do not all produce the
same corrupted signature. The pathological case where every
replay replica is simultaneously corrupted in the same way
cannot be resolved by consensus. In that case, SDCHUNTER
falls back to offline confirmation with known good machines
and vendor diagnostics. In practice, this is consistent with the
observed production pattern where SDC-defective GPUs are
rare and independent, so simultaneous identical corruptions
across all DP replicas are unlikely.

5.3 Phase 2: Precise Localization
Once the suspicious parallel group is identified, we perform
a comprehensive tensor comparison to pinpoint the specific
defective device. This involves collecting tensor signatures
from both the suspicious group and a healthy reference group
during a deterministic replay of the problematic iteration. By
comparing these signatures layer-by-layer, we can detect the
exact point of divergence. This process isolates the first cor-
rupted tensor and its producing kernel, allowing us to defini-
tively identify the SDC-defective GPUs. The localization step
also relies on framework-level knowledge of tensor ownership,
rank8 placement, and operator order, so SDCHUNTER can
map the first divergent tensor back to a physical GPU without
globally instrumenting every kernel during normal training.
This framework integration is the reason SDCHUNTER can
combine accurate device-level localization with much lower
overhead than full tensor dumping or always-on fine-grained
instrumentation.

5.4 Post-Diagnostic Verification
To verify suspicious GPUs, we employ a hybrid strategy to
isolate the minimal reproducible execution trace. First, we uti-
lize Hardware tools [52,55] to screen for permanent hardware
faults, any failure triggers immediate repair. However, since
SDC often evades standard stress tests, GPUs that pass these
hardware tools undergo offline analysis using SDCHUNTER.
We subject execution traces from the alert-triggering work-
load to intensive iterative replay to perform full-scale tensor
verification, as extensive repetition of these traces maximizes
the likelihood of reproducing the SDC symptoms. Through

8A rank is one distributed training process, usually mapped to one accel-
erator in GPU training.
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this process, we progressively isolate the consistently repro-
ducible kernel error, thereby confirming the GPU as SDC-
defective.

6 Evaluation
To show the effectiveness of SDCHUNTER, we evaluate it by
answering the following questions:

• How much overhead does SDCHUNTER introduce to
the training process?

• How does SDCHUNTER perform in alarming SDC?
• How fast does SDCHUNTER perform in locating SDC?

Setup. We evaluate SDCHUNTER on a cluster with 128
and 512 GPUs. Each host contains 168 CPUs, 2TB memory,
and 8 GPUs. All the GPUs are connected with high-speed
inter-GPU communication and all hosts are connected with
high-speed RDMA for inter-host communication.

The evaluation is conducted using ByteDance’s production
training traces. We use LLM models with 50B and 150B pa-
rameters. For baselines, we choose dumping all the tensors
and comparing, and dumping all tensors signatures and com-
paring as our baseline. The dumped tensors will be stored in
the GPU memory. If GPU memory is not enough, it will be
stored in the host memory. We use the same training configu-
ration as the original training process.

Baseline. We select two types of baselines, offline and on-
line. Offline baselines include offline stress tests and log anal-
ysis, including hardware tools [52], GPU-Burn [54, 77] and
PEPPA-X [61]. Online baselines include online metrics trac-
ing including loss or gradient norm metric, and He et al. [26].
Also, online baselines contain real-time detection including
HWSentinel [18]. Within the online baselines, we add a gold
standard, Full Data Dump, which dumps all the tensors and
compares them.

6.1 Production Deployment
SDCHUNTER is now deployed in a production GPU-cluster
environment and is a part of base infrastructure for large
model training in ByteDance. By the time of paper submis-
sion, SDCHUNTER has detected 40 SDC-defective GPUs in
the production cluster. It has become the first step to check
hardware issues when loss spikes occur and the offline debug
time is reduced from several days to under one hour. Our
investigation revealed that the SDC-defective GPUs detected
by SDCHUNTER have occurrence rates ranging from 100%
to 0.000001%.

6.2 SDCHUNTER Overhead
We evaluate the end-to-end overhead of SDCHUNTER on the
production cluster in Figure 16.

Analysis. For both the 50B and 150B models, SD-
CHUNTER introduces minimal overhead, which remains be-
low 4% relative to the original training process. In contrast,
computing full tensor signatures introduces approximately a

Table 5: The detection ability of SDCHUNTER in detecting
SDC GPUs in real-world tracing.

Coverage
(↑ is better)

Offline
Hardware tools [52] 30.0%
GPU-Burn [54, 77] 20.0%

PEPPA-X [61] 37.5%

Online
Loss/Grad Norm Metric 25.0%

He et al. [26] 50.0%
HWSentinel [18] 17.5%

Full Data Dump 100.0%

SDCHUNTER (Ours) 100.0%
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Figure 16: The end-to-end overhead comparison of SD-
CHUNTER and other tensor value observation methods on
128 and 512 GPUs with model size 50B and 150B.

4× slowdown, and performing full tensor data comparisons
results is totally unacceptable. The substantial overheads of
these two baselines arise primarily from transferring tensors
from GPU to host due to the limited capacity of GPU memory,
and also from the need to perform many of these transfers
synchronously because the recorded tensors must remain un-
modified before they are saved. In practical large-scale train-
ing scenarios, GPU memory is typically close to saturation,
which further amplifies the overhead incurred by the baseline
methods.

6.3 SDCHUNTER Detection Ability
To evaluate the effectiveness of SDCHUNTER in detecting
SDCs, we conduct both real-world trace based and fault in-
jection based evaluations. The fault injection is conducted by
changing the input or output tensor values during the train-
ing process. For the real-world evaluation, we measure the
coverage in detecting SDC-defective GPUs since it is imprac-
tical to manually replicate the training process to determine
the golden baseline. For the fault injection evaluation, we
measure the detection ability of SDCHUNTER in overhead,
the percentage of SDC GPUs successfully identified, and the
mean gap between the SDC occurrence and its first detection
by the system. The real-world trace based evaluation results
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Table 6: The detection ability of SDCHUNTER in detecting SDC GPUs in fault injection.

Coverage (↑ is better) Avg ∆ Steps (↓ is better) Overhead (↓ is better)

Metrics Based
Loss 16% 127 0%

Grad Norm 17% 109 0%
He et al. [26] 33% 25 1%

Duplication Based Full Data Dump 100% 0 >1000%

SDCHUNTER (Ours) 91% 3 3.9%

Table 7: The localization ability of SDCHUNTER in detecting
SDC GPUs in real-world trace and fault injection.

Rank Correctness
(↑ is better)

Real
World

Fault
Injection

Offline
Hardware tools [52] 60% N/A
GPU-Burn [54, 77] 100% N/A

PEPPA-X [61] 60% 57%

Online
Loss 0% 0%

He et al. [26] 0% 0%
HWSentinel [18] 0% 0%

Full Data Dump 100% 100%

SDCHUNTER (Ours) 100% 100%

are presented in Table 5 and the fault injection based results
are shown in Table 6.

In the real-world trace evaluation, SDCHUNTER covers
all confirmed SDC-defective GPUs, and it reaches 91% cov-
erage under synthetic fault injection. For the fault injection
evaluation, SDCHUNTER localizes SDC-defective GPUs in
fewer than 5 steps, with 3 steps on average. For the real-world
evaluation, SDCHUNTER only needs to replay fewer than
100 steps of the training process in the first stage, which al-
lows the affected training job to resume within one hour after
the suspicious DP group is isolated. The offline debugging
stage then pinpoints the defective GPU in under one hour and
does not block the online job because the training job has
already moved away from the suspicious machines. Naive of-
fline stress tests [52,54,77] can only achieve a coverage lower
than 40%. PEPPA-X [61] improves coverage by searching for
inputs that maximize SDC vulnerability based on the sensi-
tivity of the input to SDC. Although this approach achieves
certain gains compared with simple stress-testing methods,
the coverage attainable during offline tests remains funda-
mentally limited. He et al. [26] detects SDCs by monitoring
whether the optimizer’s gradient history terms and the nor-
malization moving-variance values exceed mathematically
derived bounds. This method maintains a low overhead, but
the coverage does not reach 50%, and the number of steps

from SDC occurrence to metric out-of-bound is still relatively
high. We also apply HWSentinel [18] to GPU SDC detec-
tion. However, once GPU logs reflect abnormal behavior, it is
already too late to detect SDC.

6.4 SDCHUNTER Locating Ability
We assess the localization capability of device-level identifica-
tion, which pinpoints the specific faulty accelerator, among all
the baselines. We define localization accuracy as the percent-
age of SDC cases where SDCHUNTER correctly identifies
the specific device ID. The result of localization accuracy
evaluation is shown in Table 7, also including both real-world
trace based and fault injection based evaluations.

SDCHUNTER achieves perfect device-level localization,
offering 100% accuracy in attributing the SDC to the spe-
cific faulty GPU, even in the presence of complex collective
communication primitives. This precise localization enables
operators to isolate faulty hardware or numeric instabilities
swiftly, significantly reducing the debug turnaround time com-
pared to standard bisection methods.

7 Related Work
Silent Data Corruption on CPU. Extensive research tar-
gets CPU hardware defects [15, 22, 24, 31, 38, 39, 66, 67],
detection [16, 34, 58, 59], and mitigation [17, 23, 27, 44, 76],
particularly in HPC environments where computational den-
sity amplifies SDC frequency [9, 19, 20, 29, 46, 61]. Mission-
critical systems often employ spatial or temporal redun-
dancy [28, 29, 45, 63, 64], but high overheads frequently ne-
cessitate specialized processor support [45, 63, 64]. To reduce
validation costs, Orthus [40] exploits control-data path separa-
tion, using lightweight checksums for control and versioned-
memory re-execution for data. While system-level replication
guarantees consistency in databases [57] and has been adapted
for broader error detection [19, 20, 70], its utility is often lim-
ited by synchronization costs and latency in long-running
jobs.

Silent Data Corruption on GPU. Recent studies exten-
sively characterize GPU-induced SDC in AI workloads [4,14,
21,26,32,43]. Research has largely focused on software-based
mitigation for inference: SAVE [82] employs bit-level robust-
ness analysis to shield critical memory, while distribution-
based methods [35, 42] detect errors by monitoring activa-

USENIX Association 20th USENIX Symposium on Operating Systems Design and Implementation    1361



tion value bounds. Additionally, Agarwal et al. [4] analyze
how transient faults propagate through LLM architectures to
impact final outputs. While SDC in training poses unique
challenges. Ma et al. [43] reveal that faults can induce catas-
trophic parameter drift silently, even when loss curves remain
unaffected. To counter this, He et al. [26] propose checking
optimizer states against derived statistical bounds and recov-
ering by re-executing recent iterations. In proprietary systems,
Google reports using deterministic replay to isolate incorrect
computations [2, 3], though specific implementation details
remain undisclosed.

GPU Determinism. Achieving determinism is critical for
debugging and reliability [7, 25, 68, 79, 80]. Nondeterminism
often stems from floating-point non-associativity in atomic op-
erations; while some approaches focus on request-level batch
invariance [25], they often overlook distributed communica-
tion noise. Although newer hardware supports deterministic
in-switch reductions [62], communication over RDMA re-
mains inherently non-deterministic. TBIK [80] bridges this
gap by designing fully deterministic MatMul and AllReduce
kernels for different tensor-parallel configurations.

8 Discussion
Deployment Experience. SDCHUNTER has been de-
ployed as part of the production training infrastructure at
ByteDance in cooperation with SDC detection tools [33] and
OpGuard [83], where it is used as the first hardware-diagnosis
step when training jobs exhibit suspicious symptoms such
as loss spikes or unexplained fail-stop errors. By the time
of submission, the system had identified 40 SDC-defective
GPUs in production. These devices cover a wide range of
manifestation frequencies, from faults that reproduce in every
replay to faults that appear only rarely, which explains why
hardware tools and generic stress tests alone cannot serve
as a reliable production gate. In operation, SDCHUNTER
first isolates the suspicious DP group so the online training
job can move away from the affected machines and resume
from a checkpoint. The subsequent offline debugging process
pinpoints the defective GPU in under one hour and does not
block the online job.

Deployment Lessons. Our experience suggests three prac-
tical lessons for operating large-scale LLM training clusters
under SDC risk. First, SDC diagnosis must be integrated with
the training control plane rather than treated as a standalone
hardware test. The most useful action during an incident is to
remove suspicious machines from the training path quickly
and defer device-level confirmation to offline analysis. Sec-
ond, exact workload replay is more effective than synthetic
stress testing because many defective GPUs only fail for the
model kernels, data ranges, and communication schedules that
triggered the original anomaly. Third, deterministic training is
useful beyond SDC detection. It turns ambiguous symptoms
such as loss spikes into reproducible comparisons, which also

helps engineers distinguish data issues, model issues, infras-
tructure problems, operator bugs, and hardware corruption.
Finally, SDC occurrence rates vary widely across defective
GPUs, so a fixed-duration stress test is not a reliable accep-
tance criterion. Production systems should retain the alert-
triggering trace and replay it when confirming rare faults.

Analysis Ability of Other Problems. The core of SD-
CHUNTER is to use deterministic operators and instrument
the operators to limit the error to within a single GPU, and
then locate the faulty GPU by comparing different replicas.
SDCHUNTER can be used not only for SDC detection but
also for the analysis of other problems. In our production en-
vironment, the tool has also helped detect slow nodes, nodes
with runtime jitter, and machine issues that cause training jobs
to idle.

Towards Real-time Online SDC Detection. While SD-
CHUNTER currently reacts to explicit anomalies, we envision
proactive, always-on SDC monitoring. The main bottleneck
is the overhead of frequent tensor signature computation. Fu-
ture work can reduce this cost through operator fusion. By
embedding the checksum arithmetic into the memory load/s-
tore of the communication primitives (e.g., fusing hash cal-
culation into the communication Send/Recv kernels), we can
compute signatures on-the-fly as data flows through the inter-
connect. This design can mask the computation cost behind
the communication latency or memory bandwidth, enabling
zero-overhead, real-time SDC shielding for every training
iteration.

9 Conclusion

We characterize GPU Silent Data Corruption (SDC) in
production LLM training, showing that SDCs often mimic
software bugs and evade synthetic benchmarks. We develop
SDCHUNTER, which localizes defective devices through
bitwise deterministic replay of the triggering workload.
In production, SDCHUNTER identified 40 SDC-defective
GPUs, reducing job-blocking recovery to under one hour and
confirming each device offline within one hour.
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