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Abstract

In proof-of-stake blockchains based on State Machine Repli-
cation (SMR), the order of transactions directly affects client-
visible financial outcomes. Ordered consensus augments the
SMR specification by imposing correctness conditions on
transaction ordering, with a focus on limiting Byzantine in-
fluence. However, real-world ordering attacks can occur even
when these conditions hold, often enabled by advantages such
as faster networks or proximity to the blockchain infrastruc-
ture that allow an adversary to systematically bias outcomes
without violating the conditions. To address this gap, we ex-
tend ordered consensus with a new model and correctness
condition based on equal opportunity, a notion of fairness
widely used in legal contexts. Equal opportunity requires that
candidates who are equally qualified—according to criteria
deemed relevant—have equal chances of being selected (here,
for a given position in the total order). We show how care-
fully introduced randomness can bound ordering bias, and we
introduce the Secret Random Oracle (SRO), a fault-tolerant
abstraction for generating such randomness. We present two
SRO constructions, based on trusted hardware and threshold
verifiable random functions, respectively, and use them to
build Pompeé-SRO, a new ordered consensus protocol that mit-
igates well-known ordering attacks. Our evaluation shows that
Pompe-SRO effectively mitigates front-running and sandwich
attacks at a moderate cost to latency.

1 Introduction

This paper extends ordered consensus [81] by motivating, ex-
pressing, and enforcing equal opportunity, a correctness con-
dition governing how a state machine replication (SMR) [72]
protocol orders client requests.

At its core, SMR requires a set of replicas to agree on a sin-
gle, totally ordered sequence of client requests (i.e., a ledger).
When SMR is used for fault tolerance, this order serves only
to ensure that all correct replicas process requests consistently.
As long as all requests from correct clients eventually appear

*The first two authors contributed equally to this work.

University of Washington

Lorenzo Alvisi
Cornell University

Shir Cohen
Cornell University

Soumya Basu
OpenReserve Holdings

Robbert van Renesse
Cornell University

Lidong Zhou
Microsoft Research

in the ledger, their relative order does not affect correctness.
In blockchains, however, the specific order matters, as it can
directly impact the financial rewards associated with the trans-
actions recorded in the ledger.

Ordered consensus [81] formalizes correctness conditions
on this order. Each replica associates an ordering indicator
(e.g., a timestamp) with every client request, expressing how
it prefers to order requests relative to one another. Using these
indicators, one can show that while Byzantine influence over
the ledger order cannot be eliminated, it can be curtailed. In
particular, ordered consensus can guarantee ordering lineariz-
ability: if the lowest indicator assigned by any correct node
for command ¢, exceeds the highest indicator assigned to
c1, then ¢ appears before c; in the ledger. This guarantee is
enforced by the Pompé protocol [81].

The starting point of this paper is the observation that lim-
iting Byzantine influence alone is not sufficient: ordering
linearizability fails to capture fairness requirements arising in
real-world ordering-based attacks with significant financial
consequences [68]. Ordering linearizability only constrains
the order of requests whose timestamps are unambiguously
separated; it says nothing about how to order requests that
arrive close together in time, leaving room for network advan-
tages to systematically determine outcomes.

Consider, for example, the unfair practice known in finan-
cial markets as front-running, in which a party learns of a
large pending buy order for a certain stock and submits its
own buy order in advance, so it can later profit from the price
increase driven by the ensuing large buy order. Such behav-
ior has been widely documented in both traditional financial
markets [57] and decentralized ones [37,75], often enabled
by advantages such as lower network latency. While financial
regulations prohibit these practices, Pompé does not prevent
them: requests from clients with faster network access are
likely to appear earlier in the output ledger.

Our first contribution is a model of fairness grounded in
real-world concerns. Drawing on the legal and economic liter-
ature on equal opportunity, we observe that, whenever items
are ranked, their positions depend on their characteristics (or
features). Some features are deemed relevant to the rank-
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ing’s purpose, while others are irrelevant. For example, U.S.
employers and lending agencies are legally forbidden from
considering certain irrelevant features (so-called protected
classes) when making decisions [1, 2]. Intuitively, a fair rank-
ing depends only on relevant features and ignores all others:
entries with indistinguishable relevant features should have
equal chances of being ranked ahead of one another.

Building on the expressiveness of ordered consensus, we
instantiate this notion of equal opportunity for blockchains. In
this context, two features are typically considered relevant: the
time at which clients submit requests and the fee they attach
to them. Other features, such as geographic location, are irrel-
evant. Existing ordered consensus protocols, however, do not
distinguish between relevant and irrelevant features, nor do
they reason about this distinction. As a result, protocols such
as Pompé [81], Aequitas [50], and Themis [49] remain vul-
nerable to adversaries that exploit irrelevant features—for ex-
ample, faster network connectivity—to perform front-running
and related attacks, such as sandwich attacks.

Our second contribution is to formalize this notion through
two correctness conditions: €-Ordering Equality and A-
Ordering Separation. Informally, €-Ordering Equality re-
quires that, for requests issued at the same time, the probability
of any permutation deviates from the uniform distribution by
at most €. A-Ordering Separation ensures that, for requests
submitted at least A time apart, the earlier request precedes
the later one in the ledger.

To enforce these conditions, we introduce the Secret Ran-
dom Oracle (SRO), an abstraction that provides a fault-
tolerant and unbiased source of randomness. The SRO is
used to inject controlled randomness into the final order
derived from replicas’ ordering indicators. We present two
SRO designs: one based on Trusted Execution Environments
(TEEs) and one based on threshold verifiable random func-
tions [30,40]. Because the profitability of front-running and
sandwich attacks depends on obtaining a specific ordering of
requests, introducing randomness reduces the likelihood of
adversarially preferred outcomes and thereby mitigates them.

Our third contribution is to characterize the trade-off be-
tween €-Ordering Equality and A-Ordering Separation. Ide-
ally, both € and A would be small. However, while increasing
randomness mitigates the attacks, it can also compromise the
role of a request’s relevant features in determining its posi-
tion in the ledger: thus, decreasing € comes at the price of
increasing the A required to ensure that requests separated in
time are ordered correctly despite Byzantine behavior.

Finally, we explore the practical implications of this trade-
off by designing, implementing, and evaluating Pompe-SRO, a
new ordered consensus protocol for the partially synchronous
model [38] introduced to circumvent the impossibility of
achieving safe, live, and fault-tolerant consensus in fully
asynchronous systems [39]. Pompé-SRO is always safe and
guarantees liveness during sufficiently long periods of syn-
chrony (formally, after some unknown Global Stabilization

Time). During such periods, Pompe-SRO enforces both e-
Ordering Equality and A-Ordering Separation. Pompé-SRO
extends Pompé by injecting SRO-generated noise into the
fault-tolerant timestamps used to order client requests.

Our evaluation shows that Pompe-SRO can be effective in
mitigating front-running and sandwich attacks while incurring
moderate performance overhead. For example, when adding
random noise sampled from [0, 5A,,], where A,; bounds mes-
sage delay during synchronous periods (e.g., Ayer = 400ms in
Solana Alpenglow [51]), Pompe-SRO maintains € below 5%—
a threshold considered acceptable in other equal-opportunity
contexts [2, 3]—while matching Pompé’s throughput. The
added noise increases the median and 99th-percentile latency
by 1.12x-1.42x in a geo-distributed deployment spanning
12 cities.

2 Equal opportunity

Consider a system in which clients invoke commands, and
nodes (i.e., servers) aim to produce a total order that reflects
the time at which commands are invoked—earlier commands
should precede later ones.

2.1 Motivating equal opportunity

Informally, if tWwo commands have the same invocation time,
equal opportunity requires the two possible orders to be
equally likely in the system output. Similarly, if three com-
mands are invoked at the same time, all six possible orders
should be equally likely. To illustrate how equal opportunity
is violated in practice, we analyze publicly available traces
from Ethereum.

Bias under two concurrent invocations. Violations of equal
opportunity with two concurrent invocations not only indi-
cate bias but can also enable front-running [37,75]. Empiri-
cal studies show that both phenomena have significantly af-
fected the allocation of $89M over 32 months in the Ethereum
blockchain [68]. Although Ethereum has since transitioned
from proof-of-work to proof-of-stake [11], the ordering prob-
lem we study depends only on the semantics of client requests;
we defer a discussion of proof-of-stake to Section 4.

In Ethereum, an invocation originating in Europe is more
likely to precede a simultaneous one from Australia because a
larger fraction of Ethereum nodes are located in Europe. If the
system orders European invocations before Australian ones
more than half the time, we say it is biased toward Europe. Ge-
ographic location is an irrelevant feature (a protected charac-
teristic) under equal-opportunity legislation [1], yet such bias
has been observed in Ethereum and other blockchains [61].

This bias can lead to significant consequences in applica-
tions such as blockchain liquidations. In traditional finance,
liquidation occurs when an asset is sold below market value
to repay debt, creating profit opportunities for buyers. Similar
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Output order  Victim’s profit  Attacker’s profit
i2,01,13 -$500 $800

i3,11,0p $700 -$400

other order $300 $0

Figure 1: An example of a sandwich attack in which a victim
invokes 71 and an attacker invokes i; and i3. The example is
drawn from a decentralized exchange; details of the associated
values are explained in Section 5.2.

mechanisms exist in blockchains, where they provide a com-
mon profit mechanism in the stablecoin [6] and lending [9]
applications. The buyer whose command is ordered first on
the blockchain is typically the one to realize the profit.
Consider two clients, one in Europe and one in Australia, in-
voking a liquidation simultaneously, trying to secure a $200K
profit. If the system orders the European request first with
probability 0.75, then the expected profit is $0.2M x 0.75 =
$150K for the European client and $0.2M x 0.25 = $50K
for the Australian client. Thus, irrelevant features can lead
to substantial disparities among clients that should be treated
equally. Similarly, a client intent on becoming the benefi-
ciary of a liquidation’s profits could leverage faster network
devices to further bias ordering and front-run other clients.

Three-invocation sandwich attack. Violations of equal op-
portunity under three simultaneous invocations enable sand-
wich attacks [82]. Empirical studies estimate such attacks ex-
tracted more than $174M over 32 months on Ethereum [68].

Figure [ illustrates a sandwich attack observed in a decen-
tralized exchange. After a victim submits command i;, an
attacker submits i, and i3. The attacker profits only if the
system outputs the order iy,i1,i3. Thus, a successful attack
relies on making this particular ordering significantly more
likely than equal opportunity would permit. A common strat-
egy is to privately relay i, and i3 to colluding nodes that then
exclusively propose blocks containing the order i,i;,i3 [68].
While attackers are free to choose their trading strategy, and
different strategies may lead to different expected profits, the
system should not allow them to influence the probabilities
of its possible outputs. Under equal opportunity, all six per-
mutations of the three commands should occur with equal (or
near-equal) likelihood.

2.2 A model for equal opportunity

‘We model equal opportunity in terms of two classical prin-
ciples from the economics literature [79]: impartiality and
consistency. In our setting, impartiality captures the idea that
irrelevant features (e.g., client geolocation) should not affect
the order of commands, while consistency requires that intro-
ducing new commands should not alter the relative ordering
of existing ones. Together, these principles suggest a natural
mechanism for enforcing equal opportunity: a point system.

= {{e1, (5pm))iy» (e, (Spm))i,., (c3, (5:01pm) )i }
= {1, < -2),(i3,3)})
= ({02, 1), (1.2),(i3,3)})

Figure 2: In a system that uses invocation time as the only
relevant feature and sequence numbers as ordering indica-
tors, impartiality requires preference profiles 2| and P, to be
equally likely.

We now formalize these principles in the client-server setting
and the ordered consensus framework [81].

Client invocation. An invocation is a pair {c, f;), where c is
a command and f; is a vector of relevant features, i.e., the
only attributes that should influence the command’s position
in the order. Irrelevant features include, for example, client
identity, geographic location, wealth, and network connectiv-
ity. In blockchain settings, relevant features typically include
invocation time and transaction fee. An invocation profile,
denoted I, is a set of invocations.

Node preference. Given an invocation profile I, each node
observes the invocations and expresses a preference. A prefer-
ence is a set of pairs (i,0), where i is an invocation and o is an
ordering indicator (e.g., a timestamp or score). Intuitively, or-
dering indicators encode how a node would rank invocations.
A preference profile, denoted P, is a vector of preferences
from all correct nodes. We say that P is well-formed under I
if it references only invocations in I.

Chance relation. In practice, due to nondeterminism (e.g.,
network delays or scheduling effects), a given set of invoca-
tions may result in different preference profiles. We assume a
ground-truth invocation profile I, and model the uncertainty
in the preferences of correct nodes through chance relations.
For two preference profiles ; and P, well-formed under I,
Py >~ ‘P, denotes that ©P; is more likely to occur than P, and
P, ~¢ ‘P, denotes that they occur with equal likelihood. Note
that P, ~. P, is equivalent to = (P >, Bo) A—(P5 = P).

Impartiality. Impartiality requires that invocations with iden-
tical relevant features be treated symmetrically. Formally, for
any iy,1 € I, with identical f;, a system is impartial if and
only if swapping i; and i, in any preference profile does not
change its likelihood. That is, if 2 is obtained from ?; by
swapping i; and i, then P, ~, P>.

Impartiality is the first pillar of equal opportunity and it
is illustrated in Figure 2. If i; and i, share the same relevant
feature (e.g., invocation time), then their relative order must
be independent of irrelevant features and ; and P, must be
equally likely.

Consistency. Consistency, the second pillar of equal opportu-
nity, requires that the relative ordering of invocations depend
only on their own features and not on the presence or absence
of other invocations. Figure 3 illustrates this principle: the
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Igt = {<Cl, 1pm>,~1, <C2, 1:01pm>l~2, <63, 1:05pm>,~3}
P=({{i1,1).(2.2)}) B =({(i1, 1), (12,2),(i3,3)})
Py = ({(i1,2), (i2. 1) }) Py = ({(i1.2). (i, 1), (i3.3) })

Figure 3: An example of consistency where I} = {i,i»} and
I, = {i3}. This example originates from real-world legislation
on equal opportunity in the context of kidney exchange, as
explained in Section 6.

key idea is that the relative ordering of i; and i should be
unaffected by the presence or absence of a third invocation i3.
Consistency requires P >, P, <= P53 >, P4: the order of
i1 and i, should depend solely on their own relevant features.
Let P, =; P, denote that P, and P, agree on invocations
in I, and let Io; = { I, L, } denote a partition. A system is con-
sistent if and only if, for all preference profiles P, P>, Pz, Py
well-formed under I,;, whenever Py =1, B3, P> =1, P4, P =1,
P, and P; =0 Py, it holds that Py >, P, < P53 > P;4.

Point systems. A natural way to satisfy both principles is
through a point system. In such a system, each invocation is
assigned a score that depends only on its relevant features. In-
vocations are ordered by their scores, breaking ties uniformly
at random.

A point system satisfies impartiality because identical rel-
evant features yield identical scores, leading to symmetric
treatment. It satisfies consistency because each score depends
only on the invocation itself, and is therefore independent of
other invocations.

Indeed, in a different model, point systems have been
shown to be the only mechanisms that satisfy both impar-
tiality and consistency [79]. Establishing an analogous result
in the ordered consensus model remains an interesting direc-
tion for future work.

2.3 Correctness conditions for systems

In computer systems, invocation time is the primary relevant
feature: commands are intended to be ordered according to
when they are invoked. In principle, equal opportunity can be
enforced by a point system that uses the invocation time as
the score.

In practice, however, invocation time cannot be measured
precisely. Nodes can only observe when they receive a com-
mand, and these observations are affected not only by the true
invocation time but also by irrelevant features such as network
latency and geographic location. As a result, a perfect point
system based on exact invocation times is unattainable.

To accommodate this uncertainty, we relax the point-
system ideal using two parameters, € and A, and define the cor-
responding correctness conditions: €-Ordering Equality and
A-Ordering Separation. These can be viewed as approximate

counterparts of earlier principles: e-Ordering Equality relaxes
impartiality by allowing small deviations from uniform or-
dering, while A-Ordering Separation relaxes consistency by
tolerating bounded uncertainty in invocation times.

€-Ordering Equality. This condition captures approximate
fairness among invocations with identical relevant features.
For any subset I C Iy in which all invocations share the same
invocation time, let n denote the number of invocations in I.
For any total order > over I, |Pr[>~] — %| <eg(n).

Here, €(n) bounds how far the distribution over permuta-
tions can deviate from uniform. When € = 0, all permutations
are equally likely, recovering impartiality. More generally,
smaller values of € ensure that invocations with identical
relevant features have similar chances of appearing in any
position, approximating how a point system breaks ties.

A-Ordering Separation. This condition captures the ability
to respect differences in invocation time. It requires that for
any invocations iy, € Iy, if i1 is invoked at least A time units
before i», then i; precedes i, in the system output.

Intuitively, A represents the minimum separation required
for the system to reliably distinguish between two invocations
despite noise in timing observations. Smaller values of A cor-
respond to stronger guarantees that earlier invocations appear
earlier in the output.

Ideally, one would like € = 0 and A = 0, in which case both
perfect fairness and perfect temporal ordering are achieved.
This ideal is attainable (alas, only) in an idealized setting
where all nodes are correct and observe invocation times
without error, as captured by the following theorem.

Theorem 2.1. Ifall nodes are correct and accurately measure
the invocation time of all invocations, ordering equality and
ordering separation with € = A = 0 can be achieved using a
point system.

Proof. Assuming all observations are accurate to a certain
time unit (e.g., microsecond), a straightforward approach is to
assign each invocation a score equal to its observed invocation
time. In such a point system, we have: (1) all invocations are
sorted by this score in ascending order; and (2) the order of in-
vocations with the same score is chosen uniformly at random
from all permutations. (1) guarantees A = 0 because invoca-
tions with different observed invocation times are guaranteed
to be ordered in the order they are invoked. (2) guarantees
€ = 0 because any two total orders have the same probability
when chosen uniformly at random. O

2.4 Mitigating ordering-based attacks

A system that enforces equal opportunity can significantly
mitigate ordering-based attacks, though it does not necessar-
ily make them completely unprofitable. In existing systems,
victims of front-running attacks are likely to incur losses be-
cause the system is biased toward clients with lower network
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Figure 4: The protocol design overview of Pompé-SRO. The
consensus component invokes the Reveal interface, which
returns a random number. The TEE-based SRO returns the
random number immediately. The TVRF-based SRO sends
a message generated by the Generate interface and verifies
messages received from other nodes. After receiving enough
valid messages, the SRO will construct and return a random
number to the consensus component.

latency. Under equal opportunity, this advantage is reduced:
the gap between an attacker (who may have superior network
access) and a victim narrows, as the system treats competing
requests more uniformly. The ideal case of equal opportunity,
with € = A = 0, provides the strongest possible mitigation
that is agnostic to the semantics of client commands. Further
reducing an attacker’s advantage would require identifying
and treating certain commands as adversarial, which risks
introducing new sources of bias.

3 Secret Random Oracle

The point-system abstraction suggests that randomness is
essential for achieving ordering equality. Crucially, this ran-
domness must remain hidden until after other system compo-
nents commit to their outputs; otherwise, adversaries could
exploit it to bias ordering. We address this requirement with
the Secret Random Oracle (SRO), a system component that
generates random values and reveals them only after a coordi-
nated commit, preventing ordering decisions from depending
on them.

Design overview. Figure 4 shows how the SRO integrates
with a consensus system. We consider a BFT system with
n = 3f + 1 nodes running a protocol such as Pompe [81].
When using a point-system approach, the consensus compo-
nent invokes the SRO to obtain randomness via the Reveal
interface.

We present two realizations of the SRO abstraction. A TEE-
based design generates and reveals randomness locally with-
out network communication. A cryptographic design based
on Threshold Verifiable Random Functions (TVRF) requires
communication: nodes invoke Generate to produce mes-
sages, use Verify to validate them, and combine sufficiently
many valid messages to recover the random value.

The remainder of this section details the SRO interface
and its guarantees (§3.1), presents two concrete realizations

Reveal (Int k, Set<Signature> s) — Int | Error
Generate (Int k) — Proof
Verify (Int k, Proof p, Int r) — Bool

Figure 5: The interface of a Secret Random Oracle (SRO).

based on trusted hardware (§3.2) and cryptography (§3.3),
shows how SRO integrates into Pompé-SRO to enforce the de-
sired ordering properties(§3.4), and quantifies the fundamen-
tal trade-off that exists in trying to achieve both €-Ordering
Equality and A-Ordering Separation(§ 3.5).

3.1 SRO interface and guarantees

The SRO provides a simple abstraction for generating and
revealing random values in a coordinated and adversary-
resistant manner.

We consider a system with n nodes, at most f of which
may be Byzantine. Each node holds a private key and knows
the public keys of all others. A function (not shown) maps
an integer k to a pseudorandom number. The SRO interface,
shown in Figure 5, consists of three operations:

* Reveal (k, s) returns the output of the pseudorandom
function evaluated at k, once s distinct signatures indicate
a quorum of nodes wishes to disclose it.

* Generate (k) takes in k and produces a cryptographic
proof.

e Verify(k, p, r) given a proof p, checks whether the
value r returned when invoking Reveal on k is correct.

Reveal (k) returns its output only after enough nodes sig-
nal their readiness to do so. This ensures that randomness
remains hidden until it can no longer influence earlier deci-
sions.

The SRO provides the following guarantees.

Uniqueness. All valid invocations of Reveal (k) return the
same value. A set of signatures is valid if it contains valid
signatures on k from at least n — f distinct nodes. Invalid
inputs cause Reveal to return an error.

Secrecy. For any £, let r be the value returned by Reveal (k).
If an adversary does not obtain valid signatures from n —f
nodes, it is computationally infeasible to distinguish with
non-negligible probability 7 from a uniform random value.

Randomness. For all &, the value r returned by Reveal (k)
is a non-error uniform random sample from its codomain.

Validity. If Generate (k) outputs proof p and Reveal (k) re-
turns r, then Verify (k, p, r) returns True, and it is com-
putationally infeasible to find some integer ¥ # r such that
Verify(k, p, r’) alsoreturns True.
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3.2 An SRO design using trusted hardware

Trusted Execution Environments (TEEs) provide secure en-
claves that protect the integrity and confidentiality of code
and data. They have already been used in blockchain systems
such as Ethereum’s Sepolia testnet [12] and Solana’s Block
Assembly Marketplace [21]. Here, we show how they can be
used to implement an SRO.

Initialization. Each node hosts a TEE running the SRO logic.
During initialization, TEEs generate candidate random values
(e.g., via RDRAND in x86) and run a consensus protocol to agree
on a shared secret one. This number remains confined within
the TEEs and will be used as the seed of a pseudorandom
function denoted as RAND.

Reveal, Generate and Verify. To invoke Reveal, a node
forwards an integer and a set of signatures to its local TEE,
which returns RAND (seed, k) if enough valid signatures are
present; otherwise, it returns an error. Similarly, Generate
forwards k to the TEE, which returns HASH (RAND (seed, k))
where HASH is a one-way function. Lastly, Verify checks that
its parameter p equals HASH ().

Correctness. Determinism of RAND ensures uniqueness, while
its pseudorandomness guarantees randomness. Secrecy fol-
lows from TEE confidentiality, and validity from the collision
resistance of the hash function.

We assume that initialization (i.e., consensus on the random
seed) eventually completes, thereby ensuring liveness: all
invocations of SRO operations on correct nodes eventually
terminate.

3.3 An SRO design using threshold VRF

A Threshold Verifiable Random Function (TVRF) is a crypto-
graphic primitive that enables a set of nodes to jointly evaluate
a pseudorandom function in a distributed and fault-tolerant
manner [30,40]. Such constructions have been widely used in
Byzantine agreement protocols for tasks such as committee
selection and randomized consensus.

In our setting, a TVRF provides a natural way to implement
the SRO abstraction: random values are generated collabora-
tively and remain unpredictable until sufficiently many nodes
agree to disclose them.

Let TVRF denote a pseudorandom function mapping an in-
teger k to a pseudorandom value. Figure 6 shows the interface
for evaluating TVRF (k). Each node invokes Produce (k) to
generate a share using its private key. After collecting enough
valid shares, a node invokes Combine to recover TVRF (k). To
handle Byzantine behavior, Valid checks the correctness of
each share. TVRFs provide the following guarantees [30].

Robustness. For all integers k, it is computationally infeasible
for an adversary to produce enough valid shares such that the
integer output of Combine is not TVRF (k).

Unpredictability. Without enough valid shares for TVRF (k),

Threshold VRF node-side function

Produce (Int k) — Share

Threshold VREF client-side functions

Combine (Set<Share> s) — Int | Error
Valid(Int k, Int node_id, Share s) — Bool

Modified node-side function for SRO
Produce (Int k, Set<Signature> s) — Share | Error

Figure 6: The interface of (modified) threshold VRF.

an adversary cannot distinguish TVRF (k) from a uniform
random sample with non-negligible probability.

We make a slight modification to threshold VREF. For the
Produce interface, we add a parameter: a set of signatures
of k to be verified. If verification fails, correct nodes must
return an error instead of a share. We can now design an
SRO as follows: Reveal forwards the two parameters to all
nodes, collects enough valid shares, and invokes Combine.
Generate returns the set of public keys. Verify takes all the
public keys and a set of shares as input and returns whether
all the shares are valid (using the Valid interface).

Correctness. Under the random oracle model, a threshold
VRF outputs cryptographically secure pseudorandom num-
bers. Robustness implies uniqueness and validity: for all in-
tegers k, combining enough valid shares can only produce
TVRF (k), since an adversary cannot create valid shares lead-
ing to a combined value different from TVRF (k). Unpre-
dictability implies secrecy because an adversary cannot obtain
enough valid shares without valid signatures of k out of n —f
nodes, and without enough valid shares, it has no information
about TVRF (k). Liveness is ensured, assuming all network
messages are eventually delivered.

3.4 Integrating an SRO with Pompe

We now introduce Pompg&-SRO, which integrates an SRO with
Pompé [81], a state-of-the-art ordered consensus protocol.
The goal is to enforce the conditions in Section 2.3.

The Pompe protocol. Pompé employs any standard leader-
based BFT SMR protocol (e.g., [32]) that offers a primitive
to agree on a value for each slot in a sequence of consensus
decisions. Pompe transforms such a protocol into a new one
that enforces correctness conditions on ordering.
Specifically, Pompé associates the slots with consecutive
time intervals. For example, one slot may be associated with
time interval [z, £+ 500ms), and the next slot could be asso-
ciated with interval [t 4 500ms, ¢+ 1000ms). For simplicity,
Pompé assumes that such a mapping from slots to time in-
tervals is common knowledge. Within each consensus slot,
the value to agree on is a set of (¢, ats) pairs where ¢ is a
command and ats is called an assigned timestamp. Pompé
provides two guarantees for this assigned timestamp: (1) ats
falls in the time interval associated with the slot; (2) ats is
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bounded by the lowest and highest timestamps provided by
correct nodes. The commands are then ordered by their as-
signed timestamps.

Pompe requires 3f + 1 nodes and ensures guarantee (2) by
collecting 2f + 1 timestamps from different nodes for each
command c. The median of the 2f 4 1 timestamps is chosen
as the assigned timestamp ats for command c. Since there are
at most f faulty nodes, the median of any 2f 4 1 timestamps is
upper-bounded and lower-bounded by timestamps provided
by correct nodes.

Integrating Pompée with an SRO. Pompé-SRO augments
Pompg by adding controlled randomness to the assigned time-
stamps of each command. After consensus is reached for
slot k, a node obtains a quorum of signatures certifying the
decision. Using k and these signatures, a correct node in-
vokes Reveal and obtains a random seed to be used by the
pseudorandom number generator. Crucially, this seed remains
unknown until consensus is finalized, ensuring that it is inde-
pendent of the consensus decision.

The pseudorandom number generator assigns an indepen-
dent value r to each command, which is used to sample from a
distribution D over [0, Ayise]. Commands are then ordered by
ats + sample(D, r) instead of ats alone. Section 3.5 discusses
how to select the distribution and A,,p;se.

Stability. A command is stable (or finalized) when it ap-
pears in the output ledger. In Pompé, stability coincides
with reaching consensus. In Pompe-SRO, the added random
noise may delay stability. Let the latest finalized slot corre-
spond to interval [zs,zs"). A command ¢ becomes stable when
ats + sample(D,r) < ts, ensuring that ¢ and all preceding
commands can be safely added to the output ledger.

Safety and liveness. Pompé guarantees the same safety and
liveness properties as classic SMR protocols [32,55]. Pompé-
SRO inherits these guarantees and differs only in how com-
mands are ordered. We now turn to proving the corresponding
correctness conditions on ordering.

3.5 A trade-off between £-Ordering Equality
and A-Ordering Separation

The key question is how to choose the noise range Aise
and the distribution D used for random perturbation. We first
derive a lower bound on &(2) for any fixed A, as a function
of Aypise and the system parameter A,,.;, which bounds mes-
sage delay, processing time, and clock drift under partial syn-
chrony [38].

Partial synchrony model. One variant of the partial syn-
chrony model introduces the Global Stabilization Time (GST)
[38]. Specifically, there is an unknown time GST such that,
after this time, there is a known bound A,,.; on network la-
tency and processing time. The safety and liveness of Pompé
are proven under this model. We now analyze the ordering
properties of Pompé-SRO in the same model. More precisely:

Assumption 3.1. After GST, if a command is invoked at time
T, correct nodes will provide timestamps in the range [T,T +
Ayer) for this command.

Note that a simple clock synchronization protocol has been
given as part of the Pompé protocol.

We now prove that any probability distribution D on
[0, Apoise] achieves A-Ordering Separation with A = Ay, +
Anoise and, in the best case, provides e-Ordering Equality
with €(2) > 2(,{71“) (k is the natural number such that kA,,.; <
Appise < (k4 1)Aper). We also construct a discrete probability
distribution that achieves this lower bound. These results es-
tablish a fundamental trade-off: improving ordering equality
(reducing €) necessarily worsens ordering separation (increas-
ing A).

Lemma 3.1. The assigned timestamp of a command is
bounded by timestamps provided by correct nodes.

Proof. See [81].

Theorem 3.1. (A-Ordering Separation) After GST, for all
invocations iy and iy, if i1 is invoked more than Ayer + Apoise
time units earlier than iy, then iy is guaranteed to appear
before iy in the output.

Proof. Suppose i; and i, are invoked at time 7 and T,. By
Assumption 3.1 and Lemma 3.1, the assigned timestamp of
i1 is in the range [T1,T| + Ape). After adding the random
noise, the resulting timestamp is in the range [T, T} + A +
Apoise)- Similarly, the resulting timestamp for i, is in the range
[T2> T2 + Anet + Anoise)' Therefore» if T2 > Tl + Anez‘ + Anoisea
ip will appear after i; in the output. O

Theorem 3.2. (¢(2)-Ordering Equality lower bound) After
GST, for any probability distribution D on [0, Ayise], for all
invocations iy and iy invoked at the same time, |Prli; < ip] —
%\ > m where k is the natural number such that kA <
Anoise < (k+ 1)Anet'
Proof. The key idea is that if two random samples fall within
the same A,,.;-sized interval, their relative order can be deter-
mined by adversarially chosen timestamp differences.
Suppose i} and i; are both invoked at time 7. By Assump-
tion 3.1 and Lemma 3.1, the assigned timestamps are in the
range [T,T + A, ), which the adversary may pick. Let the
two samples from D be 51,53 € [0,Aypise]- Let k be the nat-
ural number defined above. We split the interval [0, Aypise]
into k+ 1 buckets: By = [0,Aper), B1 = [Anets 28net)s - - -, B =
[kAnets Anoise]- If s1 and s, fall into the same bucket, then
|s1 — $2| < Aper, and the adversary can decide the ordering of
the two commands. Let the probability mass of D in those
k+ 1 buckets be pby,pb1,...,pbr. We know Y ; pb; = 1 and the
probability that s; and s; fall into the same bucket is }; pbl.z.
By the relation between the arithmetic mean and the quadratic
mean, ) ; pbi2 > L Thus, the adversary can decide the or-

k+1°
dering with at least a probability of k%l This gives the lower
bound €(2) > m O
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Theorem 3.3. (Discrete distribution optimality) The above
lower bound on €(2) can be achieved by setting D to be
a discrete distribution that is uniformly random across the
discrete points of 0, Ayet, 20ets - - - s kAper-

Proof. The proof of the lower bound above also shows us
how to achieve Pareto-optimality, as the arithmetic mean only
equals the quadratic mean if all elements are equal. This
discrete distribution guarantees this lower bound of m
for €(2), as two commands can only be ordered arbitrarily if
they happen to get the same noise, which has a probability of
exactly k%l happening as the distribution has k+ 1 equally
weighted outcomes. O

We defer the full proof of the general case n > 2 to the
extended technical report [80]. As suggested in Section 2.1,
real-world concerns about ordering could also arise due to
violating ordering equality with three invocations (i.e., enforc-
ing €(3)-Ordering Equality is necessary to mitigate sandwich
attacks).

Theorem 3.4. (¢(n)-Ordering Equality) After GST, for all
invocations ii..i, invoked at the same time, for the discrete
distribution constructed as above, for any total order ~ of

o 1 1 1
11..ly, |Pr[>‘] - W” S W Ik

Proof. See [80].

Choosing the A,,;;. parameter. In practice, system designers
already tune A,.; in Pompé and similar protocols. To mitigate
ordering bias (e.g., front-running and sandwich attacks), they
can instead tune A, to achieve a target €.

For example, when considering attacks involving two or
three invocations, designers may focus on €(2) and €(3). In
legal contexts, €(2) ~ 0.05 is often considered acceptable. The
four-fifths rule [2,3] requires that selection probabilities differ
by no more than 45% versus 55%, corresponding to €(2) =
0.05. Similar thresholds have influenced fairness definitions
in machine learning (e.g., demographic parity [27]).

4 Implementation

We implement two SRO variants corresponding to the designs
in Section 3.2 and Section 3.3.

For the TEE-based variant, we use Intel SGX [17]. Random
values are computed as SHA256 (seed + k), where seed is
established during initialization and k is the input to Reveal.
The SGX SDK provides an optimized SHA256 implementa-
tion for Linux [16]. We note that larger hash outputs (e.g.,
SHA512) could provide stronger security, but are not sup-
ported in this environment. In practice, the integer type used
by the SRO need not be limited to the standard 4-byte size:
blockchain systems commonly use 32-byte or 64-byte values,
which we also support.

For the TVRF-based variant, we build on an existing C++
implementation of threshold VRF [10, 40] and extend the

Produce interface with signature verification. Random val-
ues are computed as SHA512 hashes of a combined threshold
of shares. The default configuration of this implementation
uses the mc1 cryptographic library [18] and the BN256 curve.
Unlike in many BFT systems, cryptographic operations do
not dominate the performance overhead in Pompe-SRO. As
we show in Section 5, the overhead is primarily driven by
the added randomness required to balance € and A. Since
cryptographic operations are not the bottleneck, we priori-
tize implementation simplicity when selecting cryptographic
libraries.

In both variants, signature verification in Reveal relies
on the secp256k1 library [19], consistent with the Pompé
implementation.

Discussion Permissionless blockchains, pioneered by Bit-
coin [65], require nodes to know neither the system size nor
the identities of the participants. In contrast, Pomp&-SRO
follows the standard BFT SMR model, where nodes know
n, f, and participant public keys. In this sense, Pompe-SRO
is not permissionless. Similarly, systems such as Ethereum
and Solana are no longer permissionless after switching from
proof-of-work to proof-of-stake. Pompe-SRO is well-suited
for such proof-of-stake blockchains.

There is, however, a minor difference between the mod-
els used in proof-of-stake and traditional BFT SMR sys-
tems. With proof-of-stake, different nodes can stake different
amounts of native currency (e.g., ETH tokens). In this setting,
the BFT condition n = 3f 4 1 maps to a bound of at most 33%
adversarial stake, while quorums correspond to 67% of total
stake. We incorporate this interpretation in our evaluation by
adapting baseline protocols accordingly.

Finally, our current Pompé-SRO prototype does not support
the possibility that nodes may join or leave the blockchain.
However, Pompé-SRO could easily be extended to support
such dynamic participation by integrating standard techniques
used for membership changes in traditional SMR protocols.

5 Experimental evaluation

We ask three main questions in our evaluation: (1) Do the
state-of-the-art protocols and Pompe-SRO address real-world
problems like front-running or sandwich attacks? (2) What do
the correctness conditions mean to attackers who try to launch
ordering attacks? (3) What is the end-to-end performance of
Pompé-SRO? Figure 7 shows the answers.

We choose three baselines: HotStuff [78], Pompé [81], and
Themis [49] representing the state-of-the-art fairness notions.
HotStuff adopts the rotating leadership notion. Themis guar-
antees a fairness property called y-batch-order-fairness, and
we choose Y = 1, which means that if all correct nodes re-
ceive iy before iy, then i1 should be ordered no later than i,
in the output. Pompé adopts the fairness notion of removing
oligarchy, meaning that the output order cannot be dictated by
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State-of-the-art systems trying to provide fairness are all vulnerable to bias and front-running. §5.1
Among all possible financial rewards, an attacker gets the mean reward in Pompg-SRO and the max in baselines.  §5.2

Pompe-SRO maintains the same end-to-end throughput as Pompée, and the latency increases by 1.12x-1.42x.

§5.3,54

Figure 7: Table of evaluation results.

a single leader. In contrast, Pompé-SRO enforces the equal
opportunity notion of fairness.

Setup and metrics. We run the three baselines and Pompe-
SRO on 12 machines in CloudLab [13] (ds430, Intel Xeon
E5-2630, 64GB memory, Ubuntu Linux 24.04 LTS). Since
Intel Xeon E5-2630 does not support SGX, we run the TEE-
based SRO on a separate machine with the Intel Xeon Silver
4410Y processor. We provide detailed instructions on running
the experiments in an open-source artifact [22].

Statistics show that the top countries running Ethereum
nodes are: US (33%), Germany (15%), France (6%), Finland
(6%), Singapore (4%), UK (4%), Canada (3%), Japan (3%),
Netherlands (3%), and Australia (3%) [14]. We thus start
with a setup of 80 nodes where each node represents 1% in
the statistics. For the US, we assume 11 nodes in Austin, 11 in
San Francisco, and 11 in Washington, representing the central,
western, and eastern US. For the other countries, we assume
that all the nodes are in one of their major cities. There are
thus 12 cities in this setup, and we map these 12 cities to
the 12 machines in CloudLab, emulating the latency between
different cities with the Linux traffic control (tc) utility. The
latency information is from WonderNetwork [15]. We assume
Ayer = 400ms in the partial synchrony model: 400ms is used in
Solana’s latest consensus protocol [51], and 400ms is higher
than the maximum latency in this setup (i.e., 296ms from
Canberra in Australia to Oulu in Finland).

We then introduce proof-of-stake, which reduces resource
contention on the machines. Specifically, instead of running
11 instances of the server-side software on one machine (e.g.,
the machine mapped to Washington), we run only one instance
with 11/80 of the total stake. As explained in Section 4, this
is essentially the same as the standard SMR model with 80
nodes that we just described. Moreover, similar to real-world
blockchains like Solana, we assign slot leaders based on their
stake. For example, in HotStuff, this machine will be the
leader for 11/80 of all the consensus slots.

Given a set of commands, the key metric for fairness is the
difference between the probabilities of two permutations in
the output. For example, given two commands invoked at the
same time in Washington and London, the probability of the
London one appearing first in the output is 0.475 (denoted as
Pr|L < W] = 0.475) in our measurement of HotStuff. There-
fore, Pr[L < W] — Pr[W < L] = 0475 —0.525 = —0.05 is
shown in the first row of Figure 8. Since |Pr[L < W] —1/2| =
0.025 is lower than 0.05, HotStuff treats the two clients from
London and Washington equally if we target €(2) = 0.05. We
will show that HotStuff is biased when considering clients

from some other cities.

To answer the question about end-to-end performance, we
measure the latency and throughput of HotStuff, Pompe and
Pompe-SRO in the 12-city setup. We assume that clients are
evenly distributed across the 12 cities, and we increase the
number of clients until the system is saturated. Every client
invokes commands in a closed loop (i.e., it waits for enough
responses of its currently outstanding command before invok-
ing the next one), and before saturation, the throughput in-
creases as the number of clients increases. We aim to measure
the overhead of Pompé-SRO over Pompeé and compare their
performance with HotStuff. As for batching, we use 2000ms
as the time interval associated with each consensus slot in
Pompé and Pompe-SRO. We disabled batching in HotStuff
and in the ordering phase of Pompé and Pompe-SRO.

5.1 Bias and front-running

Figure 8 shows that geographical bias could be significant
in the baselines. The output order produced by Pompé and
Themis is deterministic. When commands are invoked at the
same time, Pompé always produces London < Munich <
Washington < Tokyo, reflecting the order of the median time-
stamps obtained by clients from these cities. Themis produces
Washington < London because more than half (42/80) of the
total stake receives the Washington command before a simul-
taneous one from London. Since 42/80 is close to one half, the
v-batch-order-fairness property of Themis does not require
Themis to order the Washington command first. In contrast,
62/80 of the total stake receives the London command before
a simultaneous one from Munich, and y-batch-order-fairness
requires Themis to be biased towards London because 62/80
is higher than a threshold derived from the y parameter. While
v-batch-order-fairness sometimes requires the system to be
biased, the notion of removing oligarchy does not require bias
despite the fact that Pompé is significantly biased.

HotStuff rotates leadership, and the invocation from Tokyo
would have a chance to appear first in the ledger when a Tokyo
node serves as the leader. However, this chance is still low
compared to Munich invocations. Specifically, we find that
PrM < T] = 0.74, leading to the 0.74 — 0.26 = 0.48 in the
last row of Figure 8. This difference increases to 0.83 when
compared to Washington. While Tokyo and Washington are
geographically distant, bias can happen between nearby cities.
London and Munich are both in Europe, but HotStuff is still
biased towards London, as shown in the third row.

Figure 9 shows how Pompé-SRO reduces geographical
bias. After adding a random noise sampled uniformly from

USENIX Association

20th USENIX Symposium on Operating Systems Design and Implementation 1291



Baselines HotStuff Pompeé Themis
PrlL<W]—Pr[W<1L] -0.05V 1 -1

Pr[W <T|—Pr[T<W] 0.83 1 1
PriL<M]—Pr[M <L] 0438 1 1
PriM <T)—Pr[T <M] 0438 1 1

Figure 8: Geographical bias in HotStuff, Pompé, and Themis.
W, L, M, and T stand for Washington, London, Munich, and
Tokyo. For two simultaneous invocations from two cities,
Pr[A < B] stands for the probability of the invocation from
city A being the first in the system output. The checkmark for
HotStuff means that bias is controlled by €(2) = 0.05.

POll’lpé-SRO Anoise — Anet Anoise =5* Anet

PrlL<W]—PrlW <L] 024 0.05 v
PriW <T|—Pr[T<W] 0.31 0.07 v
PriL<M]—PriM <L] 0.07V 0.01 v
PrM <T]—Pr[T <M] 046 0.10 v

Figure 9: Geographical bias measured in Pompé-SRO with
Anoise = Ayer (i.e., 400ms) and Ay,pise = 5 % Aper (i.e., 2000ms).

[0,Aper] (ice., [0,400ms)) to the median timestamp of Pompg,
clients from London and Munich will be treated equally.
With a target €(2) = 0.05, system designers could choose
Anoise = 3 * Aper (i.e., 2000ms), and the worst-case bias across
these four cities will be effectively controlled. Specifically,
given the definition of €-Ordering Equality, €(2) = 0.05 means
that |Pr[M < T] —1/2| should be at most 0.05. Therefore,
the 0.10 in Figure 9 means that Pr[M < T] = 0.55 and
Pr[T < M] = 0.45, satisfying the constraint put by €(2) = 0.05.
In real-world deployments, A,,,is. can be chosen by consid-
ering clients with the highest network latency. Pompe-SRO
does not provide equal opportunity to clients with unbounded
network latency to the system. Indeed, even liveness cannot
be guaranteed without a bound on network latency [39], and
equal opportunity is meaningless without liveness.

Front-running typically occurs when one client has lower
network latencies to a majority of the nodes than the other
clients, as London or Washington do in this experiment. By
adding randomness, Pompe-SRO could give clients more even
chances of obtaining the $89M profit in the liquidation events
(explained in Section 2.1). Equal opportunity also plays an
important role in mitigating sandwich attacks, which is closely
related to front-running.

5.2 Sandwich attacks

To explain sandwich attacks, we start with some background
on decentralized exchange. An exchange maintains a pool of
some token A (e.g., USD) and some token B (e.g., CNY). For
example, people traveling from the US to China may put some
USD into the pool and take some CNY away. Similar pools
exist on blockchains, and the trading volume of Uniswap, a
decentralized exchange application running on Ethereum, has
exceeded one trillion dollars [7].

Financial impact Victim Attacker
HotStuff / Pompé / Themis -$500  $800
Pompé-SRO $233 $67

Figure 10: The expected financial rewards to the attacker and
victim within the example sandwich attack shown in Figure 1.

Pools in these exchanges follow a constraint: amount of
tokenA x amount of tokenB = constant, which is called the
automated market maker (AMM) approach [20]. Suppose
the constant is 1800; the number of tokens A and B in the
pool could be, for instance, (45,40), (60,30), or (75,24). Say
(75,24) is the current status, and Alice needs 15 token A.
Alice can put 6 token B into the pool and take 15 token A
away so that the pool state moves to (60,30).

The sandwich attack works as follows. After seeing Alice’s
transaction, an attacker, Bob, first buys 15 token A, moving
the pool status to (60,30). Alice now needs to pay 10 (instead
of 6) token B to exchange for 15 token A, moving the pool
status to (45,40). Bob can then exchange 15 token A back
to 10 token B, making a profit of 4 token B. The three steps
reflect the three invocations in Figure 1. If the market value
of the tokens are $100 and $200, respectively, we will get the
dollar values in Figure 1. Specifically, if the attack succeeds,
the victim will pay 10 token B (i.e., $2000) in exchange for
15 token A (i.e., $1500), losing $500 as shown in the first row
of Figure 1. Without the attack, the victim will pay 6 token B
in exchange for 15 token A, making a profit of $300.

A common way of conducting such sandwich attacks is
to use faster network connections [57]. The attacker is typi-
cally co-located with the victim and, after observing a trading
command from the victim (i; in Figure 1), the attacker uses
faster network connections to send its own command (i> in
Figure 1) to the nodes. Figure 10 shows the expected financial
rewards in different systems.

In this experiment, we assume that an attacker co-located
with the victim could deliver its command to all nodes in the
system 10ms earlier than the victim. The attack determinis-
tically succeeds in all state-of-the-art systems because they
all follow the order in which nodes receive commands. In
contrast, all 6 permutations are equally likely in Pompe-SRO,
lowering the attacker’s expected reward by an order of mag-
nitude. Specifically, $233 = (—$500 + $700+ $300x4) /6 is
the victim’s expected reward, and $67 = ($800 — $400) /6 is
the attacker’s expected reward. Given a much lower expected
reward and a caveat of losing $400, Pompe-SRO effectively
disincentivizes sandwich attacks.

5.3 Latency of the two SRO designs

Figure 12 shows the latency of the two SRO designs. We
show two cases of Is|=0 and Is|I=200, where Is| denotes the
number of signatures to be verified in the second parameter
of Reveal. When Is|=0, Reveal does not verify signatures,
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7000F —@— Pompé London 50%

—¥— Pompé Canberra 50%
6000r —@— HotStuff London 50% —M— Pompé-SRO London 50%
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Figure 11: End-to-end performance of HotStuff, Pompe, and Pompé-SRO with Ayisc = 5 % Aye; (i.e., 2000ms) in the 12-city
setup. Batching is disabled in HotStuff and in the ordering phase of Pompé or Pompé-SRO. For example, HotStuff handles 3.6
consensus slots per second, and if we enable a batch of 1000 commands for each slot, the throughput of HotStuff will become
3600 commands per second. Disabling batching is useful because, in practice, protocols only reach consensus on the slot hashes.

[sl=0 (base) [s1=200
TEE 3us base+20.2ms
TVREF (67/100) 416+6346us base+19.9ms
TVREF (133/200)  394+12330us base+19.9ms

Figure 12: Latency of the Reveal interface in different SRO
implementations. Is| denotes the number of signatures to be
verified in the second parameter of Reveal. The numbers in
the parentheses are the threshold and total number of nodes
for TVRE. The base case of TVRF consists of two latency
results for generating and combining shares.

and the latency is solely for generating random numbers. For
the TEE variant, the latency consists of entering an SGX en-
clave and computing a SHA256 function, which takes only 3us.
For the threshold VRF variant, the latency consists of three
parts: (1) generating shares, (2) collecting the shares over
the network, (3) combining a threshold of shares. The results
in Figure 12 show (1) and (3). Under a setup of 100 nodes
and 67 as the threshold, the latency of generating a share is
0.4ms, and the latency of combining 67 shares is 6.3ms. When
moving to a setup of 200 nodes with 133 as the threshold,
the latency of generating a share stays at 0.4ms, while the la-
tency of combining the shares doubles to 12ms. Lastly, when
|s| = 200, the latency of verifying the 200 signatures is about
20ms, both within and outside an SGX enclave.

These results show a trade-off between performance and
decentralization. The SRO based on SGX has a much lower
latency, making it more practical, but it requires trusting Intel,
a centralized party. In the following experiments, we choose
performance in this trade-off and use the TEE variant of SRO,
since TEE has been used in Ethereum’s Sepolia testnet [12]
and Solana’s Block Assembly Marketplace [21].

5.4 End-to-end performance of Pompe-SRO

Figure 11 shows the end-to-end performance of HotStuff,
Pompe, and Pompe-SRO. We made three observations.

* Pompe-SRO keeps the same throughput as Pompg, and
the latency increases by 1.12x-1.42x.

* Pompé and Pompe-SRO achieve a significantly higher
throughput than HotStuff in the geo-distributed setup.

* The 99% latency of HotStuff is 287-592ms higher than
its 50% latency, while the 99% latency of Pomp&-SRO
is 1672-1816ms higher than its 50% latency.

When deploying 120 clients in each city (i.e., 120% 12 =
1440 clients in total), Pompé and Pompé-SRO reach their
peak throughput: 1842 cmd/s for Pompé and 1893 cmd/s for
Pompé-SRO. When considering clients from London, the
50% latency in Pompe-SRO is 1.29x of the 50% latency in
Pompg, and the 99% latency is 1.42x of the 99% latency in
Pompe. For Canberra clients, the increase ratios are /.3/x
and 1.12x for the 50% and 99% latencies, respectively. This
is how we derive the last statement in Figure 7.

HotStuff’s performance issue in a geo-distributed setup has
already been reported in prior work [81]. Specifically, with
rotating leadership in HotStuff, the leader of the current slot
needs to wait for enough votes on the previous slot before
proposing for the current slot. Such waiting results in a low
frequency of consensus proposals in HotStuff. Pompé and
Pompe-SRO do not suffer from such waiting, although they
reuse HotStuff for consensus. Specifically, their leaderless
ordering phase proposes commands continuously without
waiting, and consensus only happens every 2000ms for all
commands proposed by the leaderless ordering phase in a
2000ms time window.

USENIX Association

20th USENIX Symposium on Operating Systems Design and Implementation

1293



Lastly, the gap between the 50% and 99% latencies in
Pompé-SRO is obviously larger than that gap in HotStuff, and
two factors cause such a larger gap. First, since consensus
happens every 2000ms, there is a delay between the time when
a client invokes a command and the time when consensus
happens. Second, due to random noise, it takes longer for a
command to become stable in Pompe-SRO, as explained in
Section 3.4. Both factors enlarge the gap between the 50%
and 99% latencies in Pompe-SRO.

6 Related work

Traditional BFT SMR systems. There is a long line of work
on traditional BFT SMR systems, including [28, 32, 33, 35,
36,43,44,46,52,53,58-62,67,73,74,77]. These works focus
on enforcing safety and liveness, removing or constraining
Byzantine influence, and improving performance or theoreti-
cal complexity, among other goals. Our work focuses on how
to choose the output order in SMR, which is not considered
by the traditional specification. Some works [28,34,47,56]
use trusted hardware to increase the ratio of Byzantine nodes
that the system can tolerate. Other works [30,40,42] use ran-
domness to elect a committee or achieve safety and liveness
in a fully asynchronous model. Unlike these works, our work
uses trusted hardware to provide a fault-tolerant source of
randomness and applies it to ensure equal opportunity.

Rotating leadership. Some works adopt a leader and rotate
the leadership frequently, but they focus on reducing theoreti-
cal complexity or preventing faulty leaders from degrading
performance. Aardvark [36] employs periodic leader changes
to ensure a certain degree of performance in the presence of
faulty leaders. Aardvark sets an expectation on the minimal
throughput a leader must ensure and triggers a leader change if
the current leader fails to meet this expectation. Unlike Aard-
vark, HotStuff [78] employs leader rotation and optimizes the
communication complexity. Specifically, HotStuff’s commu-
nication complexity is linear in the number of nodes, which
makes it more suitable for blockchains. Adopted by Diem [8],
rotating leadership in HotStuff aims to provide some sense
of fairness in a permissioned blockchain. Our work instead
specifies and enforces a concrete notion of fairness, and our
evaluation results show that rotating leadership could cause
significant bias in a real-world deployment.

Removing oligarchy. Leaderless protocols argue against hav-
ing a leader node who can unilaterally decide the output
order. EPaxos [63], or Egalitarian Paxos, is an SMR proto-
col that attempts to make the system egalitarian. While the
concept of egalitarianism is closely related to equal oppor-
tunity, EPaxos does not specify or enforce egalitarian ideals
except being a leaderless protocol. Byzantine oligarchy [81]
is the first attempt to specify the goal of leaderless protocols
in the context of ordering, and Pompe is the first leaderless
protocol that provably removes a Byzantine oligarchy. To

achieve this, Pompe requires a client to collect timestamps
from a quorum of nodes, and the median is used to order a
command. However, our evaluation shows that using such a
median timestamp could make the system even more biased
than prior approaches such as HotStuff.

Decentralized first-come-first-served. Some recent works
define and enforce fairness concepts related to first-come-
first-served [31,48-50,64,69]. Specifically, these protocols
enforce variants of the receive-order-fairness property [50],
which essentially says that if a majority of the nodes receive
an invocation first, it should be ordered first in the output.
We argue that this property can be unfair because, without
distinguishing relevant features from irrelevant ones, it can
amplify systemic bias in real-world blockchains, as shown in
the evaluation section.

While these works enforce specific properties related to
first-come-first-served, the framework of ordered consensus
makes it possible to prove that it is impossible, in general,
to prevent Byzantine replicas from manipulating the order
(e.g., from conducting front-running) [81]. This result is in-
spired by Arrow’s impossibility theorem [26] and the Gibbard-
Satterthwaite impossibility theorem [41, 70] from the field
of social choice theory. In the past two decades, computer
scientists became interested in social choice, leading to the
creation of the field of computational social choice [29].

Game theory. The BAR model [23,24] explores how to con-
nect Byzantine fault tolerance to game theory. The core of the
connection is adopting the Nash theorem [66], which states
that every normal-form game must have an equilibrium. The
Nash theorem connects the rationality model [71,76] with the
Brouwer fixed-point theorem (i.e., a fixed point is interpreted
as an equilibrium). We find the concept of equal opportunity
and its violations more prevalent in real-life scenarios than
the Nash equilibrium. We reuse the key concept of expected
value from the rationality model when explaining violations
of equal opportunity in Section 2.1. We are also inspired by
one of the axioms at the core of the rationality model [71]
when defining consistency in Section 2.2. However, unlike
BAR, we do not reuse the concept of Nash equilibrium in this
work.

Another line of work studies how to eliminate sandwich
attacks in blockchains within a game-theoretic model [25].
Similar to our work, this work also argues that randomness
is the key to addressing the problem. The proposed solution
only randomizes commands within a block, making it vul-
nerable to destructive front-running attacks described in an
empirical study [68]. Destructive front-running means that,
in leader-based protocols, the leader of a slot could front-
run a command by excluding it from this slot, so this victim
command can only be included in a later slot.

Equal opportunity in real-life scenarios. The principles
of impartiality and consistency have been scrutinized in the
context of how society allocates resources. In his book [79],
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Young studies the two principles in a variety of contexts, from
employment to kidney exchange, and discusses how they are
embodied in key pieces of legislation [1,2,4,5]. The book
includes a proof that a point system is the only mechanism that
satisfies both impartiality and consistency. Our work adopts
this book’s approach: we use the invocation time as the score
for ordering and use a Secret Random Oracle to break ties.

Kidneys for transplant used to be exchanged through a free
market, and wealthy patients had a better chance of getting
kidneys. This raised fairness concerns and led to legislation
that transferred the operation to the government to overcome
such bias towards wealthy patients [4]. While this law en-
forced impartiality between the rich and poor, consistency
became a concern. The first algorithm proposed was incon-
sistent, and the order of two patients getting kidneys could
be switched due to a third patient joining the system. As a
result, a new algorithm was proposed as an amendment that
enforces the consistency principle [5]. Details of the relevant
features and the point system in this case have been discussed
in Chapter 2 of Young’s book [79].

Financial regulation laws require financial exchanges to be
impartial to all traders. A recent exposé [57], however, has
concluded that high-frequency traders have routinely engaged
in market-exploiting behaviors, such as aggressive latency
optimizations and front-running by exploiting their location
or the availability of fast network connections—which our
framework would classify as irrelevant features.

In the Olympic Games, the order of athletes is decided,
and equal opportunity is required. The Olympic rules spec-
ify which relevant features should be measured. Similar to
geolocation, a key irrelevant feature is national origin, and
judgments should not be biased toward any nation. Besides,
due to cognitive bias, a judge may make correlated decisions
when judging a sequence of observations. For example, in
diving, athletes dive alternately, and an athlete’s performance
may impact the scores given to the next athlete [54]. Judges
typically need professional training to combat such implicit
bias and follow the consistency principle.

7 Conclusion

This paper introduces a model for equal opportunity, a no-
tion of fairness based on the distinction between relevant
and irrelevant features. Existing protocols—including ones
attempting to provide some fairness—can be significantly
biased and vulnerable to ordering-based attacks.

We design, implement, and evaluate Pompé-SRO, a new
ordered consensus protocol that guarantees two correctness
conditions for equal opportunity, e-Ordering Equality and A-
Ordering Separation. Pompé-SRO effectively mitigates the
well-known ordering-based attacks, given that eliminating
such attacks in the presence of Byzantine influence has been
proved impossible by prior work.
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