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Abstract
TrustZone isolates device access with secure I/O, yet lacks

support for USB devices, which constitute the most diverse
peripherals. Existing approaches to integrate USB drivers
into the TEE are impractical due to the complex USB pro-
tocols, high-frequency DMA accesses, and varying vendor
implementations.

In this paper, we present µUSB, a system that derives a
functional, micro USB driver for TrustZone from the observ-
able concrete execution traces of a full-fledged, complex USB
driver, an approach we dub record, lift, and replay. Based
on the key insight of kernel specialization and the determin-
istic nature of USB FSMs, µUSB proposes a lightweight
mutational recorder and a novel program analysis technique,
addressing two challenges: how to record USB execution
sufficiently and analyze the traces deeply?

Across four major USB classes and six diverse devices,
µUSB generates performant, ready-to-use USB drivers for
TrustZone, enabling in-TEE apps to, for the first time, leverage
complex USB devices with near-native performance while
still enjoying full TrustZone protection.

1 Introduction

TrustZone is the Trusted Execution Environment (TEE1) for
Arm devices, widely deployed on mobile/embedded System-
on-Chips (SoCs) [29, 7, 1]. TrustZone partitions the execution
environment into two hardware-isolated worlds – the normal
and secure world, with the latter executing a fully shielded
baremetal kernel (e.g., OPTEE-OS [54]), independent of the
normal world OS. Beyond CPU, secure world’s protection
further extends to I/O, providing a security feature known as
secure I/O. It allows the TEE software to interact directly with
I/O devices for data harvesting and processing, while ensuring
confidentiality and integrity even under a compromised OS.
This capability underpins security-critical, in-TEE trusted
apps [20] demanding stringent protection of sensitive data
such as biometric authentication [1, 25], credential manage-
ment [29, 90], data analytics [85], and model inference [63].

∗These authors contributed equally to this work.
�: Liwei Guo (lwg@uestc.edu.cn) is the corresponding author.

1This paper refers to the TEE as TrustZone, which is our focus.

In-vivo
Exec. 

States

In-vivo
Exec. 

States
USB 

Driver

USB 
Device

In-vivo
Exec. 

States

Record Lift Replay

VM

User Input

Kernel  
Src.

Mut.

Arm 
TrustZoneDeveloper  machine

uUSB
Drv.

In-TEE 
Apps

USB 
Device

USB Driver 
Template

Static
analysis

Figure 1: The overview of µUSB.

Secure I/O, however, lacks critical support for USB devices.
As the most diverse class of I/O peripherals, they handle data
virtually from all sources, e.g., from various sensors (includ-
ing keypads and mice) to multimedia devices such as cameras
and microphones; supporting them would bridge existing
trusted apps on a Commodity-Off-The-Shelf (COTS) mobile
SoC to a much broader range of trusted data sources, and em-
power more trusted apps. For instance, with TEE-protected
USB sensors, a trusted app at the edge executing stream ana-
lytics [85] directly operates on trusted raw ingress sensor data;
it does not relay any requests to an untrusted normal world
OS, which is buggy [77, 66, 72] and may be malicious [14].

Yet to close the gap, the key missing link is USB device
drivers inside the TrustZone TEE. To the best of our knowl-
edge, no commodity TEE OS supports them to date: 1) com-
mercial TEE OSes such as Android Trusty [29], Qualcomm
QSEE [7] and Huawei iTrustee [1] scope their secure I/O
support to a few selected proprietary devices, e.g., RPMB stor-
age [47], fingerprint sensors [1]; 2) open-source TEE OSes
(e.g., OPTEE-OS [54]), which are incorporating more emerg-
ing I/O device drivers (e.g., GPIO [4], SPI [5]), still have no
plans for USB despite the first USB feature request dating
back to 2017 [6]. As we will show in Section 2.2, it is likely
due to a combination of large efforts required to support them
and their security implications to the TEE.

How to bring USB drivers into the TEE? One may reuse ex-
isting Linux driver code, either wholly (e.g., porting [87, 44])
or partially [31, 110]. Nevertheless, this approach misfits USB
drivers which are diverse, complex, and with deep kernel de-
pendencies: porting incurs non-trivial manual efforts, bloats
the Trusted Computing Base (TCB), and infects TEE with
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kernel bugs which we quantitatively analyze in Section 6.2;
partitioning [110, 31] needs to reason about the partition-
ing boundary which spans over a few thousand kernel func-
tions of major kernel subsystems, and is known challeng-
ing [48, 14, 35, 53]. Instead of code, one may opt to reuse
driver/device interactions by recording the low-level interac-
tion events induced by a given I/O job and replaying them
at run time [32, 83, 106, 56]. This route, however, is difficult
too. First, recording by manual annotations [83, 106, 56] is te-
dious and error-prone, where USB drivers exploit in-memory
data structures and massive pointer accesses for device inter-
actions; a single missed annotation may result in incorrect re-
sults. Second, recording by symbolic tracing [32, 16] is unsuit-
able, because many USB devices interact with drivers through
high-frequency (e.g., over 100K per I/O job) isochronous
transfers bound by strict timing intervals. The high tracing
and analysis overhead incurred by a complex symbolic/con-
colic execution engine (e.g., S2E [17]) is intolerable to such
devices and triggers persistent time-outs, as we will discuss
in detail in § 2.

Our approach. In light of these, we ask a natural question:
can we record USB driver/device interactions concretely, and
later generalize them for runtime reuse, purely based on these
concrete interactions? To answer it, our key insight is that
while a full USB driver is complex, its low-level interactions
for a specific I/O function follow a highly deterministic beaten
path, which allows us to sidestep its full complexity.

To this end, our approach adopts a simple idea – record,
lift, and replay: for a desired USB I/O function, we in vivo
record the concrete low-level USB driver/device interactions,
ex vivo lift them into a symbolized USB driver template, and
replay the template with dynamic input at run time to realize
the same I/O function. Figure 1 shows the approach overview.

Benefits. Our approach enables practical and safe USB driver
reuse: the developer only needs to specify the desired USB
I/O function (e.g., audio record/playback) and corresponding
inputs, just as she would expect to use the USB device in TEE,
and our system instantly generates the corresponding ready-
to-use driver template, faster than driver porting or refactoring,
as will be shown in § 6.2; the driver template dictates sequen-
tial, replayable low-level driver/device interactions, which
precludes kernel code and potential vulnerabilities contained
within it (e.g., 0-days).

Challenges. To record, lift, and replay, we face two ma-
jor challenges. First, how to record necessary and sufficient
in-vivo execution states from USB driver executions? As
mentioned earlier, USB driver/device interactions are dom-
inated by high-frequency DMA accesses, where many allo-
cated addresses/parameters vary dynamically over time. A
successful recording must capture such accesses completely
and promptly: it does not disrupt USB execution; it preserves
sufficient information to allow faithful reconstruction of the
USB I/O function which tolerates runtime variations. Second,

how to lift the concrete traces into templates which accept
dynamic inputs at run time? The process essentially recovers
the dependencies and constraints missed from concrete traces
back to their symbolic and programmatic form. Doing so
soundly requires high-fidelity and deep static analysis. How-
ever, such analysis is known difficult for the complex kernel
code [112, 12], which exploits wild pointer conversions and
recursive data structures (e.g., a self-referencing page struct).

µUSB. Towards practical and safe USB driver reuse, we
present µUSB, a system which has addressed the aforemen-
tioned challenges by employing a suite of novel techniques.
For recording necessary and sufficient execution states, µUSB
employs a mutational recorder in a lightweight VM that cap-
tures complete hardware I/O traces without disrupting the
timing-sensitive USB protocol. In addition to user-supplied
concrete input, the recorder automatically mutates these in-
puts using a set of mutation rules designed to make mutated
inputs closely approximate the valid inputs of the recorded
I/O function. With the new inputs, it then re-records the I/O
function to gather more traces, until they converge structurally
(i.e., isomorphically) with the same I/O function.

For automatically lifting concrete traces into templates,
µUSB integrates and extends two successful program analysis
techniques and proposes symbolic trace differential analysis
and qualified taint tracking. With simple heuristics, the former
effectively filters out and symbolizes concrete values that may
change during execution (e.g., a virtual address), whereas the
latter is a form of trace-guided analysis that leverages the
recording as an oracle path qualifier to make a deep, high-
fidelity (i.e., context-, path-, flow- and field-sensitive) data-
flow analysis on complex kernel code scalable and precise.
The two novel techniques harmonize in exploiting the inherent
invariance and variability of the deterministic USB FSM to
produce the USB driver template used for replay, which at a
high level specifies the behavior of the USB driver – when
should which data go where in what format.

Results. We apply µUSB to four important USB classes (i.e.,
Mass Storage, Audio, Video, HID) encompassing six differ-
ent devices from five different vendors, whose drivers were
considered too complex for Arm TrustZone [110, 32]. With
light efforts and basic knowledge of USB device internals,
µUSB successfully produced eight diverse templates; each
template comprises a vastly different number of events (e.g.,
from 1K to over 400K) and encodes necessary and sufficient
dependencies and constraints to achieve its designated I/O
functions. The resultant µUSB drivers have decent perfor-
mance: on Raspberry Pi 5, a popular COTS Arm development
board, and for the first time without a normal OS, the TEE
software can read/write USB storage at 10-20 MiB/s (close
to a full-fledged native driver), stream video at 30FPS, record
audio reliably in real time, and receive keyboard/mouse inputs
at low latencies.

Contributions. Our contributions are as follows:
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• The design and implementation of µUSB, a novel record,
lift, and replay solution to reusing mature USB device drivers
for TrustZone. µUSB demonstrates: by combining concrete
USB driver execution traces with simple static analysis, it is
possible to reproduce and reuse complex USB I/O functions.
• Qualified taint tracking, a novel trace-guided static analysis
technique that makes high-fidelity dependency recovery in
complex kernel code practical and fast.
• A comprehensive evaluation of µUSB. By deploying µUSB
on various USB devices (e.g., streaming webcam, speaker)
on real Arm TrustZone-enabled hardware, we demonstrate
the practicality and scalability of µUSB.
• Ready-to-use, performant µUSB drivers for TEE. To the
best of our knowledge, it is the first time for complex USB
device drivers to enjoy end-to-end TrustZone protection.

For a TrustZone TEE, µUSB 2 opens a new door to trusted
apps accessing diverse USB devices.

2 Background & Motivations

2.1 A Primer on USB

USB protocol. Universal Serial Bus (USB) is the dominant
peripheral interconnect standard, evolving from USB1.0 [102]
to USB4.x [103]. To standardize peripheral-to-host communi-
cation, it provides two key abstractions. Endpoints represent
data sources or sinks on a device and communicate with the
host via logical channels called pipes. Transfers encapsu-
late communication between endpoints and the host, with
four types defined according to data content and purpose: 1)
control transfers for device setup and configuration; 2) inter-
rupt transfers for regular, low-latency communication such
as keyboards; 3) bulk transfers for reliable, high-throughput
exchange as in storage devices; and 4) isochronous (ISOC)
transfers for time-sensitive streaming with bounded latency,
essential for multimedia devices. Through these transfer types,
USB abstracts diverse peripherals into 25 device classes, e.g.,
Human Interface Device (HID), Video, Audio, Mass Storage.

eXtensible Host Controller Interface (xHCI). A host con-
troller interface (HCI) implements the interface specified by
the USB protocol for device interaction, including OHCI/E-
HCI, UHCI, and xHCI. This paper mainly focuses on xHCI, as
it is the most recent and widely adopted standard [101]. Man-
dated by the specification, xHCI is architecture-independent
and exposes a large group of memory-mapped registers for
host configuration. These include capability registers, which
report protocol information, and reference operational reg-
isters and runtime registers. The latter configure USB data
transmission parameters at run time, e.g., data page size, and
commands. Beyond registers, xHCI mainly manages USB
transfers with in-memory data structures. It employs Transfer

2The code is at https://github.com/SECG-UESTC/uusb/

Descriptors (TDs), each containing one or more Transfer Re-
quest Blocks (TRBs) depending on the transfer size and type,
which refers actual data pages. All TRBs are organized within
a ring buffer, the Transfer Ring (TR).

2.2 The USB Secure I/O Dilemma

What USB devices matter for TEE? Following example
trusted apps [20] motivate our design and benefit from TEE-
protected USB devices: 1) Secure storage: trusted apps man-
age sensitive data such as credentials [90], authentication
tokens [29], and biometric data [1, 25]. They acquire/persist
the data on storage. 2) Trusted perception: they acquire sensor
data [110, 56] for executing stream analytics [85] and NN
inference [109, 97]; notably, multimedia data are often un-
encrypted thus cannot be exposed to normal OS. 3) Trusted
UI: they render privacy-sensitive contents, e.g. bank account;
the UI reads in user inputs such as presses from a keypad or
movements from a mouse. TEE needs to isolate input devices
for confidentiality and integrity [82, 107].

Why TEEs lack USB support? Despite their strong use
cases, USB support remains untapped by existing TEEs. We
examine OPTEE-OS [54], TrustZone’s reference secure OS,
analyzing its development and commit history over the past
decade (Figure 2(a)). The data reveals a clear upward trend
in driver-related commits, which have doubled in recent four
years, and now account for 35% of total commits. However,
closer inspection shows that the majority (73%) target rela-
tively simple character devices such as CRYPTO, UART, and
GPIO which provide only basic I/O services (Figure 2(b)).

Why has USB remained overlooked by TEE, with no in-
dication of future development? Our conjecture is twofold:
1) USB couples with heterogeneous and diverse standards.
Supporting different device classes (i.e., 25 in total) demands
compliance with heterogeneous standards and class-specific
encodings, e.g., video and audio codecs; bringing them into
TEE is unwarranted. 2) The large USB software stack deters
developers. Existing in-TEE drivers are compact and simple
(under 77k SLoC shown in Figure 2(b)). A single USB audio
driver spans 245K SLoC (Linux v6.13), compared to only
300K SLoC for the entire OPTEE-OS; its dependencies span
over 600 header files of tens of kernel subsystems (e.g., IRQ,
DMA, file systems) accounting for additional 560K SLoC.

Why are existing approaches inadequate? We examine
existing approaches which may bring USB drivers into TEE.

1. Porting. One may port the full or partial USB driver and
shift them to the TEE, e.g., as a library OS [44]. This approach
is unfit for the TEE, as it introduces a large and unwarranted
USB driver along with its deep kernel dependencies to TEE
(as discussed earlier). As will be shown quantitatively later, it
incurs large manual efforts (§ 6.1), and inherits existing kernel
bugs [67, 71, 75] (§ 6.2), which makes the TEE susceptible
to attacks from malicious USB devices [57, 79].
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Figure 2: OP-TEE OS commits over the past decade.

2. Partitioned execution. Prior works [110, 22, 36] partition
the existing drivers and execute only the security-sensitive
code inside the TEE while leaving the rest to normal OS.
Despite having less in-TEE code, it has two security issues.
First, reliance on non-secure OS code expands TCB and ex-
poses the TEE to Iago attacks [14], which compromises data
confidentiality and integrity as USB devices commonly lack
end-to-end encryption. Second, defining partitioning bound-
aries is challenging [48], as it requires extensive auditing of
interfaces and data structures (e.g., USB TRBs, DMA descrip-
tors, kernel pages) that may handle USB data, which likely
results in a major overhaul of USB drivers and kernel code.

3. Record-and-Replay (RnR). As old wisdom among soft-
ware testing [26, 111] and bug finding techniques [23, 33], it
recently proves effective for TEE driver reuse, e.g., for sim-
ple I/O devices [32, 106, 56], GPUs [83]. Its key idea is to
record the driver/device interactions in a commodity OS and
replay them in TEE. To record, they either manually annotate
the kernel driver to instrument software/hardware interac-
tions [83, 106] or symbolically trace these interactions using
a symbolic/concolic execution engine [32, 16].

However, both recording methods are inadequate for USB
devices. As mentioned earlier, USB primarily uses fine-
grained DMA accesses for driver/device interactions [41],
which does not retrofit kernel register accessors (e.g., readl,
writel) and differs from GPUs [83] and other I/O de-
vices [56, 106]. Manually instrumenting these DMA accesses
hence is tedious and fragile, and incurs prohibitive efforts
when scaling across diverse USB devices and classes. Con-
versely, symbolic tracing alleviates this instrumentation bur-
den but is too heavyweight for the USB protocol – the USB
device times out and halts if an interaction misses its timing
(e.g., 1ms interval of isochronous transfers), which is hard,
if not impossible, for a symbolic/concolic execution engine
to keep up with. Therefore, driverlet [32] as a notable repre-
sentation of this approach, only supports USB bulk transfer
which tolerates analysis delays but does not work for other
transfer types. Furthermore, even for USB storage, it needs to
explicitly disable Start-of-Frame as a workaround for EHCI
protocol’s timing control, stated in its § 7.2.2.

2.3 Goals, opportunities, and choices

Design goals. To extend TEE protection to USB for COTS
SoCs at a low cost, we set the following goals.

• Practical. It is our top concern. The system shall scale to
major classes of USB devices (e.g., audio/video) which have
important I/O functions with little to no manual effort.
• Safe. USB drivers execute entirely inside the TEE to lever-
age secure I/O, and remain safe against a malicious USB
device.
• Performant. Multimedia devices often have real-time data
transmission, e.g., microphones stream audio samples at con-
stant rates for sound quality. The system and the drivers must
deliver deployable and usable performance.
Observations. We have exploited the following observations.

– The beaten USB FSM state transition path. The
USB FSMs are by design deterministic and largely data-
independent [104, 102, 103]. For a given I/O function and
fixed inputs, the USB device’s internal FSM follows the same,
beaten state transition path; conversely, driving the device to
go through the same path reproduces the same I/O function.
– Architecture-independent USB driver/device interac-
tions. Operating a USB device entails driver–host controller
(xHCI) interaction via MMIO, DMA and interrupts, with
architecture-independent data structures and register specifi-
cations designed for scalability across platforms.
– Limited dynamism of trusted apps. Trusted apps (§ 2.2)
are statically bound to TEE, constraining the USB usage:
the TEE expects persistent USB device connection (e.g., no
hotplug); they demand I/O data, which can be served with
corresponding I/O functions without complex and dynamic
device features, e.g., power management.

Design choices. The above observations and goals motivate
our design choices: (1) prioritize specific USB I/O functions
over full device features for practicality; (2) decouple analysis
from USB driver execution by in vivo recording concrete
execution states, and by ex vivo analyzing concrete recordings
exploiting the deterministic, beaten USB FSM path.

3 Design Overview

3.1 System model

Threat model. We follow the threat model of TrustZone
and USB security [31, 42]. We trust the Arm SoC hardware,
including TrustZone Address Space Controller (TZASC) and
TrustZone Protection Controller (TZPC), and firmware en-
forcing the secure/normal world isolation. We trust the secure
world software, including the TEE kernel and trusted apps.
We do not trust the normal world OS, which may probe or
tamper with USB data. Physical attacks [45, 34] are out of
scope.
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We assume software and hardware on the developer’s ma-
chine used for recording are trustworthy, including the OS,
USB devices and drivers. We also assume that the recorded
USB drivers are gold: they implement sufficient driver/device
interactions, so that it can assess if the device has finished the
state transitions needed by given requests. Our rationale is
similar to other recording-based TEE drivers [32, 83, 84, 106].
Targeted USB devices and SoC hardware. We target mo-
bile/embedded Arm SoCs with TrustZone enabled. We focus
on USB I/O devices with strong TEE use cases (§ 2.2). These
devices handle sensitive user data but lack end-to-end encryp-
tion at the protocol layer. We do not target USB networking or
hub devices, as their safety can be complemented by protocol-
level encryption [92]. We also do not consider USB gadgets
due to unclear TEE use cases. The SoC has multiple instances
of the USB host controller, which is a common practice in
today’s SoCs [21, 3]. By configuring TZPC and TZASC, the
TEE exclusively owns one instance of the USB host controller.

3.2 µUSB overview
Our key idea is to specialize a TEE USB driver for specific
I/O functions by ex vivo deriving a micro USB (µUSB) driver
from the concrete in-vivo execution of a mature kernel driver.
Figure 3 shows workflow. The core mechanism is as follows.

1. Mutational Recording. The developer invokes the USB
IO function desired by trusted apps with concrete inputs, e.g.,
read 10 blocks from sector 0. µUSB mutates the in-
puts, invokes the same I/O function for multiple times, and
logs complete interaction events from the USB driver, includ-
ing register/DMA accesses, interrupts, and kernel inputs.

2. Static Lifting. µUSB processes traces logged from multi-
ple concrete inputs into a template which adapts to dynamic
inputs at run time: it detects variables and symbolizes them
by differentially comparing their values across traces; it uses
traces to qualify taint analysis for distilling dependencies and
constraints between variables. The lifted template comprises
a sequence of low-level hardware/software interaction events
(e.g., MMIO, IRQs) required to complete the specific I/O

function, which precludes the original kernel code.

3. Runtime Replay. µUSB signs and ships the template to
TEE as the ready-to-use µUSB driver, which exposes a sim-
ple interface to trusted apps for requesting I/O data. Upon
request, the µUSB driver replays the events in the template
sequentially with runtime inputs, e.g., read X blocks from
sector Y. A faithful replay fulfills the same recorded I/O
function while adapting to various dynamic inputs.

Applicability to other TEEs. A µUSB driver relies on
secure I/O provided by TrustZone for strong protection but is
not strictly limited to it. It also supports other TEEs providing
similar features. For instance, AMD SEV-SNP uses SEV-TIO
(i.e., Trusted I/O) [9], similar to TrustZone’s secure I/O; RISC-
V’s Keystone TEE [46] combines PMP (i.e., memory/register
isolation) and processors M-mode to achieve secure I/O.

3.3 Why µUSB works

Understanding µUSB drivers at a high level. Based on our
rationale of the USB device FSM (§ 2.3), a USB device gen-
eralizes as a set of deterministic FSM state transition paths,
which collectively fulfill the I/O functions of the device. The
corresponding full USB driver hence can be regarded as traces
of low-level device interactions, i.e., MMIO, DMA, and IRQs;
each trace 1) drives the device state transitions of a path, and
2) also assesses if the transitions are correct. A µUSB driver
captures a subset of full traces by recording low-level interac-
tions from demanded I/O functions; replaying the trace drives
the device FSM to go through the same state transitions to ful-
fill the recorded I/O function. The appendix presents a sketch
proof showing a µUSB driver achieves trace equivalence with
its recorded USB driver under the same I/O function.
Replay correctness. The µUSB driver offers the same level
of correctness guarantee as a kernel driver does: the µUSB re-
player’s assertion that a recorded I/O function (e.g., read/write
a block, streaming audio for some interval) has completed
successfully is as sound as the assertion from the kernel driver.

Our rationale is: the full driver continuously assesses if state
transitions are correct via low-level interactions. By recording
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Recorded Interaction Events and Formats Description 

I/O  

events 

DMA/ 

MMIO 

write(addr, val, len) Write len bytes of val to addr 

val = read(addr, len) Read len bytes of val from addr 

IRQ on_irq(n) Receive an IRQ at n-th interrupt line 

Kernel 

Inputs 

Clock Inputs ts = ktime_get_real/raw/current() Get current timestamp ts 

DMA Buffer 

Allocation 

addr = dma_alloc_coherent 

(dev, size, handle, gfp) 

Allocate size bytes of DMA buffer at 

addr 

Random number num=random() Generate a random number num 

 

Table 1: Events recorded by µUSB. µUSB records
highlighted fields by value.

and matching these interactions, the µUSB driver also asserts
execution correctness of the I/O function. During replay, if
it observes the same trace of interactions with all parameters
matched, then to the best of the driver’s knowledge, the USB
device performs the same state transitions and completes the
same I/O function, and the replay is correct.

At a higher level, µUSB resembles duck typing [55] for
USB driver construction: upon user inputs, a µUSB driver
executes as a USB driver; upon device inputs, it reacts as a
driver; then it must be as correct as a driver.

4 µUSB Design

4.1 The Mutational Recorder
The recorder records the in-vivo execution states of the USB
driver by value as the basis for the template. To this end, we
have addressed two challenges: 1) how to capture necessary
interaction events to faithfully reconstruct the execution states
needed to recover USB driver execution? 2) how to obtain
sufficient concrete values such that the lifter can distill data
dependencies and symbolize them for dynamic inputs?

4.1.1 Record necessary in-vivo execution states

To initiate, the developer launches a recording campaign by
invoking the entry function provided by the recorder on the
developer’s machine: record(f, [arg...], [var...]),
where f is the desired USB I/O function (e.g., read/write
for USB storage), [arg] is an array of concrete inputs needed
by f, and var is a binary array indicating which arguments in
[arg] accept dynamic inputs at run time. More I/O functions
recorded by µUSB are in Table 4.
What to record? Two types of runtime traces are necessary:
1) I/O traces: these include the low-level USB driver/device
interaction events, i.e., xHCI register and DMA accesses, and
interrupts; 2) Kernel inputs: USB devices rely on inputs from
a few kernel APIs to alter states. For instance, its device FSM
expects a DMA buffer from kernel to initiate data transfer.
The recorder logs their arguments and return values in the I/O
trace; Table 1 summarizes all observed kernel inputs.

The recorder additionally captures call traces. Section 4.2
demonstrates existing static analysis is infeasible for the lifter
to analyze kernel deeply and precisely without them.

How to record? The recorder must capture complete traces.
It is challenged by USB’s high-frequency pointer-based DMA
accesses (e.g., 10KHz) whose strict timing must be respected.
To address this, µUSB records the USB driver execution in a
controlled, lightweight virtual machine, and traces I/O at the
lowest level via stage-2 page faults. Specifically, the recorder
compiles the guest kernel using tinyconfig and enables only
necessary USB drivers. It configures the hypervisor to moni-
tor: 1) interrupts and 2) memory regions belonging to USB
host controller and 3) DMA pools allocated to USB; tracing
extra regions adds overhead and may interfere with USB exe-
cution. The recorder thus transparently traps these I/O events
and records them by value in the format given in Table 1.

An alternative is to trace via stage-1 page faults, which was
our initial attempt. To our surprise, their latency exceeds the
USB isochronous transfer interval, which is erroneous and
causes the USB transfer to abort; we will show measurements
in Section 6. During recording, the recorder logs the I/O
events sequentially and segregates them into two contexts (i.e.,
the CPU and the interrupt context) to match the asynchronous
USB job submission/execution.

4.1.2 Mutational recording

Relying on a single trace is brittle, as many values and events
are timing- and input-dependent. To accommodate input and
runtime variations, our idea is to reveal such dependencies and
variability proactively by stress testing the given I/O function
with mutations which approximate these variations.

Mutation strategy. In addition to recording using the user-
supplied input, the recorder mutates inputs in two dimensions
and re-records. First, on user inputs. The recorder mutates
all inputs which the user expects to use dynamically at run
time, i.e., specified by [var] of the recording entry. As ex-
plained earlier, the recorder does not aim for code coverage
(i.e., desired by an OS fuzzer [42, 86]) but to approximate
input variations under the same I/O function. It hence adopts
simple, semantic-aware mutators in Table 2 to generate more
user inputs for all arg[i], if its corresponding var[i] is
true (i.e., variable at run time). Second, on kernel inputs. The
recorder exploits Kernel Address Space Layout Randomiza-
tion (KASLR) default in today’s kernel and restarts the VM
between each re-run for a clean-slate kernel state. This helps
expose those DMA addresses which appear identical across
different runs but are in fact recycled.

Stop condition. During operation, the recorder gathers
a reference trace from user-supplied input, and additional
mutated traces from extra runs. The recorder decides to stop
upon two conditions. First, the traces converge. It deems the
exploration sufficient if after N runs, the majority of mutated
traces are isomorphic (i.e., structural equivalence [15]) to the
reference trace, where the trace lengths, the ordering and types
of the events are identical. N is a user-configurable parameter
and is at least 10. Larger N (e.g., 100) is fine but incurs longer
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Type Mutator Example user input fields 

Arithmetic 

(dec/inc)rement 

(dec/inc)rement 

1,2,3,…,10, 

64,128,256,1024 

Storage: sector, len 

Audio: record/playback duration 

Video: # of requested frames 

Address 

shuffling 

Shuffle address 

space & supply a 

new buffer 

Storage/Audio/Video/HID: 

data buffer address 

Random 

configuration 

Randomly sample 

from valid 

configurations  

Audio: sampling rate, audio encoding 

Video: resolution, video encoding 

 

Table 2: Mutation strategy defined by µUSB recorder.

delays as the recording is sequential to ensure determinism;
it does not bring additional benefits, for our evaluations in
Section 6.3.3 show that as few as six runs is sufficient. Second,
recording times out. The traces may never converge, due to
excessive mutable inputs. For example, the developer specifies
all arguments [sector, blk, buf] of read I/O function
as mutable. This apparently will not converge, as allowing
all inputs to be mutable requires exploring the full driver
state space. To deal with such cases, the recorder sets the
default timeout to 10 minutes. After timeout, it stops recording
and prompts the developer to reduce the number of mutable
input in [var], i.e., reducing the size of state space to explore.
In practice, we have not found a case where traces do not
converge when the number of mutable input reduces to one.
This is because in such a case, the mutable input has to be
a runtime buffer address, changing which is expected by the
USB FSM and still follows the same I/O transition beaten
path (§ 2.3).
Recording outcome. Upon completion, the recorder gathers
an enclave of runtime traces in a recording campaign, includ-
ing a reference trace and several mutated traces. These traces
capture concrete and varying values, but are structurally equiv-
alent, suggesting a sufficient exploration of the USB device
state transition path determined by mutable user inputs.

4.2 The Analytical Lifter
The lifter is the core to µUSB, which distills concrete record-
ings into a replayable template. To this end, we have addressed
two challenges: given a corpus of concrete execution traces,
how to 1) identify the variants (i.e., values that change w.r.t.
new inputs) and 2) recover their data dependencies?

4.2.1 Symbolic differential trace analysis

To generalize to dynamic inputs, the first step is to locate
variants from concrete I/O traces. A central difficulty is that
invariants and variants in I/O traces can appear identical. For
instance, a SCSI read(10) CMD (0x28) appears no different
than a block count or sector number.

To address this, our observation is that invariants capture
the constants (e.g., commands) and substructures (e.g., linked
lists) preserved across traces, while the variants reflect the

input-induced divergences. The lifter thus exploits such inher-
ent dichotomy by differentially comparing the traces.

First, symbolizing addresses and inputs. For a concrete
trace, the lifter instantiates three symbolization rules for i-th
event vi = Ei(args, ...) of the trace:
Rule 1 (indexed symbols). Base addresses of USB host con-
troller and allocated DMA buffers are assigned unique sym-
bols w.r.t. their sizes and respective indices i; user inputs, and
all vi returned by kernel inputs and DMA/MMIO reads are
assigned unique symbols w.r.t. their indices i.

Rule 2 (address matching). All concrete addresses, i.e.,
DMA/MMIO read/write addresses, are symbolized by
relatively addressing their closest base address.

Rule 3 (argument matching). Concrete values args con-
sumed by MMIO/DMA writes are symbolized by relatively
addressing known symbols which prioritize addresses.

To justify, rule 1 first addresses four intuitive sources of
variants: device/DMA addresses, inputs from kernel, device,
and users (Table 1); the naming allows unique references
from other variants within the trace and differential analysis
across traces. Rule 2 associates values known to be virtual
addresses (e.g., USB MMIO read) with already symbolized
base addresses. Rule 3 handles the tricky case where a kernel
input or address is used as an argument, by conservatively
assuming all arguments are variants and associating them
with existing symbols. The rationale for the value matching
heuristic is that a USB device often uses kernel inputs (i.e.,
timestamps, random numbers) as-is. This may introduce false
positives (e.g., a static encoding or a timestamp coincides with
a DMA address) but the key is not to leave out true positives.
The lifter filters false positives as follows.

Second, detecting invariants differentially. The lifter se-
quentially scans each I/O trace and creates key-value pairs
<var, [val]>, where var is a symbolized variant and [val]
is a list of symbols and concrete values (i.e., not symbolized
by rule 1-3) associated with the variant in a DMA/MMIO
read/write. It detects invariants by differentially comparing
the reference trace with all mutated traces: a val[i] is an
invariant if and only if its counterparts of mutated traces are
symbolically or numerically equivalent. Figure 4 shows an
example: var_4k_2 and 0xd0 are invariants corresponding to
var_4k_1 and var_4k_1+0x8 if and only if var_4k_1 and
var_4k_1+0x8 always writes var_4k_2 and 0xd0 across all
traces. It also resolves false positives: as the recorder restarts
VM and leverages KASLR (§ 4.1.1), it is unlikely for kernel
inputs to persistently coincide with address reads/writes.

At first glance, this approach may appear ad hoc or unsound,
i.e., dependent on number of traces, may miss some variants,
etc. We highlight the lifter’s goal is not to identify all variants
but only those observable under variable inputs. We argue
that these values subject to change would have changed and
been captured during the mutational recording (§ 4.1.2). In
practice, we find the strategy effective and fitting for USB I/O
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var_4k_1 = dma_alloc(.., 4096, …)
var_4k_2 = dma_alloc(.., 4096, …)
var_4k_3 = dma_alloc(.., 4096, …)
…
write(var_4k_1, var_4k_2, 4)
write(var_4k_1 + 0x8, 0x000000d0, 4)
write(var_4k_1 + 0xc, 0x80001424, 4)
…
write(var_4k_1 + 0x10, var_3, 4)
write(var_4k_1 + 0x18, 0x000000d0, 4)
write(var_4k_1 + 0x1c, 0x80001424, 4)
…

0x042a0000 = dma_alloc (.., 4096, …)
0x044d5000 = dma_alloc (.., 4096, …)
0x044d5200 = dma_alloc (.., 4096, …) 
…
write(0x042a0000, 0x044d5000, 4)
write(0x042a0008, 0x000000d0, 4)
write(0x042a000c, 0x80001424, 4)
…
write(0x042a0010, 0x044d5200, 4)
write(0x042a0018, 0x000000d0, 4)
write(0x042a001c, 0x80001424, 4)
… 

var_4k_1 = dma_alloc(.., 4096, …)
var_2 = dma_alloc(.., 4096, …)
var_3 = dma_alloc(.., 4096, …)
…
write(var_1, var_2, 4)
write(var_1 + 0x8, 0x000000d0, 4)
write(var_1 + 0xc, 0x80001424, 4)
…
write(var_1 + 0x10, var_3, 4)
write(var_1 + 0x18, 0x000000d0, 4)
write(var_1 + 0x1c, 0x80001424, 4)
…

0x032a0000 = dma_alloc (.., 4096, …)
0x034d5000 = dma_alloc (.., 4096, …)
0x034d5200 = dma_alloc (.., 4096, …)
…
write(0x032a0000, 0x034d5000, 4)
write(0x032a0008, 0x000000d0, 4)
write(0x032a000c, 0x80001424, 4)
…
write(0x032a0010, 0x034d5200, 4)
write(0x032a0018, 0x000000d0, 4)
write(0x032a001c, 0x80001424, 4)
…

var_4k_1 = dma_alloc(.., 4096, …)
var_4k_2 = dma_alloc(.., 4096, …)
var_4k_3 = dma_alloc(.., 4096, …)
…
write(var_4k_1, var_4k_2, 4)
write(var_4k_1+0x8, 0x000000d0, 4)
write(var_4k_1+0xc, 0x80001424, 4)
…
write(var_4k_1 + 0x10, var_3, 4)
write(var_4k_1 + 0x18, 0x000000d0, 4)
write(var_4k_1 + 0x1c, 0x80001424, 4)
…

symbolize

Diff.
 analysis

A Draft Template

TRB1

TRB2

Data 
Page

Data 
Page

var_4k_1

var_4k_1+0x10

var_4k_2

var_4k_3

Implicitly captured scatter/gather 
substructure of USB TRB

Figure 4: µUSB reconstructs the scatter/gather substructure
of TRBs via differential analysis with the simple heuristics.

events, which are highly deterministic. Figure 4 demonstrates
this by showing that the actual USB driver sets up TRBs in the
TR for submitting I/O jobs with a sequence of DMA writes.
With our technique, the lifter identifies the invariants and
preserves the substructure, which implicitly reconstructs the
same scatter/gather topology of TRBs when being replayed.
Section 6.3.3 quantitatively shows the impacts of the number
of traces.

Third, generating a draft template. The outcome is a
draft template built upon the reference trace: addresses are
symbolized canonically; the invariants are preserved as-is,
either as symbols or concrete values; kernel inputs are sym-
bolized with best efforts and remaining variants are marked
as placeholders for further analysis.

4.2.2 Qualified taint tracking

Variants in the draft template are critical to the USB driver exe-
cution, which often involves data transformations (e.g., DMA
address alignment) dictated by the driver and hardware specifi-
cations. The lifter must resolve their dependencies with user/k-
ernel inputs and bind them with path constraints conforming
to the driver behavior. While a high-fidelity static data-flow
analysis (i.e., path-, context-, flow-, and field-sensitive) could
theoretically resolve the issue, this method is unscalable for
complex kernel code due to state explosion[112, 17].

To overcome this, our insight is to specialize the data flow
analysis using the call traces collected along with I/O traces
(§ 4.1.1) as the sharpest data flow information to qualify
possible data flows of kernel code paths, i.e., a unique solution
to the qualified data flow problem [37]. We present qualified
taint tracking as follows.

The lifter sets all inputs (i.e., mutable arg of the record-
ing entry, kernel inputs, and read from device states) as
taint sources and the driver code which consumes them as
sinks. For taint rules, the lifter adapts existing standard rules
from [58] and introduces two crucial extensions: 1) since
existing taint rules only concern taint propagation in the ker-
nel space, it extends them to allow taints to propagate in
field level across the user/kernel boundary through kernel
utility functions such as copy_from_user; 2) to maintain
field-sensitivity for recursive data structures like linked lists
(a known challenge for static analysis [112]) for chaining
URBs (i.e., the upper-layer kernel abstraction for TRB), the
lifter introduces trace-guided alias analysis. Essentially, the
improved alias analysis leverages the draft template as an
oracle and determines if an object (e.g., URB) is an alias
of another from its symbolized address encoded in the draft
template. To track taint propagation, the lifter navigates the
analysis with the call trace as a path qualifier: at control-flow
branches (e.g., if statements), it chooses the path suggested
by the call trace, and checks if the corresponding path condi-
tion is dependent on a tainted value. If so, the lifter collects
the path condition as a constraint of the tainted input, which
ensures the execution stays on the USB state transition beaten
path. Since the analysis is static, the lifter saves these con-
straints symbolically in the final template. Alongside the taint
propagation, the lifter accumulates the taint operations and
saves them to generate the final template. We discuss the
security implication in Section 6.2.

By design, a taint sink (i.e., a variant) corresponds to at
least one taint source. However, if a variant depends on kernel
inputs unlisted in Table 1, it cannot be correlated to a taint
source and is untagged. To address this, the lifter marks the
variant as a taint source, consults the call trace to perform
backward qualified taint tracking, and adds the taint sink (i.e.,
a kernel input) to Table 1. The lifter then prompts the recorder
to re-record leveraging the newly discovered kernel input.
This efficiently and effectively recovers the dependencies and
constraints missed from the draft template. For common USB
devices (e.g., storage/video/audio/HID), the lifter does not
conduct backward taint tracking, as the events in Table 1 are
sufficient; nevertheless, we design the mechanism to cover
emerging USB devices that may require more events to trace.

4.2.3 Generate the final template

To generate the final template, the lifter simply assigns a
symbolic expression to each taint sink (i.e., a variant). The
symbolic expression programmatically captures the series
of computational operations originated from the variant’s
original taint sources (e.g., user or kernel inputs), as a result
of qualified taint tracking.

Optimization: Loop re-rolling. Multimedia devices use
high-frequency isochronous transfer which guarantees high-
bandwidth (e.g. 160Mbps for 1080p capture) but bloats the
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template, e.g., over 400K events for capturing 10 frames. Di-
rectly using the uncompressed template is possible but neither
practical nor efficient. Observing the USB TR ring structure
and repeated memory access pattern, µUSB leverages peep-
hole optimization with a peephole size of 30 for detecting the
pattern(s) and re-rolling the accesses into fixed-iteration loops.
After re-rolling, the template size reduces by a few orders of
magnitude, which we show quantitatively in Table 4.

4.3 The µUSB Replayer

Running inside Arm TrustZone, the replayer and templates
are statically linked with the TEE OS, which incarnates as the
µUSB driver. It provides a unified and easy-to-use API for
in-TEE apps to invoke, executes the events of the template
corresponding to the API, and handles possible failures.
The API. The replayer provides one unified API for in-TEE
apps to request for USB I/O services. The API has two key
arguments. The first specifies the template identified by its I/O
function, and the second points to the arguments of the I/O
function, which are mutable inputs specified at the recording
entry. The design abstracts away the complexity of kernel
abstraction (e.g., devfs) in the original recording and allows
the in-TEE app to focus on the I/O functions. Figure 10 shows
an end-to-end example.
Template execution. Upon API invocation, the replayer
instantiates the template and then sequentially executes its
events. To instantiate, the replayer configures TZASC/TZPC
to isolate and map xHCI for memory accesses and reuses
the interrupt handler of the TEE OS for top-half IRQ man-
agement. It redirects the events in Table 1 of the template to
the TEE OS. Note these events are commonly provided by
TEE OSes [54] or can be emulated, e.g., malloc of OPTEE-
OS already allocates physically contiguous pages which em-
ulates dma_alloc_coherent. The replayer maintains two
contexts (CPU and interrupt), each holding only a pointer
to the next event (like a PC). For writes, it re-applies the
accumulated taint operations and writes dynamic values to
corresponding addresses, which are mediated and checked
to be valid DMA/MMIO addresses and non-executable; for
reads, it matches the invariants while ignoring variants. It
does not pace the replay, e.g., by injecting any artificial de-
lays, because the USB protocol allows faster driver responses
but not late ones. When execution finishes, the replayer frees
up the allocated resources from the TEE OS, e.g., DMA.
Handling replay failures. The replayer handles two failure
conditions. First, incorrect API invocation. This case includes
selecting wrong templates and/or supplying arguments which
do not satisfy the path constraints. In this case, the replayer
directly returns an error code. Second, reading unexpected
values. During replay, the replayer matches interaction events
(i.e., IRQs and values read from the USB device) against
those recorded in the template. If the lifter deems a value read

from the USB device as an invariant but appears different or
an unrecorded IRQ emerges, it suggests the USB FSM has
gone off the beaten path. For instance, the USB device is
unplugged or reboots unexpectedly due to a firmware crash
amid execution, which causes spurious IRQs and deviations
from the recording. In this case, the replayer halts, resets the
device, and re-executes the template. If the error persists, the
replayer reports an error code back to the app and releases the
allocated resources (e.g., DMA pages), without executing any
device-specific recovery logic. The replayer does so because
a deviation is precisely the condition under which the origi-
nal driver itself would not have proceeded; therefore failing
is not just safe but is the same decision the original driver
would have made (§ 3.3). Doing so also fully confines the
µUSB driver execution inside TEE to ensure the confidential-
ity and integrity of the µUSB driver code and data, which are
protected by TEE and never leave TEE memory; Denial-of-
Service (DoS) (e.g., unplugging the USB device as mentioned
above) is possible but cannot persist, as the replayer detects
such deviations from the recording. In practice, no such case
was found. See more in Section 6.

5 Implementation and Experiences

µUSB comprises about 4K SLoC across C, C++, and Python.
Its core components are detailed below.
The recorder. We built it atop QEMU and KVM (Linux
v6.8) in 2K lines of C code. We use QEMU as the frontend to
manage the virtual machine which also runs Linux kernel v6.8.
For I/O trace, we modify KVM to trap and record them by
leveraging the PT_ACCESS_MASK to cause EPT page fault and
IRQ virtualization to intercept USB interrupts. For call trace,
we retrofit the existing kernel tracing facility, i.e., ftrace and
kprobe. We implemented our own mutator and draw valid
configurations from device utilities (e.g., V4L2 for Video).
The lifter. We have implemented the lifter based on SU-
TURE [112] in 500 lines of C++ code and 1K lines of Python
code. We choose it as it is the state-of-the-art kernel static
analyzer, which integrates mature taint rules. To implement
qualified taint tracking, we modified its taint tracking module
to allow the traces to 1) direct the taint propagation upon
branches, to 2) collect the corresponding path constraints, and
to 3) qualify alias analysis upon recursive data structures.
The replayer. We have implemented the replayer as a simple
executor of the events of the template in 500 lines of C code
based on OPTEE-OS v4.4. For DMA/MMIO accesses, the
replayer implements them as uncached pointer accesses and
insert memory barriers for cache coherence. For call events,
the replayer redirects them to existing services already pro-
vided by OPTEE-OS, e.g., dma_alloc_coherent to malloc
of OPTEE-OS which allocates physically contiguous pages.
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Test Plat. 
SoC Raspberry Pi 5 CPU 4 x Cortex-A76@2.4GHz 
Normal OS Linux v6.4 Secure OS OP-TEE 4.4.0 

Rec. Env. 
CPU i9-14900K Memory 32GB DDR4@2400MHZ 
OS Linux v6.4 HDD KINGSTON NV2S1000G 

 Table 3: The test platform and the recording machine.

 

USB 

Class 
Device Model IO Function 

# Recorded events  # Events 

after Lifting  DMA MMIO IRQ 

Stor. Kingston DTX-32G 
Read(sector, 8, buffer) 2230 1784 223 37 

Write(sector, 8, buffer) 2230 1784 223 37 

Vid. 
Logitech C910 (cam1) Capture(10, 1080P, buffer) 248088 165392 20674 59 

Off-brand (camera2) Capture(1, 480P, buffer) 15444 10296 1287 51 

Aud. 
Generic AB13x USB 

Audio 

Capture(2, 10, S16_LE, 44100, buffer) 110256 73504 9188 51 

Playback(2, 10, S16_LE, 44100, buffer) 55128 36752 4594 51 

HID 
Dell KB216  Keystroke(50) 500 400 50 21 

Dell MS116  MouseMove(50) 500 400 50 21 

Table 4: The USB devices, recorded I/O functions, and num-
ber of events in the generated templates. Underlined args are
mutable at run time.

5.1 USB devices and I/O functions

We test µUSB with four classes of USB devices which have
important use cases in TEE but commonly lack protocol-layer
end-to-end encryption: 1) USB Mass Storage: it extends
secure storage from on-chip RPMB [2] to a diverse range
of external commodity storage devices, e.g., a thumb drive;
2) USB Video/Audio: it enables TEE to obtain trusted im-
ages/audio for provable video authenticity [56]. We choose
two distinct cameras with different rates (1080P@5FPS and
480P@30FPS) to demonstrate cross-vendor practicality; 3)
USB HID: it enables TEE to process privacy-sensitive hu-
man inputs, e.g., passwords. We choose keyboards and mice
as they are the most common HID devices. We record their
typical I/O functions and device initialization. The setup and
I/O functions are in Table 3 and 4.

5.2 Recording outcome and post analysis

We report the recording outcome for each of the devices in
Table 4 in interaction events, including raw recorded events
and the events after lifting.
USB Mass Storage. µUSB recorded two SCSI commands:
read(10) and write(10). For each data transmission round,
three interrupts are received, for sending SCSI command,
transporting data and receiving status respectively. The num-
ber of TRBs scales linearly with transfer data size, which
suggests each TRB carries a fixed amount of data.
USB Video/Audio. To configure them, both drivers allo-
cate DMA buffers, encode configurations, and write buffer
addresses to xHCI, which is exactly recovered by µUSB, with
the buffer symbolized and configurations correctly preserved
as invariants, e.g., the audio sampling rate specified in user
input (i.e., 44100) is encoded and preserved as 0xbb80 (i.e.,
48000). Unsurprisingly, both devices stream raw data with
ISOC transfers; without the secure I/O’s end-to-end protec-
tion, they would have been easily intercepted and exploited

1 #define S16_LE 0x0001
2 // mutable input: buffer
3 void Playback(2, 10, S16_LE ,
4 44100, void *buffer)
5 {
6 val = read(xhci_base+0x44, 0x4); //read xHCI
7 // matching invariants for correctness
8 if (val != 0x0) goto replay_error;
9 // write a 4-byte invariant to xHCI

10 write(xhci_base+0x0044 , 4, 0x8);
11 ......
12 // alloc DMA
13 tmp = dma_alloc(0x3);
14 // UAC_SET_CUR
15 write(tmp, 3, 0xBB80); //Resample to 48 kHz
16 write(trb_base+0x67f8 , 0x8, tmp);
17 write(xhci_base+0x2004 , 4, 0x1); //ring doorbell
18 ......
19 // alloc DMA
20 tmp = dma_alloc(0xc0);
21 // transfer user data
22 write(tmp, 4, buffer);
23 write(tmp + 0x4, 4, buffer + 0x4);
24 write(tmp + 0x8, 4, buffer + 0x8);
25 ...
26 // send data to xHCI
27 write(trb_base+0x7a50 , 0x8, tmp);
28 ......
29 on_irq(10); // wait for irq line 10
30 ......
31 }

Figure 5: An example of a µUSB template for audio play-
back, which specifies a sequence of MMIO, DMA, and IRQ
events to complete a single isochronous transfer of USB audio.
Comments are added for readability.

by a malicious OS. We are surprised to find camera 2 (480P)
requests data buffers of the same size (i.e., 96KB) as camera
1 (1080P), which greatly exceeds its actual needs and is likely
an implementation defect. Figure 5 illustrates a fragment of
the template for USB Audio playback, where configurations
are encoded as invariants, and variants (e.g., buffer addresses)
are correctly symbolized.
USB HID. It only uses interrupt transfer for data and is highly
deterministic. Exactly one TRB is transferred to report each
movement of the mouse and a keystroke. More interestingly,
all address/value fields remain identical within one trace. By
simply observing its concrete trace, a less-seasoned developer
would have treated them as invariants. Yet, µUSB’s lifter
detects the addresses and symbolizes them as variants.

6 Evaluation

We answer the following questions w.r.t. our goals (§ 2.3):
1. Why is µUSB practical? (§ 6.1)

2. Why do µUSB drivers work correctly and safely? (§ 6.2)

3. What is the performance of µUSB and its drivers? (§ 6.3)

6.1 Analysis of developer efforts
We compare three approaches to implementing the same I/O
functions as described in Section 5.
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Build from scratch. Developing a USB driver from scratch
demands thorough knowledge of the device specification, core
functions, configurations, and data structures. We quantify
such knowledge required to realize same I/O functions and
summarize it in Table 5. For each USB class, we estimate the
development typically takes at least several months.
Port. Compared with Build from scratch, porting requires
less manual effort, yet developers still need to analyze the
essential USB functions that implement the desired function-
ality. From µUSB’s recorded call trace, a single USB I/O
function involves at least 100 diverse functions from over 10
subsystems, e.g., the device framework, block layer, power
and memory management. Porting them and emulating kernel
frameworks takes at least 5K SLoC and several months.
µUSB. In contrast, we needed much less developer work.
The essential USB-specific knowledge is the xHCI memory
layout and interrupts, which took us a few days to familiarize.
Building the framework took a couple of weeks, which is
a one-time effort. Using our framework is easy, with basic
knowledge of USB drivers (e.g., the specific I/O functions and
respective arguments): the developer simply prompts µUSB
with an input and gets a ready-to-use template; if she demands
other I/O functions, she simply re-records, which often takes
within a minute. Note that, while driverlet [32] also generates
drivers, its support for USB is limited to storage (as explained
in § 2.2), which took 1-3 days, much longer than our approach.

6.2 Security and correctness analysis

6.2.1 Security Analysis

The key security benefits of µUSB are from removing the
large kernel dependencies and to lock USB driver execution
on a beaten path inside TEE [52].
Thwarted attacks. µUSB mitigates existing attacks which
exploit memory bugs and race conditions of kernel dependen-
cies [71, 75] and USB drivers [68, 70, 73] by design: µUSB
does not incorporate kernel dependencies and driver code
(§ 4.1); templates accept limited inputs and have no dynamic
memory allocation (§ 4.2); µUSB does not allow fine-grained
sharing between in-TEE apps (§ 4.3). We show more CVE
examples in Table 6. Note that [76] was disclosed after µUSB
development, which µUSB also defends against as it does not
incorporate the code. By confining the execution fully inside

 Opcode Spec. Conf. Desc. Data Struct 
xHCI 17 645 Nah 421 

USB Stor. 13 554 3+ 50 
USB Video 8 169 93+ 31 
USB Audio 11 239 18+ 36 
USB HID 8 97 2 3 

 Table 5: The knowledge required to build a driver from scratch.
Conf. Desc. refers to configuration descriptor.

the TEE, µUSB drivers also defend against software attacks
from the malicious OS through memory [77], interrupt [78],
or untrusted RPCs [14]. For logic bugs, e.g., resource exhaus-
tion due to incorrectly handled inputs [8], µUSB mitigates
them: 1) incorrect executions will be exposed by mutational
recording with user-supplied inputs (§ 4.1); 2) µUSB soft-
resets the device for a clean-slate replay (§ 4.3). A corner
case is when µUSB might inherit taint-style vulnerabilities
encoded in input constraints (e.g., integer overflow) which
µUSB preserves. However, these are fundamentally difficult
to exploit: 1) inputs from in-TEE apps are trusted and limited
(1-2), which are validated by the template and audited man-
ually; 2) malformed inputs from devices fail to replay and
are immediately rejected; 3) all memory writes (as replayable
events) are mediated to ensure they hit valid DMA/MMIO
addresses which are non-executable.
Attacks against µUSB. 1) Template fabrication or tamper-
ing is unlikely, as the trusted lifter signs them. 2) Attacks
from malicious USB devices are defended. They may be
mounted against µUSB at both the recording and the replay
stage. During recording, they are defended by complemen-
tary USB protection measures [40] on the developer machine
(§ 4.1). During replay, they may cause the replay to fail due to
constant divergence from the template, which can be detected
and does not compromise data confidentiality and integrity;
they cannot inject malicious payloads (e.g., shellcode) to TEE
because the template only supports the pre-recorded I/O func-
tion but not other features such as dynamic interface discovery
needed by BadUSB-like attacks to emulate HID devices [81].
Exploiting the replayer is also hard, due to its small codebase
(500 SLoC) and the simple logic.

6.2.2 Correctness

We statically vet the templates by cross-checking them with
the call traces, drivers, and specifications; we experimentally
verify their functional correctness and continuously stress
test them for robustness for over two weeks which confirms
sustained throughput. An ideal guarantee requires full formal
verification of the recordings, which we leave as future work.
USB Mass Storage. We verify the templates encode correct
SCSI commands; we generate 1K read/write requests and
have verified that 1) they are either rejected by the replayer
due to invalid input arguments, or 2) the data read by the
µUSB driver match native drivers and that writes reach the
storage.
USB Video/Audio. We verify the templates encode correct
configurations (e.g., sampling rate, resolutions), following the
same control transfers mandated by the respective specifica-
tion. We dump and manually examine the captured data. For
audio, we utilize the µUSB driver to playback the recorded
audio to verify record and playback both works correctly;
Figure 8 shows their waveforms. For video, we check video
frames for correctness (e.g., no missing content, abnormal
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µUSB’s Design Example CVEs Description Effect Vuln.

Eliminate kernel
dependencies

CVE-2023-53580 (N/A) Deadlock during driver unbind procedure [67]. Kernel Panic (DoS) Kernel.A
CVE-2024-50302 (Med) Uninitialized memory in HID core dependency [71]. Kernel Info Leak Kernel.C
CVE-2024-57981 (Med) Null pointer dereference in command abort logic [75]. Kernel Panic (DoS) Kernel.A

No original USB
driver code

CVE-2024-26659 (Med) Incorrect xHC ownership assumption leads to UAF [68]. Memory overwrite Kernel.I
CVE-2024-30212 (High) Unchecked parameter allows arbitrary RAM r/w [70]. Arbitrary mem r/w Driver.I/C
CVE-2024-53197 (High) OOB access in ALSA legacy quirks [73]. Arbitrary mem r/w Kernel.I
CVE-2024-57980 (High) Double-free in uvcvideo status URB handling [74]. Arbitrary code execution Kernel.I
CVE-2025-38680 (N/A) OOB read due to missing len check [76]. Unauthorized mem access Kernel.I

Isolate normal
OS

CVE-2023-34403 (N/A) Network service confuses OS to access USB files [66]. Info Leak OS.I
CVE-2024-27059 (Med) Malicious device triggers divide-by-zero [69]. Kernel Panic (DoS) OS.A
CVE-2024-53150 (High) Out-of-bounds read in ALSA USB sound driver [72]. Info Leak OS.I

I: Integrity; C: Confidentiality; A: Availability

Table 6: µUSB mitigated common vulnerabilities and exposures (CVEs) in the USB stack by design. Vuln.: vulnerabilities.

color, or jagged edges). To stress test, we streamed video and
audio by repeatedly executing capture templates and have
verified both endured for over 24 hours.
USB HID. We manually verify them. For keyboard, we verify
the µUSB driver captures the same key code as we pressed
specified in the usage table [100]. For mouse, we verify the
coordinates are identical to those reported by native drivers.
The corner case. Despite the above manual verification,
one corner case is when the µUSB driver successfully re-
plays an I/O function (i.e., no error codes, and all interactions
match the recording) but the data is silently lost. However,
this means the recorded driver itself does not implement suf-
ficient driver/device interactions for inferring and handling
device states and errors, contrasting our assumption of a gold
driver (§ 3.1).

6.3 Overhead
6.3.1 Methodology

Our recording machine, test platform, and USB devices are
listed in Table 3. We assign one of the two xHCI controllers
of the platform to TrustZone and connect the USB devices
with the corresponding ports. We reserve 8MB of TEE RAM
for DMA allocation.
Benchmarks. We choose benchmarks specific to USB
classes and their I/O functions in Table 4. 1) Storage: we
use FIO, a famous open-source I/O testing tool [11]. We vary
transfer block sizes, and report the throughput on 64M of
data. 2) Camera (OneShot/ShortBurst/LongBurst): we re-
quest the cameras to capture 1, 10, 100 image frames at the
highest resolution. We report the latency of each request. 3)
Audio (Recording): We request the microphone to record
audio clips from PEASS, a widely used benchmark in audio
processing [24], for 10 seconds. We use cosine similarity of
MFCC as the measure for audio similarity, a common metric
in signal processing [18]. We also report the request latency.
4) HID (Keyboard/Mouse): We randomly press the keyboard
and move the mouse, and report the latency between receiving

an interrupt and obtaining the keystrokes or coordinates.
Comparisons. We compare µUSB drivers with two base-
lines. 1) native: we run the same benchmarks on Linux v6.4
invoking the full-fledged native drivers. 2) circle: we run the
benchmarks on USB drivers of Circle [93], a baremetal USB
driver for Rpi which supports USB Mass Storage and HID,
but not Audio/Video. We additionally consider Driverlet [32]
as it also supports storage and video devices; we use it as a
theoretical reference point and do not compare quantitatively,
as it is unable to support same USB devices as we do.

6.3.2 µUSB driver performance

Storage. As shown in Figure 6,µUSB storage driver achieves
excellent performance. On average, its read/write throughput
is 16.26/11.01 MiB/s, close to native (17.42/6.68 MiB/s), and
higher than circle (7% and 35% higher for read, write respec-
tively). µUSB’s good performance comes from its simplistic
design, which de-indirects kernel and has most benefits for
CPU-bound workloads (e.g., small random block writes) –
both µUSB and circle outperform native by 5× and 2.5×
respectively, where µUSB has better performance due to an
even shorter execution path. SSDs have also observed a simi-
lar result [113].
Camera. Figure 7(a) and 7(b) show the results. On two dis-
tinct cameras, µUSB drivers achieve the lowest per-frame
latency, i.e., 2964 and 87 ms, 3% and 20% faster than na-
tive, respectively. Their performance is consistently close to
or better than native in ShortBust (7.8% better) and Long-
Burst (13.5% better). Noticeably, on camera 2 (480P), the
µUSB driver is up to 26% faster than native (i.e., LongBurst).
This is because transmitting lower-resolution images is CPU-
bound, which benefits most from µUSB’s simplistic design.
Audio. Figure 8 shows audio similarity of two samples and
Figure 7(c) shows the latency. As can be seen both visually
and quantitatively, µUSB captures almost identical audio with
native without distortion or packet loss during the 10-second
recording. Its latency appears little to no difference with na-
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Figure 6: FIO benchmarks for USB Storage. X-axis: transfer
block size in KiB. Driverlet [32] is kept as a theoretical
reference point.
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Figure 7: The latency for USB Video, Audio and HID. Driver-
let [32] is kept as a theoretical reference point.

tive because of a constant audio sampling rate.
HID. Figure 7(d) shows the results. On average, µUSB is
4.5× faster than native and is 1.3× faster than circle, which
are the best results µUSB have achieved. It is because this
class is most latency-sensitive (i.e., µs-level), where each
instruction counts. For it, µUSB only executes several (8-12)
events in sequence without branches or jumps.
Memory overhead. Table 7 compares the sizes of µUSB
driver executables with native. µUSB driver sizes range from
15 to 400 KB, which are one to two orders of magnitude
smaller than native drivers. µUSB achieves the substantial
reduction since it reuses driver/device interactions instead of
the driver code and kernel dependencies.

6.3.3 µUSB overhead

End-to-end results. We use one I/O function of each device
class in Table 4 and show the template generation time in
Figure 9. µUSB is efficient and lightweight: on average, gen-
erating a template takes 56.9 seconds, up to 135.1 seconds
(Capture(10s)). For Audio and Video, most time is spent on
recording which takes 84.9% and 70.6% respectively, since
they need to stream data for a fixed duration. Storage and
HID have brief I/O functions thus taking more time to lift, i.e.,
44.6% and 54.3% respectively. We highlight the offline analy-
sis does not affect runtime performance of a µUSB driver.
Tracing overhead. The recorder delays USB driver execution
by 2.3%, which is negligible. The overhead mainly comes
from tracing via KVM: we add 0.03ms to each DMA/MMIO
event, and 0.009ms to each interrupt; ftrace is fast, as it
is static. In comparison, tracing via stage-1 page fault costs
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Figure 8: Waveforms of audio clips recorded by µUSB and
the native driver. All cosine similarities of MFCC are >0.99.

Dev. Class Ours Native Size Reduction
Storage 24KB 2.5MB 107×
Video 400KB 4.6MB 12×
Audio 160KB 7.1MB 45×
HID 15KB 1.7MB 116×

Table 7: The sizes of µUSB drivers compared to correspond-
ing native USB driver kernel modules.

0.14ms which is 4.5× slower and disrupts USB execution.
This significant difference is likely due to a much heavier
kernel exception handler than a lightweight one used by the
hypervisor, backing our decision for the recorder (§ 4.1).
Static analysis overhead. Symbolic differential trace anal-
ysis is fast, whose execution time is linear to the recorded
<var, [val]> pairs. For Video which has the most events
(i.e., over 400K), it takes only 3.29 seconds and can be further
optimized through SIMD instructions. It effectively detects
variants of most I/O functions with just two traces, except
for camera 1 which needs six; all are covered by the recorder
which mutates at least 10 times (§ 4.1). We also tried contin-
uing mutation, which did not yield more variants. We show
the detailed results in Table 8. Qualified taint tracking takes
slightly more time. On average, each I/O function takes 11.6
seconds, with Audio being the slowest (i.e., 18.14 seconds)
due to the longest code path. The results are not surprising, as
the lifter only analyzes a specialized, beaten kernel code path.
In comparison, without the call trace to qualify static analysis,
the lifter experiences serious state explosion and does not
finish execution within 12 hours, whose intermediate states
consume over 64GB of disk space.

6.3.4 End-to-end use case

To showcase the real-world practicality of µUSB, we con-
struct an end-to-end trusted surveillance app inside the TEE,
as shown in Figure 10. This app uses the USB devices from
Table 3, where each device owns its dedicated ports while
coarsely sharing the host controller. Invoking µUSB APIs
to select different templates (i.e., VID_CAPTURE, WRITE_64),
this app continuously captures image frames from the cam-
era and dumps them to storage. With µUSB drivers, it runs
fully inside TEE to enjoy the strong protection for data con-
fidentiality and integrity, despite the lack of end-to-end data
encryption from these USB devices. As we have measured,
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Figure 9: The runtime overhead of µUSB for generating
µUSB driver templates.
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Table 8: Detected variants with more traces after mutation.

µUSB sustains 1.92 FPS on the 1080P camera and 11.6 FPS
on the 480P camera for over a day, which achieves compa-
rable performance with native drivers, i.e., 1.94/10.7 FPS on
1080P/480P cameras respectively. The performance is practi-
cal since industry webcams often use low (2-15) frame rates
to reduce storage costs [108].

7 Related Work

Device drivers. They have been extensively studied [43, 28,
60, 91]. For better security and reliability, pioneering works
propose new architectures [27, 98]. µUSB is inspired by them
with a focus on USB and reuses mature drivers for deriva-
tion. RevNIC [16] and driverlet [32] also derives from mature
drivers but both rely on symbolic execution which is imprac-
tical to USB; LDR [110] reuses the original driver through
partitioning, which only supports simple I/O drivers.
Program analysis. It examines static program structure and
or dynamic runtime behavior to detects errors [58, 112, 99].
Among the techniques, fuzzing analyzes programs via semi-
random inputs [64, 114]; differential analysis compares be-
haviors across versions or environment [105, 49]. µUSB
builds upon them, and extends them by leveraging kernel
I/O/call traces as path qualifier for precision and efficiency,
which is a new form a trace-guided analysis [10, 62].

Notably, the techniques can be used to debloat software
[89, 39, 30, 38] reduces the attack surface by trimming unused
driver code while retaining original functionality. However,
debloated drivers still depend on large portions of the original
implementation, preserving large TCB and vulnerabilities.
Trusted execution environment. It is widely adopted to
isolate sensitive operations from hostile OSes [31, 80, 63].
For I/O, existing solutions often rely on normal OS [51, 50]
or only support simple sensors [106]. µUSB complements

1 #include <uusb.h> // uUSB API
2 void trusted_surveillance_app() {
3 // 1. Allocate DMA buffer in TEE
4 void *buf = dma_malloc(FRAME_SIZE);
5 int sector = 0;
6 while (true) {
7 // 2. Replay frame capturing; buf is mutable arg.
8 int ret = uusb_replay(VID_CAPTURE , buf);
9 if (ret != SUCCESS) { handle_err(); }

10 // 3. Dump to USB Storage
11 int blk = FRAME_SIZE/SECTOR_SIZE;
12 int rounds = blk/64;
13 for (int i = 0; i < rounds; i++) {
14 // recorded 64-blk write, with 2 mutable args.
15 ret = uusb_replay(WRITE_64 ,
16 sector , //1st arg
17 buf+i*64*BLK_SIZE); //2nd arg
18 if (ret != SUCCESS) { handle_err(); }
19 }
20 sector += 64;
21 }
22 }

Figure 10: An end-to-end trusted surveillance app built atop
µUSB inside TrustZone.

them, providing USB support the TEE critically lacks.
Driver synthesis. One may synthesize drivers from scratch
and deploy them inside the TEE using DSL [19, 61, 96] and
considering execution context interfaces [94, 60, 95]. While
synthesis can theoretically yield safe TEE drivers, it requires
correct specifications and synthesizers, which is challenging
due to the manual effort and error-prone nature of register-
level specification development [65]. Notably, µUSB echoes
with the pioneering Synthesis OS [88] which collapses kernel
layers for flat execution and factors out invariants. Differently,
µUSB takes a lightweight recording approach which ex vivo
synthesizes USB drivers for simplicity and safety.

8 Concluding remarks

We present a novel record, lift, and replay approach to deriv-
ing USB drivers for TrustZone. We design and implement
µUSB, a system to record USB driver/device interactions
with mutations, lift the concrete traces into a template which
accepts dynamic inputs while ensuring correctness. We show
µUSB drivers have decent performance on USB Storage, Au-
dio, Video and HID. For the first time, µUSB opens a door for
TEE software to access complex yet essential USB devices.
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A Appendix

We retrofit Labelled Transition System [13, 59] to show
µUSB drivers are as correct as a USB driver for a recorded
I/O function.

A.1 Definitions

Definition 1: Labelled Transition System. Labelled Tran-
sition System (LTS) [13, 59] uses a tuple (S,A,→, s0) to
describe the states of system and a set of transitions between
those states, where S is a finite set of states, A is a finite set
of actions, → is a transition relation (i.e., s a−→ t denotes state
s transfers to t with action a), and s0 is the initial state of
system.
Definition 2: Trace and Trace Equivalent. We use A∗ to
describe all possible finite action sequences of A. An element
of A∗ is a concrete finite action sequence and is called a
trace, denoted as σ = a0 . . .an. Formally, for a given LTS
(S,A,→, s0), a set of all possible traces from s0 is:

Tr(s0) = {σ ∈A∗|∃t ∈ S,s0
σ−→ t}

Based on the above, given two LTSs, T = (S,A,→, s0),
T ′ = (S ′,A ′,→ ′, s ′0), we say that they are trace equivalent iff
Tr(s0) = Tr(s ′0).

Example. We give the intuition behind trace equivalence in
Figure 11. Suppose to configure a USB device, drivers need
to read its capability first to decide the exact configuration.
While the two LTSes implement the behavior differently, they
are trace equivalent, i.e., Tr(s0) = Tr(s0

′), containing two
traces {read_usb_cap, write_config_a} and {read_usb_cap,
write_config_b}.

Read USB 
cap.

Write 
config_b

Write 
config_a

Read USB 
cap.

Read USB 
cap.

Write 
config_a

Write 
config_b

Tr(s0) Tr(s0’) 

Figure 11: A minimum example of two trace equivalent LT-
Ses.

Definition 3: Minimum Trace. We define state-changing
actions as an action set D which when observed by the LTS
changes its current state s to t:

∀d ∈D, ∃s,t ∈ S. s
d−→ t∧ (s ̸= t)

Read USB 
cap.

Write
0xbb80

Cal. 
encoding

Write
0xbb80

Read USB 
cap.

f

Proj. 
func.

USB 
Dev

observe

Tr(s0) Trm(s0)

Figure 12: An example of Tr vs. Trm, where calculating
encodings are oblivious to a device.

Trm(s) is minimum trace if all actions are state-changing:
Trm(s) = {σ ∈ D∗ | ∃t ∈ S, s

σ−→ t}. We further define a
projection function f :A∗ →D∗, which filters out non-state
changing actions of a trace σ. A key corollary is that any trace
in Trm is itself after projection:

∀σm ∈ Trm(s0), f(σm) = σm

The function represents how the device observes actions,
where a driver’s internal actions (e.g., calculating command
encodings, allocating slab caches) are oblivious to the device.
An example is shown in Figure 12.

A.2 Lemma
With minimum traces, we land on an interesting lemma –
if any traces of two LTSes, after projection f, belongs to the
other LTS’es minimum trace, then these two LTSes’ minimum
traces are equivalent. Formally:

(∀σ ∈ Tr(s0), f(σ) ∈ Trm(s ′0))

∧ (∀σ ′ ∈ Tr(s ′0), f(σ
′) ∈ Trm(s0))→ Trm(s0) = Trm(s ′0)

We prove the lemma by contradiction. Suppose the two
minimum traces are not equivalent under the same premises,
i.e., Trm(s0) ̸= Trm(s ′0) while ∀σ∈ Tr(s0), f(σ)∈ Trm(s ′0)
(Pa) and ∀σ ′ ∈ Tr(s ′0), f(σ

′) ∈ Trm(s0) (Pb). That is, there
exists an outstanding minimum trace σx in either Trm:

σx ∈ Trm(s0) ∧ σx /∈ Trm(s ′0)

or
σx ∈ Trm(s ′0) ∧ σx /∈ Trm(s0)

We first prove the former: as Trm is minimum trace, we have
σx ∈ Tr(s0) and f(σx) = σx from corollary. Combined with
Pa, we further have σx ∈ Trm(s ′0), which apparently con-
tradicts the condition that σx /∈ Trm(s ′0); such a case hence
does not exist. By duality, the proof of the latter is symmetric
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to the former: we again obtain σx ∈ Tr(s ′0) and f(σx) = σx

from corollary. By Pb, it follows that σx ∈ Trm(s0), which
also contradicts the condition that σx /∈ Trm(s0). There-
fore, this case cannot hold either. As both cases do not
exist, the predicate Trm(s0) ̸= Trm(s ′0) is false and that
Trm(s0) = Trm(s ′0) is therefore true ■.

A.3 The Proof
Without loss of generality, we consider the USB device with
one single I/O function and initial state s0. For USB devices,
the state-changing actions are low-level driver/device inter-
actions. We thus define D = {MMIO,DMA, IRQ}. For the
native kernel driver, its LTS T has an action set A =D∪ I,
where I are driver-internal, e.g., slab allocation, encoding cal-
culation. Its trace σ ∈ Tr(s0) is mixed with both D and I, We
next define the LTS T ′ for a µUSB driver with action D and
trace σ ′: by recording the low-level interactions of a native
driver T , it effectively applies the projection function f to σ
and logs f(σ); by replaying, it re-executes its own actions σ ′

which is essentially f(σ ′).
Based on the above, T and T ′ further have two properties

tied to our design.

Property 1. For the recorded I/O function, T ′’s converging
traces σ ′ (i.e., after mutational recording) capture sufficient
traces σ from T . In other words, the projection of traces σ of
T constitutes minimum traces of T ′. That is,

∀σ ∈ Tr(s0), f(σ) ∈ Trm(s ′0)

Property 1 is not derived here; it follows from the con-
vergence criterion of § 4.1.2 together with the gold-driver
assumption of § 3.1.

Property 2. A µUSB driver does not make up actions; all σ ′

replayed by T ′ come from actual recordings of T for the I/O
function which are minimum traces. That is,

∀σ ′ ∈ Tr(s ′0), f(σ
′) ∈ Trm(s0)

With the previous lemma, we conclude Trm(s0) =
Trm(s ′0)■. To understand more intuitively, from the perspec-
tive of a USB device, it only observes and reacts to state-
changing actions which form minimum traces; whether such
traces are emitted by a native driver T or a µUSB driver T ′,
they are trace equivalent to the device and equally correct.
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