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Abstract
While eBPF has become the de facto standard for kernel

customization in cloud-native systems, its design implicitly
assumes a single trust domain. Allowing multiple tenants
to deploy their own eBPF programs breaks this assumption,
making the system both insecure and inefficient. We identify
the root cause as eBPF’s static-binding model, which rigidly
couples logical eBPF programs to physical kernel hooks, forc-
ing tenants to contend for shared execution contexts.
We propose vBPF, a virtualization layer that shifts to a

late-binding model. By repurposing physical hooks as generic
interposition points and deferring the binding until the event
is attributed at runtime, vBPF decouples tenant context from
the underlying kernel. vBPF achieves this via three key
mechanisms: (1) a Sniffer that accurately attributes interrupt-
driven events to tenants, (2) a Dispatcher that replaces lin-
ear traversal with scalable 𝑂 (1) program lookup, and (3)
a compiler-assisted framework for state isolation. Imple-
mented on Linux 6.12, vBPF enables the secure coexistence of
multi-tenant workloads. Our evaluation shows that vBPF re-
duces latency by up to 3.9× (lmbench) and improves through-
put by 29% (PostgreSQL) compared to native contention.

1 Introduction

In modern cloud and data center systems, the ability to se-
curely customize kernel behavior is critical to ensuring the
performance [8,21,27,66], security [14,19,30], and observabil-
ity [14,38] guarantees required in multi-tenant environments.
eBPF has emerged as the de facto standard technology for
achieving this goal, giving rise to a new class of powerful
infrastructure software. Platform providers such as Meta,
Google, and Netflix [53, 57] routinely deploy trusted eBPF
programs to implement core services, while projects like Cil-
ium [8] and Falco [14] leverage this technology to deliver
efficient network connectivity and security monitoring for
all containerized workloads.

At the same time, a new frontier is emerging: enabling ten-
ants to deploy their own eBPF programs. This unlocks fine-
grained, application-specific optimizations that platform-
level tooling cannot achieve. Recent studies demonstrate
the value of tenant-defined eBPF in areas such as storage

and I/O [47, 50, 87, 104, 105, 107, 111], scheduling [31, 33, 52,
71, 74, 110], networking [25, 43, 61, 108, 109], concurrency
control [88, 89], profiling [54, 90] and AI [97].

Beyond expanding customization, the use of tenant eBPF
is becoming more frequent andmore dynamic. Modern cloud
workloads run in short-lived containerized environments [29,
53] and increasingly use eBPF for dedicated requirements.
This trend is being further accelerated by automation (e.g.,
via AI agents [10, 17, 40, 51]), which can assist in generating
or updating eBPF programs. As a result, tenant eBPF shifts
from occasional operator-managed customization toward
more frequent runtime adaptation.

However, allowing tenants to load their own programs into
a kernel already managed by platform-level eBPF introduces
architectural conflicts. The eBPF subsystem is designed under
the assumption of a single trust domain, which may break
when tenant and platform programs are forced to coexist.

This is not a hypothetical concern. For example, hooks
based on struct_ops replace global function pointers. Cus-
tomizing TCP behavior, such as pacing, therefore allows only
one implementation to be attached system-wide, forcing
a binary choice between the platform policy and a tenant
policy. In addition, when multiple tenants use kprobes to
trace the same kernel function, they may interfere with one
another [54, 69]: a program from one tenant that alters a
function’s return value can silently corrupt the observation
results of others [65, 92], leading to anomalous behavior.
These problems stem from a fundamental architectural

flaw: eBPF’s reliance on a static-binding model. During de-
ployment, eBPF programs are verified, loaded, and bound
to physical hooks. Subsequent hook events are broadcast to
the fixed attached set, sharing the same execution context.
This static coupling between a logical program and physical
kernel resources is the root cause of multi-tenancy conflicts.
Although the kernel permits multiple attachments to a single
hook, it forces them to contend for the same execution con-
text and shared kernel objects, creating unavoidable channels
for performance interference and state corruption.

Existing mechanisms are merely workarounds that strug-
gle against the limitations of this static model (Figure 1-a/b).
First, in-program filtering [54] allows tenants to bypass ir-
relevant events via conditional checks, but these checks are
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Figure 1: eBPF for multi-tenancy.

neither enforceable nor free, since every program must still
be invoked. Second, cgroup-based dispatch [89,111] efficiently
isolates workloads by scoping programs to specific cgroups,
but it relies strictly on process context, leaving interrupt-
driven events (e.g., packet processing) completely uncovered.
Third, centralized orchestrators [7, 22, 45] can resolve attach-
ment conflicts through global policies, but this rigidity sacri-
fices eBPF’s inherent flexibility and consolidates logic into
monolithic binaries that increase the verifier’s burden, rais-
ing the risk of rejection. Most critically, all these approaches
fail to provide state isolation, as tenants continue to contend
for shared kernel objects, leaving the system vulnerable to
cross-tenant semantic pollution.
Our key insight is that resolving these conflicts requires

decoupling the logical program from the physical hook through
a late-binding execution model. We argue that physical hooks
should serve as generic interposition points rather than fixed
execution destinations. Much like dynamic dispatch in poly-
morphic programming languages [1, 2, 41, 94], the binding of
an event to its program set and state view should be deferred
until the event is attributed at runtime. By intercepting the
event first and resolving its semantic context (i.e., the tenant),
the system replaces the blind, indiscriminate execution of
the static model with a context-aware dispatch.
However, realizing this late-binding model introduces

three technical challenges. First, it requires precise event at-
tribution to identify the target tenant before execution. This
is difficult in interrupt-driven contexts where the execution
context is detached from the logical tenant. Second, it requires
high-performance dynamic dispatch that conflicts with the ex-
isting kernel’s linear organization. Since current hooks are
designed for sequential execution, selective dispatch would
degrade to 𝑂 (𝑁 ) complexity, whereas critical paths usually
demand 𝑂 (1) latency for better scalability. Third, while late-
binding enables state isolation by resolving tenant context,
achieving both high performance and maintainability is diffi-
cult. Naive solutions must either rely on heavyweight hard-
ware switching [54] or enforce invasive software constraints
that break existing applications.
Based on our insight, we propose vBPF, a virtualization

layer that implements this late-binding model (Figure 1-c).

vBPF creates eBPF namespaces for each tenant and, upon an
event, dynamically resolves the target program and virtual
context. To realize this, vBPF introduces three key designs
to overcome those challenges.

First, we introduce the vBPF Sniffer, which resolves ten-
ant attribution for kernel events in interrupt contexts us-
ing a two-phase mechanism. The context-aware phase cap-
tures the mapping between interrupt-visible resources and
namespaces during operations with process context, such
as system calls. The context-free phase then efficiently de-
termines the targeted tenant from interrupt-driven events,
such as XDP packets, by querying this pre-recorded mapping
that manages the complex and dynamic lifecycle of these
mappings. Rather than attributing all interrupts, we target
tenant-bearing resources (e.g., network flows) that cover the
key interrupt-driven eBPF use cases in our scope.

Second, to resolve the conflict between linear organiza-
tion and high-performance dispatch, we introduce the vBPF
Dispatcher. It redesigns the multi-program architecture by
replacing the kernel’s existing linear structures with a hierar-
chical, hash-based index that mirrors the tenant namespace
structure. This allows vBPF to locate a tenant’s entry point
in𝑂 (1) time. To efficiently execute the resulting parent-child
program chains (e.g., pod-level tracing over container logic),
we introduce an optional path flattening: vBPF pre-compiles
the entire chain into a single array, trading a small amount
of memory for near-zero dispatch latency.

Third, we achieve state isolation without the performance-
maintainability trade-off by leveraging a key observation:
eBPF programs interact with shared kernel state exclusively
through specific entry points. So we propose a compiler-
enforced state isolation framework. At the base, a static ana-
lyzer audits these helpers, rejecting unsafe global state access
by default. To resolve conflicts without changing the tenant
code, we provide a variable library for kernel developers.
This library automatically transforms stateful operations by
delegating static variables to tenant-private instances and
patching dynamic state accesses. This design ensures strict
isolation with minimal runtime cost while preserving the
original eBPF programming model.

We implement a prototype of vBPF on Linux kernel 6.12
and evaluate it on a series of microbenchmarks and real-
world applications. Our results demonstrate that vBPF ef-
fectively resolves multi-tenancy conflicts while delivering
superior performance isolation. For example, vBPF enables
the coexistence of singleton hooks and allows distinct con-
tainers to deploy independent eBPF programs without inter-
ference. In multi-tenant scenarios, vBPF reduces latency by
up to 3.9× (lmbench) and improves application throughput
by 29% (PostgreSQL) compared to native eBPF, primarily by
eliminating redundant execution.

vBPF is available at https://github.com/vbpf-osdi-2026.
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2 The Case for eBPF Virtualization

2.1 eBPF Explained

eBPF has emerged as the main mechanism for safe kernel
programmability in Linux. Its verifier [13] statically enforces
strict safety properties before execution, and its JIT com-
piler [9] translates verified bytecode [5] into efficient native
code. The Linux community has widely embraced this model,
continuously adding new eBPF features [59] and making ker-
nel customization practical for modern applications.
The architecture of eBPF is illustrated in Figure 2. eBPF

programs are attached to predefined hooks within the kernel.
They retrieve eBPF-specific data via eBPF maps and interact
with global kernel states through helper functions or kernel
functions (kfuncs). The following presents three core compo-
nents of eBPF.
Event-Driven Execution. Developers can write eBPF pro-
grams using tools like bcc [18] and libbpf [24], each of
which serves as a specific user-defined kernel extension. Nu-
merous hooks are distributed across various kernel subsys-
tems, including system call entry/exit, tracepoints, traffic con-
trol, and more. eBPF programs are attached to these hooks,
which are triggered by events like syscall invocations. When
execution reaches a hook point, the kernel sequentially in-
vokes the attached eBPF programs.
eBPF Map. The eBPF program is distinct from the map, and
these two elements can be linked through system calls, en-
abling the eBPF program to access the specified map. Con-
versely, given that the maps are globally shared data struc-
tures, the userspace program only needs to get the corre-
sponding fd to have access to the map. The eBPF map pro-
vides a variety of ways to access the map, such as the file sys-
tem and the eBPF map ID. The BPF file system is a pseudo-file
system, and userspace programs can access the map through
the file system operation. Furthermore, the eBPF subsystem
maintains a global ID table for the map, which enables the
user to obtain the map’s fd directly from the ID.
Global Kernel States and Access Interfaces. Although
eBPF was designed to restrict access to arbitrary kernel
memory, there are still limited interfaces to interact with
specific kernel data structures. For example, eBPF helper
functions provide safe operations on data structures such
as task_struct and sk_buff, ensuring that arguments and
pointers are strictly checked by the verifier. To further en-
hance accessibility, the eBPF kernel function (KFunc) mecha-
nism introduces a whitelist of custom functions through BTF-
based metadata [6]. Unlike helper functions, which rely on
strict prototypes and stable APIs, KFuncs are verified mostly
against BTF types and annotations. As a result, they can
expose richer kernel-internal functionality, including func-
tions that inspect ormodify kernel state. However, KFuncs do
not provide stability or availability guarantees across kernel
versions and configurations.
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Figure 2: eBPF in the Linux kernel.

2.2 From Platform to Tenant eBPF

eBPF has become the standard for programmable cloud in-
frastructure, enabling providers to enforce policies and man-
age resources transparently. In this platform-defined model,
trusted infrastructure components attach eBPF programs to
manage all workloads in a shared kernel. For example, CNIs
like Cilium [8] and Calico [27] use XDP and TC hooks for high-
performance packet processing and load balancing; security
systems like KubeArmor [30] enforce container-aware run-
time constraints via LSM hooks; and observability tools like
Pixie [19] and NetObserv [26] provide deep visibility into
cluster health. These programs are typically managed by the
platform administrator or a global eBPF manager [7, 22, 45],
and therefore operate within a single trust domain.
However, restricting eBPF to this platform layer leaves a

semantic gap: the platform controls kernel resources, but of-
ten lacks the application-specific context needed for optimal
execution. A tenant-defined model closes this gap by allow-
ing tenants to deploy eBPF logic tailored to their own work-
loads. For example, with the advent of sched_ext [31, 33], a
latency-sensitive tenant can replace the generic CFS sched-
uler with a custom FIFO policy to minimize tail latency.
Similarly, data-intensive applications (e.g., databases) can
optimize page cache replacement policies based on query
patterns [50, 104, 111]. Tenants can also deploy tracing pro-
grams to debug complex logic such as tracking specific lock
contention or transaction latency. This shift transforms the
kernel from a static resource manager into a programmable
accelerator tailored to each tenant’s specific workload.

Beyond enabling richer customization, the tenant-defined
model also changes how eBPF programs are deployed and
managed. Modern cloud workloads increasingly run in short-
lived containerized environments, where requirements may
evolve as applications scale, migrate, or change execution
phases. Automation can further accelerate this trend (e.g.,
via AI agents [10, 17, 40, 51]), which can assist in generating
or updating eBPF programs. As tenant eBPF shifts from occa-
sional hand-written customization to more frequent runtime
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1 // container-A redirect to egress
2 SEC("tc/ingress")
3 int tc_ingress(struct __sk_buff *ctx) {
4 if (iph.saddr == 0x9c3ca8c0) {
5 iph.saddr = 0x0A0A0A01;
6 return bpf_redirect(2, 0);
7 }
8 return TC_ACT_PIPE;
9 }
10

11 // container-B redirect back
12 SEC("tc/egress")
13 int tc_egress(struct __sk_buff *ctx) {
14 if (iph.saddr == 0x0A0A0A01)
15 return bpf_redirect(2, 1);
16 return TC_ACT_PIPE;
17 }

Listing 1: Infinite forwarding loop caused by function-
ality conflicts. Two tenants in TC redirect the same packets.

adaptation,multi-tenant platformsmust allow independently
developed tenant programs, as well as platform-managed
programs, to coexist in the same kernel.

2.3 TheChallenges forTenant-Defined eBPF

We observe three limitations of the existing eBPF design for
tenant-defined eBPF in cloud-native platforms.
The Singleton Conflict. Certain powerful kernel hooks are
designed as singletons, allowing only one eBPF program to
govern a hook globally. This is particularly evident in hooks
based on struct_ops, which function by replacing global
function pointers. For example, customizing TCP behavior,
such as overriding loss recovery, RTT sampling, or pacing,
requires overwriting these global callbacks. So the first suc-
cessful registration continues to own the singleton resource,
and later conflicting registrations fail at load or attach time,
preventing tenants from deploying distinct TCP policies. Sim-
ilarly, the extensible scheduler (i.e., sched_ext [31]) operates
by replacing the global scheduling class, ruling out the coex-
istence of multiple scheduling policies. Furthermore, eBPF
iterators (e.g., bpf_iter_task) allow only a single seq_ops
implementation to define iteration behavior, preventing mul-
tiple tenants from simultaneously customizing how they
traverse system resources.

Limitation 1: The singleton design of global eBPF
hooks enforces a “winner-takes-all” model.

Functionality Conflicts. The global nature of the eBPF sub-
system allows programs from different tenants to destruc-
tively interfere with one another. This manifests primarily
as control flow interference. As illustrated in Listing 1, con-
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mance degraded when attaching eBPF programs to the getpid
syscall. kprobe-sysenter attaches to sys_enter and relies on
in-program conditional checks to filter for getpid, similar to
tracepoint and raw_tracepoint.

sider two benign tenants (A and B) attaching redirection logic
to interconnected interfaces. Tenant A redirects packets to
Interface-2, while Tenant B redirects them back. This creates
an infinite forwarding loop, where a single packet circulates
indefinitely, saturating the CPU and collapsing the network
stack. While both programs are valid in isolation, their unco-
ordinated composition leads to catastrophic failure. Beyond
control flow, data dependency conflicts occur when programs
share mutable context. If a tenant modifies a packet header
or overrides a kernel function return value (via kprobe), they
silently corrupt the input state for subsequent programs.

Limitation 2: Shared execution context creates im-
plicit dependencies between tenants, allowing side
effects to corrupt correctness.

Performance Degradation. The lack of execution isola-
tion forces a global broadcast model, where unrelated eBPF
programs indiscriminately consume CPU cycles on critical
paths. We quantified this “noisy neighbor” effect by measur-
ing getpid throughput under unrelated eBPF attachments
(Figure 3). The results reveal three key findings: (1) Severe
“zero-to-one” penalty: attaching a single unrelated program
causes a sharp throughput drop due to the overhead of en-
abling the indirect call to the eBPF program. (2) Consistent
runtime cost: the degradation magnitude remains consistent
across different hook types. (3) Magnified impact on static
tracing: Unlike kprobes which trigger only on specific func-
tions, (raw) tracepoints attach to the global sys_enter path,
forcing the program to execute on every system call and
significantly increasing unnecessary invocations.

Limitation 3: The lack of scope-aware dispatching
forces unrelated programs to execute on every event,
imposing unavoidable overhead on all tenants.
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2.4 Approaches to eBPF Multi-Tenancy

In-Program Filtering. The most rudimentary approach re-
lies on tenants embedding filtering logic directly into their
programs [54] (e.g., filtering by PID). However, this mecha-
nism is neither mandatory nor enforceable, leaving the plat-
form vulnerable to malicious or buggy tenants who may
omit these checks to snoop on neighbors or interfere with
system-wide operations. Furthermore, this approach incurs
a prohibitive execution tax: the kernel must invoke every at-
tached program to evaluate these conditions on every event.
This results in unavoidable invocation overhead that scales
linearly with the number of programs.

Cgroup-Based Dispatch. Linux cgroups [12] provide a
kernel-native mechanism to attach eBPF programs to spe-
cific process hierarchies [89,111]. While effective for cgroup-
aware events (e.g., socket operations), this mechanism relies
on specialized attachment types that are distinct from the
standard hooks (e.g., tracepoints) used by many tools. Cru-
cially, it fails for interrupt contexts. Hooks like XDP operate at
the driver level without access to process information, ren-
dering cgroup identification impossible. Moreover, cgroups
only partition the attachment scope, not the underlying hook.
Singleton hooks, such as struct_ops or specific LSM hooks,
cannot be partitioned by cgroups, so only one tenant can at-
tach at a time. Finally, cgroup-based dispatch does not isolate
the kernel state observed ormutated by dispatched programs,
making it insufficient to handle multi-tenancy.

Orchestrators Provided by Platforms. Platform orchestra-
tors [7,8,45] attempt to resolve conflicts by merging multiple
tenant programs into a single monolithic executable or a
static tail_call chain. This centralization shifts the burden
to the kernel verifier: merging logic from multiple tenants
increases complexity and instruction counts, causing the com-
bined program to exceed the verifier’s strict limits [42] and
potentially resulting in rejection. Furthermore, dynamic up-
dates incur significant latency. Inserting or removing a single
tenant’s program often requires recompiling and atomically
replacing the entire monolithic chain within the kernel. Fi-
nally, this approach compromises portability. Tenants must
rewrite standard eBPF programs to fit rigid orchestrator APIs,
sacrificing eBPF’s inherent flexibility and tool compatibility.

Verification-Based Admission Control. Concurrent with
our work, KrakenGuard [91] proposes a trusted user-space
eBPF manager that uses symbolic execution to enforce fine-
grained policies at load time. It provides policy-based admis-
sion control rather than a runtime virtualization layer, reject-
ing programs that violate policies or conflict with already
loaded programs instead of enabling coexistence. Kraken-
Guard is therefore complementary to vBPF. It strengthens
safety at load-time, while vBPF allows tenant programs to
coexist transparently at runtime, including when they use
singleton hooks or shared kernel state.

Approaches
Enforced
Isolation

State
Isolation

Global
Scope

Verifier
Scalability

Trans-
parency

Conditional Checks [54] ✗ ✗ ✓ ✓ ✗
Cgroups BPF [89, 111] ✓ ✗ ✗ ✓ ✓
Orchestrators [7, 8, 45] ✓ ✗ ✓ ✗ ✗
KrakenGuard [91] ✓ ▲ ✓ ▲ ✓

vBPF (Our work) ✓ ✓ ✓ ✓ ✓

Table 1: Existing approaches to eBPF multi-tenancy.

Summary. As Table 1 shows, no existing mechanism sat-
isfies the requirements for secure, scalable multi-tenancy.
They either rely on tenant-provided checks, restrict only cer-
tain attachment scopes, compose programs ahead of time, or
reject unsafe programs at admission time. Although these
approaches can enforce useful restrictions, they lack archi-
tectural support needed for general multi-tenancy. The core
challenge, therefore, is the absence of a virtualization layer
that decouples the tenant’s logical view of the kernel from
the physical execution environment.

2.5 Threat Model and Assumptions

We target a multi-tenant shared-kernel platform where the
host kernel, eBPF verifier, JIT compiler, container runtime,
and platform administrator are trusted. Conversely, tenants
and their eBPF programs are untrusted. Even if accepted
by the verifier, a buggy or malicious tenant program could
attempt to observe peer tenants, induce unnecessary exe-
cution on unrelated workloads, corrupt shared execution
contexts, or manipulate helper-accessible kernel state be-
yond its authorized scope. Here, we consider the kernel state
to include both internal data structures (e.g., task_struct)
and eBPF-specific structures (e.g., eBPF maps).

The goal of vBPF is to confine tenant-defined eBPF execu-
tion and state updates to the tenant’s scope, while preserv-
ing explicitly authorized hierarchical visibility for platform
monitoring. vBPF does not protect against malicious host ad-
ministrators, compromised kernel, verifier or JIT bugs, hard-
ware faults, microarchitectural side channels, or resource-
exhaustion attacks that should be handled by existing kernel
mechanisms.

3 The Late-Binding Architecture

3.1 The Abstraction Gap of Static Binding

The core limitation of eBPF multi-tenancy is its reliance on a
static-bindingmodel. Currently, tenant programs are bound to
physical hooks during deployment. Once a hook is triggered,
the kernel dispatches the event to the hook’s fixed attached
program set, independent of tenant relevance. This static
coupling hardwires tenant code to a specific kernel hook and
makes programs operate within a global memory space.While
the kernel permits multiple attachments, it forces tenants
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to contend for the same execution context and global states,
leading to state corruption and performance interference.
Consequently, mechanisms built on today’s eBPF model can
only mitigate conflicts indirectly, for example through in-
program filtering or external coordination of attachments.
Because the underlying hooks and kernel state remain shared,
these approaches still fall short of the isolation guarantees
expected in multi-tenant environments.

3.2 Insight: Decoupling via Late-Binding
We propose that secure multi-tenancy requires a late-binding
architecture. Rather than statically mapping logical programs
to physical resources, vBPF introduces a layer of indirection.
In this model, physical kernel hooks serve merely as interpo-
sition points. The binding of an event to its program set and
virtual state view is deferred until the event is attributed at
runtime. Upon an event, the vBPF runtime dynamically re-
solves which logical program to execute andwhich context to
map based on the active tenant. By decoupling logical opera-
tions from physical realization, late binding transforms eBPF
from a shared kernel extension facility into a virtualized run-
time, enabling selective execution, precise attribution, and
independent state management.

3.3 Design Overview
Inspired by the concept of late binding, we present vBPF,
a novel eBPF execution model that achieves virtualization
through three key techniques.
eBPF Namespaces. To isolate tenants, we introduce a new,
hierarchical eBPF namespace bound to processes. A new
namespace is essential for orthogonal policy composition,
allowing security controls via vBPF to be decoupled from
resource management like cgroups. This composable design
enables fine-grained policies impossible with existing names-
paces, such as applying different tracing rules to a sidecar
and an application that share the same network. Moreover,
its hierarchical structure allows parent namespaces (e.g., the
host) to transparently audit child tenants. Following Linux
namespace conventions, vBPF supports standard operations:
creating new namespaces via clone [11] and unshare [39],
and joining existing ones via setns [36]. This design enables
seamless integration with container runtimes like runc [29]
and orchestration platforms like Kubernetes [20].
Execution Context. The OS kernel operates in two distinct
states [93]: process context and interrupt context. Process con-
text handles synchronous user-space transitions (e.g., system
calls), where the kernel can reliably identify the initiating
tenant by inspecting the current task structure. In contrast,
interrupt context handles asynchronous events like timer
interrupts or packet arrivals that preempt the running task.
When an interrupt occurs, the current task only represents
the process that was interrupted (or the idle task), which is

usually unrelated to the event’s owner. Consequently, it is
unsafe to rely on current to identify the target namespace.
vBPF Sniffer. The first challenge for late-binding is to iden-
tify the tenant namespace accurately, particularly during
interrupt-driven events (e.g., XDP packet arrival) where pro-
cess context is absent. The vBPF Sniffer bridges this semantic
gap using a two-phase attributionmechanism. During process-
context operations (e.g., system calls), the sniffer captures the
association between physical resources (e.g., sockets or block
I/O requests) and tenant namespaces, storing this mapping in
a global registry. When an interrupt fires, the sniffer queries
this registry to resolve tenant attribution. This design en-
ables vBPF to dynamically determine the tenant attribution
for programs and events at runtime.
vBPF Dispatcher. Once tenant attribution is resolved, the
vBPF Dispatcher resolves the logical program to execute. Un-
like the flat, linear traversal of native eBPF, the dispatcher
organizes programs into tenant-scoped domains that mir-
ror the namespace hierarchy. Furthermore, vBPF introduces
two key optimizations. First, the dispatcher replaces existing
linear scans with a hash-based lookup, locating the tenant’s
entry point in 𝑂 (1) time regardless of system scale. Second,
to support parent-child relationships (e.g., global monitor-
ing), the dispatcher offers a configurable trade-off: a memory-
efficient recursive lookup or a path flattening optimization
that pre-compiles the execution chain into a single array,
trading memory for minimal dispatch latency.
vBPF State Isolation Framework. Finally, vBPF achieves
state isolation through a compiler-enforced, multi-layered
mechanism.We leverage the observation that eBPF programs
interact with shared kernel state exclusively through helper
functions. At compile time, vBPF deploys a static analyzer
to audit these interfaces and reject helper functions that
modify global state unless explicitly allowlisted. At runtime,
our variable library virtualizes state access for eBPF pro-
grams: it delegates static variables from global definitions to
tenant-private instances and manages kernel structures via
fine-grained dynamic patching. This allows eBPF developers
to write standard eBPF code without modification, as the
vBPF automatically redirects “global” writes to shadowed
local copies to prevent cross-tenant pollution.

4 Detailed Design

4.1 vBPF Sniffer

The initial step of vBPF is to identify the correct eBPF names-
pace for triggered events. While this identification is straight-
forward in process contexts by inspecting the initiating task,
it is non-trivial in interrupt-driven scenarios. As noted in §3,
when a packet arrives, the current task only represents the in-
terrupted process,which is typically unrelated to the packet’s
owner. vBPF Sniffer is designed to resolve this challenge.
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Component API Description

insert(writer) Extracts a stable key from writer and maps it to the current namespace. Called in process context.
Sniffer resolve(reader) Looks up the target namespace using a key derived from reader. Called in interrupt context.

remove(key) Deletes the mapping associated with key to release resources. Called in process context.

get_namespace() Identifies the tenant namespace by inspecting the current process context or querying the Sniffer.
Dispatcher dispatch(ns) Locates the program set for namespace ns and invokes the appropriate tenant eBPF programs.

attach/detach(ns, prog) Registers or unregisters prog for namespace ns. Updates reference counts to trigger enable/disable.
enable/disable(ns) Lazily initializes the Dispatcher hook on the first attachment, or tears down on the last detach.

Table 2: Core abstractions of vBPF Sniffer and vBPF Dispatcher.

Observation. Our design is based on a key observation: an
interrupt event is linked to a resource that was previously set up
in a process context. E.g., a network packet arrives only after a
process has established a connection. Thus, instead of relying
on the unreliable execution context, we track the resource
itself. Sniffer records the eBPF namespace for resources (e.g.,
network IP and port) during their initialization. Later, when
an interrupt occurs, the system simply looks up this pre-
recorded mapping to identify the target namespace.
Importantly, this resource-based attribution does not as-

sume a strict one-to-one relationship between interrupt event
and a task. Multiple interrupt events may resolve to the same
namespace (e.g., packets from the same flow share a 5-tuple).
Conversely, the resource visible at an interrupt may aggre-
gate work frommultiple tasks or namespaces, such asmerged
bio/request objects in the block layer. In such cases, the
Sniffer records a namespace set as the mapped value and
propagates it when requests are split or merged.
General Procedures. As Figure 4 shows, the Sniffer imple-
ments this logic through a two-phase lifecycle. In the context-
aware phase, we instrument specific kernel resource alloca-
tion paths, such as bind() or connect() system calls. Since
the process context is valid at these points, we capture the
resource identifier (e.g., the socket’s 5-tuple) and register
a {resource-ns} entry in the resource-based mapping. In
the context-free phase, which occurs during interrupts, we
extract the identifier from the raw context. We then query
mapping to retrieve the associated namespace, enabling pre-
cise dispatch without relying on the execution context.
Unified Key Interface. A major challenge is that the two
phases see different data structures: the first phase sees high-
level kernel objects (e.g., sock), while the second sees raw
event metadata (e.g., xdp_md). To solve this, we separate the
matching mechanism from the data extraction policy (Ta-
ble 2). We define the process-side context as a writer and
the interrupt-side context as a reader. These interfaces serve
as adapters that extract the same identity information from
their different sources. This unified key enables insert()
and resolve() to match resources across the boundary, in-
dependent of the data format.
Use Cases.We instantiate vBPF Sniffer for three main classes
of resources. For networking (TC/XDP), a network_sniffer

eBPF NS

system call

Kernel
[1] invoke system call

Sniffer

User space

resource
established

[3] interrupt fires

[2] insert entry

[4] resolve NS

Process

SnifferSnifferMapping

process context
interrupt context

Figure 4: vBPF Sniffer workflow. First, a process invokes a
system call ([1]), triggering the Sniffer to record the mapping
between the established resource and the namespace ([2]). Later,
when a interrupt fires ([3]), the Sniffer uses this pre-recorded
mapping to resolve the associated namespace ([4]).

derives keys from packet headers (e.g., 5-tuples in
sk_buff/xdp_md) and supports multi-stage matching across
connection setup, binding, and acceptance, refining the
{resource-ns} entry as more information becomes available.
For storage, a request_sniffer keys on kernel I/O request
objects (e.g., bio/request) so that completion interrupts can be
resolved back to the namespace that submitted the operation.
Finally, we use a task_sniffer to handle teardown corner
cases: before a task’s namespace is destroyed, it records a sta-
ble task-namespace mapping, allowing late process-context
events in the exit path to identify the correct tenant even
after the namespace reference in the task has been reclaimed.
Scope. vBPF Sniffer targets kernel events whose han-
dling spans both process and interrupt contexts. However,
platform-level interrupts such as IPIs, device hotplug, and
other hardware management events have no meaningful ten-
ant owner and remain confined to the host namespace. This
partition is deliberate: we only pay the cost of Sniffer where
namespace identification is useful, and fall back to simpler,
semantically correct mechanisms elsewhere.

4.2 vBPF Dispatcher

Once a tenant’s eBPF namespace is identified, vBPF should
dispatch the event to the correct eBPF programs. However,
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Figure 5: vBPF Dispatcher. The Dispatcher sits at each hook,
receives the namespace resolved by the Sniffer, and dispatches
the event only to the matching tenant programs and eligible
parent programs.

the native eBPF execution model is mismatched with the
nature of multi-tenant environments. First, specific attach-
ment points enforce exclusivity. For example, hooks based
on struct_ops or LSM often accept only a single global pro-
gram. Second, even for hooks that supportmultiple programs,
the kernel relies on linear data structures (Figure 2). Con-
cretely, kprobes utilize linked lists while tracepoints employ
arrays to manage attached programs. A naive implementa-
tion might perform filtering at runtime, but this approach
degrades performance by sequentially traversing unrelated
programs. As shown in Figure 5, vBPF Dispatcher redesigns
the program organization to address these challenges.
Virtual Hook Multiplexer. To implement the late-binding
execution model, vBPF introduces a lightweight multiplexer
attached to the physical hook. This component functions
as a global indirection layer, similar to a virtual method ta-
ble in object-oriented languages. Instead of binding tenant
programs directly to kernel attachment points, the system
installs this multiplexer as the sole occupant of the physical
hook. Upon event triggering, the multiplexer acts as an entry
point and queries the Sniffer to identify the corresponding
tenant namespace. It then dynamically routes the event to
logical programs registered by that tenant.
Hash-Based Tenant Indexing. Although subsystems like
kprobes natively support multi-program attachment, they
rely on a linear organization. These programs are then exe-
cuted in a sequential manner, which is reasonable in today’s
Linux since all programs need to be executed. However, with
vBPF, we need to check each program to ensure that only
the targeted programs are executed, bringing a significant
runtime overhead. vBPF replaces this linear scan with an
O(1) dispatch mechanism based on tenant indexing. The
Dispatcher uses a hash map, keyed by eBPF namespace, to
directly locate a tenant’s programs, which are themselves

Namespace
VBPF_DEFINE(A, B)

State-B

Tenant Private

State-A

Declare
State-A

State-B

VBPF_GET(ns, B)

vBPF

per-NS
storage

[1] Declaration [2] vBPF Mechanism

[3] Runtime Lookup

[4] Runtime
    Memory

pointer to State-B

Figure 6: vBPF tenant-private states. Developers declare
multiple states using VBPF_DEFINE ([1]), and then vBPF au-
tomatically maps them into a cohesive per-namespace storage
layout ([2]). At runtime, VBPF_GET efficiently resolves ([3]) the
specific state instance from the tenant-private memory ([4]).

organized into a contiguous array. This design combines an
efficient tenant lookup with a cache-friendly intra-tenant
program traversal, ensuring that dispatch latency remains
constant and isolated from the activities of other tenants.
Flattened Hierarchical Execution. For certain use cases,
such as tracing, a hierarchical approach is necessary where
parent namespaces should observe events in child names-
paces. vBPF supports this via a bottom-up execution order,
propagating events from the specific tenant up to the root.
This allows platforms to audit, modify, or veto tenant actions,
as context modifications are visible up the chain, and parents
can override children’s return codes. However, recursively
walking the namespace tree on the critical path is inefficient.
To address this, we introduce a path flattening optimization.
During the program attachment, vBPF pre-computes the call
chain from tenant to root as a static array. At runtime, dis-
patch becomes a simple iteration over this flattened path.
Flattened path consistency is maintained atomically during
parent program updates to prevent race conditions.

4.3 The vBPF State Isolation Framework

To deliver a virtualized environment, vBPF must enforce
strict boundaries on state modification. The main goal is to
ensure that tenants operate on independent state instances.
For example, if two tenants attempt to modify the same
sk_buff, the system must ensure they operate on separate
local copies to avoid conflicts. However, achieving this is
non-trivial. On the one hand, coarse-grained methods like
page-table switching provide strong isolation but incur high
overhead and lack the granularity to isolate small kernel ob-
jects efficiently. On the other hand, fine-grainedmethods that
manually rewrite kernel logic are efficient but too invasive
and hard to maintain across a large, changing codebase.
To address these challenges, vBPF proposes a multi-

layered state isolation framework. At its foundation is a
static analyzer that prevents access to unverified eBPF ker-
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nel interfaces (e.g., eBPF helper functions). Building on this
guarantee, a variables library provides high-level, transpar-
ent abstractions for managing both simple per-tenant state
and complex, shared kernel objects.
The Static Analyzer. The core of vBPF’s state isolation is a
static analyzer built upon a key observation: eBPF programs
access kernel state exclusively through a bounded set of verifier-
visible kernel interfaces, including eBPF helper functions and
kfuncs. This provides a natural checkpoint for enforcing iso-
lation. Our analyzer, integrated into the kernel’s compilation
toolchain as a compiler frontend plugin, enforces a default-
deny policy: it rejects any eBPF kernel interface that can mod-
ify global kernel state unless it is explicitly annotated as safe.
This ensures tenant programs only use interfaces audited for
multi-tenant environments, drastically reducing the attack
surface for cross-tenant interference.
Analysis Procedure. Our static analyzer’s design relies on
two compiler attributes. vbpf_helper is integrated with the
kernel’s BPF_CALL_* macros to automatically identify the
complete API surface of all functions exposed to eBPF. The
second, vbpf_safe, is a manual annotation applied by ker-
nel developers, serving as a formal assertion of state safety.
It then employs a taint analysis to automatically verify the
state safety of these helpers. If a side effect is detected, it
then requires the vbpf_safe annotation as an explicit de-
veloper sign-off. To ensure soundness, we define rigorous
propagation rules for complex control flows such as static
branches, loops, and indirect calls. Any violation of these
rules results in a compile-time error, preventing the creation
of an insecure vBPF-enabled kernel.
Pointer Analysis. By default, the analyzer treats all argu-
ment pointers as tainted (unsafe). However, a naive rejection
of all pointers yields excessive false positives. To resolve this,
we leverage the eBPF verifier’s existing type constraints.
Our key observation is that the verifier strictly defines the
argument pointer types and memory regions a pointer can
access. For each analyzed interface, the analyzer reads its
verifier-visible prototype (e.g., bpf_func_proto for helpers
and BTF prototypes for kfuncs) and lifts each pointer argu-
ment into a safety category. Pointers that are guaranteed
to access tenant-private memory (e.g., the eBPF stack, lo-
cal maps) or read-only regions (e.g., string constants) are
classified as safe. This verifier-assisted pointer classification
allows vBPF to accept common interfaces that only write to
tenant-owned buffers while still rejecting hidden mutations
to shared kernel state.
The vBPF Variables Library. Our static analyzer provides
a strong safety foundation, but shifts the burden of state
management to developers. To automate this complex and
error-prone task, we introduce the vBPF variables library.
The design is guided by a key insight: kernel state consists of
two distinct categories requiring different management. The
first is tenant-private state, which can be safely instantiated
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Kernel state

field

field

field

field
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field

field

field
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field
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Figure 7: vBPF semantic state overlay. Upon a context
switch from NS-1 to NS-2, vBPF restores the kernel to a clean
state ([1]) before applying NS-2’s specific patches ([2]). During
eBPF program execution, helper functions capture modifica-
tions ([3]),which are finalized and appended to the namespace’s
patch set ([4]) after the program exits.

per tenant. The second is shared state, which cannot be repli-
cated and whose access must be virtualized. Our library pro-
vides two distinct mechanisms tailored to these categories:
a highly-efficient, declarative API for tenant-private state,
and a general state overlay engine for virtualizing shared
state. eBPF kernel interfaces can use these mechanisms to
redirect accesses to namespace-private instances or to record
tenant-specific updates to shared objects.
Declarative API.Manually converting a global variable into
a per-tenant instance is a complex task. It requires defining
a new type, managing memory allocation, and implement-
ing lookup logic, which forces invasive changes across the
kernel code. As Figure 6 shows, to minimize this complex-
ity, vBPF introduces a declarative API that abstracts away
these details. Instead of writing extensive boilerplate, devel-
opers simply use VBPF_VARS_DEFINE to declare a variable
and VBPF_FIELD_INIT to register custom initialization logic.
At runtime, accessing the tenant-specific instance requires
only a single call to VBPF_VARS_GET(ns, ...). Using this
API, vBPF provides per-namespace pointers that allow ex-
clusive access to the states. Fields in the same group are
resolved cohesively from a single namespace instance, en-
suring auxiliary objects like locks remain consistent with
the state they protect. This abstraction handles the storage
and mapping automatically, reducing hundreds of lines of
code to just a few declarations.
Semantic State Overlay. Virtualizing shared state requires
a way to inspect and understand kernel data structures at
runtime. A simple memory snapshot is not enough because
it cannot handle complex structures like dynamic arrays and
does not understand the difference between pointers and
data. To solve this, we use the BPF Type Format (BTF), which
is embedded within the kernel image. Although BTF was

USENIX Association 20th USENIX Symposium on Operating Systems Design and Implementation    2135



1 // Precompute the context
2 struct overlay_ctx ctx;
3 overlay_ctx_init(&ctx, "sk_buff", skb);
4 // Hot path: record the patches
5 struct patch_builder *pb;
6 pb = overlay_begin(&ctx);
7 { skb->priority++; }
8 overlay_capture(pb, skb);
9 /* Or use update */
10 overlay_update(pb, skb, struct sk_buff, tstamp);
11 overlay_finalize(&ctx, pb);

Listing 2: Primitive usage in helper function. The helper
initializes an overlay context for the target kernel object, records
modifications through either full-object capture or field-level
update, and finalizes them into the namespace’s patch set.

originally designed for debugging, we found that its detailed
descriptions of data types and memory layouts make it perfect
for reflections. As Figure 7 shows, we use BTF to implement a
form of reflection that allows vBPF to understand the struc-
ture of kernel objects. This enables us to create a semantic
overlay: instead of blindly copying memory, our engine cal-
culates the exact size and layout of an object to generate a
precise, safe patch that applies tenant-specific changes.
State Overlay in Practice. As presented in Listing 2, the
state overlay workflow of vBPF begins by registering an
overlay context based on the current object state. When
an eBPF helper function executes, it initializes a builder to
track the modification process. After the state is modified,
the engine generates patches using one of two methods: a
capture mode that automatically detects changes by com-
paring snapshots, or an update mode that allows manual
recording of specific fields. These patches are then committed
to the current namespace’s patch set via a finalize oper-
ation. These patches are atomically applied when a tenant
context switches in and reverted when they switch out.

5 Implementation

We have implemented a vBPF prototype based on Linux
kernel 6.12 and LLVM 20, with 12k LoC for the kernel and
1k for the Clang frontend plugin.
Concurrency. Performance and correctness of vBPF under
concurrency are paramount. To achieve this, we employ a
hash table protected by Read-Copy-Update (RCU), enabling
the query operations, such as Sniffer resolve and Dispatcher
get_namespace, to proceed in a lock-free manner with min-
imal synchronization overhead. The insertion and removal
operations in the hash table oversee object lifecycle manage-
ment, with removals processed asynchronously. For scenar-
ios with extremely large key sets where lookup misses are
common, we offer an optional bloom filter to preemptively

reject lookups for non-existent keys, further reducing cache
pollution and lookup latency.
Preallocation and Lazy Allocation. vBPF paradoxically
boosts performance using two opposing allocation strategies:
eager preallocation and deferred lazy allocation. First, to
guarantee the performance of our lock-free data structures,
we employ aggressive preallocation. By using the kernel’s
kmem_cache and custom memory pools, we pre-provision
objects to prevent runtime allocation failures and latency
fluctuation within critical sections. Conversely, to minimize
memory footprint and startup latency, a tenant-private state
is not created with its namespace but is deferred until its
first access. We adapt the LazyCell [23] concept for this: a
programmust first VBPF_VARS_GET a variable,which triggers
a one-time initialization on the first call, thereby lowering
cache pollution and improving data locality at scale.
Pre-Computation for Runtime Efficiency. A core design
principle in vBPF is to aggressively shift computational work
from hot runtime paths to the less frequent setup phase.
We apply this in two critical components. First, for the Dis-
patcher’s hierarchical execution, we implement path flatten-
ing. At program load time, we pre-compute the entire call
chain from a tenant to the root and cache it in an array. At
runtime, this transforms a recursive traversal of the names-
pace hierarchy into a highly efficient iteration, achieving
near-constant-time dispatch. Second, for the state overlay
engine, we pre-parse BPF Type Format (BTF) metadata at
initialization. We cache the layouts of kernel objects into a
simple array of field offsets and sizes. This allows the runtime
capture operation to bypass expensive BTF parsing entirely.

6 Evaluation

Hardware and Software.We use an x86-64 machine with
Intel(R) Xeon(R) Gold 6330 CPU @ 2.00GHz, 28x2x2 cores,
512GB DRAM to evaluate microbenchmark and performance
breakdown. To deploy our prototype system, we adopted the
Linux 6.12 kernel and Ubuntu 24.04 LTS as the base system
and built our implementation on top of it. eBPF programs
and other components of vBPF are built on LLVM 20 with
our customized Clang frontend plugin. In addition, all eBPF
programs are jitted in our evaluation. For all benchmarks,
we set the machine to run in performance mode and bound
dedicated CPU cores for single-thread microbenchmarks.
Benchmarks. We evaluate vBPF on microbenchmarks
and real-world applications. The microbenchmarks include
lmbench [78, 98] and UNIX Bench [96]. We use real-world
eBPF applications, sysdig [35] and netobserv [26], as mon-
itor programs and applications like PostgreSQL [62] and
Apache [37] as workload programs, and compare standard
eBPF and vBPF in terms of performance degradation relative
to vanilla Linux. We run Postgres [62] through Phoronix
Test Suite and use the official benchmark tool ab [4] to eval-
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uate Apache. Finally, we use sched_ext [31] as a use case to
demonstrate the performance improvement of redis [28]
and 7z [3] decompression using vBPF.

6.1 Microbenchmarks
We use microbenchmarks to evaluate the runtime charac-
teristics of vBPF. By comparing vanilla Linux, native eBPF,
and vBPF, we aim to verify two key properties: (1) the low
overhead of the Sniffer/Dispatcher mechanism, and (2) the
performance isolation benefits for cross-tenant scenarios.
Methodology.We use lmbench [78, 98] to generate system
workloads covering syscalls, I/O, process creation, and net-
working. To simulate a realistic eBPF workload, we run sys-
dig [35], a comprehensive system visibility tool, to trace
system events. We evaluate three configurations: (1) Native
eBPF, where sysdig is attached globally using the standard
kernel mechanism, (2) vBPF (Co-located), which runs lm-
bench workload and sysdig in the same tenant namespace,
(3) vBPF (Cross-Tenant), which runs lmbench workload and
sysdig in different tenant namespaces.
Results. Figure 8 shows the latency results of lmbench [78,
98] and Figure 9 shows the bandwidth results. We quantify
baseline cost by comparing vBPF (Co-Located) againstNative
eBPF. vBPF introduces acceptable overhead: up to 4.81% for
syscall, 5.18% for select, 3.39% for process creation and 2.51%
for networking. Performance remains comparable to Native
eBPF, indicating efficient Sniffer and Dispatcher designs.
In cross-tenant scenarios, vBPF demonstrates signifi-

cant advantages over Native eBPF. While Native eBPF im-
poses overhead on all processes through global hooks,
vBPF bypasses execution for unmonitored tenants. For high-
frequency operations, vBPF reports 0.258, 0.319, and 0.288 us
for NULL call, read, and write, reducing latency by 3.7×,
3.8×, and 3.9× over Native eBPF. For network workloads,
vBPF reports 17.55, 21.31, and 13.89 us for RPC/UDP, RPC/TCP,
and TCP/IP, improving latency by 1.4×, 1.4×, and 1.5× over
Native eBPF, restoring throughput for non-monitored tenants
and approaching Vanilla Linux baseline performance.

6.2 Breakdown
We collect the latency of the tcx network packets tracing
program to analyze the breakdown of the eBPF program
execution time. We insert tcx to lo and use iperf3 to trigger
packet transmissions. Co-Loc(vBPF) andCo-Loc(+Sniffer) both
denote that iperf3 and eBPF programs run in the same eBPF
namespace. +Sniffer indicates employing a sniffer within the
interrupt context, whereas vBPF signifies operation in the
process context. X-Tenant(vBPF) and X-Tenant(+Sniffer) fol-
low a similar pattern but with iperf3 and the eBPF program
in different eBPF namespaces.
The results are shown in Figure 10. A basic tcx program

takes 1135 ns, covering core parsing and statistics function-
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Figure 9: Bandwidth comparison of file reading

alities typical of eBPF overhead. In comparison, vBPF adds
sniffer resolve at 134 to 136 ns, namespace lookup at 32 to
33 ns, and program lookup at 60 to 74 ns. The largest vBPF
overhead accounts for only 2.1% of total eBPF execution, con-
firming minimal cost in co-located scenarios with substantial
gains in cross-tenant settings.

6.3 Scalability Analysis

We further evaluate the scalability of vBPF using the same
tcx program in §6.2, specifically focusing on the dispatch
overhead as tenant density increases. Figure 11a depicts the
latency of the Sniffer and Dispatcher as the number of active
eBPF namespaces scales from 10 to 100. The results demon-
strate that as the number of namespaces increases, the sniffer
resolve latency stabilizes at the range of 131.7–136.6 ns and
58.3–60.7 ns for program lookup. This confirms our hash-
based lookup maintains consistent low-latency performance
in high-density, multi-tenant environments.
Figure 11b evaluates the dispatch efficiency when multi-

ple kprobe programs contend for the same kernel function
(sys_read). We compare vBPF against Native eBPF (sequen-
tial execution) and vBPF (Co-located) (manual conditional
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checks). The results highlight a fundamental scalability gap.
While both baselines exhibit linear performance degradation
(𝑂 (𝑁 )) due to accumulated execution costs, vBPF (Cross-
Tenant) maintains a flat throughput profile (𝑂 (1)). By ef-
ficiently bypassing unrelated programs, vBPF achieves a
speedup of up to 54× compared toNative eBPF and 11.4× com-
pared to the manual inner filter approach when inserting 160
kprobe programs, proving its ability to handle high-density
multi-tenancy without performance degradation.

6.4 End-to-End Performance under Tracing

We use two real-world workloads and two real-world eBPF
tracing applications to evaluate the end-to-end vBPF perfor-
mance in cross-tenant scenarios.
PostgreSQL. PostgreSQL [62] is an open-source object-
relational database system. We evaluate throughput (trans-
actions per second) and latency with different scales, client
numbers, and access modes (read-only or read-write). We
use sysdig [35] as a background eBPF program to monitor
system data. As Figure 12 shows, vBPF can offer 29% higher
throughput and 23.6% lower latency compared toNative eBPF.
Apache. Apache httpd [37] is a widely used web server. We
analyze the throughput (requests per second) of httpd with
the ab [4] benchmark tool in different concurrent connection
settings. Besides, we choose netobserv-ebpf-agent [26] as
the background network monitor, which utilizes different
types of eBPF programs, including kprobe, tracepoint, and
traffic control (TC), etc., to collect network data. As Figure 13
shows, compared to the Native eBPF, vBPF can achieve up
to 2.8× throughput speedup, and is close to vanilla Linux.

6.5 Use Cases: sched_ext

In this section, we demonstrate a use case of vBPF. The
extensible scheduler class (sched_ext) [31] enables cus-
tomized scheduling policies through eBPF programs. While
sched_ext can improve performance for specific workloads,
it lacks fine-grained isolation beyond cgroup boundaries,
which can lead to global interference and performance degra-
dation for unrelated workloads.
To demonstrate this capability, we evaluate two distinct

workloads with contrasting characteristics: Redis [28], a key-
value database optimized for low-latency operations, and
7z [3], a file archiver performing CPU-intensive decompres-
sion. We employ scx_central [33], a scheduler that maxi-
mizes time slice allocation, making it particularly well-suited
for CPU-bound workloads but potentially detrimental to
latency-sensitive applications. We compare three configu-
rations: (1) Vanilla Linux using the standard CFS scheduler,
(2) Native eBPF using scx_central to schedule both redis
and 7z, and (3) vBPF using scx_central exclusively for 7z
while keeping redis under the default scheduler, where each
scheduler manages a disjoint set of CPU cores.
As Figure 14 shows, Native eBPF improves 7z [3] decom-

pression performance by 10% compared to Vanilla Linux,
but causes an 18% degradation in redis [28] throughput. In
contrast, vBPF achieves the same 10% improvement for 7z
while keeping redis performance close to vanilla Linux.

6.6 State Overlay Overhead

We evaluate the overhead of the vBPF state overlay using
three representative kernel data structures (sk_buff, file
and task_struct) alongside a simplified sk_buff_fake. We
measure the latency of the four critical operations: capture /
update (calculate or manually create the state overlay), apply
(switch-in), and restore (switch-out). In addition, we compare
the optimized implementation against a naive baseline to
quantify the benefits of precomputed layout strategy.
Results. In Linux 6.12, sk_buff is 232 bytes, task_struct is
10,112 bytes, and file is 184 bytes. sk_buff_fake simplifies
sk_buffwith reduced type complexity. In the test,wemodify
only one field in these data structures, which is common for
a specific helper function. Figure 15 presents the results: the
latency of apply, restore, and update remains stable, with the
first two in the range of 42–44 ns and the latter at 52–56 ns.
The latency of capture is influenced by the size of the type.
In common cases (e.g., sk_buff and file), the overhead is
118.8 and 100.9 ns, respectively. In addition, our optimization
can reduce the overhead up to 31.4×.

6.7 Memory Overhead

We measure the peak additional memory consumed by vBPF
under representative workloads and attribute it to its major
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Figure 12: Performance comparison of PostgreSQL benchmark under different workloads
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Figure 13: Apache benchmark
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Figure 14: Scheduler results

Application Peak Memory Overhead (KiB)

Dispatcher Sniffer State Other Total

Apache 19.3 39,334.1 0.2 16.4 39,370.0
PostgreSQL 1.8 3.4 0.2 6.2 11.6
fio 0.4 38,961.3 0.2 1.6 38,963.5

Table 3: Peak memory overhead of vBPF by component

components. We use netobserv, sysdig, and a simple bio
monitor program as the eBPF workload, respectively. Table 3
shows that the fixed metadata remains small: the dispatcher
uses at most 19.3 KiB, state bookkeeping uses 0.2 KiB, and
other metadata stays below 16.4 KiB. The dominant factor is
the Sniffer registry, whose footprint depends on the number
of live resource-to-namespace mappings. PostgreSQL creates
few such mappings and adds only 11.6 KiB in total. In con-
trast, Apache and fio keep many network or I/O resources
active at peak, increasing Sniffer memory to 39,334.1 KiB and
38,961.3 KiB, respectively.

The state component remains minimal because modifica-
tions are rare, and ID-based eBPF state (e.g., eBPF maps use
idr) adds only constant per-namespace metadata. For work-
loads that frequently modify shared kernel objects, overlay
state grows with the modified objects but remains a demand-
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Figure 15: Latency of vBPF state overlay. Capture latency
depends on data-structure complexity, while apply and restore
remain nearly constant. The optimized version uses precom-
puted layouts to avoid the runtime analysis.

driven cost for strict isolation. Thus, vBPF incurs negligible
fixed metadata cost, while total memory usage mainly tracks
the active Sniffer registry and state modifications.

7 Related Work

Kernel Isolation. There is a long line of research works
introducing isolation to OS kernels [46,55,68,70,75,80,81,85,
95]. Some of them [46, 68, 70, 75, 80, 81] use safe languages to
extend the type system of the kernel. While others [95] utilize
runtime checks to provide a sandbox execution environment.
Besides, there are also a lot of works [55, 85] that leverage
static verification, which has become a standard method of
eBPF nowadays. Additionally, leveraging hardware-based
isolation mechanisms [49, 63, 67, 84] has proven to be an
effective approach for kernel isolation.
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eBPF and Its Applications. eBPF has been used in many
scenarios for optimizations. For instance, some works [8, 25,
48, 56, 61, 66, 103, 107, 109] focus on improving the I/O per-
formance. Others are customizing the kernel components
with eBPF, including memory management [50,82,102], lock-
ing [89], scheduling [31–34, 71, 74], file system [72], process
management [106], page fault handling [110], etc.
eBPF Enhancements. eBPF enhancements have been a hot
topic in recent years. There are a few works [76, 86, 99–101]
that improve the verifier. Others are proposed to improve the
code generation of eBPF. For example, Merlin [77] is a recent
system that utilizes customized IR to optimize generated
eBPF bytecodes. Morpheus [79] leverages traffic patterns to
optimize datapath binaries, including eBPF bytecodes.
Mitigation of Tracing Overhead. [60] provides a compre-
hensive survey of tracing, while [83] reduces the unneces-
sary overhead for fuzzing. As for eBPF, KFuse [72] improves
performance by merging multiple eBPF programs without
failing the verifier. [54] provides isolated eBPF programs
for each process. [69] eliminates the exception of kprobe,
and improves the tracing performance. Most of them are
orthogonal to vBPF and can be integrated with vBPF.
Multiple Kernel Views. Barrelfish [44] is an early work that
splits the kernel intomultiple independent components. Face-
Change [64] andMultiK [73] propose per-process kernel view
in one kernel. These efforts are too heavy to virtualize the
eBPF programs and kernel states.

8 Discussion

Memory Costs. While memory overhead may increase with
the number of state overlays over time, we believe that it
is acceptable in practice for three reasons. First, most dy-
namic kernel states like sk_buff are short-lived, allowing
immediate reclamation of allocated memory. Second, using
copy-on-write strategy can make sure that it only stores the
specific fields modified rather than the full objects. Third,
writes are sparse since they occur solely through helper func-
tions. As most eBPF programs are read-only for inspection,
they incur zero additional memory cost.
Maintainability. As the kernel evolves, the number of mod-
ifiable states will increase naturally. Although vBPF intro-
duces somemaintenance overhead, itmitigates this challenge
by leveraging the fact that eBPF programs modify state exclu-
sively through well-defined entry points. Rather than manu-
ally rewriting arbitrary kernel code, maintainers need only
inspect verifier-visible helper and kfunc boundaries to explic-
itly mark or virtualize stateful interfaces. Consequently, our
static analyzer can seamlessly evolve alongside the kernel,
requiring only a one-time annotation effort for each newly
introduced function. While our current prototype focuses
on helper functions due to their API stability, the underlying

isolation mechanism is generic and can be readily extended
to kfuncs given their semantic similarity.
State Consistency. vBPF ensures concurrency safety by
leveraging synchronization mechanisms like RCU for atomic
updates. Our current design assumes exclusive access (e.g.,
via locking) and does not explicitly account for RCU read-
ers. However, this could be addressed by first reading the
base variable and then independently applying per-tenant
patches. We agree that virtualizing some kernel states is
impractical, but this limitation is intentional. For example,
global resources like timers should remain immutable to
tenants. Working with our static analyzer, vBPF empowers
kernel developers to define strict safety boundaries.
vBPF vs. MicroVMs. Hardware isolation [15,16,58] enforces
strict binary isolation. vBPF addresses its limitations in two
ways. First, efficiency: MicroVMs incur significant memory
and startup overheads, while vBPF provides process-level
agility where VM costs are prohibitive. Second, controlled
sharing: patterns like sidecars require safe introspection, not
total isolation. UnlikeMicroVMs,which block visibility, vBPF
enables selective virtualization with hierarchical auditing
while preventing interference.
Generality of the Sniffer. The Sniffer is designed to capture
the relationship between synchronous resource allocation
and asynchronous event execution. By tracking stable logical
resources instead of volatile packet headers, vBPF can han-
dle complex scenarios like network tunnels and connection
migration. Furthermore, this mapping mechanism can be
offloaded to hardware to eliminate runtime overhead.

9 Conclusion

We present vBPF, a virtualization layer that adopts a late-
binding execution model. Guided by the insight of dynamic
dispatch in polymorphic languages, vBPF resolves the fun-
damental architectural conflicts of the static-binding model
through a context-aware Sniffer, a hierarchical Dispatcher,
and a state isolation framework. This work opens new direc-
tions for building safe, multi-tenant eBPF ecosystems.
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A Artifact Evaluation

This appendix describes the artifact for vBPF and how re-
viewers can build and exercise it. The artifact entry point is
the .github repository under the GitHub organization:

https://github.com/vbpf-osdi-2026/

The profile README in that repository gives the full
command-by-command guide. The artifact is split into four
sibling repositories, which should be checked out under the
same parent directory.

Repository Contents

llvm-vbpf LLVM, Clang, LLD, the vBPF compiler support,
and the VBPFAttribute Clang plugin.

linux-vbpf Linux 6.12 kernel tree with vBPF support and
an evaluation-ready kernel configuration.

vm QEMU/KVM virtual-machine scripts for boot-
ing and testing the vBPF kernel.

ebpf-bootstrap Example eBPF programs, helper tools, bpftool,
and test scripts used to exercise BPF names-
paces.

Table 4: vBPF artifact repositories.

A.1 Supported Claims
The artifact is designed to support the main functional
claims of the paper. First, it builds the modified LLVM/Clang
toolchain and the VBPFAttribute plugin used to check
vBPF-related annotations during the kernel build. Second, it
builds a Linux 6.12 kernel with the vBPF core, Sniffer, bench-
mark interface, and sample code enabled. Third, it boots that
kernel in a QEMU/KVM VM and runs example eBPF pro-
grams in ordinary and isolated BPF namespaces. Fourth, it
provides scripts to inspect namespace-local programs and
maps and to run repeated loaders in one or more BPF names-
paces.

The full performance study in §6 used an x86-64 machine
with Intel Xeon Gold 6330 CPUs and 512 GB DRAM, Ubuntu
24.04 LTS, Linux 6.12, and an LLVM 20 based toolchain. The
artifact VM is intended as a reviewer-friendly environment
for build and functionality validation. The benchmark work-
loads in §6, including lmbench, UNIX Bench, PostgreSQL,
Apache, sysdig, netobserv-ebpf-agent, and sched_ext,
can be run on comparable hardware for performance repro-
duction.

A.2 Host Requirements
The artifact expects a Linux host with KVM support. On
Ubuntu or Debian, the host-side dependencies are standard
compiler, kernel-build, and QEMU packages:

sudo apt update
sudo apt install -y \
git cmake ninja-build make clang lld llvm \
build-essential pkg-config libelf-dev zlib1g-dev \
libbfd-dev libcap-dev openssl libssl-dev binutils \
qemu-system-x86 genisoimage bridge-utils

The VM launcher uses uv and Python 3.12 or newer. Re-
viewers should install uv if it is not already available on the
host.

A.3 Checkout

The repositories should be placed under one artifact root so
that scripts can refer to them consistently through AE_ROOT:

mkdir -p ~/vbpf-ae
cd ~/vbpf-ae

git clone https://github.com/vbpf-osdi-2026/llvm-vbpf.git
git clone https://github.com/vbpf-osdi-2026/linux-vbpf.git
git clone https://github.com/vbpf-osdi-2026/vm.git
git clone https://github.com/vbpf-osdi-2026/ebpf-bootstrap.git

export AE_ROOT="$PWD"

A.4 Build LLVM and the Static Analyzer

Reviewers first build the modified LLVM tree. This pro-
duces the Clang toolchain used by the kernel build and the
VBPFAttribute.so plugin.

cd "$AE_ROOT/llvm-vbpf"

cmake -S llvm -B build -G Ninja \
-DCMAKE_BUILD_TYPE=Release \
-DLLVM_ENABLE_PROJECTS="clang;lld" \
-DLLVM_TARGETS_TO_BUILD="X86;BPF" \
-DCMAKE_INSTALL_PREFIX="$PWD/install"

cmake --build build
cmake --build build --target VBPFAttribute
sudo cmake --install build

export LLVM_HOME="$AE_ROOT/llvm-vbpf/build"
export PATH="$LLVM_HOME/bin:$PATH"
export LD_LIBRARY_PATH="$LLVM_HOME/lib:$LD_LIBRARY_PATH"

The expected sanity checks are that clang
–version uses the newly built toolchain and that
$LLVM_HOME/lib/VBPFAttribute.so exists. The LLVM
repository also includes a standalone analyzer test at
clang/examples/VBPF/tests/test.c. It intentionally
contains both accepted and rejected helper patterns, so a
non-zero exit status is expected when the analyzer reports
unsafe global-state writes or unresolved unsafe calls.

A.5 Build the vBPF Kernel

The kernel is built after LLVM because the build loads
the VBPFAttribute plugin. The provided configuration
enables baseline BPF support, BPF JIT, BPF LSM in-
strumentation, CONFIG_BPF_VBPF, CONFIG_VBPF_SNIFFER,
CONFIG_VBPF_BENCH, and the sample vBPF programs.

USENIX Association 20th USENIX Symposium on Operating Systems Design and Implementation    2147

https://github.com/vbpf-osdi-2026/


cd "$AE_ROOT/linux-vbpf"

make LLVM=1 -j"$(nproc)" \
KCFLAGS="-fplugin=$LLVM_HOME/lib/VBPFAttribute.so \
-Xclang -add-plugin -Xclang vbpf_attrs -ferror-limit=1000"

The kernel image used by the VM is:

$AE_ROOT/linux-vbpf/arch/x86/boot/bzImage

A.6 Prepare and Boot the VM

The vm repository prepares an Ubuntu guest image and boots
it with the vBPF kernel. The first step initializes the image
and cloud-init seed:

cd "$AE_ROOT/vm"
uv sync
uv run vm.py --prepare

The QEMU bridge helper should allow virbr0, and the
bridge should be available before the first installation boot:

sudo mkdir -p /etc/qemu
echo "allow virbr0" | sudo tee /etc/qemu/bridge.conf
sudo chmod 0644 /etc/qemu/bridge.conf

sudo ip link add name virbr0 type bridge
sudo ip addr add 192.168.122.1/24 dev virbr0
sudo ip link set virbr0 up

If virbr0 already exists, reviewers can keep the existing
bridge. The first boot installs and initializes the guest:

uv run vm.py --install

After shutting down the initialized guest, reviewers set
kernel.path in $AE_ROOT/vm/config.json to the abso-
lute path of linux-vbpf/arch/x86/boot/bzImage. The
VM can then be started with:

cd "$AE_ROOT/vm"
uv run vm.py

The default guest login is ubuntu/ubuntu, and the ex-
pected SSH address is 192.168.122.10.

A.7 Build and Run the Examples

After the VM boots the vBPF kernel, reviewers copy the
examples into the guest, install guest-side build dependencies,
and build the loaders:

scp -r "$AE_ROOT/ebpf-bootstrap" ubuntu@192.168.122.10:~
ssh ubuntu@192.168.122.10
cd ~/ebpf-bootstrap

sudo apt update
sudo apt install -y \
clang cmake make pkg-config libelf-dev zlib1g-dev git \
libbfd-dev libcap-dev llvm-dev openssl libssl-dev \
ninja-build g++-14

git submodule update --init --recursive
CXX=g++-14 cmake -S . -B build -G Ninja
cmake --build build

Before running loaders, reviewers should confirm that the
vBPF kernel exposes BTF metadata:

ls /sys/kernel/btf/vmlinux

A basic end-to-end check starts the kprobe loader, ob-
serves trace output, and triggers events:

sudo ./build/kprobe
sudo mount -t debugfs none /sys/kernel/debug
sudo cat /sys/kernel/debug/tracing/trace_pipe
./trigger_kprobe.sh

The examples also provide a wrapper test:

sudo ./test.sh ./build/kprobe

A.8 Namespace Checks
Reviewers can inspect programs and maps in the current
BPF namespace with the artifact-built bpftool:

sudo ./build/bpftool/bpftool prog show
sudo ./build/bpftool/bpftool map show

To exercise namespace isolation, the artifact provides an
unshare helper that starts a loader inside a fresh BPF names-
pace:

sudo ./build/unshare -b ./build/kprobe
sudo ./build/unshare -b ./build/bpftool/bpftool prog show
sudo ./build/unshare -b ./build/bpftool/bpftool map show

For repeated loaders in one namespace or across nested
BPF namespaces, use:

sudo ./multi.sh 4 -- ./build/kprobe
sudo ./ns_multi.sh ./build/kprobe 4 2

Successful runs show that eBPF programs andmaps can be
loaded, inspected, and isolated by BPF namespace under the
vBPF kernel. These checks exercise the same mechanisms
used by the paper’s Sniffer and Dispatcher evaluation, while
the larger performance experiments can be run with the
benchmark workloads described in §6.
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