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Abstract
Delivering RPCs with high throughput and low latency de-

mands work-conserving scheduling across many CPU cores
and eliminating head-of-line (HOL) blocking across all mes-
sages. By exposing per-connection byte streams rather than
messages to userspace, the POSIX TCP API inherently in-
duces HOL blocking both within and across connections.
To mitigate HOL blocking, RPC frameworks such as gRPC
must reconstruct message semantics in userspace through ad-
ditional abstractions including dedicated I/O threads, work
queues, and worker thread pools, introducing significant con-
text switching and synchronization overheads.

This paper presents Rakaia, a framework that hides all
TCP-level abstractions from userspace and exposes a purely
message-oriented API. By performing message parsing and
work-conserving scheduling directly in the kernel’s TCP re-
ceive path, at the earliest possible point, Rakaia efficiently
eliminates HOL blocking and avoids the heavy userspace
machinery imposed by stream-based APIs.

We implemented Rakaia as a Linux kernel module with sup-
port for kTLS. Rakaia is compatible with the kernel’s TCP
stack and existing RPC protocols. We also adapted gRPC
to use Rakaia’s API. Our evaluation shows Rakaia: (i) con-
sistently eliminates HOL blocking across a wide range of
connection counts; (ii) achieves up to 5× higher throughput-
under-SLO than KCM, Linux’s current in-kernel message
API over TCP; (iii) improves gRPC-Go’s throughput-under-
SLO by up to 1.56×, and gRPC-C++’s by up to 2.69×; and
(iv) improves the throughput-under-SLO for real-world ap-
plications including Silo running TPC-C and OpenTelemetry
Collector by 1.39× and 1.42×, respectively.

1 Introduction

Remote Procedure Calls (RPCs) [6] underpin nearly all com-
munication in modern datacenters [5, 21, 41, 48, 52, 65]. A
single cloud application may consist of hundreds of microser-
vices deployed across thousands of containers, all communi-

cating via RPCs. This centrality of RPCs has motivated exten-
sive research in transport protocols, middleboxes, dataplanes,
and frameworks [1, 2, 4, 7, 10, 11, 19, 27, 34, 35, 40, 51, 60, 61],
with one goal: minimizing tail latency to meet strict service-
level objectives (SLOs) [3, 13].

Cloud applications commonly multiplex RPCs over TCP,
which remains the de-facto transport in production. Yet TCP’s
stream-oriented abstraction is a poor fit for message-oriented
RPCs [57]. When exposed to userspace through the POSIX
API, the kernel’s TCP/IP stack delivers unstructured byte-
streams, with no notion of message boundaries. As a result,
RPCs sharing the same TCP stream are processed sequentially
by default, causing HOL blocking whenever a slow RPC
delays subsequent ones. Moreover, uneven request arrivals
across connections can severely imbalance work across cores.

Existing RPC frameworks attempt to compensate for this
mismatch entirely in userspace. To enable concurrent, out-
of-order RPC processing on top of a sequential TCP stream,
frameworks like gRPC must reconstruct message semantics
using additional userspace abstractions: dedicated I/O threads
to demultiplex byte streams and reassemble messages, work
queues to hand messages across threads, and worker thread
pools to execute RPCs. This layered, interaction-intensive
pipeline introduces significant context switching, communica-
tion, and synchronization overheads. In practice, these over-
heads limit scalability: for example, increasing the number of
TCP connections to a 20-hardware-thread gRPC-Go server
from 80 to 5,000 increases the number of goroutines by 16×,
and reduces throughput-under-SLO by 11% (§5.3). This poor
scaling persists even though the Linux kernel’s TCP stack can
easily handle millions of concurrent TCP connections.

A rich body of prior work addresses this problem by avoid-
ing TCP altogether. These systems do so either by introduc-
ing a custom message-oriented transport (e.g., Homa) [8,
51, 56, 60] or relying on userspace network stacks (e.g.,
eRPC) [29, 32, 35, 40]. By abandoning TCP’s stream abstrac-
tion, they eliminate HOL blocking at its source and can deliver
excellent RPC performance. While effective, these systems
are difficult to deploy. They often require custom clients, non-
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standard infrastructure, or dedicated hardware, which limits
their practicality in today’s multi-tenant cloud environments.

We therefore raise the following question: Can one achieve
high-performance RPCs free of HOL blocking, without the
complex userspace machinery or deployability tradeoffs?

We answer this question with Rakaia, an in-kernel architec-
ture that eliminates HOL blocking for RPC frameworks, while
preserving TCP wire compatibility. Our two key insights are:
(i) message parsing and scheduling should occur in the same
softirq context that processes incoming TCP packets. Since
the kernel is already executing the TCP receive path on ev-
ery packet arrival, adding message extraction and scheduling
logic at this point incurs minimal overhead, and avoids build-
ing a separate userspace message-processing pipeline with its
own threads, queues, and synchronization; (ii) messages must
be decoupled from their underlying TCP connections to allow
global scheduling. Exposing a connection-agnostic, message-
oriented API to userspace enables true work conservation and
concurrent RPC processing across all connections.

Kernel Connection Multiplexor [37] (KCM), the first up-
stream Linux attempt to expose a message API over TCP,
embraces the first insight but violates the second: messages
remain tied to their TCP connection and are scheduled locally.
As a result, it falls short for production settings: it suffers
from inter-connection HOL blocking, scales poorly, and is
not suitable for high-performance RPCs.

Following both insights, Rakaia provides high-
performance, work-conserving scheduling by introducing
three mechanisms: (i) Rakaia attaches a message parser to
each TCP connection to extract discrete messages directly
from their incoming streams, avoiding application-level
demultiplexing; (ii) Rakaia introduces a logically centralized,
message-granular request queue that decouples message
scheduling from individual connections, eliminating HOL
blocking both within and across connections; and (iii) Rakaia
uses a lightweight delegation mechanism on the transmission
path to avoid contention when multiple threads try to send
messages via a single TCP socket, efficiently integrating with
the TCP/IP stack.

Our implementation of Rakaia on Linux kernel v6.8 targets
easy deployments and upstream integration: the core func-
tionality of Rakaia is implemented as a standalone, dynami-
cally loadable Linux kernel module of ∼3000 LoC. Rakaia
does not require any core kernel changes, except for the reg-
istration of a new socket type (∼60 LoC). Rakaia supports
TLS-encrypted traffic by leveraging kernel TLS (kTLS) [68].

Our evaluation shows that Rakaia delivers high-throughput
RPCs with low tail latency by eliminating HOL blocking.
Its performance matches the theoretical expectations and re-
mains consistent across a wide range of workloads, including
coarse-grained (100µs) and fine-grained (20µs) tasks; varying
number of connections (20, 80 and 5,000); with and without
TLS encryption. To assess practical impact, we modify both
gRPC-Go and gRPC-C++ to use the Rakaia API and compare
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Thread 2

(b)

Thread 1

Thread 2

(c)
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Figure 1: Three queuing models for two application threads:
(a) connection-partitioned FIFO (CP), (b) connection-shared
FIFO (CS), and (c) message-shared FIFO (MS)

them against the standard POSIX-based implementations.
Rakaia-enhanced gRPC-Go improves throughput-under-

SLO by up to 1.56×, while maintaining stable performance
as the number of connections scales. Rakaia also improves
gRPC-C++ throughput-under-SLO by up to 2.69× across
the evaluated APIs. Finally, Rakaia improves realistic gRPC
workloads, increasing throughput-under-SLO by up to 1.39×
for Silo [67], an in-memory database, and by 1.42× for Open-
Telemetry Collector [54].

2 Motivation and prior work

2.1 The case for layering on top of TCP
The most popular RPC protocols [5, 21, 48, 65] almost uni-
versally rely on TCP for transport and TLS for security. TLS
and PKI offer end-to-end confidentiality and integrity, while
TCP remains the protocol of choice for its ubiquitous kernel
support and its reliability in deployment.

Despite decades of optimizations in the Linux TCP/IP
stack [62, 64, 66], the nature of TCP continues to hinder RPC
frameworks. The connection-oriented POSIX TCP API intro-
duces two forms of head-of-line (HOL) blocking: (i) inter-
connection HOL blocking when traffic is unevenly distributed
across TCP connections; (ii) intra-connection HOL block-
ing, where a slow RPC delays all subsequent ones on the
same connection. Both forms of HOL blocking lead to work
imbalance, degrading tail latency and throughput.

These issues are inherent to the connection abstraction
of TCP. To mitigate them, userlevel frameworks commonly
bring additional layers of abstraction to break TCP’s sequen-
tial stream semantics and enable concurrent RPC processing
within and across connections, a process we detail in §2.3.

2.2 A quick queuing-theoretical detour
To understand the implications of delivering RPCs over TCP
streams, we simulate the following queuing-theoretical mod-
els of an RPC server (Figure 1).

Connection-partitioned FIFO (CP): the server statically
partitions connections across threads, leveraging RSS [62].
This approach minimizes synchronization overheads among
threads. However, since connections are statically assigned
to threads, this model suffers from both inter- and intra-
connection HOL blocking and is not work-conserving.
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Figure 2: Simulation results for the 99th percentile tail latency for three service time distributions on a 20-core server.

Connection-shared FIFO (CS): the server places all au-
thenticated connections into a single pool. Any idle thread
can poll any connection in this pool, which in turn requires
application-level synchronization. This improves load bal-
ancing across threads, but the connection remains the unit of
ownership during request processing. At any time, only one
thread can process messages from a given connection, even if
other threads are idle. While CS eliminates inter-connection
HOL blocking, it still suffers from intra-connection HOL
blocking. Therefore, it is also not work-conserving.

Message-shared FIFO (MS): the server explicitly extracts
requests from connections, enqueues them in a shared queue,
and assigns requests to idle threads for processing. This model
makes scheduling independent of connection ownership, al-
lowing any idle worker to process the next available message.
It eliminates both inter- and intra-connection HOL blocking
at the cost of an intermediate extraction and queuing stage,
typically implemented by a dedicated thread or thread pool.

We use a discrete-event simulator to model an open-loop
workload generator with a Poisson arrival process and zero
system overheads. This lets us isolate the queuing effects
of each scheduling model from implementation overheads
such as context switching. Generated requests are distributed
across a varying number of connections. Figure 2 illustrates
the impact on 99th percentile tail latency, for three well-known
service distributions (see §5.1 for details), and for different
numbers of simulated client connections (e.g., CS-40 denotes
the CS model with 40 connections). The results show that (i)
the connection-partitioned (CP) model fails to balance load,
even with a large number of connections (CP-5,000); (ii) the
connection-shared (CS) model suffers from intra-connection
HOL blocking; (iii) yet, the severity of HOL blocking in the
CS model depends strongly on the number of connections,
e.g., CS-5,000 nearly matches the performance of MS.

We derive two insights that inform our system design: (i)
eliminating both intra- and inter-connection HOL blocking
through a shared message queue (MS) reduces tail latency;
and yet, (ii) larger connection-to-core ratios (e.g., CS-5,000)
reduce the impact of HOL blocking. Therefore, the throughput
overheads of a centralized MS model implementation must
remain low for the solution to be acceptable.

2.3 gRPC and HTTP/2

Figure 3(a) depicts the high-level architecture of gRPC, a
popular userspace RPC stack that approximates the MS model.
To achieve this, gRPC uses dedicated I/O threads to read TCP
streams, reassemble RPC messages, and enqueue them into
work queues, from which worker threads dequeue and execute
RPCs. This design effectively decouples messages from their
originating connections and distributes them to worker threads
in a global FIFO manner, providing the logically centralized
scheduling assumed in the MS model. gRPC is additionally
built on top of HTTP/2 [5], which allows concurrent RPCs to
interleave on a single connection, and supports out-of-order
replies, thereby removing protocol-level HOL blocking.

However, achieving this concurrent RPC processing en-
tirely in userspace is costly. gRPC must reconstruct message
semantics through a layered pipeline of I/O threads, work
queues, and worker thread pools. This introduces substantial
inter-thread communication, synchronization, and context-
switching overhead. Even the most performant gRPC imple-
mentation, Go-based gRPC [24], which relies on lightweight
goroutines to mitigate these costs, experiences scalability
challenges: as the number of goroutines grows, throughput
eventually suffers (§5.3).

2.4 KCM – the previous in-kernel attempt

Shown in Figure 3(b), KCM [37] is the first in-kernel attempt
to expose a message API on top of TCP. It relies on str-
parser, a Linux kernel facility for detecting message bound-
aries in TCP streams, to parse messages directly in the kernel.
For each TCP connection, KCM then creates a separate KCM
socket for every application thread and delivers each parsed
message to one of these sockets. Replies are routed back along
the same path to the underlying TCP connection.

While this avoids the inter-thread communication required
by userspace frameworks like gRPC, it falls short of pro-
viding a true MS model. Scheduling remains fundamen-
tally connection-driven rather than message-driven: each TCP
socket independently selects among its own KCM sockets
with no global view across connections or threads. Conse-
quently, KCM suffers from inter-connection HOL blocking,
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Figure 3: Three RPC-oriented architectures on top of TCP that aim to eliminate HOL blocking (receive side).

where idle threads cannot pull work from busy connections.
KCM scales poorly. With T threads and C connections, it

creates T ×C KCM sockets, a quadratic blow-up that quickly
becomes impractical for high-connection services [26].

Combined with its poor performance (§5.2) and current
lack of support for kTLS or userspace TLS libraries (e.g.,
openssl), KCM is not considered a viable foundation for
high-performance RPCs.

To summarize, high-performance RPCs built on top of
TCP require a framework that approximates the MS model
with minimal overhead. Existing userspace frameworks incur
substantial overheads due to their threading and I/O models.
While KCM is the only prior in-kernel attempt to expose
message boundaries over TCP, it fundamentally retains the
connection as the primary scheduling abstraction, making
message-level work conservation impossible. In the next sec-
tion, we describe how our design, Rakaia (Figure 3(c)), ad-
dresses these limitations by enabling low-overhead, message-
oriented scheduling directly in the kernel.

3 The Design of Rakaia

Rakaia’s design is driven by two key insights. First, mes-
sage parsing and scheduling can be performed directly in
the kernel’s TCP receive path, in the same softirq context
that processes incoming packets. Since the kernel is already
executing to handle each packet, delineating messages and
making scheduling decisions at this point adds minimal addi-
tional overhead. Second, decoupling messages from their TCP
connections as early as in the kernel enables message-level
scheduling and the exposure of a purely message-oriented
API to applications. Together, these insights allow Rakaia to
approximate the MS model with low overhead (through a logi-
cally centralized scheduler), while remaining fully compatible
with the unmodified Linux TCP/IP stack.

At a high level, we set the following goals for Rakaia:
• Message-level work conservation: Rakaia schedules at

the level of messages instead of per connection, ensuring

no core stays idle while work exists.
• Performance: Rakaia outperforms existing TCP-based

RPC frameworks in terms of throughput and tail latency.
• Scalability: Rakaia scales with an increasing number of

TCP connections.
• Compatibility: Rakaia is fully compatible with the un-

modified Linux TCP/IP stack and transport-level security
mechanisms like kTLS. Any updates or optimizations in
the underlying stack are automatically inherited by Rakaia.

3.1 Overview
Figure 4 shows the high-level design of Rakaia, a lightweight
in-kernel layer for message processing, demultiplexing, and
scheduling atop the TCP/IP stack. Rakaia exposes a message-
granular API to userspace (§3.2) and is fully compatible with
TLS (§3.5). Rakaia operates in three layers:

Hook with the lower TCP/IP stack: Rakaia leaves the Linux
TCP/IP stack unmodified and leverages strparser, which
also underpins KCM, to extract message boundaries directly
from the TCP byte stream. We extend strparser beyond
length-delimited protocols to support HTTP/2. A protocol-
specific parser is attached to each TCP socket and incremen-
tally reconstructs complete messages from the receive queue
before exposing them to the upper layers.

The scheduling layer: Once a message is parsed, it enters
Rakaia’s logically centralized but physically distributed sched-
uler, which maintains one FIFO queue per core. Any message
may be assigned to any queue: Rakaia uses a power-of-two-
choice (P2C) policy [50] to sample two queues and place the
message on the shorter one, balancing load with constant over-
head. Workers dequeue from their local queue first and invoke
stealing if it is empty, preserving work-conserving scheduling
without the scalability bottleneck of a global queue.

Message reception and transmission: Rakaia exposes a
single message-oriented socket per application thread. On re-
ception, the Rakaia socket delivers complete messages from
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Figure 4: Overview of Rakaia’s design. In the receiving path, solid arrows ( ) show the chosen execution path, while faded
arrows ( ) indicate unselected candidates under power-of-two choices. In the transmission path, 1 - 4 shows a thread sending
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the scheduler to userspace. After the application processes
messages, this socket transmits the responses over their associ-
ated TCP connections. When multiple threads attempt to send
over the same TCP connection concurrently, Rakaia resolves
contention using a lightweight delegation mechanism. After
completing a transmission, a worker immediately fetches the
next message or transitions to idle.

3.2 Rakaia API

It is well known that POSIX was not designed for scalabil-
ity or message-oriented communication [12]. Further, RPC
frameworks for TCP typically rely on dedicated I/O threads to
demultiplex traffic, thereby introducing significant scheduling,
queuing and synchronization overheads.

Rakaia simplifies this architecture by exposing a message-
oriented, connection-oblivious socket API. Each worker
thread communicates with the kernel through a single socket
that directly sends and receives discrete messages over any
TCP connection. Because all transport state remains in the
TCP stack, the Rakaia socket maintains no per-connection
bookkeeping. This design removes the need for I/O threads
and provides a lightweight and scalable RPC interface.

At the API level, Rakaia was initially inspired by
Homa/Linux, a Linux kernel implementation of the Homa
transport protocol [51, 56]. Both Rakaia and Homa/Linux
expose a single socket for sending and receiving discrete

messages to and from arbitrary peers, a common practice
in message-oriented communication, where applications ex-
change discrete messages with remote endpoints, e.g., the
POSIX UDP socket semantics. Unlike UDP and Homa, whose
sockets directly communicate with remote peers, Rakaia’s
socket abstraction is built entirely atop TCP and serves only
as a kernel-facing interface. It therefore does not maintain
any remote-peer state, making it a lightweight layer over the
underlying TCP stack.

Table 1 shows the APIs provided to the applications by
Rakaia. We introduce a new protocol family AF_RAKAIA for
the Rakaia socket. Each worker thread creates a Rakaia socket
using the standard socket system call with AF_RAKAIA, and a
custom protocol identifier RAKAIAPROTO_CONNECTED. Since
each application thread only needs a single Rakaia socket to
handle all TCP traffic, this design reduces resource consump-
tion and simplifies file descriptor management. For instance,
when using epoll, a thread needs to monitor only one file
descriptor instead of one for each individual TCP connection.

Rakaia introduces a single new control operation:
rakaia_attach, exposed as an ioctl on the Rakaia socket.
The rakaia_attach call associates an existing TCP connec-
tion with the Rakaia framework and selects which built-in
message parser should be used via proto_id. Rakaia cur-
rently provides parsers for Memcached and HTTP/2-based
protocols (e.g., gRPC). It can easily be extended to support ad-
ditional ULP protocols. Once a connection is attached, Rakaia
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Table 1: The API provided by Rakaia for applications.

Function Description

socket(AF_RAKAIA, SOCK_DGRAM, RAKAIAPROTO_CONNECTED) Creates a Rakaia socket
close(int rakaia_fd) Closes the Rakaia socket
rakaia_attach(int rakaia_fd, int csock, int proto_id) Attaches a TCP socket to Rakaia and selects the built-in

message parser (e.g., Memcached or gRPC).
recvmsg(int rakaia_fd, struct msghdr *msg, int flags) Receives a complete message from the Rakaia socket
sendmsg(int rakaia_fd, const struct msghdr *msg, int flags) Sends a complete message through the Rakaia socket

begins to reconstruct incoming messages for that connection
and makes parsed messages available to worker threads. Al-
though the file descriptor of a Rakaia socket is passed to the
kernel when invoking rakaia_attach, it serves merely as
an entry point and does not create a persistent association
between that Rakaia socket and the attached TCP connec-
tion. Message reception and transmission continue to use the
standard recvmsg and sendmsg calls on the Rakaia socket.

3.3 Receive Path

Figure 4(a) shows the three main tasks of the receiving path:
(i) parsing TCP byte streams into discrete messages, (ii) com-
pletely decoupling messages from their original connection,
and (iii) work-conserving scheduling across Rakaia sockets.

Connection setup and message parsing: When a TCP con-
nection is registered via the rakaia_attach system call,
Rakaia initializes a rakaia_psock data structure to wrap
the target TCP socket. This wrapper serves two primary pur-
poses. First, it holds a new strparser instance for message
parsing. Second, it stores the necessary fields to support the
transmission path, which we describe in detail in §3.4.

On the RX path, Rakaia reconstructs complete application
messages directly from the TCP byte stream. As illustrated in
Figure 5, message parsing differs between supported proto-
cols. For simple length-delimited protocols like Memcached,
parsing only consists of inspecting a fixed-size header and ex-
tracting the encoded payload length. For Memcached, Rakaia
uses the binary protocol’s opaque header field to match re-
sponses to requests [49,58]. In HTTP/2-based protocols, each
RPC is mapped to a single HTTP/2 stream, which in turn
consists of one or more frames. The parser reads each frame’s
header, extracting its stream ID, length, type, and flags. Each
complete frame is then appended to a per-stream buffer main-
tained in a hash table, which enables Rakaia to assemble
messages that span multiple frames. When a frame carry-
ing the END_STREAM flag arrives, the buffered frames for that
stream are coalesced into a complete message and passed
to the upper layer. Note that control frames such as PING
or WINDOW_UPDATE are handled entirely in-kernel, allowing
immediate flow control updates and acknowledgments.

Message insertion and origin tracking: Once a message

has been reconstructed, Rakaia embeds a pointer to the cor-
responding rakaia_psock into the first skb of the message
before enqueuing it into the central message queue. When a
Rakaia socket dequeues this message and copies it to user-
space, it extracts and caches the rakaia_psock pointer inter-
nally. This allows the subsequent sendmsg() call on the same
Rakaia socket to access the correct underlying TCP connec-
tion, without revealing connection information to userspace.

Work-conserving scheduling: Rakaia presents a logically
centralized message queue to applications while physically
distributing scheduling across per-socket receive queues.
Each Rakaia socket maintains a local FIFO queue and primar-
ily serves messages from this queue. When a new message
becomes ready, Rakaia assigns it to a socket using P2C load
balancing: it randomly samples two candidate sockets and en-
queues the message into the one with the shorter local queue.
If the selected socket’s queue is empty, indicating that at least
one worker is idle, the message is instead delivered imme-
diately via direct handoff. When a socket exhausts its local
queue, it attempts to steal work from another active socket.
To do so efficiently, Rakaia maintains a bitmap that tracks
non-empty queues and again applies P2C to select a victim
among them. If no work exists anywhere in the system, the
socket enters idle state until new messages arrive. This design
preserves work conservation across all load regimes. Under
light load, messages are dispatched immediately via direct
handoff. Under heavy load, queues naturally build up and
sockets dynamically rebalance load through work stealing, ap-
proximating a centralized queue without its scalability bottle-
neck. Moreover, because Rakaia uses P2C for message-level
distribution, its load balance is insensitive to the number of
TCP connections: even with a small number of connections,
P2C ensures tightly bounded queue lengths and maintains
near-uniform load across sockets [50].

3.4 Transmit Path

The transmission path of Rakaia consists of two major stages:
(i) copying the message into the kernel, and (ii) transmitting
it over TCP with minimal lock contention.

Independent message copying: On sendmsg, Rakaia copies
the message (and its associated TCP socket identifiers) into
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the kernel. Rakaia copies each message independently into
its newly allocated skb. A natural alternative is to batch mes-
sages destined for the same TCP socket into a shared sending
queue so they can be packed into a single skb. While this
may reduce skb allocation overhead, it introduces extra la-
tency, substantial synchronization complexity, and difficult
corner cases. In particular, under memory pressure, partial
copy failures make it hard to free an skb that contains multiple
messages. Our design avoids these pitfalls by copying each
message independently, ensuring that skbs can be created and
freed cleanly even in failure paths.

Direct or delegated transmission: Before message copying,
Rakaia retrieves the cached rakaia_psock pointer (recorded
by recvmsg) to identify the corresponding TCP socket. At
this point, Rakaia does not directly enqueue messages into
the TCP socket’s sk_write_queue, since doing so requires
acquiring the TCP socket lock, a mutex-like lock that would
serialize all concurrent senders and put some to sleep.

Rakaia therefore employs a two-phase delegation mecha-
nism for transmission, illustrated in Figure 4(b) and detailed
in Algorithm 1. For each TCP socket, the rakaia_psock
wrapper structure maintains a lightweight virtual sending
queue (virt_queue) for temporary message accumulation.
Access to that queue is shown as 1 in Figure 4(b). This
queue is merely a staging buffer: it accumulates messages
without touching TCP’s socket lock. Rakaia checks a boolean
flag within the rakaia_psock to determine whether another
thread is currently handling message transmission. If the flag
is set, the sender returns to userspace immediately without
further action ( b ). Otherwise, it sets the flag and becomes the
designated transmitter: it acquires the TCP socket lock, moves
all staged messages from virt_queue into sk_write_queue,
and initiates message transmission via the standard TCP stack
by calling tcp_push ( 2 ).

To avoid leaving behind messages that are concurrently en-
queued by other threads to virt_queue, the designated trans-
mitter repeatedly rechecks virt_queue ( 3 - 4 ) and flushes

Algorithm 1 Delegation mechanism in the transmission path

1: function SENDMESSAGE(psock, msg)
2: set csk← psock.sk ▷ associated TCP socket
3: Enqueue(psock.virt_sndbu f , msg)
4: if psock.tx_in_use is true then
5: return
6: end if
7: set psock.tx_in_use← true
8: lock_sock(csk)
9: while true do

10: if psock.virt_sndbu f is empty then
11: set psock.tx_in_use← false
12: break
13: end if
14: RequeueAll(psock.virt_sndbu f , csk.sndbu f )
15: sk_flush_backlog(csk) ▷ process rx backlog
16: ... ▷ Omitted TCP stack logic
17: tcp_push(csk) ▷ send out messages
18: end while
19: release_sock(csk)
20: end function

any newly arrived messages before relinquishing the TCP
socket lock. When the queue is observed empty, it clears the
flag and then releases the TCP socket lock, allowing future
senders to proceed.

3.5 Composing with TLS
Rakaia’s in-kernel message parsing relies on visibility into
plaintext TCP streams, and the design described so far as-
sumes unencrypted traffic. At first glance, this may suggest
that Rakaia cannot handle encrypted traffic. However, Linux
provides built-in kernel TLS (kTLS), which enables in-kernel
TLS encryption and decryption. In kTLS, the TLS handshake
is performed in userspace, typically right after accepting a
TCP connection. Once the handshake completes, applications
share the session key with the kernel, offloading TLS record
processing to kTLS. This mechanism allows Rakaia to operate
over TLS connections, preserving end-to-end confidentiality.

Figure 6 shows how Rakaia integrates with kTLS. In the
receiving path, when a TCP socket receives encrypted TLS
traffic, kTLS intercepts the data and parses it into discrete TLS
records. These records are handed directly to the strparser
attached to the TCP socket. The strparser then queries
the kTLS decryption module to obtain the plaintext bytes
and invokes its parsing program to extract application-level
messages. Processing then proceeds as in §3.3.

The transmission side is simpler. Rakaia hands plaintext
messages to the kTLS encryption module, which encrypts
and transmits them via the corresponding TCP socket.

Note that kTLS commonly performs decryption in process
context, typically when recvmsg is called. Although kTLS
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Figure 6: Rakaia running atop kTLS

exposes an interface for decryption in softirq, its current
implementation is not robust and suffers from contention. To
avoid this, Rakaia invokes the kTLS decryption module from
a Linux workqueue [44], ensuring that decryption runs in an
appropriate context. We plan to patch kTLS to support reliable
softirq decryption, enabling tighter integration with Rakaia.

4 Implementation

We implemented Rakaia as a dynamically loadable kernel
module on Linux version v6.8, consisting of approximately
3,000 lines of C code. In addition, we provide a kernel patch of
around 60 lines to register the new Rakaia socket type. This
patch makes minimal modifications to the existing kernel
codebase and does not alter the TCP stack semantics.

Extending strparser: We extend strparser to support
HTTP/2 stream parsing. In the default strparser, when a
single message spans multiple skbs, the parser links them
by using the head skb’s frag_list and the next pointers of
subsequent skbs. HTTP/2, however, introduces an additional
layer of structure: messages are formed from multiple frames,
and frames belonging to the same stream may arrive in sepa-
rate skbs. To correctly assemble full HTTP/2 streams, Rakaia
retains the original linking mechanism for individual frames
and then uses reserved space in skb->cb to maintain per-
stream linkage. This produces a single skb chain per stream,
which the kernel can deliver as a complete logical message.

Offloading HTTP/2 transport logic: Supporting gRPC re-
quires more than extending strparser to extract HTTP/2
messages. HTTP/2 introduces a substantial control plane (e.g.,
flow control, PING frames) that would normally be handled
in userspace. To fully eliminate transport-layer work from the
application runtime, Rakaia offloads these mechanisms into
the kernel as well. During parsing, Rakaia identifies HTTP/2
control frames and processes them directly (e.g., applying and
generating window updates), rather than delivering them to
userspace. This not only simplifies the userspace logic, but
also makes responding to control events far cheaper, since no

syscalls or context switches are needed. Rakaia supports all
HTTP/2 control-plane features used by gRPC.

Custom TCP path until tcp_push: While we keep the se-
mantics of the TCP/IP stack intact, we cannot simply invoke
the normal tcp_sendmsg in the transmission path after copy-
ing messages into the kernel. This is because tcp_sendmsg
contains the logic for TCP socket lock acquisition, skb al-
location, and data copying, all of which are unnecessary for
Rakaia. To allow efficient transmission, we move the TCP
stack logic such as sequence number initialization and rx back-
log processing directly into rakaia_sendmsg. Afterwards,
we call the existing function tcp_push, which is provided by
the kernel for pushing skbs onto the network.

5 Evaluation

We evaluate Rakaia’s performance and compare it against a
range of RPC frameworks to answer the following questions:

• Does Rakaia behave according to the theoretical expecta-
tions of the MS model across various service-time regimes
and levels of connection scaling? (§5.2)

• Does Rakaia bring performance gains to gRPC? (§5.3)
• Can Rakaia integrate efficiently with TLS, in comparison

with other approaches? (§5.4)
• Does Rakaia deliver benefits for real-world RPC workloads

beyond synthetic benchmarks? (§5.5)

5.1 Experimental setup and methodology

Hardware: All experiments are conducted using Cloud-
lab [16] xl170 nodes. Each machine is equipped with one Intel
Xeon E5-2640v4 CPU (10 cores, 2.4 GHz). Hyperthreading is
enabled. The machines run an Ubuntu LTS 24.04 distribution
with the Linux kernel version 6.8.

In all experiments, the server is set up to use 20 hyper-
threads. For most experiments, this implies a 20-way multi-
threaded application. For gRPC-Go, the server is set up with
20 worker goroutines for both gRPC-POSIX and gRPC-
Rakaia. All experiments are compute-bound.

Experimental setup: In all experiments, we report the 99th

percentile tail latency (y-axis) versus the achieved load in
RPCs per second (x-axis), both measured at the client when
responses are received. We use an extended version of
Lancet [39] as the load generator. Lancet first opens all con-
nections at once, then issues requests according to a Poisson
process in an open-loop fashion. Lancet supports multiple
RPC protocols, including Memcached [48] and gRPC, with
optional TLS support.

Synthetic distributions: For our synthetic microbenchmarks,
clients send requests, encoded using a specified RPC protocol,
to the server that executes them. The service times for these
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Figure 7: 99th percentile latency as a function of throughput for 100µs tasks. Top, middle, and bottom rows correspond to 20, 80,
and 5,000 client connections, respectively.

requests follow one of three well-known distributions from
the literature [14, 32, 38, 42, 45–47, 61]:

• deterministic: P[X = S̄] = 1

• exponential with mean service time S̄

• bimodal: P[X = S̄/2] = .9; P[X = 5.5× S̄] = .1

Comparison: We compare the following systems:

1. TCP-CP, a simple lock-free libevent-based program
where connections are split among threads (as directed by
RSS [62]). Each thread both processes the requests and
sends back the replies, ensuring natural in-order delivery.

2. TCP-CS, a simple connection-sharing, libevent-based
program where threads temporarily lock access to a TCP
socket to process requests and then return replies in-order.

3. Worker Pool, a userspace design that implements the MS
model. It uses a small number of I/O threads and a pool of
worker threads. The I/O threads block on a shared epoll
instance and reconstruct messages from TCP streams.
Once a complete request is received, the I/O thread en-
queues it into a shared lock-free ring buffer, from which a
worker thread dequeues it for processing. After processing

the request, the worker attaches the response to the corre-
sponding connection and marks the connection as having
pending output. If the worker can acquire the I/O own-
ership of the connection, it flushes the response directly.
Otherwise, it arms the connection with EPOLLOUT so an
I/O thread can flush it once the socket is writable.

4. KCM, as available natively in the Linux kernel. We equip
KCM with the same parsing program for extracting RPC
messages and delivering them to userspace.

5. gRPC-POSIX, the official implementations. We evaluate
both gRPC-Go (v1.75.0) and gRPC-C++ (v1.78.1).

6. Rakaia, our contribution, implemented as a kernel module.
7. gRPC-Rakaia, our contribution, modified gRPC-Go and

gRPC-C++ implementations running on top of Rakaia.

5.2 Rakaia follows the MS model
We conduct the first set of experiments with varying TCP con-
nections to the server, TLS disabled, and an open-loop load
generator issuing as many outstanding requests per connec-
tion as needed. We measure the latency of replies at clients.
For the Worker Pool, we sweep the number of I/O threads and
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Figure 8: 99th percentile latency as a function of throughput for 20µs tasks with 80 client connections.
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Figure 9: 99th percentile latency according to throughput for
gRPC-POSIX and gRPC-Rakaia (Exponential (S̄ = 20µs)).

Table 2: CPU time breakdown for gRPC-POSIX and gRPC-
Rakaia, at 170 KQPS on a server with 20 hardware threads.

Config # goroutines %I %K %U %sched %mstack

gRPC-POSIX-80 1,077 7.5 33.0 54.6 7.6 2.1
gRPC-POSIX-5,000 16,946 4.1 32.2 60.0 5.5 12.3
gRPC-Rakaia-80 29 22.9 33.2 38.0 0.8 0.1
gRPC-Rakaia-5,000 33 23.5 34.0 37.3 1.0 0.1

worker threads and use the best-performing configuration for
each service time.

Figure 7 shows the 99th percentile latency for 100µs service
time across three different numbers of client connections (20,
80, and 5,000), following the three distributions described
in §5.1. For reference, we plot the theoretical MS curve for
an M/G/20 queue, scaled by the service time and assuming
no CPU or network overheads.

Connection Scaling: Figure 7 shows that Rakaia re-

mains close to the MS model across all tested connection
counts. With only 20 connections, Rakaia sustains about
160 KQPS throughput across the three service-time distri-
butions, whereas TCP-CS reaches only about 40 KQPS in the
bimodal case. Thus, when intra-connection HOL blocking is
most severe, Rakaia delivers roughly 4× the throughput of
TCP-CS. The Worker Pool tracks Rakaia more closely than
other baselines and exhibits the same overall scaling trend,
showing that a userspace design can approximate MS-like
behavior, at the 100µs scale.

As the number of connections increases to 80 and then
5,000, TCP-CS improves substantially because the requests
are spread across more connections, reducing intra-connection
HOL blocking. This trend is in line with the simulations in
Figure 2. Nevertheless, even with 5,000 connections, Rakaia
still consistently outperforms TCP-CS by 7%, though they
are expected to behave almost identically in theory. Like-
wise, Rakaia also retains a small advantage over the Worker
Pool. In both cases, the additional performance comes from
Rakaia’s in-kernel message scheduling, which avoids the user-
space locking and coordination overheads among applica-
tion threads, required by both TCP-CS and the Worker Pool.
All other approaches (KCM and TCP-CP) are not compet-
itive because they suffer from HOL blocking, e.g., KCM
only achieves around 30 KQPS in the bimodal case, 19%
of Rakaia’s throughput.

Shorter tasks: Figure 8 evaluates 20µs tasks with 80 client
connections. At this granularity, system overheads account
for a much larger fraction of end-to-end latency, making im-
plementation costs more visible. The Worker Pool is par-
ticularly sensitive and suffers from significant performance
degradation. We tune the I/O-thread and worker-thread con-
figuration for the fixed service-time case, where it performs
competitively. However, even with the same configuration, its
performance degrades under the exponential and bimodal dis-
tributions, where higher service-time variability causes earlier
tail-latency growth. KCM introduces high system overheads
and performs worse than the vanilla TCP-CP and TCP-CS
models, despite its in-kernel message parsing advantages. In
contrast, Rakaia has low system overheads, and consistently
maintains its advantages over TCP-CS.
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Figure 10: 99th percentile latency as a function of throughput with TLS enabled for 100µs and 20µs tasks, respectively.

5.3 gRPC over Rakaia

Figure 9 shows that Rakaia improves gRPC’s performance
across a range of connection counts, for both the Go and C++
gRPC stacks.

In the gRPC-Go case, with 80 connections, gRPC-Rakaia
already sustains 39% higher load than gRPC-POSIX by avoid-
ing the userspace I/O goroutines and inter-goroutine syn-
chronization on the receive path. The benefit becomes even
more pronounced as the number of connections increases. At
5,000 connections, gRPC-POSIX sustains 11% lower through-
put than in the 80-connection case, suggesting that its per-
connection goroutine structure begins to impose measurable
scheduling overhead at scale. In contrast, gRPC-Rakaia main-
tains nearly identical throughput from 80 to 5,000 connections.
As a result, its advantage over gRPC-POSIX grows to 1.56×
at 5,000 connections.

Table 2 shows the CPU time breakdown for gRPC-POSIX
and gRPC-Rakaia when serving 170 KQPS. %I, %K, and
%U denote idle, kernel, and userspace time, respectively.
%sched captures time spent in the Go runtime scheduler,
while %mstack accounts for time spent on Go stack growth
and management (i.e., morestack). With POSIX sockets,
gRPC relies on a large number of goroutines to emulate the
MS model, scaling from 1,077 goroutines at 80 connections
to around 17,000 at 5,000 connections. This explosion in con-
currency significantly increases runtime overhead, reflected in
high scheduler activity (6-8%) and substantial Go stack man-
agement overhead (up to 12.3%). In contrast, gRPC-Rakaia
requires only a few dozen goroutines (20 workers plus a small
number of runtime goroutines) regardless of connection num-
bers, as message multiplexing and scheduling are handled
in the kernel. As a result, scheduler and stack management

overhead becomes negligible. At 5,000 TCP connections, the
shift from userspace to the kernel increases kernel time by
only 1.8 pp, while reducing userspace CPU time by 22.7 pp.

Figure 9(b) repeats the experiment with gRPC-C++, com-
paring the async [22] and callback [23] APIs against gRPC-
Rakaia. We omit gRPC-C++’s sync API because it runs RPC
handlers on a dynamically growing thread pool [25]. Under
high concurrency, this pool can grow with the number of
active RPCs, leading to poor performance. Note that gRPC-
Rakaia exposes the same user-facing API as sync, allowing
existing applications to use it as a drop-in replacement. Unlike
the standard sync implementation, it does not inherit the scal-
ability bottleneck of a dynamically growing thread pool. The
results show that gRPC-Rakaia improves gRPC-C++ through-
put by 2× and 2.33× for the async and callback APIs,
respectively, at 80 connections. At 5,000 connections, the cor-
responding improvements are 2.69× and 2.67×, respectively.
This improvement is even more pronounced than in the gRPC-
Go case, because gRPC-C++’s threading model incurs higher
overheads than gRPC-Go’s goroutine-based design.

5.4 The impact of TLS

Figure 10 compares the performance of Rakaia, TCP-CS and
the Worker Pool, with and without TLS enabled. We omit (i)
KCM, as it does not work out-of-the-box with kTLS on recent
kernels, and (ii) gRPC-Rakaia, as Go’s standard library does
not yet support kTLS. Support for kTLS in gRPC-Rakaia
will become available once the recently accepted proposal to
integrate kTLS into Go [20] is implemented. Enabling kTLS
has a measurable impact in terms of throughput for Rakaia.
This is due to the use of the Linux workqueue to perform
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Figure 11: Silo running TPC-C benchmark

decryption on the receive path (see §3.5), which becomes a
bottleneck. This limitation is not fundamental: once kTLS
supports safe decryption in softirq context, this bottleneck
can be removed.

For 100µs tasks, Rakaia-kTLS reaches about 120–
130 KQPS, close to TCP-CS-TLS and the Worker Pool TLS
at about 130–140 KQPS. For 20µs tasks, TLS overhead be-
comes more prominent. Rakaia-kTLS still reaches about
320–340 KQPS, reasonably close to TCP-CS-TLS at about
380 KQPS, while the Worker Pool TLS drops to only about
200–220 KQPS. This drop occurs because the I/O-thread con-
figuration for the Worker Pool is tuned for the unencrypted
case. With TLS enabled, the same I/O threads must handle
higher per-request processing cost, so they saturate early and
cannot feed workers fast enough. With Rakaia, I/O processing
scales automatically through RSS, removing this responsibil-
ity from userspace.

5.5 Real-world applications

The impact on TPC-C query latency: To assess the benefits
of Rakaia in the real world, we use Silo [67], an in-memory
database optimized for multicore scalability. Using a method-
ology similar to [61], we run a networked server layer on top
of Silo, which generates transactions from the TPC-C bench-
mark upon receiving new requests. Silo’s garbage collection
is disabled as it introduces large variability in 99th percentile
latency. Additionally, we did not implement marshalling for
SQL queries and responses.

Figure 11(a) shows the multi-modal service time CCDF
of the 5 TPC-C query tasks measured without queuing or
network delays. The workload is substantially more complex
than the synthetic distributions we used up to this point. Fig-
ure 11(b) plots tail latency as a function of achieved through-
put for Rakaia (w/ and w/o TLS), TCP-CS-80 and the Worker
Pool (w/ and w/o TLS), and the TCP-CP-80 and KCM base-
lines (w/o TLS). It shows that Rakaia’s systematic elimination
of HOL blocking delivers the highest throughput-under-SLO.

TCP-CP-80 and KCM still collapse early because of their in-
ferior scheduling policies. While TCP-CS-80 and the Worker
Pool come much closer to Rakaia, they both still show ear-
lier tail-latency growth as load increases. At 500µs tail la-
tency, Rakaia sustains 350 KQPS, compared with 309 KQPS
for TCP-CS-80 and 299 KQPS for the Worker Pool. This re-
maining gap indicates that, even when intra-connection HOL
blocking is reduced, Rakaia still benefits from in-kernel mes-
sage scheduling rather than paying the userspace coordination
overheads required by TCP-CS and the Worker Pool.

Figure 11(c) compares Silo served through gRPC-Go over
gRPC-POSIX and gRPC-Rakaia under 80 and 5,000 connec-
tions. gRPC-Rakaia improves upon gRPC-POSIX’s through-
put by 1.25× and 1.39×, respectively. This confirms that
Rakaia’s benefits extend to real-world RPC workloads, even
when layered beneath a full gRPC stack.

OpenTelemetry: We also evaluate OpenTelemetry Collec-
tor [54], a widely used telemetry service for receiving, pro-
cessing, and exporting traces, metrics, and logs in cloud de-
ployments. In our benchmark, clients export traces to the
Collector using the OpenTelemetry Protocol (OTLP) over
gRPC-Go. This exercises the same gRPC-Go receive path as
our earlier gRPC experiments, while replacing synthetic RPC
payloads with realistic telemetry messages.

We evaluate two Collector configurations. The first uses a
no-op exporter, which isolates the cost of processing OTLP
requests without introducing backend storage or export traffic.
The second uses a Jaeger-backed configuration [30], where
the Collector batches incoming spans and exports them asyn-
chronously to a Jaeger backend running on a separate machine.
Following the OpenTelemetry testbed-style workload, each
frontend RPC carries 10 spans, and the Collector uses the de-
fault batch size of 8192 spans with a 200 ms timeout. For the
Jaeger configuration, we reserve two exporter consumers for
asynchronous backend export and run gRPC-Rakaia workers
on the remaining cores. Figure 12(a) shows that, with the no-
op exporter, gRPC-Rakaia improves throughput-under-SLO
by 1.35× over gRPC-POSIX at a 2 ms 99th percentile tail-
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Figure 12: 99th percentile latency according to throughput for
OpenTelemetry Collector with POSIX and Rakaia transports.

latency SLO, sustaining 192 KQPS compared with 142 KQPS.
Because the no-op exporter removes backend work, this result
isolates the benefit of accelerating the Collector’s server-side
gRPC. Figure 12(b) shows that this benefit persists with the
Jaeger-backed configuration, where frontend RPC handling
competes with batching, protobuf serialization, OTLP/gRPC
export, and Jaeger ingestion. The backend export path remains
an unmodified gRPC client path and is not accelerated by
Rakaia. Even so, gRPC-Rakaia improves frontend throughput-
under-SLO by 1.42×, sustaining 131 KQPS compared with
92 KQPS for gRPC-POSIX. These results show that Rakaia
improves the performance of realistic gRPC server frontends,
in addition to synthetic RPC handlers.

6 Discussion

Support for other gRPC implementations: Rakaia currently
supports gRPC-Go (the most performant of the official gRPC
implementations [24]) and gRPC-C++ out of the box. Extend-
ing Rakaia support of gRPC to other languages (e.g., Java,
Rust) is straightforward and would similarly remove the need
for dedicated I/O threads and transport logic in userspace.

Compatibility with stack optimizations: Rakaia is compati-
ble with standard kernel and NIC offloading mechanisms (e.g.,
TSO/GSO, GRO), as it operates atop the TCP stack. It also
supports TLS offloading, such as kTLS and NIC-based TLS,
since decryption occurs in the kernel before messages reach
Rakaia. Rakaia is, however, incompatible with SmartNICs
that fully offload the TCP stack, as it relies on the kernel TCP
pipeline to extract and queue messages. Finally, io_uring
is compatible with Rakaia’s recvmsg/sendmsg interface and
could amortize syscall overhead.

Limitations inherited from TCP: Rakaia removes message-
level HOL blocking caused by multiplexing RPCs over a
TCP stream. However, because it leaves the TCP/IP stack
unmodified, Rakaia necessarily inherits TCP’s transport-level
limitations. First, since TCP provides in-order delivery, a lost
or reordered segment can stall progress on the affected connec-
tion until the missing data is retransmitted. Second, Rakaia
inherits TCP’s sender-driven congestion control, which is

known to perform poorly under incast [8, 28, 60] compared
to receiver-driven transports such as Homa [51, 56]. These
tradeoffs are the inherent cost of preserving TCP wire com-
patibility and support for unmodified clients.

Complex scheduling policies and other RPC protocols:
While Rakaia uses a logically centralized queue with run-to-
completion workers, it can support richer queuing models
(e.g., priority queues). We leave this to future work. Rakaia
can be easily extended to support other RPC protocols, pro-
vided they embed each message’s length in their headers.
Current parsers reside directly in the module, but additional
ones can be implemented as in-kernel extensions or via eBPF.

kTLS: Linux’s current implementation of kTLS does not
correctly handle concurrent decryptions within a softirq
context; Rakaia therefore falls back to a workqueue [44], in-
curring scheduler overhead. We plan to patch kTLS to support
safe, scalable softirq decryption.

7 Related Work

Eliminating HOL blocking of TCP: Built atop HTTP/2 [5],
gRPC [21] multiplexes multiple logical streams over a sin-
gle TCP connection. While this design eliminates both inter-
and intra-connection HOL blocking, it requires complex user-
space orchestration. Rakaia instead performs message parsing,
demultiplexing, and scheduling entirely in the kernel. Support-
ing HTTP/2 and other length-delimited message protocols,
Rakaia enables efficient out-of-order delivery over TCP and
integrates seamlessly with gRPC.

Addressing HOL blocking beyond TCP: Prior work also ad-
dresses HOL blocking by moving beyond TCP’s byte-stream
abstraction. One class of systems layers atop userspace UDP
stacks: Shinjuku [32] and Concord [29] employ dedicated dis-
patchers and preemptive scheduling to achieve work conser-
vation and low tail latency; Machnet [63] similarly bypasses
the kernel via DPDK but as a networking sidecar, exposing
a message-passing API over shared memory. QUIC [41], a
reliable transport built over UDP, eliminates TCP’s transport-
level HOL blocking by multiplexing independent streams over
a single connection. Apart from UDP-based approaches, re-
cent custom transports [8,51,56,60] treat messages as the fun-
damental unit of transfer and enable receiver-driven schedul-
ing. While delivering excellent performance, these systems
require either modified clients, custom network stacks, or dedi-
cated infrastructure, limiting compatibility with existing TCP-
based applications and hindering incremental deployment. In
contrast, Rakaia preserves TCP/TLS wire compatibility, en-
abling easy deployment with unmodified clients across both
WAN-facing and datacenter services.

Dataplane TCP stacks: Research dataplane TCP stacks of-
ten rely on DPDK [15] to bypass the Linux network stack for
higher throughput and lower latency [4, 17, 31, 35, 36, 43, 59,
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61, 63, 69]. Among them, IX [4], Arrakis [59], mTCP [31],
and MICA [43] rely on NIC RSS to statically assign TCP
flows to cores and are therefore not work-conserving. Zy-
gOS [61], Shenango [55], and Caladan [18] address load im-
balance through work stealing. However, they still follow the
connection-shared queuing model and therefore suffer from
intra-connection HOL blocking. Junction [17] aims to make
kernel bypass practical for cloud operators by using advanced
NIC features to enable high-density deployments of unmod-
ified applications. While these systems support TCP, they
replace the Linux TCP stack with custom userspace imple-
mentations. Rakaia instead runs atop the unmodified Linux
TCP/IP stack, preserving its mature ecosystem.

Linux and BSD network stack optimizations: Because of
its centrality, the Linux network stack is constantly being
optimized [62, 64, 66]. In this context, KCM [37] provides
message-granularity scheduling in the kernel, but suffers from
several design flaws and fails to scale with increasing num-
bers of connections. Outside the kernel tree, Minion [53] en-
ables out-of-order delivery of TCP segments and offers a data-
gram abstraction, thereby mitigating HOL blocking caused
by packet loss or in-order delivery. Unlike Rakaia’s logically
centralized message queue, Minion exposes connection se-
mantics to the application. Syrup [33] enables user-defined
scheduling for network traffic using eBPF hooks but it is lim-
ited to UDP traffic. MegaPipe [26] uses per-core channels
and batched system calls to minimize contention and improve
throughput for short-lived connections and small messages,
but remains a connection-oriented design. SKQ [70] extends
FreeBSD’s Kqueue to perform event scheduling but still suf-
fers from HOL blocking as it schedules at the granularity
of TCP connections. NetChannel [9] is an end-to-end trans-
port redesign that multiplexes virtual sockets over underly-
ing transport channels (e.g., TCP connections) to scale net-
work processing across cores. Like Rakaia, it decouples the
application-facing socket abstraction from underlying chan-
nels. Unlike Rakaia, it requires virtual socket support at both
endpoints, while Rakaia is purely server-side and works with
unmodified TCP clients. Moreover, because NetChannel still
binds packet delivery to the virtual socket chosen at connec-
tion setup, it cannot provide Rakaia-style work-conserving
scheduling across sockets.

8 Conclusion

We presented Rakaia, a new in-kernel architecture for
message-oriented scheduling atop the unmodified TCP/IP
stack, eliminating both inter- and intra-connection head-of-
line blocking. Rakaia provides a connection-oblivious API
with a logically centralized message queue for applications
and uses in-kernel transmit delegation to reduce contention
across shared TCP connections. Rakaia is compatible with
existing RPC protocols and supports transport-layer security

out of the box. By combining connection-oblivious message
scheduling with in-kernel transmit delegation, Rakaia outper-
forms KCM by 5× and improves gRPC-Go and gRPC-C++
throughput by up to 1.56× and 2.69×, respectively. Rakaia
advances beyond Linux’s current in-kernel solution, KCM,
and is a practical replacement.
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