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Abstract

Dynamic binary instrumentation (DBI) enables monitoring
and modification of executing programs and forms the founda-
tion for a range of program analysis and security testing. On
108, however, no DBI is available for non-jailbroken devices.
Existing approaches on other platforms (e.g., Android) rely
on JIT compilation, which is prohibited by the iOS sandbox.
The limited CPU and memory resources of mobile devices
further constrain the practical deployment of DBI.

We propose iLand, a novel instruction-level DBI frame-
work for 10S. Instead of JIT compilation, it translates instruc-
tions into predefined micro-operations and interprets using
precompiled atomic execution units. To reduce CPU and mem-
ory overhead, it employs application-only emulation: only the
app’s code is interpreted, while system libraries run natively.
We implement iLand as a standard sandboxed iOS app capa-
ble of emulating other apps. It preserves the emulated apps’
original functionality and user experience such as dynamic
Ul rendering, real-time interaction, live video streaming.

Based on this DBI framework, we further implemented an
instruction-level dynamic tracing tool and used it to study
policy-violation behaviors on 60 top-ranked App Store apps.
We found that 13 (21%) apps are still invoking private APIs, of
which 2 invoke APIs explicitly prohibited by Apple. Our anal-
ysis further revealed the new and stealthy methods employed
by apps to evade Apple’s App Review. In particular, in 15
(25%) of the apps, we observed a new way to collect sensitive
information by direct invocation of the SVC instruction.

1 Introduction

Dynamic binary analysis is widely used in software testing
and security research [10,25,31,50,52,59]. On iOS, one of
the most popular mobile operating systems, such techniques
are particularly valuable because App Store apps are mostly
closed-source. However, Apple’s sandbox—including manda-
tory code signing and runtime hardening—imposes signifi-

*Xiaolong Bai is the corresponding author.

cant limitations: the dynamic code generation and loading of
unsigned binaries are not allowed.

As a consequence, dynamic analysis on iOS is primar-
ily based on two approaches: code injection on jailbroken
devices [15,45] and app repackaging on non-jailbroken de-
vices [6,51]. Code injection in jailbroken conditions exploits
kernel-level vulnerabilities to bypass the sandbox. However,
publicly available jailbreaks support only up to iOS 16, in-
compatible with the recent iOS versions. App repackaging
involves unpacking the app bundle, injecting custom libraries,
modifying the main binary’s load commands, and then resign-
ing and repackaging the app. The limitation is that it typically
instruments apps at the API-level rather than instruction-level.
Both methods either rely on a jailbroken environment or com-
promise the integrity of the app binary, where apps may detect
and behave differently from their original functionalities.

The requirements to adhere to the system sandbox while
maintaining transparency lead us to explore DBI techniques.
DBI techniques enable the insertion of probes and user-
supplied analysis routines into running programs. Conven-
tional DBI frameworks, such as Valgrind [46] and Dyninst [8],
have demonstrated utility and effectiveness across numerous
application domains [1,5,18,19,21,24,28,35,37,44,49,54,56].
However, they are not applicable to iOS currently due to two
major challenges. First, the sandbox forbids dynamic code
generation: DBI cannot allocate RWX (readable, writable
and executable) memory pages. Second, the limited CPU and
memory resources of mobile devices constrain practical de-
ployment. For instance, iPhone 15 and iOS 17 were both
released in 2023, where system libraries consume 3.3 GB
memory and device has only 6 GB RAM. All system libraries
are collected into Dyld Shared Cache (DSC), mapped and
shared by all app processes. This means a DBI framework has
to allocate a large region for guest app’s DSC while retaining
its own DSC mapping, which can quickly exhaust memory
and trigger Jetsam [3] (i0S’s out-of-memory killer).

In this paper, we present iLand, a dynamic binary instru-
mentation framework for iOS that monitors and alters the
execution of guest apps at the instruction-level. To avoid
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JIT-compiled code, iLand adopts a translation and interpreta-
tion approach: it translates instructions into predefined micro-
operations with equivalent semantics, and interprets these
using precompiled atomic execution units. To fit the memory
constraints, iLand employs application-only emulation: it in-
terprets only the app’s own code while allowing library code
to run natively, avoiding the need to interpret the large DSC
while making use of native libraries for CPU-intensive tasks
such as video codecs and cryptographic operations.

Application-only emulation introduces a challenge absent
from conventional DBI: native library code may return to or
call back into interpreted app code (N—I transitions), yet the
library code is immutable and the iOS sandbox prohibits gen-
erating executable code at runtime, making it fundamentally
difficult to recapture control. To address this, we introduce a
stateless control-flow manager that constructs trampolines via
shared memory pages and pc-relative instructions, redi-
recting N—1 transitions back to the interpreter without per-
call state or RWX memory. Building on this, we employ a
layered approach combining static analysis, runtime intercep-
tion, and signal-based fallback to capture all N—1 transitions.

We implement iLand as a standard sandboxed app, able to
emulate guest apps. To evaluate performance, our tests on the
SPEC CPU 2017 benchmark reveal that while iLand incurs
higher overhead compared to JIT-based DBI, it achieves a 10x
speedup over the gemu-tci interpreter. To evaluate real-world
compatibility, we run 64 top-ranked apps from the US App
Store under iLand and manually test their main functional-
ity (e.g., login, browsing, search, video). Of these, 49 (77%)
worked correctly, 11 showed partial functionality loss (e.g.,
app detected anomalies of environment and refused login);
and 4 terminated abnormally (e.g., app’s watchdog timeouts
triggered termination). Overall, 60 apps reached a usable state
with working Ul interactions.

Built on iLand, we implement an instruction-level dynamic
tracing tool that records control-flow transfers of interest, in-
cluding indirect calls and SVC invocations for 60 top-ranked
apps in the compatibility test. We found that 13 (21%) apps
are still invoking private APIs, which are not allowed accord-
ing to App Store Guidelines. Like prior works [15, 17], we
treat undocumented APIs as private, yet Apple neither pub-
lishes an authoritative list of private APIs nor specifies exactly
which calls trigger rejection. To validate our finding, we devel-
oped a test app invoking such APIs and upload it to TestFlight,
Apple’s pre-release distribution platform. We found 2 invo-
cation are explicitly prohibit by TestFlight automated review.
Our analysis further revealed the new and stealthy methods
employed by current apps to evade Apple’s App Review, in-
cluding runtime symbol resolution, direct SVC invocations,
dlopen of generated binaries and constructing return-oriented
programming (ROP) chains. Notably, 15 (25%) apps we ob-
served employ a new way of collecting sensitive information
via direct SVC invocation. These findings demonstrate that
iLand enables effective dynamic analysis of iOS apps.

In summary, this paper makes the following contributions:

* We present iLand, an instruction-level DBI framework
for 108, and propose application-only emulation.

* We propose a stateless control-flow manager to handle
frequent boundary crossings.

* We implement iLand as a standard sandboxed iOS app,
apply it to 64 top-ranked iOS apps and manually test
main functionality. 60 of them reached a usable state.

* We build tracing tool on top of iLand and study the 60
apps. We found 13 (21%) apps invoked private APIs, 15
(25%) apps employed SVC invocation to collect system
information, and we revealed four new stealthy methods
that current apps used to evade Apple’s App Review.

2 Background and Motivation

In this section, we first introduce the iOS sandbox and jail-
breaking. We then present the fundamentals of DBI and the
challenges in porting it to iOS. Finally, we provide real-world
motivating examples discovered by iLand that highlight the
importance of dynamic analysis in i0S security research.

2.1 iOS Sandbox and Jailbreak

The i0S sandbox, including code signing and runtime hard-
ening, restricts apps’ access to system resources and user
data, thus strengthening platform security. Code signing is
mandatory on iOS: the app’s main Mach-O binary is signed
with a developer certificate, establishing identity. The sig-
nature is verified at runtime by Apple Mobile File Integrity
(AMFI for short) [41], a built-in kernel extension. To ensure
code integrity, AMFI detects unauthorized code execution (un-
signed, modified or injected code), and enforces termination
(SIGKILL). Entitlements, embedded in the code signature,
declare capabilities; a provisioning profile issued by Apple
authorizes a specific set of entitlements for a signed app. How-
ever, certain entitlements that grant access outside the app
sandbox are restricted to Apple-signed system apps.
Runtime hardening protects runtime integrity by blocking
JIT execution and unsigned-library loading. Specifically, apps
need the com.apple.security.cs.allow-jit entitlement to use
RWX (readable, writable, and executable) memory and com.
apple.security.cs.disable-library-validation to load unsigned
libraries. Both entitlements are private to Apple, so third-party
apps cannot declare them or generate code at runtime.
While sandbox strengthens iOS security, it constrains dy-
namic analysis of App Store apps. To conduct runtime analy-
sis, prior works [30, 38,53, 58] resort to jailbreak technique,
which exploits vulnerabilities in older iOS releases to gain
arbitrary kernel execution, modify kernel memory, and bypass
sandbox restrictions. We argue that jailbreak-based analysis
is unsustainable: i) jailbreaks are version-specific and rarely
track the latest releases; ii) operating in a sandbox-bypassed
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Table 1: Popular publicly available jailbreak tools.

iOS Version Public Jailbreak Tools
14.8 uncOver [47]
154.1 fugul5 [32]
16.6.1 dopamine [23]
16.7.12 paleraln [11]

17.0

18.0 no available tool
26.0

environment affects app behavior—apps may detect jailbreak-
ing and behave differently—undermining result validity; and
iii) Apple’s rapid patching and hardening have made public
jailbreaks increasingly scarce.

Table | summarizes publicly available jailbreak tools: cur-
rent advanced jailbreaks target up to iOS 16 (released in 2022),
with no working jailbreak for iOS 17 or later. We therefore ad-
vocate a jailbreak-independent dynamic analysis framework.

2.2 Porting DBI to iOS

DBI inserts extra code into programs to monitor and alter
their runtime state. Pin [43], DynamoRIO [9], Valgrind [46]
and Dyninst [8] are widely used DBI frameworks, providing
instruction-level instrumentation across architectures and op-
erating systems. Although Dyninst supports Arm64 and Val-
grind supports macOS, none currently support non-jailbroken
i0S. Figure | shows a typical DBI architecture: the JIT
Compiler decodes app binaries and compiles basic blocks at
runtime, rewriting control-flow transfers so the DBI can medi-
ate every change. Translated blocks are placed in Code Cache
for execution. On control-flow events (e.g., function calls) or
analysis-relevant conditions, the Context Switcher decides
whether to compile or dispatch the next block, invoke analysis
routines, or hand control to the OS. This design fundamen-
tally relies on RWX memory for the Code Cache, which iOS
prohibits, making conventional DBI hard to port.

‘ Application Binaries || Instrument Code
[ DBI
| JIT Compiler  ja—
Y
““““““““ 1 Context
} Code Cache ! ontex
| ! | Switcher
| (rwx memory)
: prohibited on iOS :
- -

‘ Operating System |

Figure 1: The typical DBI architecture. Code Cache, a key
component, requires RWX memory that is prohibited on iOS.

CPU emulation executes programs by decoding and inter-
preting instructions to faithfully reproduce state transitions.
The interpreter-based approaches avoid RWX memory while
enabling instruction-level instrumentation. Popular frame-

Table 2: The RAM size and Dyld Shared Cache (DSC) foot-
print in recent iPhone and iOS version.

. . DSC

iPhone iOS Released RAM Whole Code
13 15 2021 4GB 23GB 1.7GB
14 16 2022 6GB 27GB 20GB
15 17 2023 6GB 33GB 24GB
16 18 2024 8GB 39GB 2.8GB
17 26 2025 8GB 46GB 34GB

works include QEMU [7] (interpreter mode) and Bochs [40],
but they currently do not support iOS.

However, a full-system interpreter is impractical on i0S
due to the limited available memory. Table 2 summarizes
usable physical memory and DSC footprint on recent iOS
devices. 10S aggregates all system libraries into a single DSC,
which is mapped and shared by every app process. On a 6 GB
device, the DSC exceeds 3 GB; interpreting both the DSC and
app binaries would quickly exhaust memory.

The practical solution is application-only emulation: inter-
pret only the app’s own code while letting system libraries
execute natively. This avoids the memory problem and pre-
serves native performance for CPU-intensive library routines.
However, application-only emulation introduces a new chal-
lenge that does not arise in conventional DBI:

Bidirectional control-flow transitions without RWX
memory. In conventional JIT-based DBI, the framework con-
trols all code execution, so transitions between app and library
code are handled implicitly. In application-only emulation,
execution alternates between interpreted app code and native
library code. Native-to-interpreter (N—1I) transitions—where
native libraries return to or call back into app code—are fun-
damentally difficult: native library code is immutable, and the
108 sandbox prohibits generating executable code at runtime.
Moreover, N—1 transitions arise through diverse mechanisms
with distinct calling conventions. Correctly and efficiently re-
capturing control across all these paths is the central technical
challenge that iLand addresses.

Accurate and efficient interpretation. The Arm64 in-
struction set is extensive, with over 60 general mnemonics
and more than 380 SIMD mnemonics for float and vector com-
putations, resulting in a large engineering effort. In addition,
interpretation overhead directly affects usability; excessive
latency triggers Ul timeouts and renders apps unusable.

2.3 Motivating Examples of App vetting

Under Apple’s App Store Guidelines, apps that use private
APIs are not approved for App Store distribution. In our moti-
vating examples, we focus on reject APIs—a subset of private
APIs that are reliably flagged by Apple’s TestFlight automated
review. Such API usage is expected to be rejected during for-
mal App Store review. To ensure typicality, the following
cases, identified by iLand, are drawn from four top-ranked
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free apps among the 60 evaluated, show the stealthy meth-
ods to evade App Review and demonstrate iLand’s runtime
capabilities to reliably detect potentially risky behaviors:

Indirect call. SecTaskCopyValueForEntitlement is a
reject API on iOS. iLand observed that the App, (top 40)
constructs the symbol name at runtime by concatenating S
ecTaskCopyVa and lueForEntitlement into a temporary
NSString, resolves it via dlsym, and then invokes it. This
deliberate indirection may reduce the recall of static detectors.

System call. _dyld_get_shared_cache_range is a re-
ject API; equivalent functionality can be available via the
SYS_shared_region_check_np syscall. iLand observed
that Appy, (top 50) reaches hand-written inline assembly at
runtime, issuing SVC instruction to invoke this syscall. Such
syscall-based invocation patterns are worth vetting, as they
may complicate detection of private-API usage.

Indirect jumps via ROP chains. Prior work [55] had
shown that return-oriented programming (ROP) can be used
to evade App Review by directly manipulating registers to
reorder control flow absent from the original binary. iLand
found that App,. (top 10) searched the DSC fora SVC RET gad-
get—for example, within mach_msg_t rap, a three-instruction
syscall wrapper whose second and third instructions is the
desired gadget—and then crafts the stack and the link register
to synthesize call sites.

Loading of generated binaries. On iOS, d1open of a valid
signed binary is permitted, but generating and loading code at
runtime (e.g., a downloaded binary) is considered improper by
Apple. iLand found that App, (top 60) issues SVC to invoke
SYS_open and SYS_write, generates a binary to disk, and
calls dlopen. Our manual analysis indicates the generated
binary lacks a valid code signature; d1open would succeed
only on sandbox-bypassed devices. We hypothesize this pat-
tern is used to detect jailbreaks. Although the intent may not
be evil, such behavior may pose risks to users.

3 Overview

We design iLand, an instruction-level dynamic binary instru-
mentation framework for iOS. Figure 2 depicts the architec-
ture of iLand, which comprises four components:

* The translator converts Arm64 instructions into the
intermediate representation (IR), and inserts analysis
code via custom plugins.

* The loader loads guest app binaries and the generated
IR at appropriate memory locations and protections.

* The interpreter interprets the generated IR based on
pre-compiled execution units located on the RX memory
and monitors guest app control-flow transfers.

¢ The Virtual Environment Manager handles interac-
tions between the guest app and the system, preserving
transparency for the guest app.

iLand fundamentally diverges from JIT-based DBI in two

respects. First, it replaces JIT compilation with a translation-

Guest App Binaries

—H Loader

1
R RX | !
IR pre-compiled \ Original Library 1
execution units 1 Code Code :
i T
1

L Interpreter
1

1

_| Virtual Environment Manager N }
.
—& v

| System Environment & Resources |

-

Figure 2: Architecture of iLand.

and-interpretation pipeline: the translator converts app code
into an IR of predefined micro-operations, and the interpreter
executes these using precompiled execution units residing in
RX memory. The original code and IR reside in read-only
memory, complying with the iOS sandbox. Translation is
performed ahead-of-time (AOT) so that pre-translated code is
prepared for repeated use.

Second, and more significantly, iLand adopts application-
only emulation, which introduces a control-flow management
problem absent from conventional DBI (§ 6.3). Since library
code runs natively, the framework must recapture control on
every N—I transition. iLand introduces a stateless control-
Sflow manager (§ 6.2) that constructs trampolines via shared
memory pages, requiring no RWX memory and no per-call
state. Building on this, a layered strategy captures diverse
N—I paths—including C++ virtual methods, Objective-C
(ObjC in short) dynamic dispatch, Swift witness tables, ObjC
blocks, and stack unwinding.

4 Translator

The translator converts native instructions into an IR. We first
describe the IR design and the set of reserved registers, and
then summarize the translation process.

41 IR

Each IR in iLand IR comprises a 16-bit opcode and optional
operands. The opcode indexes a predefined micro-operation
that implements semantics equivalent to the corresponding
native instruction. These operations, called u-op, are precom-
piled execution units in the interpreter’s code segment. A
native instruction is typically decomposed into three y-ops
using dedicated preserved registers:
1. uMOVy,.: Transfers source registers to the fixed pre-
served source register Xc.
2. pOP: Performs the original instruction operation and
stores the result in the fixed preserved destination register
Xydst» €., MADD and uLDR.
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Predefined
Arm64 — _micro-operations

Instuction - i opc
H-op List P : 0x00 mov x15, x0
- —————
mov x15, x1 01 _===» 01 mov x15, x1
mov x0, x1 1 |
mov x0, x15 20 1~ r————
- \
\ 1
\ ===
\FI 0x20 mov x0, x15
—————
I
I

(a) Register transfer translation

Predefined
Armé4 p-op List opc . _ _micro-operations
Instuction -— [
mov x13, x1 41 -—-=
r\\\ I ox20 mov x0, x15
mov x14, x2 62 —_—
add x0, x1, x2 ——r\\ N
add x15, x13, x14 fo r\\ \ \\Iﬁ
mov x0, x15 20 : v\ M 0x41 mov x13, x1
- |
V!
\
Ve
\ | 0x62 mov x14, x2
\ -
L
-
B 0xf0 | addx15,x13, x14

(b) Register-register addition translation
Predefined

micro-operations
Arm6.4 u-op List opc opn -———— P
Instuction - L
mov i3 i bl Ir—1 I ox20 mov x0, x15
ldrhwi4, [x12,2 jal | ff ~  F=—=
add x0, x1, Oxff — =N
add x15,x13,x14_j 0 < : [
I 1
mov x0, x15 20 | \‘ L 0x41 mov x13, x1
-\t
R
'| \ll Oxat drh w14, [x12], 2
v F
vl
\
B xf0 add x15, x13, x14

(c) Register-immediate addition translation
Figure 3: Translation case studies. Registers x12-x15 are
preserved by iLand. Guest accesses to these registers trigger
safe translation to alternative operations.

3. uMOVyy (conditional): Transfers results from X4 to

destination registers if required.

This design ensures semantic preservation while maintain-
ing u-op complexity at O(n) + O(m), where n is the instruc-
tion mnemonic count and m is the register quantity. By sep-
arating register transfer logic from operations, we avoid the
combinatorial explosion of O(n - m*) (where x represents the
maximum register operands per instruction), achieving a prac-
tical trade-off between performance and space efficiency. For
instructions with immediate operand, we embed the imme-
diate values in IR operand field, and replace the uM OV,
with uLDR,, .4, which loads the operand value into X, ;.. We
take MOV and ADD instructions as examples to demonstrate the
relationship between the Arm64 instruction and u-op.

MOV instruction. Figure 3a demonstrates the translation
of the register transfer instruction, i.e., MOV. iLand decom-
poses general register moves into two p-ops: first moving the
source register to preserved register x15, then transferring
from x15 to the destination register. This approach reduces
1,024 potential Arm64 move instructions to 64 reusable units.

ADD instruction. Figures 3b and 3c illustrate translations

of arithmetic ADD instruction. As per Arm64 specifications,
register-register and register-immediate additions is distinct
handling. The second case employs register transfer plus a uni-
fied yADD (add x15, x13, x14),and the third case demon-
strates immediate loading through operand field encoding
(0xff). iLand uses variable-length operand encoding to avoid
additional w-op. This strategy enables multiple instruction
variants to share common p-ops, minimizing code footprint
while maintaining full architectural coverage.

With this design, iLand’s p-ops form a carefully curated
set of Arm64 instruction units (implemented by 6,709 exe-
cution units <128KB), capable of representing all possible
combinations of instruction mnemonics and operands.

4.2 Preserved Registers

We adopt a selective register preservation strategy in y-ops.
Only designated subset of registers (x10-x15) is preserved
for emulation, while guest apps directly access the remaining
registers. Any guest access to preserved registers is transpar-
ently redirected to per-thread register shadows in thread-local
storage (TLS). This design reduces the conventional register-
switching overhead, as context preservation requires saving
or restoring only the designated registers, thus efficiently sup-
porting frequent switching during application-only emulation.

The preservation strategy optimizes for performance con-
siderations: i) shadow memory access latency grows with
the number of reserved registers, ii) register pressure mini-
mization requires avoiding frequently-used registers in i0S
runtime. Through empirical analysis of Arm64 register usage
patterns in Mach-O binaries compiled with Apple’s toolchain,
we observe:

* x0-x7: primary function parameter passing and return

* x8: large structure returns (AAPCS64 compliance)

* x16: syscall number carrier and long-jump usage in

___stub sections

* x17: objc_msgSend dispatch register

* x20: swift method context pointer (self pointer)

* x20-x28: caller-saved registers

* x29-x31: frame pointer (FP), link register (LR), and stack

pointer (SP)

This observations motivates our selection of x10-x15 as
preserved registers, achieving dual objectives: i) Minimizing
conflicts with iOS runtime conventions through unused regis-
ter selection, ii) Enabling efficient SIMD operations (e.g.,
LD1 x10-x13, [x15]) through contiguous register usage
The chosen registers demonstrate negligible utilization in
sampled iOS applications while maintaining compatibility
with ARMv8.4 vector instruction requirements.

4.3 Translation Process

During translation, guest code segments are mapped as read-
only. Our static translation engine directly processes instruc-
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tions as raw 4-byte quantities:

1. Linearly fetch instructions, leveraging Arm64’s fixed-
width instruction encoding

2. Parse the instruction type and operands

3. Select corresponding uM OV, (or uLDR,pnq), tOP, and
uM OV, accordingly

4. Encode the IR using the py-ops’s indexes in interpreter
and optional operands

5. Flow-insensitive optimization preserving original in-
struction ordering

The translation output is a position-independent data file
(ir file) containing generated IRs with embedded metadata
for runtime interpretation. The loader maps the ir file into
read-only memory at runtime. It contains 2 major sections as:

Sectiongr: This section contains the translated IRs. The
IRs are linearly arranged as their represented instructions in
the original executable file’s code segment.

Tablerr_oftset: During runtime, the interpreter needs to map
original instruction addresses to their corresponding IR in-
stances. Because IR length varies (depending on operand pres-
ence), IR positions within Sectionir cannot be deterministi-
cally computed. iLand therefore builds Tableir_offset, an array
that records the byte offset of each IR instance. Each 4-byte
entry (matching fixed instruction width) corresponds to one
native instruction in the original code segment. The benefits
of Tablerr_offser include: i) Maintain O(1) lookup complexity
through direct offset calculation; ii) Preserve architecture-spe-
cific alignment; iii) Enable position-independent IR storage
through base-plus-offset addressing.

5 Loader

The loader is the first component to run in the runtime environ-
ment, establishing memory layout at guest emulation startup.
It performs two major functions: i) loading standard Mach-O
files and the generated ir files, ii) implementing initialization
routines to support ObjC runtime and exception handling.
Mach-O and IR files loading. The loader builds on the
open-source dyld [2] from Apple, which loads Mach-O bina-
ries with valid code signatures and identities. While inheriting
dyld’s core functionality, it introduces three enhancements:
 Specified address memory allocation. The loader im-
plements a dlopen to load targets at specific addresses,
enabling deterministic memory management.
* Non-executable code segment support. The loader main-
tains strict read-only permissions for the loaded code.
¢ Interpreted initialization execution. To complement ini-
tialization, the loader forwards the initialization rou-
tines (Load methods of ObjC, _init_offsets of C and
__mod_init_func of C++) from Non-Executable seg-
ments to the interpreter in the standard order.
In addition to these three enhancements, to preserve seman-
tics under address space layout randomization (ASLR) while

loading ir files, the loader performs IR operand patching by
iterating through IRs that are sensitive to base addresses.

Initialization routines implementation. The ObjC run-
time feature and exception handling both rely on the default
dyld’s initialization capabilities, including: i) ObjC metadata
synchronization, where dyld parses ObjC metadata and in-
tegrates them into the 1ibob jc data structures; and ii) dyld
function pointer fixups, where dyld resolves pointers in li-
braries that point to dyld implementations for initialization.

To address ObjC metadata synchronization, the loader
parses the DSC’s local symbol table to locate the private
function notifyObjCMapped in 1ibobjc. By invoking this
function, the loader registers ObjC metadata within loader-
managed Mach-O files.

Because the DSC is initialized before any iLand code
runs, the loader needs to locate function pointers initialized
by dyld and redirect them to the loader’s own implemen-
tations. For instance, the loader redirects private function
_dyld_find_unwind_sections in libunwind to its own
implementation, which retrieves unwind table information
from correct loader-managed Mach-O files, thereby correctly
processing exception of guest and directing control flow to
appropriate guest’s catch blocks.

6 Interpreter

The interpreter executes the initialization routines produced
by the loader and then proceeds to main in guest’s main
Mach-O binary. Throughout this process, the interpreter man-
ages all control flow transfers.

Interpreter

opc

fetch

_ \

i
1 0041 ~B>| Idrh x11, [x12], 2
i

Pre-compiled
Execution Units

1 0062 : add x11,

77 br x11

,x111sl 3

41 mov x13, x1 b \fetch [~

Ts

=

| S

Y
-T 1'.__I

Figure 4: u-op Interpretation Workflow. Blue markers denote
instruction-fetch boundaries, red indicates base address map-
ping for first-instruction anchoring.

6.1 Interpretation Engine

As mentioned in § 4.1, each opcode indexes a precompiled
execution unit, i.e., implementation of u-op. For efficiency,
we set opcode as the offset of the corresponding unit in in-
terpreter’s precompiled execution section. The interpreter’s
core engine employs a straightforward u-op dispatch-loop: it
iteratively fetches the opcode and jumps to the unit indexed
by the opcode. In this loop, it uses a preserved register (X12)
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pointing to the IR (within the mapped ir file). To form a tight
interpreting loop, each execution unit performs three func-
tions: i) performing the semantics specific to p-op definition,
ii) advancing the X12 pointer to the next IR if operands are
present, and iii) jumping back to the dispatch-loop header.

With this design, the dispatch-loop header requires only
three instructions (Figure 4):

* Load opcode pointed at X12

* Add opcode with the base of the execution units

* Branch to the unit
The entire dispatch-loop, including the dispatching header
and all the execution units, is implemented in hand-written
assembly with precise constraints on preserved registers.

6.2 Stateless Control Flow Management

During emulation, target programs inevitably require access
to program counter (PC) values through ADR instructions or
branch instructions (e.g., B or BR). For direct branches, we
resolve the branch target using Tabler_offser and encode the
target IR locations into IR operands. Indirect branches are
handled by extracting target register values, followed by IR
address lookup via Tablerr_offser- In short, direct branch tar-
gets are resolved at translation time, whereas indirect branch
targets are resolved at runtime.

Although iLand manages all control-flow transfers between
IR blocks, certain execution mode transitions remain outside
its direct control. Transfers occur between interpreting mode
(I-state) and native executing mode (N-state). A primary [-N
transition occurs when the guest invokes system library func-
tions under application-only emulation. Correspondingly, the
reverse N—1 transition occurs when native functions return or
invoke callbacks passed as function pointer parameters (e.g.,
pthread_create () parameter of start_routine). [=N
transitions are handled by restoring the preserved registers
only; no additional invocation state must be saved.

N —I transitions are more complex because RWX memory
is forbidden. To enable stateless transitions, we implement a
trampoline mechanism. Every guest instructions is associated
with a trampoline in Section; ;. For a given guest code address
(Addry) and its trampoline (Trampy), transitioning from N
to Addry in the guest program is semantically equivalent to
transitioning from N to Trampy in iLand’s interpreter.

Section;; achieves dynamic adaptation via shared pages,
which combines immutable code and writable data while
exploiting pc-relative instructions. Each trampoline page
set consists of three code pages and one data page (Figure 5).
Within the TPL Code Page, each Trampx consists of two
instructions:

e stp x15, 1lr, [sp, #-0x10]

* bl L_stub_page
Trampx preserves two registers at the stack’s top, then
branches to TPL Stub Page.Codein TPL Stub Page recon-
structs Addryx from LR together with data in the TPL Data

Section Interpreter Code

p
Guetst . TPL Code Page 1
Code Pages Associate Share
TPL Code Page 2
Code Page 1 <= - D=
TPL Stub Page

Code Page 2 R

Interpreter Data

TPL Data Page
\

Figure 5: Trampoline memory layout. Memory pages with
identical color are shared with same pages.

Page. It then branches to unified entry point to start inter-
preter’s loop at Addry. Notably, this process requires no addi-
tional state and does not overwrite any registers.

Each trampoline in Section;,; has a fixed length, enabling
efficient address conversion between Addrx and Trampy via
bitwise operations rather than expensive table lookups.

We take the system function pthread_create as an exam-
ple to demonstrate how trampolines are used in the N—I
transition. Before native call to pthread_create, the in-
terpreter identifies the native return address (Addry) and
the start_routine parameter (Addrscare routine). It then
replaces Addrye; and Addrsiart_routine With their trampoline ad-
dresses, i.e., Trampye; and Trampgart_routine- 1he substitution
ensures N—I transition as:

* Tramp,e lets the caller thread resumes IR interpretation

at IR_of fsetye after pthread_create returns

* Trampsiart_routine 1€ts the created thread begins IR execu-

tion at IR_Of f Setsta.rt_routine

The trampoline mechanism both preserves register state
and ensures faithful entry into the interpreter’s loop, exhibit-
ing stateless characteristics and complying with diverse call-
ing conventions. Notably, pages in Section;,; are shared and
reused, thus i) they consume little additional physical mem-
ory despite Section,p;’s large virtual size; and ii) they comply
with the i10S sandbox because the code is always immutable.

6.3 Application-Only Emulation

Due to limited resource on mobile device, iLand focuses on
emulating the app’s own code, and allows system library func-
tions to execute natively. This strategy requires iLand to re-
gain control on N—I. Besides the return address and function-
pointer parameters, other N—1 scenarios that application-only
emulation must handle include:

¢ C++ virtual methods of the guest app’s C++ object lead
to N—I transitions, e.g., objects’ virtual destructors are
invoked in delete.

* ObjC message, the dynamic dispatch to invoke ObjC
methods defined in the guest app, leads to N—I transi-
tions. In addition, ObjC runtime operations, including
class creation and method swizzling, may also cause
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N—T transitions.

¢ ObjC block, similar to function pointers, is the callback
mechanism defined in ObjC. When calling system func-
tions, apps pass Block parameters to receive callbacks.

» Swift function pointers, generated during compilation
for reflection, e.g., witness table of Swift type, can be-
have like the C++ virtual methods invocation.

¢ Stack unwinding, used to implement exception han-
dling (e.g. try-catch), transfers control to catch code
block defined in the app, leading to N —I transition.

iLand utilizes a layered approach to ensure that N—I tran-
sitions are successfully captured and replaced by trampoline.

Initialization optimization driven by static analysis. As
mentioned in Section 5, iLand employs a loader resolving
dependencies and symbols. This specialized loader enables
early-stage analysis before the guest app starts, including
three optimizations for N—I transitions:

e Address fixups, where code pointers within data seg-
ments are identified via ASLR relocation information.
Unidentified pointers fall through to the signal-based
fallback, affecting only performance, not correctness.

* Symbol resolution, where specialized handling is imple-
mented for extern decorated global function pointers
in system libraries.

* ObjC pre-initialization, where all ObjC method function
pointers are replaced with trampoline wrappers prior to
class registration.

Runtime interception. iLand intercepts invocations on
external C/C++/ObjC/Swift functions. As with our handling
of pthead_create, during interception iLand replaces re-
turn addresses, function pointer parameters and ObjC block
arguments with their corresponding trampolines. Addition-
ally, return address modification requires special handling for
stack unwinding. iLand addresses this by instrumenting pri-
vate function pointers in 1ibunwind to recognize trampoline
points, enabling correct backtraces.

Signal handling with replicated memory layout. iLand
preserves the guest app original memory layout, including
binary code segments. If iLand fails to capture an N—I tran-
sition with a trampoline, control transfers into the original
read-only code region, causing a SIGSEGV or SIGBUS gen-
erated by the kernel. iLand uses POSIX signal handling to
intercept these exceptions and regain control.

However, this method incurs significant performance over-
head, resulting in operations up to a thousand times slower
than native execution. Consequently, this approach is used
only as a fallback when previous mechanisms fail.

Lazy optimization during signal handling. iLand im-
plements a lazy optimization strategy in its general signal
handling. On each signal, iLand performs analysis:

* Resolve C++ vtable pointers using the object this

pointer (the X0 register) and vtable structure metadata

¢ Identify ObjC hybrid callback patterns by leveraging the
ObjC object layout conventions

This approach incurs a one-time overhead per signal occur-
rence while maintaining optimal performance for subsequent
invocations, and is applied primarily to C++ virtual method
and ObjC block callback scenarios.

Interpreting libraries. In edge cases where libraries fre-
quently transfer back to the guest app and iLand may fail to
capture the transition, iLand continues to interpret the libraries
to reduce the enormous overhead caused by frequent signal
handling. A prominent example is libswiftcore, the Swift
runtime library. Swift objects carry variable-length metadata
structures containing multiple compressed function pointers
(e.g., witness tables), whose diversity makes it impractical to
statically enumerate all callback targets.

7 Virtual Environment Manager

The manager serves as the primary interface between the
iLand and i0S, handling interactions between the guest app
and the system. Utilizing the control-flow monitor capabili-
ties provided by the interpreter, the manager intercepts and
forwards library calls and syscalls, ensuring correct access to
app and system resources while remaining transparent to the
guest app. Specifically, the manager virtualizes a sandboxed
filesystem and provides an in-process isolated memory.

File system virtualization. The manager implements a
sandboxed file system that is visible only to the guest app
and supports standard file operations. Each app’s sandbox
comprises a data container for app data storage and a bundle
container for the app’s code and resources. The guest app can
reuse iLand’s data container since iLand does not store data in
the container. As for the bundle container, iLand redirects the
bundle path of the app to a clean folder. Specifically, iLand
places the guest app’s bundle in a private app group path and
hijacks the bundle path by intercepting all file-related library
calls and system calls.

In-process isolated memory. Leveraging the loader’s ca-
pability, iLand loads the guest app into a designated memory
region. The manager takes over the app’s memory access,
making this memory appear as the app’s isolated memory.
Specifically, iOS apps can access memory via three mecha-
nisms: i) library APIs (e.g., mach_vm_read); ii) SVC invoca-
tions (e.g., Mach syscall); and iii) memory access instructions
(e.g., LDR). The manager enforces memory isolation for cases
(1) and (ii) by intercepting memory-access library calls and
syscalls. Because iLand’s own memory is coalesced into a
continuous region that lies at a lower virtual address than
the guest-viewed region, with a randomized gap, guest apps
generally do not probe unavailable address via raw load/store
instructions (doing so typically triggers SIGSEGV termination).
Accordingly, it is safe to omit case (iii). Although we have
extended execution units of memory-access instructions, this
feature is disabled by default for performance reasons.
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8 Implementation

We implement iLand with more than 300 KLOC of C++/ObjC
code, including 6,709 hand-written assembly execution units
(each typically 1-3 assembly instructions), cross-compiled
into an iOS dynamic framework.

Empirical optimization. Considering iLand’s sensitivity
to performance, we made deliberate trade-offs in the translator
and interpreter implementation. By moderately increasing
the IR count, IR operand length, and memory footprint, we
achieved relative performance improvements:

* Immediate value optimization. For instructions with im-
mediate operands (e.g., 0-128), we introduced special-
ized p-ops that directly assign values to registers instead
of fetching them from IR operand. This increases IR
count but eliminates one memory read operation.

* High-Frequency register operation acceleration. To re-
duce register spilling overhead, we add dedicated u-
ops that operate directly on the accessed registers. A
notable example is for stack pushing instruction STP
X29,%30, [SP, #-0x10]! frequently seen at function
prologues. Adding a specialized y-op avoids two reg-
ister move cycles by directly handling X29 and x30.

* Trampoline precomputation. Discussed in § 6.2, iLand
replaces return addresses with trampolines during sys-
tem library invocation. By extending BL/BLR instruc-
tion operands to encode precomputed trampolines into
operands, we optimize the N—1I transition. This reduces
a multi-memory-access computation into a single mem-
ory read, increasing memory usage but reducing latency.

Prototype iOS app. Based on iLand, we implement a
standard sandboxed iOS app. Although apps’ main binaries
are uniformly encrypted after distributed on App Store, re-
searchers can get decrypted versions by tools (e.g., trollde
crypt [57]) or public Internet (e.g., decrypt .day [14]). Our
prototype processes decrypted packages:

Translator (§ 4) first performs ahead-of-time (AOT) transla-
tion on all binaries (including the main binary and embedded
frameworks) int the IPA package. This batch translation gen-
erates ir files which are stored in the private app group path of
our prototype app, together with the unpacked IPA contents.
After translation, the stored artifacts are used in further inter-
pretation. At startup, the loader (§ 5) coordinates the dynamic
loading of ir files and the corresponding native binaries. The
interpreter (§ 6) executes the p-ops and manage control-flow
transfers. The virtual environment manager (§ 7) transparently
redirects sandbox resource access.

9 Evaluation

In this section, we perform a systematic assessment of iLand,
focusing on four key dimensions: efficiency, capability, com-
patibility, and usability.

Table 3: Experimental setup. QEMU-jit represents the stan-
dard user-space emulator, while QEMU-tci denotes a built
with the TCI (tiny code interpreter) backend.

Hardware 0S Test Suite Tool
iPhoneX {08 SPEC native
Apple A1l Bionic 16.7.7 CPU Valgrind
2.4GHz,3GB MEM o ®2017 iLand
Alibaba Cloud ECS  Linux SPEC native
Yitian710 [42] 5.10.134 CPU QEMU-+jit
2.7GHz,4GB MEM  AArch64 ®2017 QEMU-tci
iPhone14 Pro {08 AppStore
Apple A16 Bionic 173.1 Top Rank iLand
3.4GHz,6GB MEM o iOS Apps

9.1 Experimental Setup

We set up three groups of experiments to evaluate iLand’s
performance (Groups 1 and 2) and real-world compatibility,
usability (Group 3). The hardwares, OS, test suites, and tools
used for comparison in each group are detailed in Table 3.

Group 1 setup. Group 1 is designed to assess the perfor-
mance of iLand against other tools on the iPhone. Among
existing tools, only Valgrind supports Apple OS. However,
it natively supports only macOS, and its extended version
for iOS( [15] in 2015) lacks 64-bit support. Therefore, we
ported the latest Valgrind (v3.24.0) to iOS, enabling DBI for
command-line programs. As Valgrind relies on JIT-compiled
code, we conducted the comparative experiments on a jail-
broken device, specifically using an iPhone X running iOS
16.7.7, which supports Paleraln [11](v2.0) jailbreak. As for
the test suite, we selected the SPEC CPU benchmark, which,
although lacking an official i0OS port, supports macOS Arm64
architectures. We performed cross-compilation of its v1.1.7
release on an Apple M1 Pro device to support iOS. Out of
the original 19 benchmarks evaluating integer and floating-
point performance, we excluded 11: 8 due to incompatibility
with the iOS compilation toolchain (written in Fortran), and
3 failing to execute natively on the iOS platform.

Group 2 setup. Since iLand is designed to operate on
iPhones where RWX memory is restricted, we use Group 2
to demonstrate its interpretation efficiency. Given the lack
of comparable tools on i0S, we selected gemu-tci, which
operates based on interpretation. Considering the platform
differences, we ran both on their respective platforms and
compared their slowdown factors relative to their native exe-
cutions. We used the same SPEC CPU benchmark as in Group
1, and measured the performance slowdown of gemu-tci run-
ning on Elastic Cloud Server (ECS). Then we compare these
results to the slowdown observed with iLand on the iPhone.

Group 3 setup. To demonstrate real-world compatibility
and usability, we select an iPhone 14 Pro running iOS 17.3.1,
for which no public jailbreak is currently available, and apply
iLand to 60 top-ranked iOS apps, obtained from the US App
Store in April 2025.
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Table 4: Performance on SPEC CPU®2017. Numbers of Column 3-8 are the execution time in seconds.

Group 1: on iPhoneX

Group 2: on Yitian710

Suite Name Description

native  Valgrind iLand native QEMU-jit QEMU-tci
perlbench_s  Perl interpreter 10.2 99.4 875.3 7.0 96.1 1981.0
gce_s GNU C compiler 19.6 228.0 973.6 16.6 147.8 2850.8
mcf_s Route planning 60.4 272.6 785.4 40.1 230.1 34314
xalancbmk_s XML to HTML conversion 34.2 415.6  3228.2 27.5 535.5 8622.4
x264_s Video compression 12.5 111.0 12442 13.4 153.7 4512.3
XZ_S General data compression 23.2 61.8 663.7 16.8 66.1 1450.9
imagick_s Image manipulation 21.0 353.8 911.8 16.0 613.4 10612.4
nab_s Molecular dynamics 6.4 46.1 206.7 5.0 114.4 2033.0

9.2 Performance Efficiency

We conduct evaluation on iPhone X with SPEC CPU®2017.
Given that the resource constraints of mobile devices, we
employed the reduced-scale dataset train rather than ref
as input throughout our evaluations. Adequate time intervals
were implemented between consecutive test suites to cool
down, preventing CPU throttling that may compromise bench-
mark accuracy. During testing, both of Valgrind and iLand run
without any instrumentation. The execution times for native
execution, Valgrind, gemu-jit, gemu-tci, and iLand in Groups
1 and 2 are listed in Table 4.

The results of Group 1 reveal that, compared to native ex-
ecution, Valgrind and iLand exhibited a 5-10x and 15-90x
increase in execution time, respectively. iLand translates each
Armo64 instruction into several micro-operations, which re-
sults in a substantial increase in the number of instructions.
In contrast, Valgrind natively run generated instructions and
enabling a more lightweight instruction expansion. The perfor-
mance gap between iLand and Valgrind (5-10x) is expected:
Valgrind executes JIT-compiled native instructions, whereas
iLand interprets micro-operations without RWX memory. De-
spite this gap, iLand remains practical for interactive use.

To contextualize iLand’s interpretation efficiency, Group
2 compares it against gemu-tci, another interpreter-based
system. Because gemu-tci does not run on iOS and iLand
does not run on Linux, we compare their respective slow-
down factors relative to native execution on each platform,
rather than absolute times. The results show that gemu-tci
incurs 100-600x overhead over native execution, while iLand
achieves 15-90x—a 5-15x advantage, especially on floating-
point benchmarks. This advantage stems from iLand’s tight
interpreting loop, which reduce dispatch overhead compared
to gemu-tci’s generic tiny-code interpreter.

9.3 Instrumentation Capabilities

We categorize instrumentation capabilities along three di-
mensions: instruction-level, library call (libcall), and system
call (syscall) instrumentation. Instruction-level instrumenta-
tion represents the most comprehensive capability, enabling
arbitrary code insertion at any location without length con-

straints. Libcall and syscall instrumentation represent the abil-
ity to intercept standard library calls and hook supervisor
calls (typically via SVC), respectively. Additionally, we con-
sider maintaining instrumentation transparency to be an es-
sential requirement, which involves evaluating whether the
user-instrumented code preserves its original behavior.

We analyzed and compared the capabilities of iLand and
existing popular instrumentation tools, as listed in Table 5.
Only DBI tools and QEMU can achieve the three dimen-
sions of instrumentation. Although QEMU shares equivalent
instrumentation capabilities with iLand, it cannot support
closed-source i0S. Compared to the other two DBI tools,
only iLand can operate without relying on JIT and support
10S. Valgrind, even under jailbroken conditions, is limited to
supporting GUI applications with basic functionality due to
memory constraints, while Pin does not support Arm64.

Compared with Static Binary Instrumentation (SBI) tools,
iLand exhibits technical superiority by code insertion at
any instruction without constraints, whereas SBI tools suffer
from instrumentation limitations dependent on both target
instruction locations and surrounding code patterns. Notably,
E9Patch encounters failures when processing specific instruc-
tion sequences, while ARMore demonstrates failures for bi-
naries exceeding 256MB in size.

Compared to Frida and Cydia Substrate, which are widely
used in i10S ecosystem, only iLand can insert arbitrary code
at any position on the instruction-level. Substrate, designed
to operate on jailbroken iOS devices, utilizes inline hooking,
which requires space for several instructions to establish con-
trol flow hijacking. Frida’s repackaging-based code injection
mechanism offers limited analytical capacity, restricted to ba-
sic libcall hooks (via Global Offset Table modification), while
lacking support for syscall interception.

9.4 Real-world Compatibility

We manually assess the compatibility of iLand across 64 apps
from the US App Store’s Top Free Apps list, downloaded in
April 2025. We decrypted them by trolldecrypt [57] tool
and emulated them using iLand, then manually tested whether
their core functionality remained usable.

We list the tested apps in Appendix A.1. The apps cover 16
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Table 5: Capabilities of DBA tools.

denotes features that are deliberately designed and built-in supported. o indicates partial

implementation with limitations or conditional constraints. x represents unsupported characteristics.

Tvoe Tool Instruction Level — Library Call ~ System Call ~ Arm64 JIT-free i0S Instrument
M Instrument Intercept Intercept Support Adaptation  Transparenc
p p pp p p y
iLand

DBI  Valgrind [46] X o o

Pin [43] X X X o

E9Patch [16] o X X X

SBI ARMore [6] o X X

QEMU [7] X
Other Frida [22] X X X
Substrate [12] X X X

categories, with binary sizes broadly distributed between 40
and 400 MB. Of the 64 apps, 49 complete their core function-
ality under iLand—including login, browsing, search, video,
and common app-specific features. These results indicate that
iLand exhibits good compatibility. Notably, Gmail, a pop-
ular mail app, works correctly when logging in and brows-
ing emails. Youtube, a well-known video app, plays video
smoothly without lag or stutter, and other widely used social
media apps, such as X, Threads and Discord, also support
logging in and browsing real-time posts. Qualitatively, dur-
ing manual testing the 49 working apps felt responsive: Ul
interactions (scrolling, tapping, typing) proceeded without
perceptible delay, because Ul rendering and media decoding
are handled by native system libraries. These cases demon-
strate the effectiveness of application-only emulation.

As for the other 11 apps that exhibited functional anomalies
and 4 apps that self-terminated, our manual analysis indicated
that these issues were mainly caused by their detection of
iLand’s monitoring. A typical case involved an app attempt-
ing to delete files under its own bundle directory. Such op-
erations are prohibited and failed on real iOS devices, but
succeed within iLand’s virtualized environment, resulting in
behavioral differences in subsequent executions. In theory,
monitoring can be extended by monitor and instrumentation
capabilities to further hide these traces, but how to find and
hide the traces is beyond the scope of this paper.

9.5 Usability of App Vetting

Apple’s App Review process substantially reduces the preva-
lence of malicious apps. However, prior work [15, 17] shows
that policy-violating behavior can be embedded in complex
app logic and may bypass review. We analyzed 60 top-ranked
apps in the compatibility test and implemented a dynamic
tracing plugin on top of iLand to collect four complementary
types of evidence indicative of private-API use:

* Static SVC instructions. We count SVC occurrences in
apps’ binaries. Given that syscalls have convenient C
wrappers, resorting to hand-written assembly is rare.

* Runtime syscall execution. We record executed SVC

instructions and syscall function call, including the argu-
ments passed to each syscall.

* Runtime dlsym usage. We log arguments passed to
dlsym at runtime. Since the standard practice is to in-
clude headers and rely on link-time symbol resolution
(simpler and faster), d1sym usage is rare.

¢ Indirect jumps to non-imported symbols. Using DBI’s
control-flow monitoring, we track all transfers into the
DSC. We filter out transfers to imported symbols and
known callbacks, and analyze the remaining targets.

Results. Across the 60 apps we tested, 24 embedded SVC
instructions in their binaries, totaling 2,914 occurrences. Ta-
ble 6 enumerates syscalls whose C-level wrappers are private
APIs. Additionally, 15 apps invoke filesystem-related syscalls
(e.g., SYS_Istat64, SYS_unlink) to access system directories.

Leveraging iLand’s control-flow monitoring, we traced
all occurrences of transfers into non-imported symbols in
DSC. We then resolved targets using the DSC local sym-
bol table and filtered out 1,078 reasonable calls (e.g., Swift
metadata accessor or ObjC callback). We manually verified
the remaining targets and identified 13 apps that invoke pri-
vate APIs. We list these APIs in Table 7. Among these,
SecTaskCopyValueForEntitlement and iokit_user_cl
ient_trap are reject APIs; apps should not use them.

Discussion. We classify the motives for the private-API
uses we found into three categories:

(A) Device fingerprinting [39] via system information that
can be used to uniquely identify a device. Such data en-
ables cross-account and cross-app tracking, which may
raise privacy risks. For example, statfs64 can reveal
characteristics of the root file system that can be com-
bined into fingerprinting features.

(B) Environment attestation and anti-tampering. Apps detect
jailbreaking or repackaging by verifying code or signa-
ture integrity; for instance, the SYS_csops syscall can
retrieve process’s code-signing information; Apps may
also search for injected code by enumerating memory
with vi_region, or compare results from semantically
equivalent APIs (e.g., syscalls versus libc wrappers) to
detect tampering of API results.
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Table 6: Uses of syscall detected by iLand in 60 top-ranked iOS apps.

Corresponding C wrapper

Potential intent

Syscall Number (Private API) Functionality Apps categories
SecTaskCopyValueForEntitlement Fetch the process’s code-signing status
SYS_csops SecTaskCopyTeamldentifier and entitlcf)ments gning 1 B
SecTaskCopySigningldentifier )
proc_regionfilename
SYS_proc_info proc_pidinfo Fetch the process’s path inforamtion 1 B
proc_listpidspath
SYS_ptrace ptrace Prevent LLDB attaching 1 B
YS_sh i Fetch the D
SYS_shared_region _dyld_get_shared_cache_range etch the DSC mapped start address | B
_check_np and length
SYS_statfs64 statfs64
SYS_statfs statfs Get filesystem unique information 9 A
SYS_getfsstato4 getfsstat64
SYS___mac_syscall __mac_syscall Check if the process is in sandbox 2 B

Table 7: Uses of private APIs detected by iLand.

. Potential
Indirect call to

K . Functionality Apps intent
non-imported function i
categories
iokit_user_client_trap Interact to IOKit 1 B
SecTaskCreate-
FromSelf
romse Get entitlements 1 B
SecTaskCopy Value-
ForEntitlement
task_dyld SS_-
rask_dylc_process_ Get loaded dylib 1 B
info_notify_get
ubrk_* Use lowlevel | c
e.g., ubrk_next unicode processor
uregex_* Use lowlevel ) c
e.g., uregex_start regex engine
vm_region_64 Get memory 5 B
vm_region_recurse_64 mapping
Prevent LLDB
ptrace v . 2 B
attaching
Register ObjC select
__sel_registerName . cgister Uyt selector 1 B
in another way
Systt 11
__syscall ystern ca 2 B

in another way

(C) Performance or capability gains via low-level, undocu-
mented APIs, aiming for faster execution or access to
functionality that not publicly exposed.

We assess categories (A) and (B) as potential privacy risk
for users, whereas category (C) can introduce stability risks
for the app itself across OS updates.

We find that several private APIs can be invoked via direct
system calls, yet syscall-based usage appears to receive insuf-
ficient attention during app review. For example, SYS_csops
retrieves code-signing and entitlement information. The three
SecTaskCopy* APIs (Table 6) that offer similar functionality
are reject APIs; calls to those C APIs are rejected by Test-
Flight’s automated review, but the syscall-based invocation by-
passed the review. Beyond this, we observed 15 apps covertly

reading system files via SYS_open and SYS_read—for in-
stance, a system file in path /private/var/containers/... acci-
dentally contains device fingerprinting, which poses privacy
risk. The syscall route is rather stealthy: i) syscall numbers
are passed in registers and are therefore observable at runtime,
complicating static analysis; and ii) whether a syscall is sus-
picious depends on its arguments—for example, SYS_open
on sandboxed paths is benign, whereas attempts to open sys-
tem directories are worth further scrutiny. iLand can reliably
monitor such covert syscall activity.

We further performed reverse engineering to analyze how
these apps evade App Review—for example, some construct
control flow via ROP. We detail these techniques in § 2.3.

Limitation. Our case studies did not further analyze ObjC
private-API usage, although iLand can instrument ObjC mes-
sage sends and capture argument values. As with other dy-
namic analyses, achieving full path coverage is challenging.
To mitigate this in our experiments, we manually completed
account registration and login flows to drive deeper app logic.
Following prior work [15], forced execution can improve cov-
erage; iLand may support this in future work.

10 Related Work

Dynamic binary instrumentation (DBI) has many mature tech-
nologies. DynamoRIO [9], Intel Pin [43], Dyninst [8] and
Valgrind [46], the most popular general DBI tools, achieve ef-
ficient instruction-level instrumentation through JIT-compiled
code. To further improve traditional DBI, researchers pro-
posed multiple optimization approaches, including translation
optimization [13,27,34, 60], multi-thread efficiency improve-
ment [29,33,48], and LLVM backend integration [19,44,59].
Although researchers have extended DBI capabilities to di-
verse platforms [4,21,26, 54], the closed-source iOS, running
on limited-resource devices, carries a barrier to porting.
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Several instrumentation solutions have been developed
for i0S, such as Cydia Substrate [12], Dobby [36] and Fish-
hook [20]. These solutions require code injection on jailbreak-
ing devices, overwriting the original instructions to jump to
the inserted code when implementing inline-hook instrumen-
tation, which is not transparent and is limited by instruction
space, preventing instrumentation at arbitrary locations. As a
result, there is a lack of a DBI solution capable of performing
arbitrary instruction instrumentation on iOS.

11 Conclusion

In this paper, we present iLand, an instruction-level dynamic
binary instrumentation framework for iOS. iLand translates
and interprets binary instructions using its IR and atomic exe-
cution units without RWX memory. We propose application-
only emulation, where system libraries run natively without
interpreting, addressing mobile device memory and perfor-
mance constraints. We implement the prototype of iLand as a
standard iOS app and evaluate it on 64 top-ranked iOS apps
from the App Store. In our compatibility study, 49 apps com-
pleted their core functionality under emulation, and 60 apps
reached a sufficiently usable state for our app-vetting study.
We also conducted an app-vetting study on these 60 apps and
found 13 apps are still invoking private APIs. Our further anal-
ysis revealed new and stealthy methods to evade App Review,
and found a new way of collecting sensitive information via
direct SVC instruction invocation.
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Appendix

The table lists the 64 evaluated apps by decreasing binary
size and all were drawn from the App Store’s Top Free list in
April 2025 on i0S 16.7.7.

Table A.1: Compatibility evaluation. Binaries represents the total
size of the app’s binaries. Eval. delineates the outcomes, where
oand X indicate full, partial, no functionality, respectively.

bl

App Name Chart B;;i‘}l;)e S Eval.  Test Behaviors
CapCut Photo & Video 429.9 View

T-Life Lifestyle 370.1 View

Sam’s Club Shopping 352.7 View
Walmart Shopping 351.1 View

Paypal Finance 322.6 Login
Facebook Social Network 301.1 X Abort
Instagram Photo & Video 289.1 o Login Denied
Gmail Productivity 287.4 Login; Email
LinkedIn Business 284.1 Login; View
GroupMe Social Network 282.1 Login Denied
DoorDash Food & Drink 269.0 Login; View
Snapchat Photo & Video 266.9 ) Login Denied
X News 259.9 Login; View
Reddit News 245.8 Login; View
Duolingo Education 238.7 Homepage Hang
Cash App Finance 221.0 Homepage Hang
Airbnb Travel 220.8 Login; View
McDonald’s Food & Drink 216.5 Login; View
Zoom Workplace ~ Business 211.1 Login; Meeting
Pinterest Lifestyle 209.5 Login; View
Whatnot Shopping 207.7 Login Denied
Instacart Food & Drink 205.5 View

Google Utilities 197.9 Search; Video
Spotify Music 187.9 Login; View
Youtube Photo & Video 177.1 Search; Video
GameChanger Sports 174.7 Login Hang
Twitch Photo & Video 160.0 Login; Video
Credit Karma Finance 153.8 Homepage Hang
Google Docs Productivity 151.6 Login; View
Google Slides Productivity 146.0 Login; View
Affirm Shopping 140.4 View

Klarna Shopping 139.6 X Abort
Messenger Social Network 134.1 Login Denied
TurboTax Finance 130.8 Login Hang
Macy’s Shopping 130.6 View

Google Chrome Utilities 125.9 X Abort
Progressive Finance 117.1 View
ReelShort Entertainment 115.8 Video
DramaBox Entertainment 108.1 Video
Masters 2025 Sports 107.8 View

Indeed Jobs Business 104.5 Login; View
Gauth Education 99.9 View

Scoopz Entertainment 96.5 Video

MLB Sports 92.1 Login; View
Chime Finance 91.7 View

Remini Photo & Video 88.7 View
Cleanup Utilities 88.1 View
Starbucks Food & Drink 84.8 View

Tubi Entertainment 84.6 Login; Video
Audible Books 84.1 View; Listen
Best Buy Shopping 82.3 View

Google Gemini Productivity 71.3 Login; Talk
Amazon Shopping 74.1 > Homepage Hang
Taco Bell Food & Drink 65.5 X Abort
Threads Social Network 65.0 Login; View
Shop Shopping 58.9 Login; View
Grok Productivity 542 Talk
Substack News 53.3 Login; View
Temu Shopping 494 Login; View
TooGoodToGo Food & Drink 48.4 View

Canva Photo & Video 47.3 Login; View
Discord Social Network 46.6 Login; View
Roku Entertainment 385 View

Aritzia Shopping 375 Login; View
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