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Silent Data Corruption (SDC) poses a critical threat to L 075 0751
large-scale LLM training. Existing offline tests and online de- g 050 0.081
tection methods provide solutions for large-scale systems, yet £ 0501
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they suffer from high overhead or low detection accuracy in 202 0.251 0.96 1
LLM training. This paper presents AEGIS, an online SDC de- 0.00 e e e
tection framework for large-scale LLM training. We introduce Step Step Step

a two-stage cSensor-cVerifier abstraction that decouples SDC
detection into lightweight corruption sensing and definitive
corruption verification. Based on this abstraction, AEGIS co-
designs new detection techniques by integrating the inherent
features of LLM training with GPU characteristics, enabling
practical online SDC detection. In a production deployment
spanning 3.5 x 10’7 GPU-hours, AEGIS identified 18 real-
world SDC incidents and 13 faulty GPUs while incurring only
0.86% performance overhead, enabling a systematic empirical
characterization of SDCs in large-scale LLM training.

1 Introduction

Large language models (LLMs) have demonstrated impres-
sive capabilities across a wide range of domains [2,9, 15]. To
further explore the potential, many efforts have been devoted
to scaling model training to hundreds of billions or even tril-
lions of parameters, using datasets with comparable numbers
of tokens. While this scaling delivers gains in performance
and generalization, it requires extraordinary computational
resources, with training often lasting weeks or months on
large-scale GPU clusters. For example, Llama 3 405B [15] is
trained on up to 16K H100 GPUs. MegaScale [19] reported
employing around 10,000 GPUs to train LLMs.

With the continuous scaling-up of LLM training tasks, a
class of low-frequency faults, namely silent data corruption
(SDC), has emerged as one of the most challenging and
devastating system failures. An SDC occurs when hardware
produces incorrect results without triggering any hardware or
software alarms. Such faults can destabilize training, degrade

* Equal contribution.
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Figure 1: The impact of an SDC incident detected in a training
task with around 10,000 GPUs.

model quality, and even cause failures in LLM training
tasks that cost millions of dollars. Figure | provides an
example of GPU SDC incident in our in-house LLM training
task involving around 10,000 GPUs. It causes pronounced
gradient norm and loss spikes, indicating the model degrades
significantly under the influence of SDC. Despite the severe
consequences of SDC, the current understanding of SDC
in LLM training—including its frequency, types, and root
causes—remains extremely limited. This knowledge gap per-
sists because the silent, low-frequency, and non-deterministic
nature of SDC makes its detection and study exceedingly
difficult.

Existing approaches fall into three broad categories, none
of which is satisfactory for production LLM training. Offline
diagnostics suites [3, 32] interrupt training and validate
only a limited set of test workloads, leaving correctness
during real production runs uncertain. Rerunning-based
approaches [41] can provide strong confirmation, but typically
require substantial duplicated computation and are therefore
too expensive at LLM-training scale. Algorithm-based on-
line detection [5, 6, 8,21,45] is attractive in principle, but
directly applying it to modern low-precision training [23] is
difficult: checksum mismatches can be dominated by ordinary
floating-point error, causing false positives or triggering too
many costly verifications [27]. As a result, existing methods
either demand prohibitive computational resources or achieve
unsatisfying detection efficacy. This makes them impractical
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for LLM training, where correctness is paramount but hard-
ware resources (both computation and memory) are tightly
constrained. Consequently, how to effectively detect SDCs
and safeguard large-scale LLM training remains a significant
open problem.

To address this challenge, we design AEGIS, an online SDC
detection framework tailored for large-scale LLM training.
Our key idea is a two-stage cSensor-cVerifier abstraction that
reconciles two conflicting requirements: suspicious compu-
tations must be sensed immediately on the critical path, yet
definitive confirmation must remain off the critical path. cSen-
sor runs inline with training, performs lightweight detector-
specific sensing, captures the minimal verification context
needed for later confirmation, and emits compact verification
tasks before the training framework releases or overwrites the
relevant state. cVerifier then consumes these tasks to perform
definitive confirmation. Because replay-based confirmation
can be expensive, AEGIS schedules verification into naturally
occurring idle periods such as pipeline bubbles [16, 30],
improving assurance without perturbing training throughput.

The cSensor-cVerifier abstraction turns online SDC detec-
tion into a common system interface rather than a collection of
ad hoc detectors. Based on this abstraction, AEGIS instantiates
two categories of SDC detection methods that exploit com-
plementary opportunities exposed by modern LLM training
systems and accelerator hardware.

Mixed-precision-aware Algorithmic Detection. While
low-precision arithmetic undermines classical algorithmic
detection, we observe that the tensor processing units in
modern GPUs feature high-precision accumulation. Based on
this characteristic, AEGIS adopts a mixed-precision checksum
method to significantly distinguish SDCs from numerical
errors. Beyond protecting Matmul, AEGIS leverages the
inherent algebraic property of attention mechanism to enable
a novel, low-overhead algorithmic detection. During cSensor,
AEGIS records checksums and a small slice of inputs/out-
puts; during cVerifier, it lazily replays the highly suspicious
computation and performs a bitwise comparison between two
outputs, enabling deterministic SDC detection.

Self-equivalence-based Deterministic Detection. AEGIS
also exploits inherently redundant computations in LLM
training to enable low-overhead SDC detection. This self-
equivalence arises both at the operator level (e.g., FlashAt-
tention [10, 11, 35] recomputing forward intermediates in
backward) and at the framework level (e.g., activation re-
computation [42]). During cSensor, AEGIS records a compact
fingerprint of outputs for each self-equivalent segment; during
cVerifier, it cross-checks fingerprints in the two executions to
flag mismatches as SDCs.

We implement AEGIS as a lightweight system on top of
our in-house Megatron-LM [36] implementation, requiring
minimal changes to the training pipeline. In a deployment
spanning 3.5 x 107 GPU-hours on our in-house LLM training
jobs, AEGIS identified 18 SDC incidents and 13 faulty GPUs

while incurring only 0.86% performance overhead on training
tasks of around 10,000 GPUs. After the deployment, only
one additional SDC was observed through other methods in
training tasks (e.g., periodical task replay test), indicating the
effectiveness of AEGIS.

To expedite efforts toward improving the correctness and
stability of LLM training, we present a systematic study of
SDCs in large-scale LLM training based on AEGIS. Our
research yields several intriguing and crucial observations
(§3.1 and §8), such as 1) The majority of SDC incidents
silently corrupted training correctness and escaped alarms
in training frameworks (e.g., NaN and inf detection). 2) All
observed SDC incidents occurred non-deterministically even
with the same program. 3) All detected SDCs were identified
as permanent SDCs, which stem from GPU faults and recur
on the same devices.

In summary, this paper makes the following contributions.

* We propose an online SDC detection system for large-
scale LLM training, which decouples detection into
time-critical corruption sensor and lazily-executable
corruption verifier for both detection efficiency and
accuracy.

We share our experiences in deploying AEGIS in real-
world large-scale LLM training and present insights
gleaned from 35 million GPU hours, aiming to advance
research in safeguarding the scaling of LLM training.
We identify mathematically equivalent and self-
equivalent features inherent to LLM training and lever-
age them for SDC detection. This substantially reduces
the overhead of the primary sensing stage.

We design and implement AEGIS based on the proposed
techniques. We evaluate AEGIS on production-level
training jobs over 3.5 x 107 GPU hours and detect 18
real-world SDCs.

2 Background
2.1 LLM Training at Scale

Transformer Architecture. The Transformer architecture
serves as the foundational backbone for the majority of LLMs,
consisting of stacked layers each with an attention and a feed-
forward network (FFN) module. Computation is dominated by
matrix multiplications (Matmul): the attention block involves
six Matmul operations (projections, scoring, and aggregation),
while the FFN mainly includes two large up- and down-
projections.

Distributed Infrastructure. Training state-of-the-art models
involves hundreds of billions to trillions of parameters,
typically requiring thousands of GPUs operating in parallel
for weeks or even months. Such jobs are orchestrated by large-
scale distributed training frameworks that employ a variety of
parallelism strategies to efficiently utilize cluster resources, in-
cluding data parallelism [34], tensor parallelism [36], pipeline
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parallelism [16,30,31,33], and sequence parallelism [17,25].
Workloads are dominated by linear algebra kernels, and typi-
cally executed in bfloat16 alongside memory optimizations
like activation recomputation [42].

SDCs in LLM Training. Despite the prohibitive cost of LLM
training, reliability has received less attention than through-
put optimization. SDCs pose a severe threat at scale; rare
hardware faults can happen frequently in a large cluster and
then cause catastrophic loss spikes or NaN values. However,
SDCs can be masked by normal loss fluctuations, making
loss monitoring unreliable. Moreover, distributed collective
communication can rapidly propagate a single corrupted value
across the cluster, jeopardizing the training run. In this work,
we focus on detecting such infrequent, hardware-induced
errors within large-scale GPU clusters.

2.2 Existing Approaches to Detect SDCs

Hardware Diagnostic Suites. One primary approach to
fault localization is hardware diagnostic suites [3,32], which
relies on offline stress testing. This approach involves running
expert-designed, stop-time test suites, such as NVIDIA Ex-
tended Utility Diagnostics (EUD) [32], to validate hardware
health. However, this method has critical limitations for SDC
detection. These test suites often miss non-deterministic
SDCs, yielding low recall (about 70% in production [41]),
and are costly and slow, taking over 8 hours and substantial
cluster resources to identify a single faulty GPU.

Rerunning-based Testing. Another approach is rerunning-
based testing, which attempts to locate faults within the real
training environment [41]. The core idea is to compare two
identical, deterministic executions. ByteRobust [41] proposes
a dual-phase replay mechanism. This approach partitions the
cluster into two dimensions (horizontally and vertically), and
replays the deterministic workloads on each set to locate the
faulty machine via intersection. While these methods are more
efficient at reproducing live faults, they still incur significant
extra overhead at scale.

Algorithm-based Online Detection. As an alternative to the
offline approach, algorithm-based online detection [5, 6, 8,21,
45] is a prominent online detection technique that utilizes
algorithm-specific properties (e.g., checksums) for online
SDC detection in matrix multiplication. Specifically, prior
work [6] proposes adding a checksum to matrix multiplication
to flag whether SDCs have occurred during computation
by comparing the results of two equivalent computation
paths, e.g., C1 = (AB)1 = A(B1), where 1 = [1,1,...,1]T,
A, B are matrices. However, these classical techniques face
a significant challenge in LLM training. As low-precision
data types like bfloat16 are common to LLM training,
accumulated floating-point errors can easily exceed the error
bound E designed for f1oat 32, resulting in a high rate of false
positives [27] or requiring prohibitively many computation
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Figure 2: Some observations on SDC incidents. (a) Frequency
of erroneous outcomes when replaying a faulty Matmul work-
load (9.2 x 107 replays; expected correct result —8.58 x 10?%);
and (b) SDC occurrence probability in matrix multiplication
with varying inputs, simulated as C = A x BB.

replays for verification.

As a result, existing approaches either require prohibitive
computational resources or deliver unsatisfying detection
accuracy. This limits their practicality in LLM training, where
correctness is crucial but hardware resources—especially
compute and memory—are severely constrained.

3 Observations and Motivation

3.1 Observations on SDC Incidents

Observation 1: Non-deterministic Reproducibility. In
all SDC incidents we observed, their behavior was inher-
ently non-deterministic: executing the same workload on
the same faulty hardware did not always result in SDC.
For instance, on a GPU where SDC had previously been
observed, we repeatedly executed the nanoGPT [1] 50 times
under identical settings; only one run showed divergent
loss. Moreover, the numerical errors induced by SDC are
also non-deterministic. By investigating this incident, we
traced the fault to the Matmul operator. We re-executed
this Matmul kernel 9.2 x 103 times and observed only three
distinct erroneous outcomes, corresponding to an overall
estimated error rate of 2 x 10~2. Figure 2(a) summarizes these
erroneous outcomes. When the correct result should have been
—8.58 x 10%°, the faulty GPU instead returned either a near-
zero value, a large but incorrect value with flipped sign, or
inf. These observations indicate that a single execution of
stress testing is insufficient to uncover all faulty GPUs, as
SDCs may not be deterministically reproducible.

Observation 2: Workload Sensitivity. We observe that
many SDC incidents are also input-sensitive, depending on
both workload and numerical values, and often appearing
only under specific conditions. For the SDC reported in
Observation 1, we adjusted the input tensors A and B of the
Matmul operation. Specifically, by introducing scaling factors
o and P, we measured the probability of triggering SDC under
different inputs of C = alA x BB. As shown in Figure 2(b),
SDCs occur only within certain numerical ranges, while
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other ranges remain unaffected. Consequently, standardized
diagnostic tools such as EUD and NCCL tests, or even bitwise
alignment tests tailored to match the structure of the target
training job, cannot exhaustively cover all input conditions
and may therefore fail to identify all faulty GPUs. As a result,
machines that pass offline stress testing may still exhibit SDC
during training.

Observation 3: Diverse Fault Patterns. Our analysis of
production data (Table 2) shows that SDC incidents do not
expose a uniform signature across faulty GPUs. Different
incidents can surface in different computations and expose
different observable evidence, making it difficult for any
single checker to cover them all reliably. Although offline
diagnostic tools (e.g., NVIDIA EUD) achieve a recall of
approximately 70%, each run typically requires several hours
for a GPU. Moreover, the inherent non-determinism and
input-sensitive nature of SDC make it impossible for offline
stress testing to exhaustively cover the computations and input
regimes that arise in production. Consequently, neither offline
pre-screening nor any single online checker can reliably
preclude SDCs in large-scale GPU clusters.

3.2 Motivation

The three observations above have an important implication
for system design. Observation 1 and Observation 2 show that
SDCs cannot be reliably excluded by offline pre-screening,
because whether a fault manifests depends on the exact exe-
cution and numerical regime encountered during real training.
Observation 3 further shows that no single online checker can
cover all incidents, because different faults surface in different
computations and expose different forms of evidence.
Practical SDC detection therefore must satisfy three re-
quirements. First, it must perform lightweight in-situ sensing
on the critical path, because only online monitoring can
observe the real computations and inputs that trigger SDCs.
Second, it must support multiple complementary sensing
mechanisms under a common interface, because different
parts of the training stack expose different low-cost checking
opportunities and produce different evidence. Third, it must
provide definitive confirmation before reporting incidents,
because lightweight online signals alone are not trustworthy
enough in low-precision training. Together, these require-
ments suggest a sense-then-verify architecture that separates
fast sensing from definitive confirmation while allowing mul-
tiple sensing strategies to share the same detection workflow.
Realizing such a design in modern LLM training raises the
following key challenges:
Challenge 1: Reliable Sensing under Low Precision. Low-
precision data types such as bfloatl6 [20,29] and even
float8 [23] are now standard in modern LLM training. In
these regimes, ordinary floating-point round-off can obscure
SDC-induced perturbations [27], causing naive checksum-
based sensing to either flag too many benign computations as
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Figure 3: AEGIS Overview.

suspicious or miss real corruptions. The challenge is therefore
to generate trustworthy online signals while keeping sensing
lightweight on the critical path. The key question is whether
modern training systems and hardware expose opportunities
for reliable, low-cost sensing.

Challenge 2: Unifying Diverse Detection Mechanisms.
Large-scale LLM training does not expose a single reusable
checking pattern [21, 26]. Practical detection must instead
combine multiple mechanism-specific sensing strategies that
produce evidence with different semantics and confidence.
The challenge is to unify these heterogeneous signals under
a common abstraction so they can share the same buffering,
scheduling, and confirmation workflow, rather than requiring
custom system support for each new mechanism.

Challenge 3: Efficient Verification. Definitive confirmation
is expensive in large-scale LLM training because establish-
ing a trusted reference often requires replaying suspicious
computations. Such replay consumes GPU cycles, can accu-
mulate backlog, and may introduce stragglers [22] unless its
cost is carefully bounded and scheduled. The challenge is
therefore to keep verification off the critical path and scale it
with suspicious-event volume without degrading end-to-end
training throughput.

4 Overview

To address the above challenges, we propose AEGIS, a two-
stage online SDC detection system for large-scale LLM
training. As shown at the top of Figure 3, SDC detection
is performed throughout the entire production and operational
lifecycle of a GPU. AEGIS therefore targets the online stage
with a sense-then-verify architecture that meets the three
requirements identified in §3.2. Its lightweight corruption
Sensor cSensor (§5.1) performs lightweight in-situ sensing
on the critical path and unifies heterogeneous sensing outputs
through the vTask abstraction (§5.2). Its lazy corruption
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Verifier cVerifier (§5.3) performs definitive confirmation off
the critical path. By decoupling fast sensing from expensive
verification, AEGIS achieves low-overhead, high-coverage
online protection without compromising training efficiency.

Workflow. Figure 3 illustrates AEGIS’s workflow using a
snapshot of the operator timeline on one GPU during an LLM
training run. AEGIS instruments selected computations with
cSensor (step (D). Immediately after a protected computation
completes, cSensor applies the corresponding sensing strategy
and records compact sensing evidence together with the
minimal metadata needed for later verification (step ). If
cSensor flags a computation as potentially corrupted, it creates
a verification task (vTask) and enqueues it into cVerifier ’s
vTask queue (step ). cVerifier ’s scheduler then dispatches
vTasks to GPUs during naturally occurring idle periods
to perform verification (step @). cVerifier then performs
definitive confirmation: depending on the vTask type, it either
compares fingerprints from self-equivalent executions or
replays the suspicious computation and checks it against the
recorded evidence (step ). When verification confirms an
SDC, AEGIS reports the incident, together with the associated
device and execution context, to the platform and users,
enabling rapid restart and rollback to the previous checkpoint
so training can resume with minimal wasted computation

(step ©).

5 AEGIS Design

This section details how AEGIS realizes the cSensor-cVerifier
architecture introduced in §4. The design relies on a system-
level prerequisite: a protected computation must be determin-
istic, producing the same result under the same inputs and
execution configuration. This prerequisite gives cVerifier a
deterministic reference for confirmation, obtained either by
deferred replay or by self-equivalent execution. cSensor there-
fore focuses on capturing compact evidence immediately after
protected computations, while cVerifier performs definitive
confirmation off the critical path. We first describe the inline
sensing mechanisms, then the vTask interface, and finally the
verifier and its scheduling policy.

5.1 cSensor: Corruption Sensor

cSensor is the inline sensing stage of the cSensor-cVerifier
framework. Its goal is to observe real training computa-
tions at the moment SDCs can manifest, while retaining
only the evidence needed for later confirmation. To address
the reliable-sensing challenge under low precision, AEGIS
exploits opportunities exposed by modern LLM training
systems and accelerator hardware. Based on this idea, AEGIS
instantiates cSensor with two complementary strategies: (1)
mixed-precision-aware algorithmic detection and (2) self-
equivalence-based deterministic detection. cSensor also ap-
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Figure 4: Classic matrix multiplication checksum workflow.
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plies sensing-control policies that decide when an inline signal
becomes a vTask and bound the resulting verification load.

5.1.1 Mixed-precision-aware Algorithmic Detection

Algorithmic detection is AEGIS’s answer to the low-precision
reliability challenge: it keeps algebraic checks cheap enough
for inline use by exploiting precision already present inside
modern accelerator kernels. These sensors compress high-
dimensional tensors into compact checksum values and
compute a checksum difference A that indicates potential
corruption. When A exceeds the current runtime tolerance
estimate E cSensor packages the suspicious computation
into a vTask for later confirmation by cVerifier. We instantiate
this approach for two dominant operators in LLM training.
The key design point is to leverage the mixed-precision design
feature of modern accelerators to overcome the floating-point
error barrier in low-precision arithmetic.

Matrix Multiplication Checksum. AEGIS adopts the classic
algorithmic scheme for matrix multiplication (Matmul), a key
operation in LLM training. Specifically, this scheme validates
Matmul by comparing two computationally equivalent paths
encoded via checksums. As a simple example, we use a row
checksum. Let 1 be a column vector of ones [1,1,...,1]T;
right-multiplying by 1 performs a row-wise sum. We ob-
tain two checksum values: C1 = (AB)1 and A(B1). In the
classic formulation, a significant mismatch is indicated when
Ayaena = ||(AB)1 —A(B1)|| > E, where E is the theoretical
round-off error bound [5]. A concrete example is illustrated
in Figure 4.

However, algorithmic detection for Matmul has been
deemed unreliable for low-precision LLM training (e.g.,
bfloatl6) [27], as this method often suffers from large
checksum differences caused by floating-point round-off
noise. To better understand this issue, we conduct a fault
injection study on a healthy machine. We consider a Matmul
with bfloat16 inputs and bfloat16 outputs, and apply a
row checksum over output C. Specifically, we inject faults by
randomly flipping a single bit of the bfloat16 input A.

Figure 5(a) shows the checksum differences obtained
when checksums are accumulated from the final bf1loat16
outputs. Here, a checksum difference is the absolute differ-
ence between the two checksums, and the max discrepancy
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Figure 5: Fault injection study of checksum accumulation
using bfloat16 outputs versus float 32 accumulators.
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Figure 6: (a) Directly accumulating the final bfloatl16
output inherently introduces precision loss through truncation.
(b) Accumulating directly from the float32 accumulator
preserves precision.

is the maximum over all such values. The red cross in
the figure marks the fault-induced discrepancy caused by
the injected fault. In Figure 5(a), it is clear that the fault-
induced discrepancy is masked by larger round-off-induced
discrepancies from bfloat16 floating-point noise, making it
difficult to distinguish a genuine fault from ordinary round-off
noise.

To address this issue, our key insight is that Matmul
operations in LLM training are typically executed using
mixed-precision kernels (e.g., bfloatl6 compute paired
with float32 accumulation), a pattern inherent in modern
accelerators (e.g., NVIDIA Tensor Core units). This creates
an opportunity to compute the checksum of C in the f1oat32
accumulator, preserving higher precision and avoiding the
final bfloat16 truncation. In this way, we repeat the same
fault injection experiment using the f1oat32 accumulator to
validate this idea, as shown in Figure 5(b). The difference
in checksum difference between (a) and (b) stems solely
from round-off effects. Figure 5(b) clearly shows that us-
ing float32 accumulator significantly reduces round-off-
induced discrepancy, allowing each injected fault to produce
a clear, pronounced peak that is easy to distinguish from the
background numerical noise.

Based on this insight, AEGIS proposes a novel matrix
multiplication checksum scheme tailored to low-precision
computation. Specifically, AEGIS does not accumulate the
result directly from the final bfloat16 outputs, which would

Forward Backward
o Q K v do
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Figure 7: The forward and backward pass of FlashAttention.

inherently introduce precision loss through truncation from
the kernel, as depicted in Figure 6(a). Instead, it leverages the
mixed-precision execution provided by modern accelerators
to accumulate checksums on-chip in f1oat32, as shown in
Figure 6(b). This higher precision accumulation significantly
improves robustness to numerical noise, enabling reliable
SDC detection for matrix multiplication in LLM training.
In this case, the resulting vTask records the suspicious
checksum together with the minimal replay context needed to
re-execute the flagged computation during verification. The
implementation details of the matrix multiplication checksum
in AEGIS are described in §6.

FlashAttention Checksum. AEGIS proposes a novel algo-
rithmic detection method for the attention operation, tailored
to FlashAttention [10, 11, 35]. This method is grounded in
an inherent algebraic property in the backward computation
of dV. By exploiting this property, AEGIS can verify the
correctness of the attention operation without performing
checksum checks within each internal matrix multiplication.
The forward and backward passes of FlashAttention are
illustrated in Figure 7.
Specifically, the backward pass computes dV as:

dv = PTdo

Each row of the attention matrix P sums to 1 since it is the
output of a row-wise softmax function, thus representing
the attention distribution for each token. Consequently, its
transpose P’ has columns that sum to 1.

Let 17 be a row vector of ones. By left-multiplying by 17
(which performs a column-wise sum), we observe:

17dv =17 (PTdo) = (1" PTYdo

Given that PT has columns that sum to 1, the identity 17pT =
17 holds. Therefore, we derive the mathematical invariant:

17av =17do

This relation asserts that the column-wise sum of the input
gradient dO must equal the column-wise sum of the output
gradient dV, and computing these sums incurs very low
computational cost.

Furthermore, this novel checksum approach offers broad
detection coverage. Beyond directly checking the invariant
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itself, the invariant implicitly protects a larger portion of
the computation. Because it is conditional on 1TPT = 1T,
any error that violates this condition will, in turn, cause the
assertion to fail. Specifically, the matrix P in the backward
pass is recomputed within the Softmax (R) operator using a
recomputed S (which is calculated by the QKGemm (R) ) and
the LSE saved from the forward pass. The LSE itself is
computed across the forward QKGemm and Softmax operators.
Therefore, an error in any of these preceding computations
will violate the condition 1TPT = 1T and consequently in-
validate the invariant. Accordingly, AEGIS flags a potential
SDC whenever Ay = [|[1TdV —17dO|| > E,. In particular,
the checksum in FlashAttention is also accumulated from
the float32 accumulators enabled by the mixed-precision
feature of modern accelerators. As with Matmul, a violated
invariant is converted into a vTask that carries the compact
evidence and replay metadata required by cVerifier.

5.1.2 Self-equivalence-based Deterministic Detection

Self-equivalence-based deterministic detection exploits re-
dundancy that already exists in LLM training. When a
computation is executed twice deterministically, such as an
original execution and a later recomputation, the two outputs
should be bitwise identical. AEGIS captures this property by
recording a compact xorsum fingerprint over each output
during cSensor and attaching the fingerprints to vTasks.
cVerifier then verifies the task by comparing the fingerprints
from the two executions; any mismatch indicates an SDC.
This differs from algorithmic detection, which reasons about
approximate arithmetic through algebraic invariants, whereas
deterministic detection relies on exact equality created by
inherent recomputation.

Framework-level. Deterministic redundant computations
are common in LLM training frameworks. For instance,
activation recomputation [7,37] mitigates the heavy memory
footprint of activations by trading additional computation
for memory footprint. These optimization techniques, while
essential for the efficiency of large-scale LLM training,
naturally create a detection opportunity.

Specifically, AEGIS computes each fingerprint by applying
an xorsum reduction to compress high-dimensional tensors.
As illustrated in Figure 8, the Input is processed by the
operator (Op) during the forward pass to produce the initial
output (Output), which is later recomputed as the recomputed
output (Output (R)) in the backward pass. The detection
mechanism computes two fingerprints, xorsum; and xorsumy,
by applying the xorsum_reduce function to the forward
output Output and the recomputed output Output (R), respec-
tively. cVerifier (§5.3) subsequently compares xorsum; and
xorsump, and any mismatch between the two fingerprints is
confirmed by cVerifier as an SDC incident. Furthermore, this
approach is applicable to a wide range of operators, extending
beyond common operations such as Matmul and attention

[:] Retained activations Recomputed activations Recomputed operator
[Input]—)' Op |—){ Output ]

!_(save for bwd)

[lnput]—>| Op(R) |—>[0utput(n)]--

Forward

sonpsx umszox

-----------

Backward

Figure 8: The mechanism of deterministic detection.

to fault-prone operators such as RMSNorm and GeLU, as
detailed in §7.

Operator-level. Moreover, we identify and exploit similar
inherent opportunities within individual operators. In AEGIS,
we instantiate this detection mechanism in FlashAttention,
and use it as a concrete example:

In FlashAttention, one primary optimization is selective
recomputation in the backward pass, which avoids storing
large intermediate matrices (S and P of size N x N) from the
forward pass, thereby reducing activation memory usage and
I/0 overhead (Figure 7). Specifically, S and P are recomputed
when input blocks (Q, K, V) are loaded into SRAM. While
this technique is fundamentally an optimization to improve
computational efficiency and minimize memory footprint,
it also creates a natural opportunity for deterministic self-
checking. Under deterministic execution, the recomputed
values (e.g., S) in backward must be bitwise identical to
the original forward results. Accordingly, AEGIS applies an
xorsum reduction in both the forward and backward passes to
obtain two fingerprints for later comparison.

Deterministic detection complements algorithmic detection
for attention. While it does not cover the dV = PTdO path
protected by our algorithmic method, it provides coverage
for other self-equivalent segments. Together, the two methods
offer complementary coverage for FlashAttention.

5.1.3 Sensing Control

Sensing control keeps cSensor useful as an online component
rather than an unbounded generator of verification work. It
decides when an inline signal is strong enough to become
a vTask and how much evidence cSensor should retain for
later confirmation. These policies bound verification work-
load while leaving the confirmation semantics of cVerifier
unchanged.

Adaptive Threshold. For algorithmic detection, AEGIS
employs a lightweight adaptive thresholding mechanism,
rather than relying on the ideal tolerance E, to catch SDCs
with small verification overhead, as illustrated in Figure 9. The
core idea is to maintain a runtime tolerance estimate E; for
the checksum difference A and dynamically calibrate it based
on the historical distribution of A, which exhibits stability in
training tasks. A key reason for this is that A, which essentially
represents the numerical errors, is tightly correlated to the
magnitude of the activations. Moreover, activation magnitudes
do not change rapidly during training. Therefore, when the
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Figure 10: Example of backward recomputation and finger-
print mismatch under an operator fault.

observed A exceeds the current E, (indicating a potential
SDC), AEGIS temporarily increases E, (e.g., by 2x) to adapt
to the current error variance (step (I)). Conversely, if no
potential SDCs are detected over a subsequent window of
checks, AEGIS decays E, gradually decreasing it (e.g., by
halving) back toward its baseline (step (2)). This heuristic
yields a practical, low-overhead and adaptive mechanism that
tolerates round-off fluctuations while still preserving reliable
SDC detection.

Selective Operator Instrumentation. Under deterministic
computation, repeated executions of the same computation
graph always produce bitwise-identical results. Therefore,
on a deterministic computation graph, any computational
error in an operator inevitably leads to a different result.
As illustrated in Figure 10, we consider a deterministic
computation graph with two operators, Op; and Op;, whose
outputs are recomputed during the backward pass (denoted as
Opi (R) and Op» (R)). A fault in Op; (R) during the backward
pass in turn corrupts the output of its successor Op; (R),
causing the final fingerprint of Op, (R) to not be bitwise-
identical with that of Op,. Based on this insight, AEGIS’s
deterministic detection only focuses on the final operator in a
deterministic computation graph, rather than instrumenting
every operator individually. This policy reduces the number of
vTasks generated by deterministic detection while preserving
coverage of the entire recomputation chain.

5.2 vTask Abstraction

To address the challenge of unifying diverse detection mecha-
nisms, AEGIS uses vTasks as the common contract between
heterogeneous cSensor sensors and the shared cVerifier back-
end. Every suspicious computation that survives cSensor’s
local control is converted into a vTask that can be queued,
scheduled, and processed uniformly by cVerifier. For algorith-
mic detection, a vTask records the minimal replay context and
checksum evidence; for deterministic detection, it records

[JBubble [TJForward []]Backward []vTask —» Enqueue --» Dequeue

vTask Queue

Stage 0 |0[1/2/0]1]2(3 4|10 (5] 1 (3[2 |40 [5] 1 2 3|4|5|3([4]|5

Stage 1 | [0]1[2]0]1 2[ 0 (3| 1 (4|2 |5[0 31 (4] 2 [5]3 415|3|4(5

Stage 2 O[1|120] O 1] 1 [2| 2 [3]| O 4] 1 [5|2 3|3 |44 [5|5|3[4|5

Figure 11: An example of vTask scheduling with interleaved
1F1B pipeline.

the two fingerprints for later cVerifier comparison. This
unified abstraction lets AEGIS reuse one shared buffering
and scheduling path across detectors. To minimize memory
overhead, cSensor retains only the minimal payload required
for cVerifier to perform verification, as detailed in §6. In
addition to the minimal context required for verification,
AEGIS also retains auxiliary metadata such as operator
names, row/column indices, and verification type to facilitate
scheduling and subsequent diagnosis.

5.3 cVerifier: Corruption Verifier

To address the efficient-verification challenge, AEGIS sepa-
rates inline sensing from definitive confirmation. cVerifier
consumes queued vTasks and turns inline evidence into
confirmed SDC reports. Deterministic vTasks are checked by
comparing fingerprints from self-equivalent executions, while
algorithmic vTasks are checked by replaying the suspicious
computation with the saved minimal context. An SDC is re-
ported only after definitive confirmation is obtained, filtering
out spurious alarms caused by benign numerical noise.

5.3.1 Lazy Verification and Scheduling

Lazy scheduling is the mechanism that makes definitive confir-
mation practical in production training. Because verification
can be expensive, c Verifier treats vTasks as deferred work and
executes them off-path by leveraging existing idle periods
such as pipeline bubbles [16, 30].

As illustrated in Figure 1 1, we consider three-stage pipeline
parallelism using the interleaved 1F1B pipeline schedule
introduced in [31]. The cSensor creates and enqueues vTasks
for both algorithmic and deterministic detection during the
forward and backward passes. These vTasks are subsequently
dequeued and processed by the cVerifier when workers are
stalled waiting for tensor data from preceding or subsequent
pipeline stages, i.e., during pipeline bubbles (shown as white
cells in Figure 11). This scheduling strategy allows the
cVerifier to perform the necessary verification without intro-
ducing additional synchronization stalls, thereby preserving
the overall throughput of the LLM training process. In
practice, scheduling follows a best-effort policy: vTasks are
opportunistically executed during idle periods. Therefore, at
the end of each training step, AEGIS reserves a small, fixed
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time slice to process vTasks that could not be handled during
idle time.

5.4 Supplementary Outlier Warning

Outlier warning provides a separate reporting channel for
useful signals that would otherwise be ignored, as they are
not yet strong enough to trigger a vTask. As discussed earlier,
AEGIS uses a set of mechanisms to selectively verify only the
most suspicious computations. This design balances coverage
and performance, but may leave tiny SDC-induced deviations
unconfirmed. To address this gap, AEGIS also performs
an outlier-based warning analysis that is intentionally kept
separate from definitive confirmation.

Specifically, AEGIS performs a cross-rank statistical anal-
ysis of the checksum difference at the end of each training
step within each data-parallel (DP) group. The key insight
is that, for the same batch and operator, the distribution of
checksum differences across DP ranks should be relatively
stable; a genuine SDC can manifest as an out-of-distribution
deviation. To establish a collective baseline for each operation,
AEGIS computes the P90 (90th percentile) of the checksum
differences across all DP ranks. This statistic is collected via
an efficient allgather over compact checksum-difference
data, incurring only modest communication overhead.

If the checksum difference of a specific operation on a
particular DP rank significantly exceeds the P90 baseline
by a large margin (e.g., 10° times), AEGIS raises an outlier
warning. Unlike confirmed SDC reports, such warnings are
heuristic signals rather than definitive proof; they indicate a
high likelihood of genuine SDCs that may have been missed
by selective verification. Our production experience further
confirms that outlier analysis is a practical and effective
complement to the detection pipeline.

6 Implementation

AEGIS is integrated as a lightweight system on top of our
in-house Megatron-LM [36] implementation. This integration
requires minimal changes to the training pipeline and follows
the proposed design to support online SDC detection for large-
scale LLM training.

Verification Task Packing. Considering the severe mem-
ory constraints of LLM training, AEGIS retains only the
minimal context required for verification. Specifically, only
algorithm-based detection requires an additional recomputa-
tion step. Therefore, we describe the vTask packing design
for algorithm-based detection in more detail.

For matrix multiplication, AEGIS adopts two checksum
schemes: row checksums and row-and-column checksums.
We apply them to different Matmul categories in LLM
training, namely activation forward (fwd), input-gradient
backward (dgrad), and weight-gradient backward (wgrad).
For fwd and dgrad, AEGIS uses row checksums. The packing
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Figure 12: Different matrix multiplication checksum vTask
packing strategy (a) row checksum and (b) row-and-column
checksum.

strategy is shown in Figure 12(a). In these cases, the input
B corresponds to model weights that typically persist in
GPU memory, whereas A and C are intermediate tensors that
may be released before verification. Thus, the cSensor only
needs to retain the row of A with the maximum numerical
error and the corresponding row of C for later verification.
For wgrad, AEGIS adopts row-and-column checksums to
reduce the saved context, the packing strategy is shown in
Figure 12(b). Since both inputs in wgrad are activations
that may be released later by the framework, the cSensor
retains the row of A and the column of B with the maximum
numerical error, along with the corresponding elements of
C needed for verification. For attention operation, verifying
dV = PTdO would require replaying the entire backward
kernel and retaining additional intermediates (e.g., LSE, dO,
0, and K).

Dynamic Sampling Strategy. In addition to the afore-
mentioned mechanisms, we further employ a dynamic sam-
pling strategy during the production deployment to reduce
system overhead. Such a strategy is particularly practical
for our algorithm-based detection mechanisms, as the com-
putational overhead of checksum calculation in cSensor is
non-negligible. Specifically, we assign a sampling rate to an
operator, meaning that the operator will execute the checksum
validation with a certain probability.

7 Evaluation

7.1 Experimental Setup

TestBed. All experiments are conducted on production GPU
clusters. Each node is equipped with 8 GPUs unless otherwise
specified.

Model Configurations. The configuration of the models
used in our overhead analysis is listed in Table 1, detailing the
number of layers, hidden size (%), number of attention heads,
FFN intermediate size (hsy,), number of experts, and top-k
values.
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Name #layers h #heads hyyp, #experts top-k

70B 24 4096 32 1024 256 8
268B 32 6144 48 2048 256 8

Table 1: Model configurations in evaluation.

7.2 AEGIS in Production

We first validate AEGIS’s effectiveness in production through
a deployment in our production clusters. During this time,
AEGIS continuously monitors and detects SDCs in online
large-scale LLM training jobs.

Detection Effectiveness. We first summarize the online
SDC incidents detected by AEGIS. Over a deployment of
3.5 x 107 GPU-hours, AEGIS identified 18 SDC incidents
involving 13 distinct faulty GPUs while incurring only
0.86% performance overhead. Among these incidents, only
three incidents manifested as observable training failures
(e.g., unexpected NaN loss); the rest were silent. This low
overhead is achieved by enabling the dynamic sampling
strategy described in §6, which balances detection coverage
and performance in production.

Figure 13 plots the cumulative number of SDC incidents
observed in our production environment after deploying
AEGIS. For clarity, the figure shows only outlier warnings
from GPUs that were repeatedly flagged and later confirmed

faulty, reporting only the last warning for each such GPU.

Initially, SDC incidents occur more frequently. Quantitatively,
13 SDC incidents were detected in the first half of the
deployment period, whereas only 5 incidents occurred in the
latter half. As faulty GPUs are detected and removed from the

resource pool, the rate of SDC incidents gradually decreases.

This marked reduction in SDC rate demonstrates the critical
necessity of deploying online SDC detection in large-scale
LLM training to protect training reliability and also validates
the effectiveness of the AEGIS. Outlier warnings also serve as
an early signal of latent risks; for example, a warning from a
specific machine in Figure 13 was subsequently confirmed as
a genuine SDC by AEGIS. We discuss outlier warning, false
negative, and false positive problems in more detail in the
discussion section (§8).

Coverage. The deterministic detection method detects more
SDC incidents (12 times) than algorithmic detection and its
outlier warnings (6 times). This observation can be attributed
to two main factors: First, the broad operator coverage
of deterministic approaches extends beyond Matmul and

attention to include other components such as normalizations.

Second, algorithmic detection is only sparingly sampled in
production tasks to minimize overhead. Crucially, algorithmic
detection remains essential as it offers a distinct detection
scope and hence targets different SDCs. In particular, in
training scenarios where recomputation is limited, algorithmic
detection provides effective protection for computationally
intensive operators that dominate the overall runtime. This
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Figure 13: Cumulative SDC count over time (in million GPU-
hours) in the production environment, as detected by AEGIS.

complementarity further justifies AEGIS’s multi-sensor design
for maximizing SDC detection coverage in production.

7.3 Analysis of Detection Capability

We conduct a capability study on eight available machines
that had previously exhibited SDCs, as detailed in Table 2. For
each machine, we run the training task 10 times to account for
the inherent non-determinism of SDC manifestation during
LLM training.

Compared with Offline Method. We compare AEGIS
against the vendor-provided offline diagnostics tests. As
shown in Table 2, AEGIS achieves a recall of 8 out of 8 faulty
machines. In contrast, thorough diagnostic tests, which require
hours to complete, detect only 25% of them (2 out of 8). We
note that this recall is lower than the 70% reported in [41]. We
attribute this discrepancy primarily to pre-screening bias in
our operational environment. Prior to production training,
all GPUs undergo strict offline stress testing to filter out
visibly unhealthy machines. These eight GPUs were initially
certified as healthy and then admitted into the LLM training
cluster. Therefore, the low recall of offline stress testing
underscores the difficulty of detecting such silent corruptions
with conventional methods. This result highlights the practical
value of our online approach in identifying hard-to-detect
SDCs that escape offline screening.

Different Method Recall. Table 2 also breaks down the re-
call of individual methods across the eight faulty machines. A
key observation is that no single method achieved 100% recall
across all machines, indicating that online SDC detection in
large-scale LLM training requires multiple complementary
methods. This phenomenon aligns with our analysis in §7.2.

7.4 Overhead

We then evaluate the runtime overhead during training. We
conduct experiments using two model sizes, 70B and 268B
(as illustrated in Table 1), and scale up to 1,024 GPUs. Unless
otherwise stated, the sequence length and global batch size
are fixed at 8,192 and 768, respectively. We compare the per-
iteration training time of AEGIS against a baseline without
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Vendor-provide

d Algorithmic Detection

Deterministic Detection

1D FaultType / Description Diagnostics Tests  \fagmul ~ Attention  Framework  Attention
1  RMSNorm execution fault v v

2 Matmul execution fault on EU 1d=81 v

3 wmma instruction execution fault on EU 1d=94 v

4 HBM memory error (single-bit flips) v v

5  Matmul execution fault v v v v

6  FlashAttention execution fault v v

7  FlashAttention execution fault v

8  FlashAttention execution fault v v

Table 2: Summary of SDC detection capability of AEGIS and vendor-provided diagnostics tests on eight real-world faulty

machines, with detailed fault descriptions.
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Figure 14: Overhead of AEGIS with different checksum
techniques.

SDC detection enabled to demonstrate its efficiency. All
reported performance numbers are averaged over 10 stable
iterations to ensure measurement reliability.

End-to-end Overhead. We evaluate two AEGIS config-
urations. The first enables only row checksums; in this
configuration, wgrad is not fully covered. The second en-
ables row-and-column checksums, providing coverage for all
Matmul categories in LLM training. In both configurations,
deterministic detection is enabled. Figure 14 summarizes
the runtime overhead of AEGIS. Across all tested workloads,
AEGIS incurs low overhead throughout training, averaging
below 1.61% with row checksums and 2.35% with row-and-
column checksums. The maximum slowdown is 2.1% for row
checksums and 2.6% for row-and-column checksums. The
primary sources of overhead can be divided into two stages:
cSensor and cVerifier. In the cSensor stage, overhead mainly
comes from checksum computation and minor memory
operations needed to retain the minimal context for potential
replay. In the cVerifier stage, overhead comes from executing
vTasks to confirm whether it is a genuine SDC. The higher
overhead of row-and-column checksums is primarily due to
the extra memory copies (the column of input B) required to
retain verification context compared to row checksums. In
return, this configuration enables SDC verification for wgrad,
trading minor overhead for broader coverage.

The results also indicate that AEGIS scales well to 1,024

Figure 15: Overhead of different dynamic sampling rate.

GPUs and to larger model sizes. Because AEGIS does not
introduce additional communication, it remains effective
as cluster size grows. We expect this design to scale to
larger deployments, providing reliable SDC detection for
future ultra-large-scale LLM training with minimal impact on
throughput.

Dynamic Sampling. To evaluate AEGIS ’s dynamic sampling
strategy (§6) and its impact on overhead, we conduct an
ablation study under settings that mirror our end-to-end
evaluation, except that both the 70B and 268B models are run
on 128 GPUs. As shown in Figure 15, varying the sampling
rate provides a simple and effective way to tune AEGIS
’s overhead, which scales approximately linearly with the
sampling rate. In our production deployment, we use this
strategy to select a sweet spot that balances overhead and
online SDC detection capability. Specifically, AEGIS controls
the sampling rate of algorithmic detection to meet a target
overhead budget (e.g., 0.86% overhead in our production).

7.5 Ablation Study

Checksum Difference. We next evaluate the contribution
of algorithmic detection during training, focusing on how
checksum accumulation precision affects detection sensitivity.
Because operators differ in output scale and numerical-
noise profile, we collect checksum-difference distributions
for bfloatl6 and float32 accumulation across operators
over 500 training iterations without injected faults. As shown
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Figure 16: Ablation study of checksum precision in algo-
rithmic detection. (a) Checksum difference distribution. (b)
Detection rate vs. relative injection scale.

in Figure 16(a), float32 produces substantially smaller
checksum differences, making it more sensitive to small SDC-
induced deviations.

Detection Rate. We then perform a calibrated fault-injection
analysis. Because operators have different checksum-
difference scales, injecting the same absolute perturbation, or
an uncalibrated random fault such as a bit flip, would con-
found the comparison across operators. We therefore normal-
ize each injected perturbation by the corresponding operator’s
float32 checksum-difference scale. For each operator, we
use the median float32 checksum difference from this 500-
iteration run as its reference scale. For a relative injection
scale r, we inject a fault into a randomly selected element
during the operator computation with probability 0.02%. The
faulty element receives a signed perturbation with magnitude
r - my, Where m, is the corresponding operator’s median
float32 checksum difference. Each setting is repeated 100
times. Figure 16(b) shows that float32 checksums detect
injected faults at the median reference scale with a near-100%
detection rate. In contrast, bfloatl16 checksums remain
largely insensitive at this scale and require roughly 10*x
larger perturbations to reach comparable detection. This gap
demonstrates that the higher-precision checksum design of
our method provides stronger detection capability and enables
finer-grained error detection.

7.6 Case Studies

Case 1: Detection of Matrix Unit Fault. In this case,
the faulty GPU was detected during a matrix multiplication
operation (corresponding to ID 3 in Table 2). We reproduced
the SDC fault and analyzed its root cause.

We locate erroneous positions by comparing the faulty
GPU’s output with the expected results, as shown in Figure 17.
The output tensor from the faulty GPU, of size 768 x 2048,
exhibits errors only at specific positions with a regular pattern,
as illustrated on the right. Zooming in on this region reveals
a clearer structure, with errors recurring at periodic intervals
along both the x and y axes (middle). Further zooming in
(left) shows that the errors predominantly appear as four
consecutive incorrect elements within localized regions.

Given this spatial clustering and regular structure, we
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Figure 17: The erroneous locations of output tensor.

hypothesize that the SDC originates from a specific execution
unit. By inserting the assembly instruction to retrieve the
id at erroneous locations, we identify the faulty execution
unit (EU), which in our experiments consistently reports
id=94. For identical inputs, we observe computation errors
only when the Matrix Multiply-Accumulate instruction (mma,
e.g., wmma_f32_16x16x16_bfl6_w32) is executed on the
matrix cores of this EU, whereas the same inputs produce
correct results on the vector cores within the same EU. These
observations indicate that the SDC is localized to the matrix
unit and is specifically triggered by mma execution.

This case underscores the importance of integrating SDC
detection into matrix multiplication, given the heavy reliance
of LLM training on matrix units for efficient acceleration
across the execution stack.

Case 2: Detection of HBM Fault. Our second case
involves an SDC caused by an HBM fault (correspond-
ing to ID 4 in Table 2). This SDC was detected by
our deterministic detection. In this case, a float32 in-
termediate value was saved during the forward pass and
later read in the backward pass. Its value changed by a
one-bit flip, from 1011111101101010010000111110111 to
1011111111101010010000111110111. This single-bit error
causes the fingerprint of the recomputed result to be not
bitwise-aligned with that of the original forward pass, and
is therefore detected by AEGIS. An interesting observation is
that this fault does not trigger the ECC protection mechanism,
suggesting a potential ECC failure that exposes GPU memory
to the risk of undetected errors.

8 Discussions and Experiences

Permanent vs. Transient SDC Incidents. SDC incidents
can be categorized as permanent or transient. Permanent
SDCs stem from persistent hardware faults, whereas tran-
sient SDCs are rare, occasional events on healthy hardware,
often attributed to external factors such as cosmic rays [28]
and temperature [43]. In our production environment, all
SDC incidents detected by AEGIS were reproducible on
the corresponding GPUs. The time between re-triggered
incidents during training varied widely, ranging from seconds
to days. We further performed a reboot experiment on one
such GPU. Although the GPU had previously been flagged
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for a VRAM fault by the diagnostic tool, it passed all offline
test suites immediately after a system reboot, suggesting that
rebooting can temporarily mitigate SDC symptoms. However,
one month later, the SDC reappeared; AEGIS detected it,
and the diagnostic tool again reported the same underlying
VRAM fault, indicating that reboot does not resolve the
underlying hardware faults. These findings are similar with
our in-house study [46], indicating that the observed SDC
incidents predominantly stem from persistent hardware faults
rather than sporadic transient events. Therefore, online SDC
detection provides an efficient mechanism to identify and
isolate faulty GPUs, preventing long-term degradation of
LLM training caused by underlying hardware issues.

Software-induced SDCs. The correctness of AEGIS relies
critically on bitwise comparison during computation replay.
This property, however, can be violated not only by hardware
faults but also by software bugs. During our deployment,
AEGIS caught an SDC-like incident caused by a training
framework bug. Specifically, the framework read illegal input
data, which led to an out-of-bounds write in a kernel and
triggered a recomputation mismatch alarm. This failure case
highlights an additional benefit of AEGIS integrated into the
training framework stack. Beyond hardware-induced SDCs
typically targeted by offline testing, AEGIS can also identify
software bugs within the training framework that manifest as
SDCs, thereby offering further protection for training jobs.

False Negatives. To detect SDCs escaping from AEGIS, we
screen for SDCs through several other methods. We periodi-
cally performed task-level replays using bitwise-deterministic,
cluster-level training tasks to probe for undiscovered SDC
issues. Across repeated runs, the losses remained aligned,
providing additional confidence that no faulty GPUs were
missed during the deployment. We also analyze unexpected
task failures, including segmentation faults, NaN and inf
values in the training task. Only one additional faulty GPU is
detected, which caused an SDC that occurred outside the
backbone of the Transformer network and hence beyond
the protection region of AEGIS. This retrospective analysis
demonstrates that AEGIS can detect most SDC incidents in
LLM training, indicating its effectiveness. Nevertheless, we
cannot completely rule out undetected SDCs, given their po-
tentially low frequency and the inherent difficulty of observing
silent corruptions in production LLM training.

Operator Coverage. The current AEGIS prototype focuses
on dominant compute-intensive Transformer kernels, includ-
ing Matmul and FlashAttention, while some lightweight or
outside-backbone patterns, such as standalone element-wise
operations, remain uninstrumented. This gap explains the
remaining production false negative; extending coverage
mainly requires adding the corresponding operator-specific
sensor to the existing detection pipeline.

False Positives. Beyond these confirmed SDC reports, we ob-
served 21 warning alerts from the outlier-based analysis (§5.4)

during deployment. Among them, 11 alerts were attributed to
reproducible faulty GPUs. Six alerts were repeatedly reported
by a highly suspicious GPU over one month, yet could not be
reproduced by existing offline diagnostic tools, highlighting
the limitations of offline testing for identifying hard-to-
reproduce faults. Three alerts in the remainder occurred on
different GPUs during the model warm-up phase, suggesting
that outlier-based numerical checks can be sensitive to out-of-
distribution values in early LLM training.

Observing Only Compute- and Memory-Induced SDCs.
In our deployment, we reproduced SDC incidents at-
tributable to computation and memory, but did not observe
communication-induced SDCs. A plausible explanation is
that the communication stack is protected by multiple layers
of error detection and correction (e.g., ECC and link-level
checks), whereas compute paths on accelerators expose
fewer built-in, end-to-end integrity checks. This asymmetry
reinforces the importance of integrating lightweight SDC
detection into compute-intensive operators in LLM training.
High Precision Accumulation Enables SDC Localization.
During deployment, we did not successfully locate SDC
incidents using checksums accumulated from bfloatl6
outputs. Instead, all confirmed detections were achieved by
accumulating checksums from float32 accumulators.

9 Related Work

SDC Detection in Training Systems. Existing research
has explored various techniques to detect and mitigate the
impact of SDC in Al training systems. [27] analyzes the
effect of SDC in LLM training. ATTNChecker [21] uses
ABFT to provide fault tolerance for the attention mechanism.
Dr.DNA [26] proposes early-stage SDC detection and miti-
gation based on activation distributions. Gemini 2.5 [9] uses
numerical analysis and rerun to identify suspicious SDCs.
LongCat [38] introduces additional recomputation to verify
the correctness of attention backward computation. However,
these approaches often suffer from high overhead or limited
detection efficacy. In contrast, AEGIS offers practical online
SDC detection with low overhead and broad coverage for
production-scale LLM training.

Fault-tolerant LLM Training. Some orthogonal efforts
enhance the fault-tolerance of LLM training. GEMINI [44]
and ByteCheckpoint [40] optimize checkpointing for faster
recovery and reduced stall time. Other systems [14,18,39]
exploit training redundancy to tolerate failures without dis-
rupting training. Yet they do not study or address SDC
issues. In contrast, AEGIS provides online SDC detection
that promptly flags errors, which can then be combined with
these fault-tolerance mechanisms to perform rapid rollbacks
when necessary, thereby complementing these techniques.

SDC Detection in Other Applications. In other applications
and hardware, [4] provides ultralight, application-agnostic
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data dynamic monitoring to detect SDC in extreme-scale MPI.
[12] studies SDC incidence and survey hardware/software
mitigation strategies; Farron [43] mitigates CPU SDCs via
prioritized testing and temperature control; Orthrus [24] de-
tects SDCs in the cloud through resource-adaptive validation;
and Hardware Sentinel [13] monitors large data-center fleets
using software failure indicators. However, these CPU- and
application-centric techniques do not directly address the
distinctive computational and communication characteristics
of GPU-accelerated LLM training; while AEGIS provides a
specialized solution tailored to this setting.

10 Conclusion

We present the online SDC detection system AEGIS for large-
scale LLM training, along with insights gleaned from 35
million GPU hours. Our findings demonstrate that online SDC
detection should be established as a standard component of
training frameworks to safeguard the scaling of LLM training.
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