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Abstract

Secure containers such as Kata Containers strengthen isola-
tion by running each container inside a lightweight VM. On
today’s virtualized clouds, this creates an unavoidable form
of nested virtualization with dominant cost in memory virtu-
alization. Existing approaches entangle CPU virtualization
and three-level page-table management across hypervisors,
forcing frequent cross-world synchronization and producing
severe overheads for mixed memory-access workloads.

We present JANUS, a cross-world, cooperative nested virtu-
alization architecture that cleanly separates CPU and mem-
ory virtualization responsibilities. JANUS performs all guest
world switches entirely within the guest hypervisor through a
lightweight switcher mechanism, while delegating all memory
translation to the host hypervisor. This separation removes the
host from the critical path of CPU events and eliminates the in-
termediate shadow or nested page tables that burden existing
designs. JANUS introduces several key techniques, including
VMFUNC-based EPTP switching for trap-free transitions be-
tween guest and nested-guest address spaces; a shadow-root
mechanism that protects world-switch integration while al-
lowing direct updates to the nested guest’s page tables; and
in-guest virtualization exception handling that enables the
guest hypervisor to resolve second-level faults with only a
single lightweight host interaction. Evaluations demonstrate
that JANUS delivers an average performance improvement of
144% over PVM and 28.6% over KVM-based nested virtual-
ization for real-world applications, and imposes less than 5%
overhead compared to native containers in production deploy-
ment. JANUS demonstrates that rethinking nested virtualiza-
tion around cross-world cooperation yields strong isolation
with near-native container performance.

1 Introduction

Containers, such as RunC [43] and LXC [15], underpin to-
day’s cloud-native software stack by offering portable and

* Equal contribution.

efficient isolation to cloud workloads [10]. But their reliance
on a shared host kernel [13, 17,44] exposes applications to
kernel-level vulnerabilities and cross-tenant attacks. A single
exploited container (e.g. CVE-2025-9074) can compromise
the host kernel and cascade across tenants [24]. To mitigate
this risk, cloud platforms (e.g., Alibaba MaxCompute [1])
increasingly deploy secure containers, such as Kata Con-
tainers [25], which place each container inside a lightweight
virtual machine (microVM). This design restores hardware-
enforced isolation for executing untrusted code (e.g., user-
defined functions (UDFs) [16]), while preserving the agility
of container-based workflows and maintaining high perfor-
mance under bare-metal deployment [2, 54].

However, provisioning bare-metal instances (for deploy-
ing secure containers) remains inefficient and inflexible due
to long startup times [28], hindering elastic scale-out under
bursty workloads. As a result, platforms must maintain a
statically overprovisioned pool of instances to absorb peak
demand, leading to substantial resource underutilization dur-
ing typical steady-state workloads. This has driven platforms
to increasingly favor cloud VM instances, which offer greater
elasticity by enabling on-demand instance allocation to han-
dle dynamic workload fluctuations [21]. Yet, deploying se-
cure containers on cloud VMs faces a fundamental challenge:
secure containers must run within an already virtualized envi-
ronment, leading to nested virtualization, where each con-
tainer’s microVM executes inside a cloud VM. The addi-
tional layer of CPU and, especially, memory virtualization
introduces substantial overheads that make secure containers
slower than their traditional counterparts.

Empirical studies reveal that while CPU-bound workloads
exhibit negligible slowdown, memory-intensive workloads
can degrade by up to two orders of magnitude under nested
virtualization [21]. The primary source of this overhead is the
need to reconcile three levels of page tables — i.e., the host
page table (HPT) in host (L), the guest page table (GPTy,) in
cloud VM (L; guest), and the nested guest page table (GPTy,)
in secure container (L, nested guest) — within the two-level
hardware translation model commonly supported by modern
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Figure 1: Two approaches for nested memory translation

processors. As illustrated in Figure |, the hardware MMU
traverses two translation structures: the first-level page table
(pointed to by CR3) and the second-level extended page table
(pointed to by EPTP). With the two-level hardware translation
model, nested memory virtualization must compose these
three page tables into two to translate a nested guest virtual
address (GVAy,) to the host physical address (HPA).

More specifically, a classic Lj-dominated approach intro-
duces a shadow page table (SPT) that merges GPT}, and
GPTy,, enabling the MMU to perform a two-step translation —
from GVAp, to GPAy, via SPT, and from GPA[, to HPA via
EPT,_,;' [21]. Although straightforward, this approach forces
L, to constantly synchronize SPT with read-only GPT},, re-
sulting in high VM exit rates. An alternative Ly-dominated
design constructs an EPTy_,» within Ly, directly maintain-
ing the mapping from GPA, to HPA to complement GPTj,
in supporting two-stage translation [12]. While this design
enables L, to manage its own page tables, it shifts the synchro-
nization burden to the Ly, which must maintain consistency
between the EPTi_,, in the L; and EPTy—>.

More recent effort has attempted to circumvent this syn-
chronization bottleneck. CKI [38] constructs GPT}, to map
GVA,, directly to GPAy, and leverages Supervisor Protection
Keys (PKS) [30] to restrict L, s memory access, thereby elim-
inating the need to maintain SPT. HyperTurtle [56] takes a
different approach by allowing Li-registered eBPF programs
to apply updates directly to EPT_,; inside Ly, removing the
synchronization cost. However, both techniques rely on rigid
memory-allocation assumptions, such as preallocation and
contiguous allocation, that are difficult to satisfy in dynamic,
cloud-native environments.

In this paper, we present JANUS, a cross-world, cooperative
nested virtualization architecture that restructures how CPU
and memory virtualization are divided across hypervisor lay-
ers. As shown in Figure 2, JANUS differs from existing Ly- or
L-dominated approaches by cleanly separating (nested) vir-
tualization responsibilities: L; performs all L, world switches
(e.g., due to system calls, interrupts, and exceptions) through
a lightweight, switcher-based software mechanism, while L
exclusively manages nested memory translation via a host-
controlled EPT;_.». This division removes L from the critical
path of CPU events and hence eliminates the costly cross-
world synchronization.

Realizing this architecture requires overcoming several

IThe notation 0 — 1 indicates that the EPT is constructed and maintained
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Figure 2: Comparison of nested virtualization approaches
among KVM, PVM, and JANUS

challenges in enabling fast and safe cross-world execution.
First, JANUS builds upon a software-based CPU virtualization
layer, i.e., the swiftcher, that intercepts all L, virtualization
events within L, allowing fast L;—L, world switches with-
out trapping to Ly. Second, seamless transitions between the
two worlds require switching not only CPU state but also
memory views; JANUS addresses this by using VMFUNC-based
EPTP switching, allowing the processor to transition between
the L; view (EPTy—1) and the L, view (EPTj_,,) entirely
within non-root mode (no L participation). Finally, to ensure
these transitions remain isolated and tamper-proof, JANUS
introduces a shadow-root mechanism that embeds control
metadata within the nested guest’s page table, preventing a
compromised L, from subverting world-switch integrity.
Building on this switcher-based CPU virtualization, JANUS
realizes nested memory virtualization by using GPTy, directly
as the first-level translation and delegating all second-level
mapping to a host-managed EPTy_,,, thereby removing the
intermediate shadow or nested page tables traditionally main-
tained in L;. Making this design both safe and efficient re-
quires addressing two additional challenges. First, writable
GPTy, must not allow a compromised L; to remap privileged
regions (e.g., the switcher and shadow-root); JANUS enforces
this through a GPA disaggregation mechanism, which iso-
lates switcher and shadow-root pages from the GPA range
exposed to L. Second, constructing missing EPTy_,, entries
must avoid the cascade of exits that plagues prior designs;
JANUS achieves this using in-guest #VE handling, allowing
L to resolve EPT faults locally and issue a single lightweight
hypercall to Ly. Together, these mechanisms eliminate costly
cross-world synchronization across L, L, and Ly and pro-
vide fast, secure nested memory management. Beyond basic
execution, JANUS extends its design to support key cloud-
management operations. For memory reclamation, it provides
a lightweight hypercall interface that lets L; delegate invali-
dations to Ly, ensuring coherence across nested translations.
For live migration, JANUS ’s GPA-disaggregated layout en-
ables hardware Page Modification Logging (PML) to track
nested-guest dirty pages directly in EPTy_;, eliminating the
high overhead of write-protection—based dirty-page tracking.
JANUS delivers system-wide improvements across all lay-
ers of the virtualization stack. At the L, layer, it enables di-

(L,-dominated)

by Ly on behalf of L, while 0 — 2 and 1 — 2 follow analogous semantics.
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Figure 3: CPU virtualization in single-level virtualization and nested virtualization

rect manipulation of nested guest page tables, allowing fast,
trap-free resolution of GPTy, faults without involving lower
layers. The L; hypervisor is freed from the burden of main-
taining intermediate page tables, effectively eliminating lock
contention and frequent VM exits induced by cross-world syn-
chronization. At the Ly layer, JANUS requires only minimal
extensions to deploy EPTy_,,, thereby avoiding the complex-
ity and maintenance overhead typically associated with man-
aging EPTj_,;. Our evaluation using both microbenchmarks
and representative cloud workloads demonstrates that JANUS
substantially enhances the efficiency of secure containers on
virtualized cloud instances. By eliminating costly cross-world
synchronization, JANUS delivers performance gains of up to
3x and 6x over state-of-the-art KVM- and PVM-based nested
virtualization approaches.

2 Background

In this section, we provide the necessary background on single
and nested virtualization, with a focus on CPU and memory
virtualization mechanisms.

As shown in Figure 3, cloud providers deliver virtualized
compute instances atop host hypervisors such as KVM [18].
This single-level virtualization model is commonly supported
by hardware extensions (e.g., Intel VT-x and AMD-V), which
enforce a clear division between root and non-root execution
modes to isolate host and guest environments. In contrast,
containers like RunC [43] rely exclusively on OS-level vir-
tualization techniques, e.g., namespaces [13], control groups
(cgroups) [17], and Linux security modules (LSM) [44], and
thus can operate seamlessly within such virtualized environ-
ments with negligible additional complexity.

Recently, the rising demand for stronger isolation guaran-
tees in multi-tenant cloud platforms has driven the adoption of
secure containers, like Kata Containers [24]. These systems
encapsulate conventional containers within lightweight mi-
croVMs, retaining container agility while delivering VM-level
isolation. At the same time, modern cloud services are com-
monly provisioned and managed as VM instances, which pro-
vide elastic resource allocation, standardized isolation bound-
aries, and compatibility with existing cloud control planes.
To preserve these operational advantages, secure containers
are often deployed on top of cloud VMs rather than as a sep-
arate bare-metal substrate. In this deployment model, each

secure container introduces its own microVM inside an al-
ready virtualized cloud instance, resulting in a second layer
of virtualization, namely nested virtualization, that current
hardware does not natively accelerate. This gap exposes se-
vere inefficiencies, particularly in memory management (i.e.,
the dominant source of overhead in nested virtualization).

2.1 Nested CPU Virtualization

A key challenge in nested virtualization lies in maintain-
ing distinct privilege levels among the host (Ly), guest (L),
and nested guest (L), despite the fact that modern hardware
virtualization extensions (e.g., Intel VT-x, AMD-V) expose
only a single hardware separation between root and non-
root modes. In single-level virtualization, transitions between
the Ly hypervisor and the guest (L) are efficiently managed
by hardware through the Virtual Machine Control Structure
(VMCS), which saves and restores processor states across
mode switches. However, enabling a second level of virtual-
ization requires these transitions to be emulated entirely in
non-root mode, since current hardware lacks native support
for an additional privilege boundary [12].

This emulation can be realized in two ways: (1) through
hardware-assisted support from Ly or via (2) software-based
mechanisms implemented within L;. In the hardware-assisted
design, as shown in Figure 3(b), Ly maintains a physical con-
trol structure VMCS for L,, synchronizing it with the virtual
VMCS managed by L;. Whenever L; executes VMCS oper-
ations such as VMLAUNCH or VMRESUME (running L),
the instruction traps to Lo, which must translate virtual VMCS
into physical VMCS and then perform an actual VM entry
(on behalf of L;). Similarly, each VM exit from L; first transi-
tions to Lo, which must then reinject the exit event into L; to
maintain the correct execution semantics. These multi-level
transitions introduce high overhead, as every L, world switch
requires multiple VM exits and reentries involving L.

Inspired by paravirtualization techniques such as Xen [11]
and Lguest [6], the recent PVM approach [21] introduces
a small paravirtualized component called the switcher. The
switcher implements the minimal subset of VMX state transi-
tions in non-root mode (L1), allowing efficient world switches
between L and L, without trapping into L.

Specifically, the L; hypervisor maps the switcher into both
the Ly and L, at identical virtual addresses, allowing control

USENIX Association

20th USENIX Symposium on Operating Systems Design and Implementation 1017



to transfer seamlessly across world switches. For example,
the switcher transitions between worlds by switching the page
table and can continue executing the remaining instructions
needed to complete the privilege-level transition even after
the address space changes. The switcher maintains VMCS-
like state structures in per-CPU entry areas and uses them to
save and restore processor state during transitions. To enter
L, the switcher loads the L, state (e.g., syscall entry points,
IDT, TSS, trampoline stacks, and LDT), switches into the L,
address space, and issues an IRET to drop into the L, kernel
or user context in non-root ring 3. L, kernel and user code
remain isolated through separate page tables and a virtual ring
hierarchy enforced by L;. The syscall and IDT handlers in-
stalled for L, intercept privileged events (syscalls, hypercalls,
interrupts, exceptions) and return control to L; by restoring
its saved state and executing a RET. In essence, the switcher
implements lightweight VM-entry/VM-exit logic in software,
allowing L, to reuse the existing VMCS of L while provid-
ing strong privilege separation via ring 0 and ring 3 state.
By localizing VM entry and exit emulation within L, such
switcher-based CPU virtualization eliminates expensive Ly
traps while preserving correct nested execution semantics.

2.2 Nested Memory Virtualization
Modern processors natively support single-level memory vir-
tualization by performing a two-dimensional page-table walk
that translates guest virtual addresses (GVAs) to host phys-
ical addresses (HPAs): first from GVAs to guest physical
addresses (GPAs) using the guest page table, and then from
GPAs to HPAs using a hardware-assisted second-level page
table such as Intel’s Extended Page Tables (EPT) or AMD’s
Nested Page Tables (NPT). Throughout this paper, we refer to
EPT as the second-level page table without loss of generality.
In a nested virtualization setting, however, Lo observes only
the mappings from GPA;, to HPAs. It has no visibility into
how L; manages the nested guest’s memory — specifically,
how GPAp, is mapped to GPAr,. This lack of cross-world
visibility between Ly and L, complicates the construction of
a direct translation path from GPA;, to HPA. To bridge this
gap, two techniques have emerged in practice: SPT-on-EPT
and EPT-on-EPT [12]. The former introduces a software-
maintained SPT to translate GVA, to GPA;, while the latter
constructs a nested EPT hierarchy that composes mappings
from both L; and Ly to translate GPA, directly to HPA.
PVM-on-EPT. We first describe the advanced SPT-on-
EPT model used by PVM-on-EPT [21], which complements
PVM’s lightweight, switcher-based CPU virtualization (§2.1).
As shown in Figure 4(a), while L, maintains its own guest
page tables, the effective first-level address translation is car-
ried out by SPT maintained by L; . During L, execution, L,
hypervisor loads the SPT into CR3, and protects the memory
pages containing the L, page table entries as read-only. It

2For clarity, the construction of EPTy_, is omitted, as it is orthogonal to
the nested translation path under discussion.

L, (non-root mode ring0) | [ L» (non-root mode ring3)
SPT ™ GPT»

A) GPT fault E._m
...... (2) WP fault
n e (n)
SPT® (3) SPT fault GPTy

— I

(a) PVM-on-EPT

L, (non-root mode ring0)
GPT» GPT®

L, (non-root mode ring0)

EPT, ., 2
G— B2
@ EPT,_, fault © EPT,_, fault
© EPT,_,, WP fault
L, (root mode ring0) EPT,_,

(b) EPT-on-EPT
Figure 4: Two approaches for nested memory virtualization

ensures that any modifications to GPTy, are intercepted and
mediated exclusively by L.

Therefore, when L, accesses a GVA;, without a valid map-
ping in SPT, a page fault is raised and delivered to L. L;
inspects GPTy, to identify the cause of the fault. If the corre-
sponding entry is missing in GPT},, indicating a GPT fault
(®), Ly injects the fault back into L, allowing L, to update
its own page table using the faulting address recorded in CR2.
This process triggers another page fault because updating the
read-only guest page table entries causes a write-protect (WP)
fault (®). The system must then exit to L; to emulate the write
to the corresponding L, page table page. Once L, page table
is updated, a subsequent access to the same address triggers
another SPT fault (®), which L; can now resolve by walking
both GPT;, and GPTy, to construct the translation entry in
SPT. L, then marks the relevant GPT}, entries as read-only
to capture future updates. This process involves three world
switches between L; and L, and may repeat until the full
translation hierarchy is established.

As SPT operates at process granularity and each L, pro-
cess has its own GPTy,, L1 must allocate and manage a dis-
tinct SPT for each L, process (e.g., SPT"™ corresponds to

the GPTL(Z") of process n). When L, runs multi-process work-
loads, constructing multiple SPT significantly increases the
frequency of shadow page faults. Moreover, any modifica-
tion to GPTy, by L, applications triggers a VM exit to Ly,
which must update the corresponding entries in SPT. Al-
though it can be handled through lightweight world switches
between L; and L, (i.e., via the switcher), their cumulative
frequency amplifies lock contention within L;’s memory man-
agement subsystem, leading to degraded scalability under
multi-process workloads.
EPT-on-EPT. Existing KVM hypervisors employ an EPT-on-
EPT approach in conjunction with the hardware-assisted CPU
virtualization (§2.1), which introduces significant cross-world
synchronization overhead.

As shown in Figure 4(b), GPT}, directly serves as the first-
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level page table, enabling L, to handle its own page faults
locally without trapping into lower layers. However, when
L, accesses a GPAy, whose translation is missing in EPTy_,»,
an EPT fault is raised. Because Ly cannot interpret the inter-
mediate mapping between GPAy, and GPAr, (maintained by
Ly), this EPT fault must first be injected into L; (@). L; then
constructs the missing translation in £PTj_,,, which requires
modifying one level of the table entry and triggers a VM exit
(due to WP fault) to Ly for write emulation (®). After Lo
emulating the page modification, control returns to L, which
resumes L, execution. The resumed L, then traps to Ly once
more for the actual VM resume operation. Since EPTy_,, re-
mains incomplete, a final EPT fault occurs (). In response,
Ly repairs EPTy_s» by synchronizing it with EPT;_,» and
marking the corresponding entries in EPT}_,, as read-only
to capture furture updates. Once this fixup completes, Lg re-
sumes L, allowing subsequent accesses to the same GPA,
to proceed without trapping. Each missing GPA, translation
therefore requires three costly world switches across Ly, L1,
and L, and this procedure may repeat multiple times until all
levels of GPTy, are resolved.

3 Motivation and Opportunities

Nested virtualization is a key enabler for cloud platforms to
run secure containers inside VM instances while preserving
the elasticity and cost efficiency of modern cloud infrastruc-
ture. However, the performance costs of existing approaches,
especially in nested memory virtualization, remain a critical
bottleneck. These overheads continue to hinder the efficient
deployment of secure containers, and the impact becomes
especially visible for memory-intensive workloads.

3.1 Limitation: Missing Ly-L; Coordination

To demonstrate this, we evaluated the performance of ac-
cessing 32 GB of physical memory under the EPT-on-EPT
and PVM-on-EPT by repeatedly invoking mmap, performing
memory accesses, and then calling munmap. As shown in Fig-
ure 5, our experiments include tests on inactive physical mem-
ory that has never been touched and active physical memory
whose low-level mappings have already been established.
When accessing inactive physical memory, EPT-on-EPT
requires nearly twice the execution time of PVM-on-EPT (Fig-
ure 5 (a)) because it must construct the lower-level EPTy_»
entries, triggering a larger number of expensive exits to Ly
with most exits caused by EPT violations and a significant
portion caused by VMRESUME emulation (Figure 5 (b)).
When accessing active physical memory, EPT-on-EPT be-
comes more efficient than PVM-on-EPT because the neces-
sary EPTy_,» mappings are already present and only a small
number of exits to Ly occur. In contrast, PVM-on-EPT contin-
ues to incur a similar number of exits in each iteration because
the mmap and munmap operations modify the L, page table,
which repeatedly induces GPT;, and SPT synchronization.

bed
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Figure 5: Performance of physical memory (PM) access

When applications run inside secure containers within VMs,
their memory access behavior combines both active and inac-
tive physical memory. However, existing nested virtualization
approaches perform well in isolated cases — either active or in-
active memory accesses — but fail to handle the mixed access
patterns that real applications typically exhibit.

These inefficiencies are rooted in the lack of cross-world
coordination between Ly and L; in existing nested designs.
Hardware-assisted approaches (e.g., EPT-on-EPT) delegate
most memory virtualization tasks to the Ly hypervisor and de-
pend on hardware CPU virtualization to perform costly world
switches. In contrast, software-based approaches (e.g., PVM)
enable efficient world switches between L and L,, but at the
expense of frequent transitions between these two, impos-
ing significant overhead on L; to manage multiple, software-
based shadow page tables across multi-process workloads.

3.2 Opportunities: Advanced HW Features

These observations underscore the opportunity for a cross-
world, coordinated nested memory virtualization architecture
that unifies the advantages of efficient software-based world
switching with the simplicity of hardware-assisted memory
virtualization. Recent hardware advances make such coordi-
nation not only feasible but also efficient.

Multi-level Page Tables. Software-based world switching
requires that the switching code and its data be mapped at iden-
tical virtual addresses (within a PUD range) in both GPTy,
and GPTy,. Making GPTp, read-only would degenerate into
full shadow paging and undermine JANUS’s goal of allow-
ing L, to manage its own address space. Instead, JANUS
can exploit hierarchical page tables to enforce fine-grained,
root-level mediation. It interposes only on top-level (PGD)
updates, maintaining a protected shadow PGD as the author-
itative root. While L, can modify its in-memory PGD, only
updates issued via a hypercall to L; are validated and ap-
plied to the shadow PGD, which is the root page loaded into
CR3 during L, execution. L; allows updates to non-critical
regions, but strictly blocks any attempt by L, to modify the
PGD entry referencing the PUD covering the switching range.
This yields a partially shadowed page-table abstraction: the
PGD entry for the switching-critical PUD is pinned and im-
mutable, while other entries—and their lower-level page tables
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(PUD/PMD/PTE)-remain fully writable. Thus, JANUS pre-
serves Ly’s flexibility while ensuring the invariant required
for correct and secure world switching.

VMFUNC and EPTP Switching. JANUS enforces L, to ex-
ecute with a dedicated EPT, which is maintained by the Ly
and isolated from L;’s EPT, to enable second-level address
translation. Switching between L; and L, therefore requires
changing the active EPT, which would incur significant over-
head if handled via host intervention. Modern Intel CPUs
provide VMFUNC (function 0), enabling EPTP switching en-
tirely in non-root mode and atomic transitions without VM
exits. However, because VMFUNC is unprivileged, L, might
switch to any EPTP in the pre-configured EPTP list by the
host, potentially including those not intended for its execu-
tion. To prevent such malicious switches from taking effect,
JANUS binds each L, execution context to its designated EPT
by restricting the visibility of its shadow root to that EPT only.
Consequently, if L, switches to a different EPT via VMFUNC,
the shadow root required for first-level address translation be-
comes inaccessible, triggering a fault that traps into L1, which
can immediately detect the violation and terminate L,. This
design preserves the performance benefits of VMFUNC while
enforcing strict EPT isolation without restricting its usage.
Virtualization Exception. The host maintains EPT map-
pings for L, while relying on L; to provide the mapping
from GPAj, to GPAy,. Traditionally, an EPT violation trig-
gers a VM exit to the Ly, which injects an exception into
the L;; the L; then forwards the required mapping informa-
tion back to the host. This back-and-forth interaction signifi-
cantly increases VM exit frequency and limits the efficiency
of EPTy_,» construction. Modern Intel CPUs introduce the
Virtualization Exception (#VE) mechanism, which delivers
EPT violations for designated address ranges directly to a
guest-level handler. By resolving violations within the L1,
#VE eliminates Ly involvement in exception injection and
substantially improves cross-layer coordination efficiency.

3.3 Threat Model

Cross-world cooperative nested virtualization preserves the
isolation guarantees of conventional single-level virtualiza-
tion. We assume trusted hardware CPU protection mecha-
nisms, including VMX-based root and non-root modes, as
well as ring-based privilege separation between kernel and
user execution. We further rely on hardware-enforced memory
protection: first-level page tables constrain accesses to guest
physical memory, while second-level EPTs restrict accesses
to host physical memory within designated regions. Together,
these mechanisms enforce strong isolation between the host
and its guests, and extend naturally to nested guests.

Our focus is on software-level vulnerabilities in paravirtu-
alized nested guest kernels, guest hypervisors, and the host
hypervisor, which might be exposed through virtualization
interfaces. We consider the following threat scenarios: (1) a

malicious secure container may attempt to compromise nested
CPU and memory virtualization by exploiting shared-memory
regions or unauthorized address-space switching via the non-
privileged VMFUNC instruction, potentially targeting the guest
or co-located nested guests; and (2) a malicious guest may
attempt to violate single-level virtualization boundaries by
exploiting the memory virtualization coordination interface
or vulnerabilities in the host hypervisor, thereby targeting the
host or other guests.

These threats directly guide the design principles of JANUS.
First, the system must protect the shared-memory region used
for world switching from modification by the nested guest,
even when it is mapped into the nested guest page table, in or-
der to preserve the integrity of the switching mechanism and
ensure correct guest-level execution. To this end, we design a
shadow root mechanism (§4.2) that exposes a controlled view
of the root page table (PGD) to the nested guest while main-
taining consistency with the actual page-table state. Second,
the system must intercept VMFUNC invocations that attempt
to switch to unauthorized EPTs, thereby preventing illicit
cross-domain memory access at the guest level. Accordingly,
we develop an enhanced EPT mapping design that leverages
GPA disaggregation to detect and block unauthorized EPTP
switching via first-level page-table enforcement (§4.3). Fi-
nally, when extending memory-related hypercall interfaces
to the host hypervisor, the system must enforce strict valida-
tion of memory mappings to ensure consistency with kernel
memory management (§4.4).

4 JANUS: Design and Implementation

We present JANUS, a high-performance, nested virtualization
framework that enables close cooperation between the L
and L; hypervisors to achieve efficient CPU and memory
virtualization. Unlike prior nested virtualization approaches
that consolidate CPU virtualization (world switching) and
memory virtualization (three-level address translation) within
a single hypervisor (PVM-on-EPT) or across both hypervi-
sors (EPT-on-EPT), JANUS separates these mechanisms by
assigning the responsibilities of world switching and page-
table management to distinct hypervisors. Specifically, JANUS
employs a switcher-like, software-based approach in L; to
handle world switches due to L,’s system calls, page faults,
interrupts, and exceptions, while delegating all memory vir-
tualization to the Ly hypervisor. The separation of CPU and
memory virtualization provides two key benefits: (1) world
switches become cheaper because all L, CPU state transi-
tions can be handled locally within the L; hypervisor, closer
to the L, guest and without involving Ly; and (2) the con-
solidation of nested three-dimensional page tables onto the
two-dimensional paging hardware is delegated entirely to the
most privileged hypervisor, Lo, thereby avoiding repetitive
and costly world switches across Ly, L1, and Ly.
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Figure 6: The JANUS architecture

4.1 Architecture Overview

Figure 6 illustrates the overall architecture of JANUS. JANUS
leverages the two dimensional page tables in hardware to
facilitate the three-level memory address translation in nested
virtualization. It directly loads the L, guest’s page table onto
CR3 for the first level address translation. Accordingly, JANUS
loads EPTy_.» onto EPTP to directly translate GPA;, to HPA,
and manages EPTy_,» exclusively in the Ly hypervisor. While
this design is architecturally similar to EPT-on-EPT, JANUS’s
key contribution is its ability to guarantee that (1) all L, visible
events, such as page faults, system calls, and interrupts, are
either handled natively by L, or efficiently processed within
Ly, and (2) the management of EPTy_,; at Ly bypasses any
intermediate L; page tables and requires only a single world
switch to Ly per EPTy_,» update.

As shown in Figure 6, JANUS’s key mechanisms include
a software-based switcher that performs world switches for
handling L, events, and a hypercall interface that enables
cooperation between L; and Ly for managing EPTy_>.

4.2 World Switch

Inspired by CPU para-virtualization techniques used in tra-
ditional hypervisors such as Xen [11], Lguest [6], and par-
ticularly PVM [21], the switcher in JANUS is implemented
as a code and data segment within the per-CPU entry area,
enabling efficient CPU state transitions in response to Lp
events. In general, switcher is a software-based mechanism
that emulates VMCS functionality within non-root mode (i.e.,
the L; hypervisor) to save and restore CPU states across
mode switches. Similar to the switcher design in PVM, JANUS
places both the L, user and kernel spaces in hardware ring 3
of non-root mode, while the switcher itself resides in ring O
of non-root mode. Thus, all L, privileged instructions, system
calls, and interrupts trap into the switcher for world switch-
ing. To execute correctly across domains during switchover
(which involves switching page tables and address spaces),
the switcher must reside at the same virtual address in the L,
user space, L, kernel space, and the L; hypervisor.

The delegation of memory virtualization, i.e., the manage-
ment of EPTy_,;, entirely to the Ly hypervisor introduces
unique challenges in JANUS’s switcher design. Since L di-

Table 1: World switches within non-root mode.

Execution Context CR3 EPTP Switcher mapping in EPT
Ly Hypervisor GPTL] EPTy Always present
@ call vin_entry
VM Entry @ — GPTy, EPTy,, Always present
GPT}, ® — EPTy» On demand
@ IRET to L,
L, Context (hring3) [ GPTy, | EPIy, not used
(3 interrupt/exception/syscall/hypercall
VM Exit GPT., ® — EPTy— Always present
@ — GPT, EPTy,; Always present

(® ret to L; Hypervisor

rectly loads its page table onto CR3 for the first level address
translation and there is no intermediate page table in L, the
switcher must be indexed by both GPT;, and GPT}, to en-
able L,-L; world switches. Consequently, the world switches
involve the switching of GPTy, and GPT;, on CR3, and the
switching of EPTy_,» and EPTy—,1 on EPTP. Building on this
design, JANUS’s switcher offers two key advantages over prior
approaches. (1) It resides on the L;-maintained shadow root
page table during L, execution, requiring only synchroniza-
tion with the actual L, root page table, analogous to how the
switcher resides within GPTy,. (2) It performs all required
EPT switching without trapping to Lo, and efficiently handles
switcher-induced EPT faults at runtime.

Algorithm 1 VM Entry—-Exit Cycle: Ly — L, — L

Require: Initial state: CR3 = GPT,, EPTP = EPTy_,;.
Ensure: After cycle: L, executed and L; state restored.
1: VM Entry (L — Ly):
2:  Construct L, context onto L, entry stack
3 Save L; context on L kernel stack
4:  Switch to L; entry stack
5 Switch CR3 to GPT}, (switch to L, entry stack)
6:  Invoke VMFUNC (0, index) to switch to EPTy .,
7
8
9

:  Execute IRET (switch ring, pop stack and restore L)
: L, Execution:
State: CR3 = GPTy,, EPTP = EPTy_.»
10:  Execute L, user process or kernel
11: VM Exit (L, — L;):
12: Save L, context on L, entry stack
13:  Invoke VMFUNC (0, 0) to switch back to EPTy
14:  Restore CR3 to GPTy, (switch to L; entry stack)
15:  Restore L context.

Table | summarizes page table switches for various mode
transitions and execution contexts, and Algorithm 1 illustrates
the execution flow of the complete VM entry—exit cycle. We
begin with the L execution context before an L, guest is
launched. Upon the creation of an L, guest and before enter-
ing this guest, L; hypervisor installs a corresponding switcher
in both GPTy, and EPTy_,;. To facilitate L, mode switching,
the L hypervisor pins the switcher address mapping in L.
To switch from the L; to L, context (D), i.e., performing a
VM entry, the switcher first loads L,’s page table GPT;, onto
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Figure 7: The relationship between shadow root and GPT,

CR3 by simply using instruction mov cr3, phys_addr (@,
Algorithm 1, line 5). However, the switching from EPTy_,| to
EPTy—,» (®)is challenging. To ensure all page table switching
does not trap into Ly, JANUS uses VMFUNC-based EPTP
switching to change EPT entirely within the non-root mode,
eliminating costly VM exits to Ly. With VMFUNC function
0, the hardware can switch among a set of preconfigured EPT
roots supplied by Ly. L; uses EPT index O for EPTy_,; and
maintains a mapping from each L, context to its correspond-
ing EPTy_,, entry. During an L; — L, transition, the switcher
executes VMFUNC with the target EPT index (Algorithm 1, line
6), enabling a fast, trap-free EPTP switch.

Maintaining per L, switchers and directly placing the
switcher inside GPTy, is unsafe because a compromised or
malicious L, kernel could modify its page tables to remap
or overwrite the switcher, potentially subverting the world-
switching mechanism. To ensure integrity, JANUS introduces
a shadow-root mechanism that constructs a shadow page
global directory (PGD) mirroring the real GPTy,. As shown
in Figure 7, the corresponding shadow PGD entries are pre-
mapped as read-only in £ PTj_s; to prevent unauthorized mod-
ification. The L; hypervisor installs the switcher by configur-
ing the relevant PGD entries to reference the switcher’s PUD
and its subordinate tables (PUD, PMD, PTE). When an L,
attempts to modify PGD entries, it also issues a hypercall to
L; which validates the update and synchronizes it with the
shadow root before applying the change. Otherwise, updates
to PGD entries in GPTy, do not take effect, as only modifica-
tions propagated to the L;-authorized shadow root are visible
to the hardware MMU. Importantly, such PGD-level updates
are infrequent in L,, while lower-level page table modifica-
tions (PUD, PMD, PTE) proceed by L, kernel without L;
involvement, incurring no overhead in the common case. The
shadow root mechanism also enforces the security of EPTP
switching, as the lower-level EPT mappings associated with
each shadow root exist only within the EPT corresponding to
its own L. Any unauthorized VMFUNC attempt by a mali-
cious L, triggers an EPT violation that is trapped by L;, due
to the absence of the required first-level page table mappings,
thereby preventing cross-L, memory access.

GPA GPA GPA GPA
0 L,_max L, min L, max
L, GPA with V (44) bit
shadowi ! Eldentical GPAE . ? “9
root ' (switcher) |1
EPT,_, l l l l I
GPA GPA
0 L;_max

Figure 8: The layout of EPTy_,; and EPTy_»

Note that EPTy_,; initially contains only the shadow-root
mappings, and the switcher mappings are created on demand.
When an access to the switcher triggers an EPT fault, L
intercepts, switches to EPTp_,1, and completes the exit to L1,
which already has the correct switcher mappings. Lo then
installs the required switcher entries into EPTy—_;p with proper
permissions. This incurs only a one-time overhead because
the switcher region is small and must be initialized only once
per EP T0_>2.

To finally enter L;, the switcher performs an IRET (Algo-
rithm 1, line 7) using a pre-built cross-page IRET frame: the ss
field is mapped read-only to protect the user-mode rip, while
the rest of the frame sits on a writable adjacent page. Execu-
tion then proceeds in hardware ring 3 under non-root mode,
and although EPTy_s; includes the switcher, L, cannot access
it. System calls and interrupts in L, trap to hardware ring 0
(non-root mode), where the switcher performs a VMFUNC-
based switch to EPTy_,1, loads GPT},, and returns to the L,
hypervisor via ret (®-®, Algorithm 1, line 12-15). This de-
sign enables secure, low-latency transitions while preserving
strong isolation between L and L,.

4.3 Memory Virtualization

JANUS achieves nested memory virtualization using the L,
guest’s own page table as the first-level translation, paired
with a second-level translation layer managed by the host (Lg)
hypervisor. Thus, a GVAp, is first translated to GPA, via
GPTy,, and then to a host physical address (HPA) through
EPTy. Unlike PVM-on-EPT, which marks GPTj, read-
only to intercept and emulate every page-table update, JANUS
keeps GPT}, writable so that L, can update its page tables
without trapping into L;. Unlike KVM’s EPT-on-EPT de-
sign, JANUS removes the intermediate EPTj_;; maintained
by L1, avoiding both the synchronization between EPT;_,»
and EPTj_; and the additional exits required for write emu-
lation. These two choices — writable GPT}, and a single host-
managed EPTj_,, — reduce cross-layer switches and shrink
the amount of page-table state maintained by L.

We now describe how JANUS safely supports writable guest
page tables and efficient fault resolution without compromis-
ing isolation or incurring cross-layer overhead.

GPA disaggregation and mapping validation. Because
GPTy, is writable, JANUS must ensure that updates made by
L, cannot map over the switcher. To enforce this separation,
JANUS arranges the L, GPA layout exposed through EPTy_;;
into two regions: (1) the read-only shadow-root and switcher
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Figure 9: The memory virtualization of JANUS

pages, and (2) the regular writable GPA range assigned to L.
As shown in Figure 8, EPTy_,» maps the shadow-root and
switcher pages at the same GPA positions as in EPTy_,;.
These entries are marked read-only to protect the switcher,
except for the writable portion of the IRET frame required
for world switches. The GPA region assigned to L, remains
unmapped initially; entries are installed on demand by Ly
as translation faults occur. To ensure that L; interprets only
legitimate GPT}, updates, each GPT}, entry mapping an L;-
assigned page carries a software-defined V-bit — set by the
paravirtualized L, kernel. The V-bit marks the entry as cre-
ated by L,, allowing L; to distinguish such updates from
other arbitrary memory contents (e.g., the shadow-root and
switcher pages). When validating a mapping request during a
translation fault, L; checks the V-bit and rejects any request
that lacks it.” These checks prevent a compromised L, from
mapping over privileged memory while allowing ordinary
page-table updates to proceed. In this way, JANUS maintains
isolation without marking GPT}, read-only or intercepting its
internal updates.
GPT fault handling. With GPT;, kept writable, JANUS al-
lows L, to handle its own first-level translation faults without
involving L.

Specifically, when a page fault is triggered due to a miss-
ing GPT}, entry, the switcher’s #PF handler intercepts the
exception and performs direct page-fault injection into the L,
kernel without exiting to the L; hypervisor —i.e., the switcher
(1) saves the current execution context, including the faulting
address stored in CR2, into its state-save area; (2) switches to
the L, kernel context by updating execution stack and adress
space (via SWAPGS and MOV CR3); and (3) returns control
to the L, guest kernel using IRET. Subsequently, the para-
virtualized L, kernel retrieves the CR2 value and fault vector
to handle the exception natively. Once L, resolves the fault
and updates its GPTy,, execution resumes directly in L, user
mode at ring 3 without any L hypervisor intervention. The
only exception arises when the fault modifies the root page
directory (PGD). In such cases, a hypercall is issued to syn-
chronize the shadow root maintained by L; (§4.2).

3L, cannot set the V-bit on GPTy, entries corresponding to the shadow-
root or switcher pages, as they are read-only protected from L;.

EPT fault handling. Faults in EPTy_,; are handled by the
L1 hypervisor via the Virtualization Exception (#VE), an In-
tel VT-x feature that enables selective in-guest handling of
virtualization events without exiting to the host Ly hypervisor.

When #VE is enabled for a vCPU (via the VE enable bit in
the VMCS control field), EPT violations that would normally
trigger a VM exit can instead raise a #VE (vector 20) within
the guest. The #VE Information Area, defined by the VMCS,
records details such as the faulting GPA, access type (read-
/write/execute), violation cause (e.g., missing translation or
permission fault), and the faulting instruction pointer, allow-
ing L; to diagnose and handle the fault with Ly assistance *.

More specifically, when a GPAp, lacks a valid mapping in
EPTy_,, (Figure 9), a #VE is raised and delivered to L; (©).
The L; handler (1) inspects the faulting GPA,; (2) performs
a GPT;, walk to resolve the corresponding GPA;; and (3)
issues a KVM_HC_JANUS_OPS hypercall with JANUS_MAP op-
eration (as listed in Table 2) to Ly containing the mapping
information including GPA;, and GPA, (®). The Lo hyper-
visor then locates the host physical address (HPA) associated
with the GPA, and updates EPT;_,, based on GPA}, accord-
ingly (). By eliminating intermediate shadow page tables in
Ly, this process requires only a single lightweight exit to L;
followed by one exit to Lo, substantially reducing cross-world
synchronization overhead compared to conventional nested
memory virtualization mechanisms.

Table 2: JANUS hypercall operations and their usage

Operation Description

JANUS_CREATE Create the EPTj_,, structure corresponding to
the specified JANUS index.

Destroy the corresponding EPTy ., and
release all associated structures within L.
Construct EPTy_,, mappings based on GPA, ,
GPAL, , permission, and length. }
Remove (zap) the existing EPTy_,» mappings.
Check if existing mapping is young and clear
it if required.

JANUS_DESTROY
JANUS_MAP

JANUS_UNMAP
JANUS_CHECK

JANUS introduces only a single hypercall for managing
EPTy_,, operations (Table 2), whose semantics are simple
and well-defined compared with the complex nested virtual-
ization logic in conventional KVM. Frequent invocation of
the new hypercall behaves similarly to standard KVM hyper-
calls, causing additional vCPU exits without compromising
host stability. However, the JANUS_CREATE operation requires
special handling because it triggers structural initialization in
Lo and must be restricted to control the number of EPTy_»
instances allocated. For data protection, Ly performs strict
validation to ensure that no mapping references H PAs beyond
the range owned by its corresponding L;. These checks in-
clude boundary and length verification, and the removal of
stale mappings after reconfiguration.

“4Note that, in our design, the Suppress #VE bit (bit 63) is set for switcher
EPT entries to force a normal EPT violation VM exit for on-demand switcher
construction, while it remains cleared for regular L, EPT entries to enable
in-guest #VE handling.
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4.4 JANUS-Assisted Memory Management

Having offloaded nested memory virtualization to the host
(Lp) and eliminated the intermediate guest page tables main-
tained by L, JANUS must ensure that this two-level transla-
tion model continues to interoperate correctly with existing
memory management in both the host hypervisor (Ly) and
the guest hypervisor (L;). This section examines two impor-
tant memory management scenarios that arise frequently in
production clouds — i.e., memory reclamation and secure con-
tainer live migration — and describes how JANUS enables
these operations to proceed efficiently under its design.

44.1 Memory Reclamation

Both the Ly host and the L; guest maintain their own mem-
ory management subsystems. Under memory pressure, each
may reclaim memory previously allocated to guests or nested
guests. In current Linux systems, the host kernel at Ly or L;
uses the mmu_notifier interface (e.g., invalidate_range,
change_pte, and clear_young) to inform the Ly or L; hy-
pervisor of modifications to the host page tables that back
guest or nested guest physical memory. These notifications
ensure that the hypervisor’s memory-virtualization structures
(e.g., EPT mappings) remain coherent with the kernel’s mem-
ory view. With the introduction of EPTy_,, for Ly, JANUS
extends this mechanism to ensure that host kernel side invali-
dations propagate correctly across all layers.

At Ly, any unmap or reclamation operation may affect the
memory view of both L; and L. Because the host kernel at
Ly performs reclamation using the GPA;, ranges that back
the guest memory, the Ly hypervisor must be able to locate all
second-level mappings derived from a given GPAy,. To sup-
port this, each entry in EPTy_,; is associated with a reverse-
mapping (rmap) structure keyed by GPAy,, allowing Ly to
identify and invalidate all relevant EPTj_,, entries when the
host kernel reclaims memory. This ensures that memory in-
validations initiated by Ly propagate consistently across the
multi-level translation hierarchy.

At Ly, in conventional nested virtualization (SPT-on-EPT),
L; updates the shadow table to reflect changes to the
page tables backing L, and all metadata associated with its
shadow PTEs (e.g., access permissions and dirty bits). Un-
der JANUS, however, all second-level translations are main-
tained by Lg in EPTy—,», so memory invalidations initiated at
L1 must now be delegated directly to Ly. Specifically, when
invalidate_range isinvoked at L, the L hypervisor issues
a JANUS_UNMAP hypercall to Ly, which removes the corre-
sponding entries from EPTy_,; for the affected GPAy, range.
Although L; no longer updates a shadow page table for Ly, it
still manages its own GPAs and thus must update its internal
per-page attributes to keep its local memory state consistent
with the mappings removed by Ly. More concretely, pages
that become read-only are reflected via set_pfn_access,
while writable pages record dirtiness using set_pfn_dirty.

This way, JANUS enables coherent memory reclamation

' (2 walk and get GPA

Flush PML buffer
on VM exit

() iterate over
PML entries

Every iteration of

memory migration (3 set bit GPA |
copy and clea GPA,

| ............ |‘— 444444

Dirty Bitmap VMCS,, PML page GPA

Figure 10: The live migration progress of L; with JANUS.

across layers by allowing Ly to invalidate nested mappings
directly and by having L forward its invalidations while still
maintaining its own page metadata.

4.4.2 Live Migration

Live migration is a critical capability in cloud environments,
enabling VMs to be relocated transparently without disrupting
ongoing services. In nested virtualization settings, it is the L;
VM that is migrated by the cloud provider; all state belonging
to an L, guest is encapsulated within L;’s memory and is
therefore transferred as part of the L; migration. Among the
stages of live migration, memory migration is particularly
important, as it moves the full in-memory state of L; (and
transitively L) to the destination host to ensure seamless
resumption of execution. A key requirement for this process is
accurate dirty-page tracking, which identifies pages modified
during migration so that only changed memory must be resent.

Under conventional hardware-assisted nested virtualization
(EPT-on-EPT), VMX’s Page Modification Logging (PML)’
cannot be used to track modifications made by L,. PML logs
only the guest physical addresses of trapped writes, but pro-
vides no indication of which EPT translation context gener-
ated them; writes serviced through EPTy_,; (from L;) and
those serviced through EPTy_;, (from L) are indistinguish-
able in the PML buffer. Consequently, even with PML enabled
for L; during migration, the host hypervisor must resort to
software-based dirty-page tracking for EPTy_,,, typically by
clearing the write bit of those entries and trapping subsequent
updates. This write-protection approach severely degrades L,
performance during migration because every modified page
incurs a fault and exits to L.

JANUS overcomes this by leveraging its GPA disaggrega-
tion (§4.3), where L,’s GPAs are assigned to a dedicated,
non-overlapping region. Since PML logs the guest physical
address of each trapped write, this separation allows Ly to
identify PML entries originating from L, simply by checking
whether the logged GPA falls within the GPAr, range. As
shown in Figure 10, (1) during iterative pre-copy migration,

SPML is an Intel VT-x mechanism that records guest-physical pages
modified by a VM by logging their GPAs into a hardware-managed buffer,
allowing the hypervisor to track dirty pages for operations such as live mi-
gration without trapping each write.
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Figure 11: The performance of eight memory-intensive applications

when a PML entry corresponds to an L, GPA (®), the migra-
tion procedure walks EPTy_,, (its rmap, §4.4.1) to translate
the GPA, to its backing GPA., (@). (2) The resulting GPA,
is then marked dirty in L;’s dirty bitmap (®), ensuring that
all L, memory modifications are correctly reflected in the set
of pages to be transferred. (3) After each iteration, the dirty
bits are cleared on the source host, and (4) once no additional
dirty pages remain, the L; VM is suspended and resumed on
the destination host, completing the migration.

5 Evaluation

Real-world adoption. We implement JANUS with 1662 lines
of modifications in the host KVM hypervisor, 3702 lines in the
PVM guest hypervisor, and 264 lines in the PVM nested guest
kernel. JANUS has been deployed in production on a leading
cloud provider’s PaaS platform to support the Flink distributed
stream and batch processing system, enabling secure con-
tainer execution without compromising elasticity. PVM [21] —
a state-of-the-art software-based nested virtualization system
—increases total query time across 17 Flink queries by roughly
30% for C++ and 20% for Java engines compared to tradi-
tional RunC containers [43]. In contrast, JANUS-based secure
containers add less than 5% overhead relative to RunC. These
results demonstrate that JANUS achieves hardware-grade iso-
lation with near-native performance, making it well suited for
latency-sensitive, multi-tenant cloud environments.

Testbed and configurations. To further assess JANUS un-
der controlled conditions, we conducted experiments within
L; VMs running atop the Ly host. The host machine was
equipped with an Intel(R) Xeon(R) Platinum 8475B proces-
sor (3200 MHz) featuring 192 physical CPUs and 384 GB
RAM, running the Linux 5.10.134 kernel, the dominant ver-
sion in our production environment, consistently across all
layers (Ly, L1, and L,). Both Ly and L1 KVM hypervisors

are configured with tpd_mmu=y, a Google-proposed enhance-
ment that improves parallelism in memory virtualization by
mitigating contention on the global MMU lock. The Ly hy-
pervisor enabled VMCS Shadowing, allowing the L; KVM
hypervisor to directly manage its own VMCS structures for
L, guests without causing additional exits. To align with com-
mon cloud configurations, Transparent Huge Pages (THP)
were enabled in L; (transparent_hugepage=always, and
shmem_enabled=advise) to accelerate memory efficiency.

Baselines for comparison. We evaluated three nested con-
tainer configurations for comparison: (1) Kata-KVM: Kata
Containers using hardware-assisted nested virtualization via
the L; KVM hypervisor (standard nested KVM); (2) Kata-
PVM: Kata Containers using software-based nested virtual-
ization via the L; PVM hypervisor (the PVM [21] approach);
and (3) Kata-JANUS: our JANUS-based nested virtualization.

5.1 Memory-Intensive Applications

In this section, we first evaluated eight representative memory-
intensive applications under multiple resource configurations.
The benchmarks consisted of four multi-process applications,
including ebizzy [4], UnixBench execl and shell [8], and
Kbuild [5]; and four multi-threaded applications, including
SPEC;jbb [39] and Dedup from the PARSEC3.0 [52] and
In-Memory Analytics and Graph Analytics from the Cloud-
Suite [3]. We then used the stress-ng [7] memory test to cap-
ture memory accesses to both inactive guest physical memory
that was never touched and to active guest physical memory
whose mappings were already established. Together, these
applications exhibit a wide range of memory behaviors, in-
cluding random memory initialization, frequent modification,

and high-intensity data access.

The performance results for memory-intensive applications
are shown in Figure 1 1. Across both multi-process and multi-
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Figure 12: Performance of physical memory (PM) access.

threaded workloads, Kata-JANUS achieves the best overall
performance and superior scalability by eliminating interme-
diate page-table management within the guest hypervisor.
Specifically, for multi-process applications, Kata-PVM con-
sistently delivers the lowest performance because it must
maintain a distinct shadow page table for each process, which
incurs substantial overhead from intensive SPT management
and synchronization. In contrast, Kata-JANUS improves multi-
process performance by 339.7% on average over Kata-PVM
and further outperforms Kata-KVM by 51.8% when using
8 vCPUs. For multi-threaded applications, Kata-PVM out-
performs Kata-KVM because it avoids the expensive EPT
reconstructions that dominate Kata-KVM’s execution time.
Dedup is the only exception, as its frequent GPT;, updates
trigger numerous exits for synchronizing with SPT;_,,. Kata-
JANUS still achieves an average performance improvement of
37% over Kata-PVM and 13.3% over Kata-KVM when using
8 vCPUs, due to its faster mapping-construction path.

The results in Figure 12 show that Kata-JANUS consis-
tently achieves the best performance for both inactive and
active memory access patterns. Specifically, when the system
accesses inactive guest physical memory, Kata-KVM experi-
ences a substantial performance drop because the construction
of the low-level EPT mapping requires multiple expensive
exits to Ly. When the system accesses active guest physical
memory, Kata-PVM becomes the slowest design because it
repeatedly synchronizes the L, guest page table with the cor-
responding shadow page table in L. In contrast, Kata-JANUS
performs slightly better than Kata-PVM during the initial con-
struction of memory mappings, and this behavior confirms
the benefit of its direct page-fault injection for repairing the
L, guest page table together with its lightweight procedure
for constructing the low-level EPT mapping.

5.2 In-memory Key-Value Stores

We also evaluated the performance of two widely deployed
in-memory key-value stores, Redis and Memcached, to assess
system efficiency under realistic and latency-sensitive work-
loads. These systems are representative of memory-centric
cloud services that issue frequent fine-grained read and write
operations and are therefore highly sensitive to the overhead
introduced by nested memory virtualization. In our tests, the
Redis and Memcached servers executed inside the L,, while
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600 800
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Figure 13: Throughput of in-memory key-value stores

clients ran in L and continuously generated requests.

The performance results are shown in Figure 13. Across
all workloads, Kata-JANUS provides the highest throughput
and best scalability. For example, Kata-JANUS increases Re-
dis throughput by an average of 9.7% and 45.1% relative to
Kata-PVM and Kata-KVM, respectively, and boosts Mem-
cached throughput by an average of 4.4% and 48.2%. Again,
JANUS’s performance advantage arises from its lightweight,
host-managed memory virtualization design, which mini-
mizes cross-world exits and eliminates the costly synchro-
nization overhead.

We also evaluated these applications in both host and guest,
while scaling the number of co-located malicious guests from
0 to 8 to stress the JANUS-introduced hypercalls. The results
show that the performance impact is negligible.

5.3 Micro-benchmarks
We finally used various microbenchmarks to quantify the
fundamental costs introduced by nested virtualization, focus-
ing on world-switch latency, two-level address mapping, and
memory modification tracking.

Table 3: Comparison of world-switch costs

Configuration ~ Switching Path Cycles

Kata-KVM Ly —>Ly— L —Ly— Ly 16,002
Kata-PVM Ly — L — Ly 2,681
Kata-JANUS Ly — L — L 2,700

Cost of world switch. A world switch occurs when the pro-
cessor exits to the hypervisor to handle events of the guest
and then re-enters the guest after completion. These events in-
clude the execution of sensitive instructions such as CPUID or
HLT, accesses to privileged registers, external interrupts, page
faults, I/O operations, and guest-issued hypercalls that require
hypervisor intervention to preserve virtualization integrity.
During Kata container execution, the world switch occurs
between L, and Li, as Ly runs on top of L. With hardware-
assisted nested virtualization (i.e., Kata-KVM), the switching
process involves two exits to Lo, while switcher-based nested
virtualization (i.e., Kata-PVM) completes the switch with a
single exit to L;. JANUS inherits this switcher-based world
switch design and introduces an additional VMFUNC-based
mechanism to switch EPT mappings between L; and L.
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We conducted a microbenchmark that invoked one million

hypercalls, each triggering a pure world switch. We measured
the average cost of a complete switch cycle. The results are
summarized in Table 3. The world switch of Kata-KVM takes
approximately 16,002 cycles, as the Ly KVM must perform
costly synchronization between VMCSy_,, and VMCS|_,»
during nested virtualization transitions. PVM achieves 2,681
cycles per switch owing to its lightweight switcher-based
CPU virtualization. JANUS achieves a similar latency of 2,700
cycles, demonstrating that the additional VMFUNC operation
introduces negligible overhead.
Cost of mapping construction. Constructing a two-level
hardware memory mapping involves handling both GPT faults
and SPT/EPT faults. For Kata-KVM and Kata-JANUS, GPTj,
faults can be resolved locally without VM exits, whereas Kata-
PVM must exit to the L; hypervisor to reinject the #PF fault
into L,. After the GPTy, is repaired, Kata-PVM performs the
SPT_,; fixup within L1, while Kata-KVM and Kata-JANUS
require L assistance to update EPTy_. As discussed earlier,
Kata-JANUS incurs only one additional exit to Ly, whereas
Kata-KVM requires multiple exits.

Table 4: Mapping construction overheads (cycles)

Configuration GPT fault (Fix GPT) EPT/SPT fault Total

Kata-KVM 1,960 (576) 55,980 57,840
Kata-PVM 7,048 (2,736) 12,218 19,266
Kata-JANUS 3,186 (1,546) 24914 28,100
Kata-JANUS (#VE) 3,026 (1,316) 23,934 26,960

We implemented a microbenchmark that repeatedly trig-
gered the mapping construction path. As shown in Table 4,
Kata-PVM incurs higher overhead for handling GPT faults,
while Kata-KVM suffers from substantial costs associated
with EPT fault handling. In contrast, Kata-JANUS benefits
from direct #PF injection, enabling more efficient GPT fault
processing, and outperforms Kata-KVM in EPT fault han-
dling by issuing fewer exits to Ly and using lightweight
hypercall-based EPT updates. Notably, when constructing
an initial mapping, Kata-JANUS is slightly slower than Kata-
PVM due to its use of EPTy_s», which requires one additional
expensive exit to Ly. However, once the low-level EPTy_,»
mapping is established, the overhead of both Kata-KVM
and Kata-JANUS becomes dominated solely by GPT faults,
whereas Kata-PVM must continue synchronizing SPT up-
dates with the GPT mapping, resulting in additional overhead.
Performance impact of dirty-page tracking. Maintaining
stable performance during L; migration is essential for cloud
providers. We evaluated memory modification overheads be-
fore and after enabling dirty-page tracking.

As summarized in Table 5, since the low-level EPTy _.»
mappings are already established, memory writes do not trig-
ger additional mapping construction, and both Kata-KVM
and Kata-JANUS initially exhibit performance comparable
to native L; execution. However, once dirty-page tracking
is enabled, Kata-KVM experiences substantial degradation
because all EPTj_,, entries must be write-protected to track

Table 5: Memory performance before and after enabling dirty-
page tracking

Execution Time (s)

1GB 2GB 4GB 8GB
Ly VM 0.27/0.35 0.55/0.70  1.16/1.48  2.29/2.93
Kata-KVM 0.294/0.80  0.59/1.70 1.20/3.23  2.38/6.49
Kata-JANUS 0.28/0.37 0.57/0.75 1.16/1.67  2.36/2.97

dirty pages, causing every memory write to trigger an exit to
L. As a result, Kata-KVM incurs a 175.5% increase in mem-
ory modification overhead on average. In contrast, JANUS
leverages hardware PML directly on EPTy_,, without requir-
ing write protection, thereby avoiding excessive VM exits and
maintaining near-identical performance.

6 Discussion and Future Work

JANUS currently relies on CR3-based page table switching
to isolate the kernel and user spaces of L, requiring tran-
sitions through the switcher to update CR3 during context
switches. In future work, we plan to leverage EPT-based
isolation between the L, kernel and user spaces, enabling
direct and lightweight context switches entirely within L,
without involving the switcher. In addition, we are exploring
the use of Hypervisor-managed Linear Address Translation
(HLAT) [48] to protect the switcher while eliminating the
need to maintain a shadow root for the GPTy,.

7 Related Work

Securing containers. The security of containerized work-
loads has drawn extensive attention due to the shared-kernel
architecture of conventional containers, which allows a single
compromised container to potentially escalate privileges and
compromise the host system [19, 20, 24, 31]. Existing work
on shared-kernel security enhancement emphasizes strength-
ening memory isolation [45] and privilege protection [22,46],
reducing the exposed attack surface by intercepting or restrict-
ing system calls [34,47], and enforcing runtime security moni-
toring [41] to detect or mitigate malicious behavior within con-
tainers. Hardware-assisted designs such as RContainer [55],
BlackBox [41], and LightZone [51] leverage trusted execution
environments to ensure strong isolation of container work-
loads. Microkernel-based systems including MettEagle [33],
LITESHIELD [32], and split containers [37] limit the impact
of compromised containers on critical system components,
while recent WebAssembly-based containers [23,29, 50] en-
hance security by exploiting the inherent isolation provided by
the Wasm runtime. In contrast to kernel-sharing approaches,
some systems duplicate kernel functionality for each con-
tainer, with gVisor [49] implementing a user-space kernel that
intercepts and validates system calls to decouple container-
ized applications from the host kernel, and X-Container [36]
and pKontainer [40] relying on separate Library OS instances
to provide stronger isolation. Secure container frameworks
such as Kata Containers [25] and Firecracker [9] further en-
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hance isolation by running each container inside a lightweight
virtual machine, combining container agility with hardware-
enforced security guarantees, and secure containers have now
emerged as a practical foundation for cloud-native security
with production deployment in modern hyperscale platforms
such as Alibaba Cloud [25].

Enabling nested virtualization. Virtualization has long been
a cornerstone of cloud computing, evolving from early full vir-
tualization to paravirtualization [11], then hardware-assisted
virtualization [18], and more recently to delegated user-level
virtualization [14]. Nested virtualization remains a challeng-
ing problem, as it must support running guest hypervisors
within virtualized guests, which is essential for deploying se-
cure containers in cloud-native infrastructures. Early systems
such as Turtles [12] and NEVE [26] demonstrated the feasibil-
ity of nested execution by emulating hardware virtualization
features at the host level. Later processor extensions, includ-
ing VMCS shadowing, reduced the number of VM exits by
allowing guest hypervisors to directly access certain control
structures. More recent work adopts architectural co-design
strategies to minimize cross-world semantic gaps. For exam-
ple, SVT [42] leverages simultaneous multithreading (SMT)
to maintain guest hypervisor and nested guest on separate
logical threads, while DVH [27] enables direct virtual hard-
ware provisioning to streamline interrupt delivery and device
emulation. Despite these advances, memory virtualization re-
mains the primary bottleneck, as cross-world synchronization
continues to dominate overhead in nested environments.
Optimizing nested memory virtualization. Nested memory
virtualization requires composing three translation page ta-
bles into two hardware-supported stages, which often incurs
substantial overhead due to multi-level synchronization. Prior
efforts have sought to mitigate costly world switches through
optimized page-fault handling. PVM [21] enables lightweight
world switches and handles L, page faults entirely within
Ly, avoiding Ly involvement, but frequent updates to GPTr,
increase the overall number of page faults. CKI [38] embeds
GVAL,-GPA;, mappings directly within GPTy, using con-
tiguous segment allocation, trading flexibility for improved
page-fault handling efficiency. Other designs [35,53] reduce
translation overhead through direct address exposure or huge-
page coalescing, while Hyperturtle [56] leverages eBPF-based
hyper-upcalls to synchronize EPT hierarchies across layers,
lowering update latency yet retaining cross-world dependen-
cies. In contrast, JANUS redefines nested memory virtualiza-
tion by decoupling CPU and memory control across layers
and exposing nested guest page tables directly to the host-
managed EPT hierarchy, achieving near-native performance
with minimal modifications to the host.

8 Conclusion

This paper presents JANUS, a high-performance nested virtu-
alization architecture that reimagines memory virtualization
for secure containers. JANUS decouples CPU and memory

virtualization across layers, eliminates intermediate shadow
mappings, and exposes the nested guest page table directly to
the host-managed EPT hierarchy. Leveraging optimized fault-
handling mechanisms, it provides efficient, trap-free mem-
ory virtualization with minimal host intervention. As a self-
contained and host-transparent design, JANUS simplifies the
nested virtualization stack while achieving better performance
for secure containers, bridging the longstanding gap between
strong workload isolation and cloud-native efficiency. JANUS
has been adopted by multiple Alibaba Cloud PaaS platforms
to host secure containers, providing a more performant and
cost-effective solution for cloud deployments.
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